PT Sandbox

» positive technologies

MecouyHuua ang 3aWnTbl OT aTaK C UCMNONIb30BaHNEM CJIOXHbIX
N HOBbIX BPeAOHOCHDbIX NporpamMmm

B kaxpaon BTopon kubepaTake ang o6xofa 3awwmTbl ncnonb3yetcs BpeaoHocHoe MO noa Bugom
06bluHbIX dainos 1 ccbinok. PT Sandbox BbigBnseT knbepyrposbl, faxe ecnn 3/10yMbILLTEHHUNK
TWaTeNlbHO CKpbIBAaeTCS: 3alMLaeT OT LefieBblX U MacCOBbIX aTak ¢ npumMmeHeHnem BMNO

N Yrpo3 HyneBoro Hs, o6HapyXunBaeT Kak pacrnpocTpaHeHHblie 3noBpefbl (WndpoBanbLLNKM,
BbIMoOraTenu, wnunoHckoe MO, yTunntbl 4Ng yaaneHHoro ynpasnieHns, 3arpy3umkum),

TaK N CIIOXHbIe XaKepCcKune NHCTPYMEHTbI (PYyTKUTbI, 6YTKUTbI, 3KCMIONTHI).

3auem ncnonb3oBaTb

BbisBnsieT cnoXHbie yrpos3bl

OG6HapyXxmnBaeT Hen3BeCTHbIE BUPYCbl, NPOABUHYTOE
BpenoHocHoe MO, a Takxe N0, HaueneHHoe

Ha SCADA-cuctembl

MpepoTBpawaeT ueneHanpas/eHHbIE aTakun
MosBongeT HacTpanBaTb cpefy SMYAAUNN N NPUMaHKN
C yUYeTOM OTpacneBoii cneunduky opraHnsaumm,
3alMLLad oT TLWaTeIbHO NOArOTOBMEHHbIX aTak

KoHTponupyeT Bce nonynspHbie KaHabl
pacnpocTtpaHeHus BINO

MpoBepsieT daiinbl 1 CChiNKK, NOCTynaoLwme

Mo 3NeKTPOHHON NoyuTe, N3 GalioBbIX XPaHUANLL,
oT IT-cuctem n cnctem 6€30nacHoOCTH, a Takxe
3arpyXeHHble BPYYHYIO

3awmuaeT otevyectBeHHble OC
MoppepxunBaeTt BUpTyanbHble cpenpl ¢ Astra Linux,
«AnbT» n «PE[] OC», roToB K ycTaHOBKe Ha Astra Linux

. PT Sandbox



BoamoXxHocTun

N

Bbicokoe kKauecTBO 06HapyXeHuns

Kaxgabi o6bekT aHannaupyetcsa B PT Sandbox
OVHaMUYEeCKMN 1 CTaTUYeCKUMIN MeToAamMu,
OCHOBaHHbIMU Ha nNpaBunax PT Expert Security
Center, ¢ NOMOLLbIO TEXHOMOMMIA MaLLINHHOIO
06yYeHNs, a TakXe MPOBEpPSeTCS HECKOMbKMMN
aHTVBUPYCaMWu, AOCTYMHbLIMM 3 KOPOGKIN»

Jlerkoe BcTpamBaHue B UHPpPaACTPYKTYpYy
PT Sandbox nogaoepxunsaet MHOXeCTBO

BapuaHTOB UHTerpauum, a ruékuii APl nossonset
NCMNoNb30BaTh NECOYHUNLY B M0G0 KOHPUrypaumm

NHPOPMALMOHHBIX CUCTEM

Kak paboTtaeTt PT Sandbox

3 55

=

M6kag KacToMnsauunsa BUpTyasbHbIX cpef

B Hux moxHo no6aButb cneuundunyeckoe NO

(v ero Bepcum), KOTopoe AeNCTBUTENBHO
MNCMNONb3yeTCs B KOMMaHUM 1 MOXET CTaTb TOYKOM
BXOfa AN 3/10yMbILLIEHHNKOB

OkcnepTHble TexHonorum ot PT ESC

YHuKanbHble npasuna ans obHapyxeHus BIMO,
B TOM yuncne ¢ nomoubio ML-TexHonorunin, nosyLkun
1 MPUMaHKN 419 pacKpbITUS BPEAOHOCHOrO

noBefeHNs, 3aLLMTa OT TEXHUK 06X0fa NeCOYHNL,

P

SneKTPoHHas O6bekTbl U3 ceTeBoro Paiinosble API-nHTerpauus PyuHas 3arpyska
nouyta Tpaduka (ICAP) XpaHuauLLa 06beKTOB
UcTouHukn

CrtaTuuyeckuii aHanms MoBepeH4Yeckunin aHanus

= [paBuna PTESC = AHanms ceTteBoro Tpadurka 1 NoaKYEHNN

= Ananus cogepxumoro ccbinok PT Crawler MpeadunbTpaums = [amnbl namatin 1 npoLeccsl

= Kateropusatop ccbinok PT Categorizer = TexHonorum ML

= WNHankaTopbl komnpomeTauun PT loC « [paBuna PTESC

= AHann3 ¢ MOMOLLbIO BHELUHEN 3KCNepTu3bl
PeTpocnekTuBHbIl aHann3 XpaHunuie PyuHast nepenpoBepka
O6HapyxeHue BnokupoBka UccnepoBaHue yrpos

CurHanunamnpyeT o Hanmyum
BMO B o6bekTax

Brnokuposka BMO
B noytoBom Tpaduke 1 no ICAP

NHCTpyMeHT ans nccnenoBaHns
o6bekToB (threat hunting)

Y3HaTb 60onblle
npo PT Sandbox

Tenerpam-kaHan
PT Sandbox




