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1. O6 aTOM OOKYMEHTE

PyKOBOACTBO agMUHNCTPaTOpa COQEPXNT CMPaBOYHYIO MHOOPMALMIO 1 MHCTPYKLAN NO
pas3BepTbiBaHNIO, HACTpolke 1 agMmuHucTpupoBaHuto MaxPatrol Endpoint Detection and Response
(manee Takxe — MaxPatrol EDR).

PyKoBOACTBO agpecoBaHO cneumancTam, BbINOMHSAOLM YCTaHOBKY, MEPBOHaYanbHyo HaCTPOWKY
1 agMmuHncTpupoBaHme MaxPatrol EDR.

KomnnexT pokymeHTauum MaxPatrol EDR BkntouaeT B cebs crnepytoLmne OKYMEHTHI:
— OTOT AOKYMEHT.

— Hayvano paboTbl — cogepXnT MHGOPMaLMIO 1 MHCTRYKUMUN ANS MepBOHaYaibHOM HAaCTPONKM
MaxPatrol EDR.

— PykoBoACTBO pa3paboTymka — COAEPXMT CNpaBoOYHyO NHGOPMAaLNIO 1 UHCTPYKLAN ANS
crneumnanncToB, paspabaTbiBatowmx Mogynu areHtoB B MaxPatrol EDR.

O6 aTOM OOKYyMEHTe 8



2. O MaxPatrol EDR

MaxPatrol EDR — cuctema, npegHasHauyeHHas 4ns 3alTbl KOHEYHbIX YCTPOWUCTB OT KN6epyrpos.
Cobupasg n aHanuanpys gaHHble 13 MHoxecTBa cuctem, MaxPatrol EDR BbisiBnsieT B IT-
NHOPACTPYKTYPE OpraHn3aLn CNoxHble LieNeBble aTakun 1 aBTOMAaTYeCK pearnpyeT Ha HUX.
CoBmecTHO ¢ MaxPatrol EPP cocTaBnseT eamnHoe pelueHmne gnsg KOMMnaeKCcHom 3awuTbl I T-
NHOPACTPYKTYPbI OpraHn3aunmn ot Knbepyrpos, No3BonsoLee OCTaHOBUTL 3M10YMbILLSIEHHKA Ha
no6om aTane ataku. MaxPatrol EDR BcTpoeH B akocucTemy npopyktoB Positive Technologies n
NMo3BONSeT:

— OTnpaBnaTb AaHHble 0 cobbiTusgx OC n cobbiTnax Vb B MaxPatrol SIEM;

— OTnpaBnaTb Nogo3puTenbHblie dalibl Ha NpoBepky B PT Sandbox n ncnonb3oBaTb NoNy4YeHHbIe
BepOVIKTbl OOHOBPEMEHHO Ha BCEX KOHEUHbIX YCTPONCTBAX;

— 3anyckaTb Ha KOHEeYHbIX YCTPOWCTBaX CKaHNPOBaHNE B pexnme ayauTa 1 OTnpaBnaTb
pes3ynbTaTbl B MaxPatrol VIV

Mpw o6HapyxeHun yrpo3 MaxPatrol EDR nmeeT BO3MOXHOCTb BbINOMHUTL CriegyoLne
aBTOMaTnyYeckune oencTeus:

— ypanuTtb dann;

— 3aBepLnTb OOVH NN HECKOJBKO MPOLECCOB;

— 3abnoknpoBaTb ceTeBon TpaduK;

— 3a6510KMpoBaTb yUYEeTHYIO 3annch;

— 3anycTuTb NpoBepKy Gainnos 1 npoLeccoB Ha ocHoBe YARA-npaBnn;

— oTnpaBnTb ¢pain Ha npoeepky B PT Sandbox;

— 3anyCcTUTb CKaHNPOBaHMe B pexnme ayanta 1 oTnpaBuTb pedynbTaTbl B MaxPatrol VM
— 3abnokmnpoBaTb BCe ceTeBble coenHeHns no IP-agpecy:;

— nepeHanpaBuTb DNS-3anpocsol Ha IP-agpec;

n3onmpoBaTb Gaiin B 3andpoBaHHOM XPaHWUIMLLE.

Kpome Toro, agMnHNCTpaTop Uin onepaTop CUCTEMbI MOXET B JIIO60 MOMEHT BPEMEHN BPYUHYIO
3anycTuTb Ha KOHEYHOM YCTPONCTBE pearnpoBaHne Ha yrposy.

CM. Takke

O mopynax areHTta (cm. pasgen 19.1)
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3. ApxutekTtypa n anroputm pabotbl MaxPatrol EDR

MaxPatrol EDR cocTouT n3 cepBepHOI 4YacTu 1 areHToB, yCTaHaBNNBaeMbIX Ha KOHEYHble
ycTponcTea. CepBepHad yactb MaxPatrol EDR coctonT 13 gByX NporpaMmMHbIX KOMMIOHEHTOB —
yNpaBnsoLLErO CEPBEPA N CEpBepa areHToB.

YnpaBnsioLwmii cepeep — OCHOBHOW KOMMOHEHT CUCTEMbI, KOTOPbIA MO3BOSET KOHPUrypupoBaTh ee
yepes Beb-uHTepdelic. CepBep areHToB — NPUIOXEHNE ANS YyNPaBAeHns areHTaMm 1 Mogynamu, a
TaKxe Ans B3anMonencteuns ¢ BHelwHumMy cuctemamu (MaxPatrol SIEM, MaxPatrol VM, PT Sandbox,
syslog-cepBep).

AreHT — NpunoxeHne, KOTOpoe yCTaHaBNMBaETCA Ha KOHEUYHOE YCTPOCTBO A9 o6ecrneyeHmns
paboTbl MoLyseil 1 CBA3N C cepBepOM areHToB. Moaynb — NpuioxeHne, KOTopoe 3anyckaeTcs Ha
KOHEUYHOM YCTPOICTBE AJ19 BbIMOMHEHNS OCHOBHbIX GYHKLMIA NPOAYKTA.

CyuwecTtByioT aBe koHdurypaumm MaxPatrol EDR — ogHocepBepHas n MHOrocepBepHas.
MHorocepBepHyto KOHGUrypaLmio Bbl MOXeETe UCMOIb30BaTh A/15 pacnpeneneHns Harpyskim npu
60/bLLIOM KONMYECTBE KOHEYHbIX YCTPONCTB B Ballel opraHusauun. B aTon koHburypaumm Ha
OCHOBHOM CepBepe yCTaHaBNMBalOTCS BCe KOMMOHEHTbI, @ Ha ApYrux ToNbko cepaep areHTos, CYB[
PostgreSQL 1 o6bekTHOe XpaHunuwe MinlO.

Anroputm paboTbl MaxPatrol EDR:
1. CepBep areHToOB NepefaeT Ha areHTbl MOy 1 X KoHdurypauumio (cm. pasgen 18.1).

2. Mopynu BbIMOMHSIOT Ha KOHEYHbIX YCTPONCTBAX OCHOBHbIE GYHKLIN CCTEMbI: C60P AaHHbIX,
oB6HapyXeHue yrpos, pearnpoBaHie 1 gpyrue.

3. [aHHble 0 cobbiTusx OC KaLWMPYIOTCS B NaMATW areHTa 1 nepefaloTcs Npu HeOBXOANMOCTIY Ha
syslog-cepsep unn B MaxPatrol SIEM.

4. [laHHble 0 cobbITUAX VB KalWmpyloTca B MaMSaT areHTa 1 nepechinatTcs B XpaHUuLLLEe cobbiTui,
B 6a3y faHHbix MaxPatrol SIEM unu Ha syslog-cepaep.

5. AreHT nepepaeT MeTPUKN 1 AaHHble TpaccupoBky (CM. pasgen 22.3) Ha cepBep areHToB.

6. Ynpasnsiowmin cepBep nosyyaeT 06HOBEHNS NPOAYyKTa 1 MakeToB 9KCMNepT3bl C cepBepa
OBGHOBMNEHNIA.

B3aumopeuncreme KOMNOHEHTOB

Mpw 0BbIYHON YyCTaHOBKE YNPaBASIOLWNIA CepBep B CUCTEME OfNH, @ CEPBEPOB areHTOB MOXET BbITb
HecKOonbko. [1py yCTaHOBKE B OTKa30yCTONYMBOM KflacTepe KOMMOHEHT api ynpaBngdioLLero cepeepa
MOXeT 6blTb YCTAaHOBMEH Ha Heckonbkux cepBepax (cm. pasaen 6.8). KomnoHeHTbl Observability

(cm. pasgen 22.3) 4ns CHKeHNs ceTeBoro Tpaduka MoryT 6biTb YCTAHOBIEHbI HA OQHNX CepBepax ¢
cepBepamMu areHToB.

ApxuTtekTypa 1 anroputm paéotbl MaxPatrol EDR 10
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PucyHok 1. Bsanmogeiictaue komnoHeHToB MaxPatrol EDR npw ycTaHOBKE COBMECTHO C CUCTEMOIA
MaxPatrol 10
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PucyHok 2. Bsanmopelicterie komnoHeHToB MaxPatrol EDR npwu yctaHoBke 6e3 cuctembl MaxPatrol 10

[ng obecneyeHns ceTeBoro B3anmoaencTansg komnoHeHTos MaxPatrol EDR gosmnkHbl 6biTb
OOCTYMHbI MEPEYNCIEHHbIE HKE NOPThI.

MpumevaHue. Ecnu kakne-nn6o komnoHeHTbl MaxPatrol EDR pacnonoxeHbl Ha ogHOM cepBepe,
TO o6ecneunmBaTb BHELLHIOK AOCTYMHOCTb MOPTOB MPY UX B3aUMOLENCTBIN HEO6A3aTENbHO.
Hanpumep, npn ycTaHOBKE BCEX KOMMOHEHTOB Ha OOViH CepBep OTKpbIBaTb NopThl 8148, 8443,

7422, 9047, 9110 He TpebyeTcs.

MpumeyaHue. B Tabnuvue nprBeneHbl NopTbl, UCMOMb3yeMble MO YMOYaHNIO.

Tabnuua 1. KoMnoHeHTbl 1 MopPTbl B3aMOLENCTBUS

UcTouHuk MonyuaTtennb MpoTokon TCP-nopT
Ynpaengwowmin cep- CepBep areHToB HTTPS 8443
BEpP

NATS (leaf node) 7422

YnpaBnsiowmin cep-
Bep

CepBep areHToB

YnpaBnsiowmin cep-
Bep

MP 10 Core

HTTPS

443, 3334, 8521

ApxuTtekTypa 1 anroputm paéotbl MaxPatrol EDR
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UcTouHmnk MonyuaTtennb MpoTokon TCP-nopT
Ynpaenswowun cep- KomnoHeHT gRPC 8148
BEpP Observability
YnpaBnsoLwumin cep- CepBuc nonb3oBa- HTTPS 9047 (npw ycTaHOBKE
BEpP TENbCKOW SKCNepTU3bl B OTKa30yCTONYNBOM
(kommnoHeHT KnacTtepe (cm. pas-
custom_expertise) nen 6.8))
Ynpasngowmin cep- ["no6anbHbIn cepBep HTTPS 443
BEp o6HoBneHun Positive
Technologies
Ynpasngowmin cep- JlokanbHbI cepBep HTTPS 8743
BEp OBHOBSEHWIA (CM. pas-
nen9)
Ynpasngwowmin cep- JlokanbHbI cepBep HTTP 8553
BEp OBHOBSEHWIA (CM. pas-
nen 9)
JlokanbHbI cepBep ["no6anbHbIn cepBep HTTPS 443
OBHOBSEHWI (CM. pa3- | obHoBneHun Positive
nen9) Technologies
MP 10 Core Ynpaengwowmin cep- HTTPS 8444
BEP
CepBep areHToB PT Sandbox HTTPS 443
CepBep areHToB MP SIEM Server AMQP 5671
(RabbitMQ)
CepBep areHToB KomnoHeHT gRPC 8148
Observability
CepBep areHToB KomnoHeHT HTTPS 9110
Observability
CepBep areHToB Cuctema HTTPS 443,3334
MaxPatrol VM, ycTa-
HOBMEHHas OTAENbHO
AreHt CepBep areHToB WSS 8443
Pa6ouas ctaHuma Ynpasngawowmin cep- HTTPS 8444
nosnb3oBaTtens BEpP
Pa6ouas ctaHums Ynpasnsowuin cep- SSH 22 (npu Heobxoanmo-

nosnib3oBaTenyd

Bep

CTW ANS yAaneHHoro
LOCTYyMa no NpoTOKO-
ny SSH)

ApxuTtekTypa 1 anroputm paéotbl MaxPatrol EDR
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UcTouHmnk MonyuaTtennb MpoTokon TCP-nopT

Pa6ouas ctaHuma CepBep areHToB SSH 22 (npw Heobxogumo-

nonb3oBaTteng CTW ONg yoaneHHoro
[OCTyMa no NpoTOKO-
ny SSH)

Pa6oyag cTaHuus MP 10 Core HTTPS 443, 3334, 8091, 8190

nonb3oBaTeng

Pa6ouag cTaHUuS KomnoHeHT HTTPS 3000 (Beb-uHTep-

nonb3oBaTens observability ¢delic Grafana)

BHellHne cnctembl Ynpasnsiowmia cep- HTTPS 8444

(BzanmopgencTBue Ye- | Bep

pea ny6nunyHbi API)

CepBep ¢ ponbio Ynpasnqowum cep- TCP 22

Deployer (ecnn aTa
pOJib yCTaHOBMEHA
OTAENbHO OT KOMMO-
HeHTa MP 10 Core)

BEp
CepBep areHToB

KommnoHeHT
Observability

CM. Takke

MoHunTopuHr cocTosiHua MaxPatrol EDR (cm. pasgen 22.3)

ApxuTtekTypa 1 anroputm paéotbl MaxPatrol EDR
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4. lnueHsnpoBaHmne

[ns pa6oTbl MaxPatrol EDR v ero 3awntbl OT HeneranbHOro NCrnonb30BaHNS HY>XXHO akTBUPOBaTb
NLLEH3MIO.

YnpasneHue nuueHsnen ocyuwectangaetca B PT MC. [Ing kaxgon NnLUeH3nn yKasbiBaloTCs CPoK ee
LEeNCTBUS, MakCMasibHOe KONMMYeCTBO aBTOPN30BaHHbIX areHTOB 1 BO3MOXHOCTb pa3paboTku
mogaynen. lNocne ncrevyeHns cpoka AencTemg NNLEH3nK 6yayT orpaHyYeHbl 06HOBMEHE CUCTEMDI,
aBTOpPU3aLS 1 NepeMeLLeHNe areHTOB MexXay rpynnamMu, CO3aaHne N HaCTPoKa NOANTUK, a Takxe
O6HOBNEHNE Mofaynel Ha KOHEYHbIX YCTPONCTBAX.

AkTunBauuns nuueHsnn MaxPatrol EDR B PT MC BbinonHseTcd B cnegyowem nopsiake:
1. [Jo6asneHune nuueHsum B PT MC.

MpumeuaHue. Painn c NULEH3NEN BaM HYXXHO 3anpocuTb Yy Ballero MeHegxepa Positive
Technologies.

2. YctaHoBka MaxPatrol EDR.
3. TMpuneaska nuueHaunn MaxPatrol EDR k npunoxenuto 8 PT MC.

MpumeuaHwue. Ecnu Bbl ycTaHoBnn MaxPatrol EDR go no6asneHns nuueHsnn B PT MC, ong
aKTUBaLMM TNLEH31I BaM HYXHO 3aHOBO 3anycTuTb ycTtaHoBky MaxPatrol EDR.

MpumevaHwue. [1na ynpasneHuns nuueHsnen B PT MC Bam HyXHbl COOTBETCTBYOLLME
npvBuaernu.

Ho6aBneHune nuueHsum B PT MC

>  YT06bl 006aBUTHL IMLEH3NIO NPU HaTNYK OOCTYNa K MHTEPHETY:
1. B rnaBHOM MeHI0 BbiGepuTe JIMLeH3UMN.
2. Haxmunte O6HOBUTb CUCOK JIULLEH3UMN.

[ns no6aBneHns nnLeH3ny Bpy4dHyto Bam notpebyetcs ZIP-dainn ¢ nuueH3nen n3 kKomnsiekra
NMOCTaBKW.

MpumeuaHue. Ecnuv Baw koMnnekT He cogepxuT ZIP-daiina ¢ nnueHsnen, Bbl MOXeTe 3anpoCcuTb
ero B Cnyx6e TeXHNYeCcKor NoaaepXKu.

> UYT06bl LOGABUTDL NNLEH3MIO BPYYHYIO, 6€3 [OCTYMNa K UHTEPHETY:
1. B rnaBHOM MeHI0 BbiGepuTe JIMLeH3UMN.
2. HaxmuTe [lo6aBUTb.
3. Bbibepute ZIP-daiin c nuueHaunei.

MpumeyaHne. Paiin MoxeT cofepxaTb Kak OfHy, Tak I HECKOJIbKO NMLEH3NIA. B cuctemy
6yaoyT LO6aBNeHbl BCe KOPPEKTHbIE NMLIEH3IN, KOTOpble cofepxaTtcs B daiine.

4. HaxmunTte lo6aBuUTb.

NnueHsnposaHne 15
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MpuBsaska nuueHsum B PT MC

>  YT06bI NpunBA3aTh N1LEH3MIo K npunoxeHnto MaxPatrol EDR:
1. B rnaBHOM MeHIo BbibepuTe JIMLLeH3UN.
2. BblbepuTe nuueHsmio n Haxmnte MpuBasaTthb.

3. BblbepuTe ycTaHoBneHHoe npunioxeHne MaxPatrol EDR, K KOTOpOMY HY>XHO NpnBa3aTb
NINLUEH3MIO.

4. HaxmuTe MpuBsasarb.

NnueHsnposaHne
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5. NporpammHbie 1 annapaTHble TPeboBaHNS

B aToMm pasnene npuBefeHbl TpeboBaHMs K NPOorpaMMHOMY 11 annapaTHOMYy o6ecrneyeHnto
cepBepoB MaxPatrol EDR 1 KOHEUYHbIX YCTPONCTB.

B aTom pa3pene
MporpammHble TpeboBaHus (cM. pasagen 5.1)

Tpe6oBaHVd K annapaTHOMY o6ecrneyeHio KOHPUrypaLum 0nsg HU3KOHarpy>XeHHbIX CUCTeM
(cm. pasgen 5.2)

Tpe6oBaHMs K annapaTHOMY o6ecrneyeHio KOHPUrypaLmm 0a cpegHeHarpyXeHHbIX CUCTEM
(cm. pasgen 5.3)

Tpe6oBaHs K annapaTHOMY o6ecrneyveHnio KOHGUrypaLnm ons BbICOKOHarpy>XeHHbIX CUCTEM
(cm. pasgen 5.4)

TpeboBaHW K NPOrpaMMHOMY 11 annapaTHOMY 06eCrneyeHnto KOHeYHOro YCTPONCTBa
(cMm. pasgen 5.5)

PacueT noTpebneHns pecypcoB areHToM Ha KOHeUYHOM ycTpolcTBe (CM. pasaen 5.6)

5.1. [NporpammHble TpeboBaHUS

MaxPatrol EDR moxeT ncnonb3oBaTbCs Kak CaMOCTOATENbHOE PELLUEHNE N COBMECTHO C
cuctemon MaxPatrol 10 Bepcun 27.2, 27.3, 27.4 unn 27.6. Ecnun MaxPatrol EDR 6yneT
ncnonbdoaTtbcsa 6€3 MaxPatrol 10, To nepep ycTaHOBKOW NpoaykTa HEOGXOAMMO YCTaHOBUTD
nocnegHioto Bepcuto cepBuica PT MC. Nhdopmauusa no yctaHoBke PT MC npuBegeHa B
OOKYMEHTaLMK K 9TOMY cepBucy. Takxe nogaepxmnBaeTcsd coBmecTHas paboTa MaxPatrol EDR ¢
Ankey SIEM NG cepTndunumnpoBaHHO BEPCUN.

Ynpaenatowmin cepsep 1 cepBep areHToB MaxPatrol EDR pekomeHayeTcs ycTaHaBMBaTb Ha
uncTyto 64-pas3psagHyio onepauroHHyo cuctemy. MNMogaepXmnBaoTcs crnepyloLle onepaumnoHHblie
cucTeMmbl:

— Debian10,11,12;
— Astra Linux Special Edition 1.7.6 («Open», «BopoHex»), 1.8 («Open», «BopoHex»);

BHumaHwme! Nepen ycTaHOBKOWN yNpaBnsoLLero cepeepa unm cepeepa areHToB B Astra Linux
(kpome cuctem ¢ ypoBHemM 3aLmiLeHHocTn «Open») Heobxoanmo B dainn /etc/docker/
daemon.json go6aBuTb NapameTp "astra-sec-level"” : 6 u nepesanycTnTb cnyxoy Docker c
nomoLulpto kKomaHapl sudo systemctl restart docker. Takkxe Heo6xoouMoO B
KoHbUrypaumnoHHbid dann /etc/parsec/fs-ilev. conf pobasuTb kaTtanorn /opt/edr, /opt/
edr_data, /opt/edr_tmp c ypoBHEM LENOCTHOCTM min.

— «AnbT Cepaep» 10.2,10.4.

MporpaMmMHble 1 annapaTHble Tpe6oBaHNS 17
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Ecnun ynpaBnsiowmin cepeep nim cepBep areHToB NNaHNpyeTCs NCMoib3oBaTb Ha OQHOM CepBepe C
komnoHeHTamu cuctembl MaxPatrol 10, To ycTaHOBKY HEO6XOANMO BbINOMHATL Ha ONepPaLNOHHYIO
CUCTEeMY, MOAAEPXKNBAEMYIO STOV CUCTEMOA.

MoppepxmBaeTCs yCTaHOBKA YNpaBsioLero cepBepa 1 cepBepa areHToB B BUPTYanbHON cpefe C
NCrnosib30BaHNEM CUCTeMbI BUpTyanusauunm zVirt Bepcum 4.2. MNpw 3ToM Ha BUPTYanbHOW MallnHe
[OOJ/IKHa 6bITb YCTaHOBMEHa ogHa 13 nogaepxueaemMbix OC (CM. CANCOK BbILLE).

[ns paboTbl ynpaBnsiowero cepeepa n cepeepa areHToB MaxPatrol EDR B onepaunoHHon cucteme
LOMKeH 6bITb ycTaHoBNeH koMmnoHeHT Docker CE ¢ Bepcuen ot 20.10.24 0o 29 (BKNIOUYNTENBHO).
Ecnu npu yctaHoBke MaxPatrol EDR B MHOrocepBepHOI KOHPUIypauumn ois NoakItoueHns K
yOaneHHbIM cepBepam He rcrnonbayetcs SSH-knou (cm. pasgen 6.3), To Ha cepBepe, C KOTOPOro
BbIMOJIHSETCS YCTAaHOBKA, [OMKHA ObITb YCTAHOBNEHA yTUAMTa sshpass.

BHumaHwue! Ha Bcex y3nax, Ha KoTopble 6yayT yCTaHaBNNBaTbCS CEPBEPHbIE KOMMOHEHTI
MaxPatrol EDR, gng xypHannmpoBaHug KomnoHeHTa Docker oomkeH ncnons3oBaTbCsa apansep
json-file.

[ns pa6oTbl B nHTEpdeinice MaxPatrol EDR pekomeHayeTcs MCnonb30BaTh NOcnefHne Bepcum
6paysepoB Google Chrome nnn Axgekc Bpaysep.

5.2. TpeboBaHuNg K annapaTHOMY o6ecnedyeHunio
KOHPUrypaumnm ansg HN3KoHarpyXeHHbIX CUCTEM

KoMnoHeHTbl cucTeMbl HEOBX0ANMO YCTaHaBMBaTb Ha cepBep W B BUPTYallbHYIO Ccpeny, KOTOpble
YOOBNETBOPAIOT NMpmBeOeHHbIM HXe arnrnapaTHbIM Tpe6OBaHVI9|M.

Tabnuua 2. AnnapaTtHble TpeboBaHNs K yrpaBnsioLLemMy CepBepy 1 CepBepy areHToB (Npu yCTaHoBKe
OTAENbHO OT KOMMNOHeHTOB cucTembl MaxPatrol 10, 6e3 xpaHunuwa cobbituin MaxPatrol EDR)

MuHuManbHble Tpe6oBaHuUs

[o 2000 co6biTi B | [lo 5000 co6biTuiA B

cekyHay (po 1000 cekyHay (po 2000

areHToB) areHToB)

KonunyecTBo nornyecknx sgep B cucteme Bup- 8 10

Tyanusauum

Mamatb (O3Y) 40TE 40TB

TBeppoTenbHbii HakonuTenb (SSD) ong cun- 500Tb 500Tb
CTEMHbIX OaHHbIX

PekomeHayeTcs MCrnosib3oBaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1T 6uT/C.
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Tabnuua 3. AnnapaTHble TPeGOBaHNS K yNpaBnsioweMy CEPBEPY 1 CepBeEpPY areHToB (Mpu ycTaHoBKe
OTHENbHO OT KOMMOHeHTOB cucTembl MaxPatrol 10, ¢ yueTom xpaHunuwa cobbituin MaxPatrol EDR)

MuHuManbHble Tpe6oBaHuUs

[o 2000 co6biTn B | [lo 5000 co6biTuiA B

cekyHay (po 1000 cekyHay (po 2000

areHToB) areHToB)

KonunuecTBo nornyecknx sgep B cucteme Bup- 13 15

Tyanusauum

MamsTtb (O3Y) 46TE 46THB

TBepooTenbHbI HakonuTenb (SSD) ang cu- 550ThH 550Tb
CTEMHbIX OaHHbIX

PekomeHayeTcs Mcrnosib3oBaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1 6uT/c.

Tabnuua 4. AnnapaTtHble Tpe6oBaHUS K ynpaBasioLLLeMy CepBepy I CepBepy areHToB (Mpu yCcTaHoBKe Ha
ogHom cepBepe ¢ PT MC, ¢ yueTom XpaHunuwa cobblituin MaxPatrol EDR)

MuHuManbHble Tpe6oBaHus

[o 2000 co6biTi B | [lo 5000 co6biThiA B

cekyHay (po 1000 cekyHay (po 2000

areHToB) areHToB)

KonunuecTBo nornyecknx sgep B cucteme Bup- 21 23

Tyanusauum

Mamatb (O3Y) 62Tb 62TB

TBeppoTenbHbii HakonuTenb (SSD) ong cun- 100 TE 100 I'b
CTEMHbIX OaHHbIX

PekomeHayeTcs NCrnosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 16uT/C.
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Tabnuua 5. AnnapaTHble TPe6oBaHNS K yNpaBnsioweMy CEPBEPY 1 CEPBEPY areHToB (C y4eTOM KOMMOHEHTOB
cuctembl MaxPatrol 10)

MuHuManbHble Tpe6oBaHuUs
[o 2000 co6biTn B | [lo 5000 co6biTuiA B
cekyHay (po 1000 cekyHay (po 2000
areHToB) areHToB)
KonunuecTBo nornyecknx sgep B cucteme Bup- 32 42
Tyam/|3a|_|,vu/|1
Mamatb (O3Y) 104TB 136 b
TBeppoTenbHbii HakonuTenb (SSD) ang cn- 1300TE 1300THE
2
CTEMHbIX AaHHbIX
XecTkuin guck (HDD) ons xpaHeHus cobbiTuin 1000TB 2500Tb
(LogSpace)3
XecTkuin guck (HDD) gnst XxpaHeHus cobbiTuin 6000TB 14 000Tb
(Elasticsearch)4

PeKomeH.D,yech NCrob30BaTb CETEBO afanTtep CO CKOPOCTbIO He MeHee 1 r6VIT/C.

5.3. TpeboBaHun4d K annapaTHOMY ob6ecnedeHunio
KOHpUrypauummn gns cpegHeHarpy>XeHHbIX CUCTEM

KomMnoHeHTbl cucTeMbl HeOBX0ANMO yCTaHaBnMBaTb Ha CepBepbl Wi B BUPTYasbHYIO Ccpeny,
KOTOpPble yOOBMETBOPAIOT NnpuBeeHHbIM HIXXe arnnapaTHbIM Tpe6OBaHI/I9|M.

1 CoOoTBETCTBYET KOMMYECTBY NMOTOKOB B PUINYECKUNX Sapax NpoLLeccopa C BKIOYEHHON TexHonornen Hyper-
Threading. PekomeHayeTcs ncnonb3oaTb npoueccopsl Intel Xeon Scalable BToporo nokoneHns n Bbille nnm nx
aHasnoru.

2  PekomeHgyeTca 06beanHNTL TBepaoTebHble HakonuTenu (SSD) B maccui RAID 1, cosgaTb pasgen ¢ ¢palinosoi
cuctemon extd (pasmep 6noka 4096 6aliT) 06beMOM He MeHee yKazaHHOro B TabKLe 1 CMOHTUPOBATb ero Kak
KOpHEeBOW KaTanor /.

3 Tpwu xpaHeHun cobbiTuin 3a 30 oHen n cpenHeM pasmepe cobblTus 1—2 KB, a Takxe coxpaHeHNn ChipbIX 1
HOpPMasIN30BaHHbIX AaHHbIX O COBbITUAX. PekomeHayeTcsa ncnonb3osatb XxecTkune ancku (HDD) co ckopocTbio
BpaLleHns 7200 06./MyH Kaxablii, o6beanHeHHble B Maccus RAID 10, 1 BbigennTb oanH KaTanor ang XxpaHeHns
cobbiTuin (Mo ymonyaHuio /opt/logspaced).

4 Tlpwn xpaHeHun cobbiTuin 3a 30 gHel 1 cpegHem pasmepe cobbiTra 1—2 KB, a Takxke coxpaHeHnn CbipbIX 1
HOPMasIN30BaHHbIX AaHHbIX O COBbITUAX. PekomeHayeTcsa ncnonb3osatb xecTkue ancku (HDD) co ckopocTbio
BpaLleHus 7200 06./MyH Kaxablii, o6befnHeHHble B Maccus RAID 10, 1 BblgennTb 04nH KaTanor ans XxpaHeHus
co6bIThiA (Mo ymonyaHuio /data).
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Tabnuua 6. AnnapaTtHble Tpe6oBaHKs K yripaBnsioLLleMy cepBepy (NMpun yCTaHOBKe Ha OTAEsbHbIN cepBep)

MuHumanbHbie Tpe6oBaHUSA
KonuuecTtBo norunyeckunx sgep B cucteme Brp- 4
Tyanusauum
Mamatb (O3Y) 10TB
TBeppoTenbHbIi HakonuTesnb (SSD) 100 b

PekomeHayeTcs MCMofib30BaTb CETEBOW afganTep CO CKOPOCTbIO He MeHee 11 6uT/c.

Tabnuua 7. AnnapaTHble TpeboBaHNS K yrpaBnsiolemMy cepBepy (Mpu yCTaHOBKE Ha OTAESbHbIN cepBep C
KoMroHeHToMm observability)

MuHumanbHblie Tpe6oBaHUSA
KonnyecTBo nornyeckunx sgep B cucteme Brp- 12
Tyanusauum
Mamstb (O3Y) 26Tb
TBeppoTenbHbIi HakonuTenb (SSD) 600Tb

PekomeHayeTcs MCrnosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 16uT/c.

Tabnuua 8. AnnapaTHble TpeboBaHKa K yrpasnsiollemy cepaepy (¢ ydeTom komrnoHeHTa MP 10 Core cuctembl
MaxPatrol 10)

MuHuManbHble Tpe6oBaHuUs
[o 10 000 co6biTuit | [o 15 000 cobbiTum
B CeKyHAY B CeKyHAy
KonunuecTBO nornyecknx sgep B CUcTeme Bup- 18 20
Tyanusauum °
Mamatb (O3Y) 78TB 78 Tb
TBepAoTeNbHbI HAKOMUTENb (SSD)6 1000TB 1000TB

PekomeHayeTcs MCMosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1T6uT/c.

5 CooTBeTCTBYET KONMMYECTBY MOTOKOB B GU3NYECKUX SApax NpoLeccopa C BKIKYEHHON TexHonornen Hyper-
Threading. PekomeHayeTcs ncnonb3oaTb npoueccopsl Intel Xeon Scalable BToporo nokonerns n Bbille nam nx
aHanoru. YctaHoBKa xpaHunmua LogSpace BO3MOXHa TONbKO Ha CepBepbl C NpoLeccopamul, MoAAEPXBaIOLLAMY
pacwupeHne AVX gng cnctembl KOMaHA,.

6  PekomeHpyeTcs o6benunHnTb TBEPAOTENbHbIE HakonuTenn (SSD) B maccm RAID 1, cospaTb pa3pen ¢ ¢pannoBon
cuctemon extd (pasmep 6noka 4096 6aliT) 06beMOM He MeHee yKazaHHOro B TabnLe 1 CMOHTUPOBATb ero Kak
KOPHEBOW KaTanor /.
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Tabnuua 9. AnnapaTHble TPe6oBaHUS K cepBepy areHToB (Npu yCTaHOBKe Ha CepBep C KOMMOHEHTaMM
MP SIEM Server n MP SIEM Events Storage cuctemsl MaxPatrol 10)

MuHuManbHble Tpe6oBaHuUs
[o 10 000 co6biTuit | o 15 000 cobbiTun
B ceKkyHay (ao 3 000 B ceKyHpy (ao
areHToB) 5 000 areHTOB)

KonunuecTBo nornyecknx sgep B cucteme Bup- 418 66
Tyanusauum °
Mamatb (O3Y) 160 B 176 Tb
TBepooTenbHbI HaKoNUTENb (SSD)é 4ns cn- 500Tb 500TB
CTEMHbIX OaHHbIX
XecTkuin guck (HDD) ons xpaHeHus cobbiTuin 5000Tb 7500Tb
(LogSpace)7
XecTkuin guck (HDD) gnst XxpaHeHus cobbiTuin 28000Tb 42 000Tb
(Elasticsearch) 8

PeKomeH.D,yech NCrob30BaTb CETEBO afanTtep CO CKOPOCTbIO He MeHee 1 r6VIT/C.

Ta6nuua 10. AnnapaTHble Tpe6oBaHNg K CepBepy areHToB

MuHuMmanbHble Tpe6oBaHUs

Ao 10 000 co6biTui
B cekyHay (po 3 000
areHToB)

Lo 15 000 co6biTui

B ceKyHay (Ao
5 000 areHTOB)

KonnyectBo normnyeckmx da0ep B cucteme Bmnp-
5
Tyanmnsaunmn

8

10

Mamatb (O3Y)

48TH

48Tb

. 6
TBeppoTenbHbIi Hakonutenb (SSD) ~ ons cn-
CTEeMHbIX JaHHbIX

300TBb

300TB

PekoMeHayeTCs Ncrnosib3oBaTh CETEBOI afanTep CO CKOPOCTbIO He MeHee 1T 6uT/c.

7  Tpwn xpaHeHnn cobbiTuin 3a 30 gHel 1 cpegHem pa3mepe cobbiTng 1—2 KB, a Takke CoxXpaHeHu CbipbIX 1
HOPMasIN30BaHHbIX aHHbIX O COBbITHAX. PekomeHayeTcsa ncnonb3osatb XxecTkune ancku (HDD) co ckopocTbio
BpaLleHns 7200 06./MyH Kaxablii, o6beanHeHHble B Maccus RAID 10, 1 BbigennTb oanH KaTanor ang XxpaHeHns

cobbITuin (Mo ymonyaHuio /opt/logspaced).

8 [Mpu xpaHeHun cobbiTuin 3a 30 gHel n cpegHeM pasmepe cobbiTus 1—2 KB, a Takke CoxpaHeHn CbipbiX 1
HOPMasIN30BaHHbIX AaHHbIX O COBbITUAX. PekomeHayeTcsa ncnonb3osatb xecTkue ancku (HDD) co ckopocTbio
BpaLleHus 7200 06./MyH Kaxablii, o6befnHeHHble B Maccus RAID 10, 1 BblgennTb 04nH KaTanor ans XxpaHeHus

co6bIThiA (Mo ymonyaHuio /data).
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Ta6nuua 11. AnnapaTHble TpeboBaHNS K CepBepy areHToB (Npu yCTaHOBKe C KOMMOHeHTOM observability)

MuHumanbHbie 'rpe603a|-|m|

[o 10 000 co6biTuit | Ao 15 000 cobbiTum

B ceKyHay (ao 3 000 B ceKyHay (ao

areHToB) 5 000 areHTOB)

KonuuectBo nornyeckmnx soep B cucteme Bup- 16 18
Tyanusauum °

Mamatb (O3Y) 64Tb 64Tb

TBepOoTenbHbI HAKONUTENb (SSD)é ans cu- 800Tb 800Tb

CTeMHbIX OaHHbIX

PekomeHayeTcs Mcrnosib3oBaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 16uT/c.

Tabnuua 12. AnnapaTHble TpeboBaHNS K CepBepy areHToB (C ydeToM xpaHunuwa cobbitnii MaxPatrol EDR)

MuHumanbHble TpeGOBaHlﬂﬂ

Oo 10 000 co6biTuit | o 15 000 cobbiTun

B ceKyHay (ao 3 000 B ceKyHay (ao

areHToB) 5 000 areHTOB)

KonnuyecTBo noruyecknx ggep B Cucteme Bup- 13 15
Tyanusauum °

Mamatb (O3Y) 54Tb 54Tb

TBepaoTenbHbI HAKOMUTENb (SSD)6 ans cu- 350TB 350TB

CTeMHbIX OaHHbIX

PekomeHayeTcs NCrosib3oBaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1T 6uT/C.

Tabnuua 13. AnnapaTHble TpeboBaHUS K CepBepy areHToB (Npu YyCTaHOBKE C KOMMOHeHTOM observability n ¢
y4yeToM XpaHunuia cobbituin MaxPatrol EDR)

MuHuManbHble 'rpeGOBava

[o 10 000 co6biTuit | [o 15 000 cobbiTu

B cekyHay (po 3 000 B cekyHay (po

areHToB) 5 000 areHTOB)

KonnuecTBo normyecknx saep B cucteme Bmp- 21 23

Tyanusauum °

Mamatb (O3Y) 70TB 70TB

TBepooTenbHbI HaKONUTENb (SSD)é 4ns cn- 850Tb 850 b
CTEMHbIX OaHHbIX
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PekomeHayeTcs MCrosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1 6uT/c.

Ta6nuua 14. AnnapaTHble Tpe6oBaHKs kK cepBepy ANs YCTaHOBKM KOMMOHeHTa observability

MuHuManbHble 'rpe6oaa|-|m|

KonuuecTtBo nornyeckix sgep B cucteme Brp- 8

Tyanusauum °

Mamsatb (O3Y) 16 b
500Tb

TBepaoTenbHbI HAKOMUTENb (SSDé)

PekomeHayeTcs NCnosib3oBaTb CETEBOW afanTep CO CKOPOCTbIO He MeHee 1 6uT/c.

MpumeuaHune. AnnapaTHble TpeboBaHNS K cepBepam ¢ KOMMoHeHTamu cuctembl MaxPatrol 10
npuBegeHbl B PykoBoacTBe Mo BHegpeHmio 13 komnaekTa noctasky MaxPatrol 10.

5.4. TpeboBaHN4g K annapaTHOMY 06eCcrneyYeHunio
KOHIUrypaummn ans BbICOKOHarpy>XeHHbIX CUCTEM

KOoMMOHeHTbI cucTeMbl HEO6XOAMMO YCTaHaBNMBaTb Ha CePBEPbI UK B BUPTYasIbHYIO Cpeay,
KOTOpble YOOBNETBOPSIOT NPUBEAESHHBIM HIXKE arnnapaTHbIM TPe60oBaHNSIM.

Ta6nuua 15. AnnapaTtHble Tpe6oBaHs K ynpaBnsioLemMy cepBepy (Npun yCcTaHOBKe Ha OTAENbHbIN cepBep)

MuHumanbHblie TpeGOBaHVISI

KonnyecTBO nornyeckunx agep B cucteme Bup- 4

Tyanusauum

Mamats (O3Y) 10TE
100 b

TBeppoTenbHbIi HakonuTenb (SSD)

PekomeHayeTcs MCrnosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1T 6uT/c.

Tabnuua 16. AnnapaTHble TpeboBaHWs K yrpasnsiolLemMy cepBepy (NMpy yCTaHOBKe Ha OTOENbHbIN cepBep C

KomMroHeHToMm observability)

MuHuManbHble 'rpe6OBaHm|

KonunuecTBo nornyecknx sgep B cucteme Bup- 12
Tyanusauum
Mamatb (O3Y) 26Tb
TBeppoTenbHbIi HakonuTenb (SSD) 600Tb
PekomeHayeTcs MCMo/ib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 16uT/c.
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Ta6nuua 17. AnnapaTtHble Tpe6oBaHWs K ynpasngioLlemy cepBepy (¢ ydyetom komnoHeHTa MP 10 Core
cuctembl MaxPatrol 10)

MuHuManbHble Tpe6oBaHus

Oo 30 000 HOo 50 000 Oo 100 000 0o 300 000
co6biTU B co6biTUA B co6biTUA B co6biTUA B
CeKyHAay CeKyHAay CeKyHAy CeKyHAay
KonnyecTtBo nornyeckumx 24 30 32 38
apoep B cucteme BUpTyanunsa-
u,vu/|9
Mamatb (O3Y) 78TH Q4THE 102176 1M4TB
TBepooTenbHbI HAKONUTENDb 1000TE 150076 2500Tb 5000TH
(SSD)™©

PekomeHayeTcs ncrnosb3oBaTb CETEBOW afanTep Co CKOPOCTbio He MeHee 10 [6uT/c.

Ta6nuua 18. AnnapaTHble TpeboBaHNS K CepBepy areHToB (NMpu YCTaHOBKE Ha CepBep C KOMMOHEHTOM
MP SIEM Server cuctembl MaxPatrol 10)

MuHuManbHble Tpe6oBaHuUs

Oo 20 000 Oo 30 000 Oo 40 000 Oo 50 000

Cco6bITUA B cob6bITUA B cobbITVA B cobbITUA B

ceKkyHpy ceKkyHay ceKyHpy | cekyHay (Ao

(no 5 000 (no 5 000 (no 5000 | 5000 areH-

areHToB) areHToB) areHToB) TOB)

KonnuyecTtBo noruyecknx sgep B 60 84 18 144
cucTeme BUPTyanuaauum ?

Mamatb (O3Y) 96TB 96ThH 96TH VANS)

TBepooTenbHbI HaKONUTENb 1000 1B 1000TE 1000TE 1000 1B

(SSD)™©

PekomeHayeTcs ncrnosb3oBaTb CETEBOW afanTep co CKOPOCTbIo He MeHee 10 [6uT/c.

9  CoOTBeTCTBYET KONMMYECTBY NMOTOKOB B PUINYECKIX FApax MPoLeccopa C BKIIOYEHHON TexHonornen Hyper-
Threading. PekomeHayeTcs ncnons3oaTb npoueccopsl Intel Xeon Scalable BToporo nokoneHns v Bbille nnm nx

aHanoru.

10 PekomeHpyeTcs 06beanHNTL TBepaoTenbHble Hakonutenu (SSD) B maccus RAID 10, co3paTb pasgen ¢ GpainoBon
cuctemon extd (pasmep 6noka 4096 6aliT) 06beMOM He MeHee yKazaHHOro B TabnLe 1 CMOHTUPOBATb ero Kak

KOPHEBOW KaTanor /.
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Ta6nuua 19. AnnapaTtHble Tpe6oBaHWS K CepBepy areHToB

MuHumanbHble Tpe6OBaHVIS|

Oo 20 000 Oo 30 000 Oo 40 000 Oo 50 000

cobbiTUi B cobbiTU B co6biTU B co6biTA B

ceKyHay ceKyHay ceKyHay | cekyHay (po

(no 5 000 (no 5 000 (no 5000 | 5000 areH-

areHToB) areHToB) areHToB) TOB)

KonunyectBo nornyecknx snep B 12 20 22 32
cucTeme BUPTyanuaauum ?

Mamsatb (O3Y) 48Thb 48Tb 48Tb 48TB

TBepOoTenbHbI HAKONUTENb 300TB 300TB 300TB 300TB

(SSD)™©

PekomeHayeTcs Mcrnosib3oBaTb CETEBOW afanTep Co CKOPOCTbIO He MeHee 10 ['6uT/c.

Tabnuua 20. AnnapaTtHble Tpe6oBaHUS K CEpBEPY areHToB (Mpu YCTaHOBKE C KOMMOHEeHTOM observability)

MuHuManbHble Tpe6oBaHuUs

Ao 20 000 Ao 30 000 Ao 40 000 Ao 50 000

co6bITUIA B Cco6bITUIA B co6bITUI B cob6biTUi B

CeKyHRY ceKyHpy CeKyHpy | cekyHay (Ro

(no 5 000 (no 5 000 (no 5000 | 5000 areH-

areHToB) areHToB) areHToB) TOB)

KonunuecTBo nornyeckunx sgep B 20 28 30 40
cucTeme BUpTyanu3aumm ?

Mamatb (O3Y) 64TH 64TE 64THE 64TH

TBepooTenbHbI HaKoNUTENb 800Tb 800Tb 800Th 800 Tb

(ssp)™
PekomeHayeTcs NCrnosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 10 ['6uT/c.
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Tabnuua 21. AnnapaTHble TpeboBaHNS K CepBepy areHToB (C ydeToM XxpaHunuwa cobbitnii MaxPatrol EDR)

MuHuManbHble Tpe6oBaHuUs

Oo 20 000 Oo 30 000 Oo 40 000 Oo 50 000

cobbiTUi B cobbiTU B co6biTU B co6biTA B

ceKyHay ceKyHay ceKyHay | cekyHay (po

(no 5 000 (no 5 000 (no 5000 | 5000 areH-

areHToB) areHToB) areHToB) TOB)

KonunyectBo nornyecknx snep B 17 25 27 37
cucTeme BUPTyanuaauum ?

Mamsatb (O3Y) 54Tb 54TB 54TB 54TBb

TBepOoTenbHbI HAKONUTENb 350TB 350TB 350TB 350TB

(SSD)™©

PekomeHayeTcs Mcrnosib3oBaTb CETEBOW afanTep Co CKOPOCTbIO He MeHee 10 ['6uT/c.

Tabnuua 22. AnnapaTtHble TpeboBaHNS K CepBepy areHToB (Mpn yCTaHOBKE C KOMMOHEHTOM observability n ¢
y4yeTom xpaHunuiia cobbituin MaxPatrol EDR)

MuHumanbHble Tpe6oBaHus

Ao 20 000 Ao 30 000 Ao 40 000 Ao 50 000

co6bITUIA B co6bITUA B co6bITUA B cob6biTUil B

ceKyHay ceKyHay ceKyHAay | cekyHay (ao

(ro 5 000 (ro 5 000 (ro 5 000 | 5000 arehn-

areHToB) areHToB) areHToB) TOB)

KonunyectBo nornyecknx snep B 25 33 35 45
cucTeme BUpTyanm3aunm ?

Mamatb (O3Y) 70TB 70Tb 70Tb 70TB

TBepOoTenbHbI HAKONUTENb 850Tb 850Tb 850 1B 850Tb

(SSD)™©

PekomeHayeTcs Mcnosib3oBaTb CETEBOW aganTep Co CKOPOCTbIO He MeHee 10 ['6uT/c.

Tabnnua 23. AnnapaTHble TpeboBaHNS K cepBepy AN YCTaHOBKN KOMMNoHeHTa observability

MuHumanbHbie Tpe6oBaHUS
KonunyecTBo nornyeckunx saep B cucteme Bup- 8
Tyanusauun °
MNamatb (O3Y) 16 b
TBeppooTenbHbI HAaKONUTENb (SSDé) 500T1b

MporpaMmMHble 1 annapaTHble Tpe6oBaHNS 27



PekomeHayeTcs MCrosib30BaTb CETEBOW aganTep CO CKOPOCTbIO He MeHee 1 6uT/c.

MpumeyaHue. AnnapaTHble TpeboBaHNS K cepBepamM ¢ KOMNoHeHTaMm cuctembl MaxPatrol 10
npuBeneHbl B PykoBoOcTBe No BHeApPeHMio N3 kKomnnaekTa noctaBku MaxPatrol 10.

5.5. TpeboBaHUd K NporpaMmMHOMY 11 annapaTHOMY
06€eCrneYeHto KOHEYHOrro YCTPONCTBA

AreHT NogaepXmBaeT yCTaHOBKY Ha Gr3nyYeckie N BUpTyasbHble KOHEeYHble YCTPONCTBa Nog,
ynpasneHnem cnepyowmx 64-pas3psaHbiX onepaurioHHbIX CUCTEM:

— Windows 7, 8, 8.1 (Tonbko pegakuum Pro);

— Windows 10, 11 (pegakuun Pro n Enterprise);

— Windows Server 2016, 2019, 2022, 2025;

— macOS: 11, 12 (nogpepxmnBaloTCS TONbKO KOMMbloTepbl Mac ¢ npoueccopamu Intel);
— Debian10, 11,12, 13;

— Ubuntu 20.04 LTS, 22.04 LTS, 24.04 LTS, 25.04;

— CentOS Stream 9, Stream 10;

— Red Hat Enterprise Linux 9.4, 10.0;

— Astra Linux Special Edition 1.7 («Open», «BopoHex»), 1.8 («Open», «BopoHex»);
— Astra Linux Common Edition 2.12 («Open»);

— «PE[O OC Pa6ouada ctaHuuma» 7.3, 8.0;

— AlterOS 7.5 Desktop;

— Oracle Linux 9.5;

— «OCHoBa» 2.0 «OHUKC»;

— «AnbT CepBep» 9,10.2,10.4, 11.0;

— «AnbT Paboyag ctaHuna» 10.2,10.4, 11.0;

— «MOC»12.

BHumaHume! B Tekywen sepcun MaxPatrol EDR HeBO3MOXHO CkaHMpOBaHMe B pexinMe ayguTa Ha
y3nax nog ynpasneHuem cnegytowmx OC: Windows 11, Astra Linux Common Edition 2.12
(«Open»), «PELO OC Pabouad ctaHuusa» 7.3, AlterOS 7.5 Desktop, «OCHoBa» 2.0 «OHUKC», «AnbT
Cepgep» 2,10.2,10.4, 11, «<AnbT Pabouas ctaHuus» 10.2, 10.4, 11 n «MOC» 12. Kpome Toro, B
CentOS Stream 10 HeBO3MOXHa yCTaHOBKa KOMMOHeHTa auditd ¢ nomoLLbio Mmogyns
«YcTaHoBLWMK auditd».

MpumeyaHue. Ecnv Ha KOHEYHOM YCTPONCTBE MOA yrpaBneHnem Linux HeT 4ocTyna K nakeTHbIM
MeHepxepam, TO 4119 KOPPEKTHON YCTaHOBKM 1 paboTbl areHTa B OC [oMKHbI 6biTb YCTaHOBMEHDI
nakeThbl libpthread, libnsl n libcrypto.
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MopaepxmBaeTcs yCTaHOBKA areHTa B BUPTYyaslbHOWN Cpefe C UCronb30BaHNEM CUCTEMbI
BUpTyanusauum zVirt Bepcum 4.2. lNpun 3ToM Ha BUPTYyanbHOM MallHe AoSXHa 6blTb yCTaHOBMEHA
ofHa n3 nogaepxunsaembix OC (CM. CINCOK BbILLE).

AreHTbl HEO6XOANMO YCTaHaBNMBaTb Ha KOHEYHbIE YCTPOCTBA, YO0BNETBOPSIOLME NPUBEAEHHBIM
HUXe annapaTHbIM Tpe6oBaHNSAM.

Tabnuua 24. AnnapaTHble TPeboBaHNS K KOHEYHOMY YCTPOWCTBY ANa paboTbl areHTa

KomnoHeHT MuHuManbHble Tpe6oBaHUS PekomeHayemMble Tpe6oBaHUS

LleHTpanbHbIn npoueccop | TakToBad yactota 2,2 [T, cym- | TaktoBag yacToTa 2,2 'Tu, cym-
MapHO 2 norudeckux aapa. Nog- | mapHo 4 nornyecknx agpa. lNog-
gepxka MHCTpyKuun SSE4.2 n aepxka MHCTpyKuuin SSE4.2 n
AES-NI (Hanpumep, npouecco- | AES-NI

pbl Intel Westmere nnun HoBee)

Mamatb (O3Y) 3aBUCUT OT YCTaHOB/EHHbIX MOAyneln, konnyecTsa obpabaTtbiBae-
MbIX COBbITUI 1 pada opyrux dakTopos (cMm. pasgen 5.6)

CeTeBoll aganTtep Ot 200 KéuT/c Ot 5 Méut/c

Xectkuin guck, ceobogHoe | HDD nnm SSD, ot 500 Mb HDD wnun SSD, o1 1000 Mb

ONCKOBOeE NMPOCTPaHCTBO

5.6. PacuyeT noTpebneHns pecypcoB areHTOM Ha KOHEYHOM
YCTpOWNCTBE

[MoTpebneHne areHTOM PecypCcoB Ha KOHEYHOM YCTPONCTBE 3aBUCUT OT YCTAHOBEHHbIX MOZyNen,
KonuyecTBa obpabaTbiBaeMbIX COOLITUN 1 psaa opyrux GakTopos. B Luenax ontumunsaumm
noTpebneHns PecypCcoB HY>HO NPU HACTPOWKE MONNTIK NPUAEPXNBATLCS CNEayoLNX
peKkomMmeHaaLnia;

— B mopnynsix c6opa HeO6X0AMMO NCMONb30BaTh GUbTPbI 1 UCKOYaTb COBbITHS, He
npencTaBnsoLe NHTepeca C TOYKN 3peHns UHPOPMaLIMOHHON 6€30MacHOCTH.

— [ns KaXgoW rpynnbl KOHEYHbIX YCTPONCTB, Ha KOTOPbIX YCTaHOBMEHO HecTaHaapTHoe MO,
HEOoB6XOAMMO NCMONb30BaTb OTAEbHbIE MOMNTUAKY, B KOTOPbIX YYTEHbl 0CO6EeHHOCTM Takoro MO.

— Mogynb «YARA-CKaHep» Npn CKaHNPOBaHUN PE3EPBUPYET NaMsTb, COUIMEPUMYIO C PasMepom
nposepgemMoro danna nan npouecca. [Npn HaCTpPorkKe aBTOMaTNYECKOro pearnpoBaHng Hy>KHO
Yy4YnTbIBaTb, YTO NpoBepKa 60MbLINX GalfoB NN NPOLECCOB MOXET Bbl3BaTb PE3KNI POCT
noTpebrieHns pecypcoB.

— He pekomeHayeTca ncnonb3oBaTb Moaynb «poBepka Galinos MNo xel-cyMmme» Ha 60MbLLOM
NOTOKE YHUKanbHbIX daiinos. Yem 6onblue pasmep dalina nim nx Konm4yecTso, TeM 60sblue
pecypcoB 6yaeT TPaTUTbCS Ha UX NMPOBEPKY.
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Huxe npuBeneHbl pacyeTbl NOTPebneHns pecypcoB areHToM. TeCcTupoBaHMe BbINOMHSANOCH B ABYX
pexunmax. B nepBom pexrive ncnonb3oBannch peasbHble MOTOKM COBbITUI C y3M10B, paboTaloLwmx
6€e3 BbICOKOI Harpy3Ku 1 C HU3KOWM BPeOOHOCHOW akTUBHOCTLIO. Bo BTOpOM pexunme
MNCMOJ1b30BaNNCh CUHTETUYECKIE MOTOKN COBBITUN, B KOTOPbIX BOMBLUMHCTBO LIEMOYEK COBLITUN
npuBoanan Kk cpatoTtke moayns «Koppenatop». Takon TeCT UMUTPYeT paboTy y3na, Ha KOTOPOM
NPONCXOANT NOCTOSIHHas NOA03pPUTENbHAs NV BPeOOHOCHas akTUBHOCTb. PacyeTbl NponsBoanimnch
Ha BUPTYyasibHOWM MaLUVHe Ha KOMMbloTepe ¢ Npoueccopom cemencTaa Intel Xeon Ice Lake (yacTtoTa
2,89 I'Tw). iccnegoBaHne NpoBOANIOCE Ha CrieayloLx Habopax Moaynei:

— B Windows:

- C6op paHHbIXx — «WinEventLog: c60p aaHHbIX 13 xypHana cobbitnin Windows», «YCTaHOBLUMK
Sysmony, «Hopmanuaatop».

«  C60op paHHbIX 1 o6HapyxeHne — «WinEventLog: c6op faHHbIX 13 XYypHania CoBbITI
Windows», «YcTaHoBLMK Sysmony, «Hopmannsatop», «Koppensatop».

«  C60p faHHbIX, paclumpeHHoe obHapyxeHune 1 pearnpoBaHne — «\WinEventLog: c6op gaHHbIX
13 xxypHana cobbiTuin Windows», «YcTaHOBLUMK Sysmony, «<Hopmannsatop», «YARA-
CKaHep», «Koppenarop» 1 Moy pearnpoBaHung.

«  C60p paHHbIX 1 nHTerpauun ¢ PT Sandbox n MaxPatrol VM — «WinEventLog: c6op aaHHbIxX
13 xypHana cobbitnii Windows», «YcTaHoBLUMK Sysmony, «HopmanuzaTtop», «[poBepka
¢dannos B PT Sandbox», «CkaHnpoBaHue B pexume ayanTta (MaxPatrol VIM)».

— B Linux;

«  C60p faHHbIX — «YcTaHoBLMK auditd», «C60p AaHHbIX 13 GalifioB XypHanoBy,
«Hopmanunsatop».

«  C60p faHHbIX 1 06HapyxeHne — «YcTaHoBLMK auditd», «C6op AaHHbIX 13 dainsioB
XypHanoBy, «<Hopmanusatop», «Koppenarop (Linux)».

«  C60p faHHbIX, paclUMpeHHOe OBbHapyXeHne 1 pearnpoBaHne — «YcTaHoBwmk auditd», «C6op
LaHHbIX 13 palnnoB XypHanos», «Hopmanuaatop», «YARA-ckaHep», «Koppengrop (Linux)» n
MOLYNN pearnpoBaHns.

- C60p paHHbIX, 06HapyxeHue n nHterpaumm ¢ PT Sandbox n MaxPatrol VM — «YcTaHoBLMK
auditd», «C6op maHHbIX 13 halnioB XypHanos», «Hopmannzatop», «Koppenatop (Linux)»,
«[MpoBepka ¢ainnos B PT Sandbox», «CkaHunpoBaHne B pexume ayauta (MaxPatrol VM)».

BHumaHume! PacyeTbl 9BNFIOTCS OPUEHTUPOBOYHBIMU, B OPYINX YCNOBUSIX MOTPebneHmne
pecypcoB MOXeT oTnn4aTbcs. Ha 3arpysky LeHTpanbHOro npoLeccopa MoXeT BAUSTb
MHOXEeCTBO PpaKTOPOB.

MpumeuaHume. MNpy NCNONL30BaHNN AaHTVBUPYCA AOMONHUTENBHO HYXHO YYTbIBaTb
noTpebneHne PecypCcoB 3TUM MOLYTEM.
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PacueT gns o6bluHOro pexuma paboTbl KOHEYHOrO YCTPOWCTBA

Tabnuua 25. MNoTpebneHune pecypcoB areHToM (0T 2 go 10 cobbiTuli B CEKYHAY)

oC Ha6op mopynei MNamsarb (O3Y) LleHTpanbHbIn
npou.eccop11
Windows C60p paHHbIX o 150 MB 1anpo. no 5%
C60p gaHHbIX 1 06HapyXeHne [o 700 Mb 1anpo, oo 10%
C60p faHHbIX, paclUpeHHoe 0bHa- 0o 900 Mb 1anpo, 0o 10%
PYyXeHre 1 pearnpoBaHme
C60p AaHHbIX 1 MHTEerpauumn ¢ o 170 Mb 14anpo. no 5%
PT Sandbox n MaxPatrol VM
Linux C60p paHHbIX o 200 Mb 1apnpo, 0o 5%
C60p OaHHbIX 1 06HapyXeHne [o 540 Mb 1gaagpo, 0o 10%
C60p faHHbIX, paclunpeHHoe obHa- [o 700 Mb 1anpo, no 10%
PYyXeHne 1 pearnpoBaHune
C60p gaHHbIX, O6HapYXeHne N NHTe- [o 560 Mb 1anpo, oo 10%
rpauun ¢ PT Sandbox n
MaxPatrol VM
Tabnuua 26. NoTpebrnenne pecypcos areHToM (0o 20 cobbIThil B cekyHay)
ocC Ha6op mopynen MamaTtb (03Y) LleHTpanbHbIA
npou.eccop11
Windows C60p gaHHbIX [o 150 Mb 1apgpo, 0o 5%
C60p gaHHbIX 1 O6HapyXeHne o 720 Mb 1gagpo, 0o 10%
C60p AaHHbIX, paclUMpeHHoe obHa- [o 920 Mb 1anpo, 0o 10%
pPYyXeHne 1 pearnpoBaHune
C60p gaHHbIX 1 HTerpauum ¢ o 170 MBb 1gnpo, 0o 5%
PT Sandbox n MaxPatrol VM
Linux C60op gaHHbIX o 200 Mb 1gagpo, 0o 10%
C60p AaHHbIX 1 0O6HapyXeHune [o 540 Mb 1anpo, no 10%
C60p gaHHbIX, paclunpeHHoe 0bHa- [o 700 Mb 1anpo, oo 15%

PYXeHre 1 pearnposaHmne

11 100% cooTBeTCTBYET NOMHOW 3arpy3ke ofHoro norudyeckoro agpa LM. Mokasatens «3 aapa, 4o 220%» o3HavaeT, uTo

areHT UCMOoNb3yeT TPY TOMMYEeCKNX S4pa: ABa U3 HIX 3arpyXeHbl MOIHOCTBIO, a TpeTbe — Ha 20%.
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ocC Ha6op mopynen MamsaTtb (03Y) LleHTpanbHbIA
npou.eccop11
C60p AaHHbIX, O6HapyXeHne N NHTe- [o 560 Mb 1anpo, no 10%
rpauun ¢ PT Sandbox n
MaxPatrol VM
Tabnuua 27. MNMoTpebneHne pecypcoB areHToMm (0o 50 cobbiTuin B cekyHay)
ocC Ha6op mopynen MamsaTtb (03Y) LleHTpanbHbIN
npou.eccop11
Windows C60p faHHbIX o 160 Mb 1anpo, no 10%
C60p gaHHbIX 1 06HapyXeHne [do 800 Mb 1anpo, no 30%
C60p faHHbIX, paclunpeHHoe obHa- [o 980 Mb 1anpo, oo 30%
PYyXeHre 1 pearnpoBaHme
C60p AaHHbIX 1 MHTEerpauunmn ¢ o 170 Mb 1anpo, 0o 10%
PT Sandbox n MaxPatrol VM
Linux C60op gaHHbIX [o 200 Mb 1anpo, 0o 15%
C60p faHHbIX 1 O6HapyXeHune [o 540 Mb 1anpo, 0o 20%
C60p OaHHbIX, paclUMpeHHoe obHa- [o 700 Mb 1anpo, oo 20%
PYXeHne 1 pearnpoBaHmne
C60p oaHHbIX, O6HapYXeHne N NHTe- o 560 Mb 1anpo, oo 15%
rpauun ¢ PT Sandbox n
MaxPatrol VM
Tabnuua 28. NoTpebnenne pecypcos areHToM (0o 100 cobbiTuil B cekyHay)
ocC Ha6op moaynen MamsaTtb (03Y) LleHTpanbHbIiA
npou.eccop11
Windows C60op gaHHbIX o 160 Mb 1anpo, oo 15%
C60p faHHbIX 1 O6HapyXeHune [o 850 Mb 1anpo, 0o 60%
C60p gaHHbIX, paclunpeHHoe obHa- 0o105Thb 1anpo, 0o 60%
PYXeHne 1 pearnpoBaHmne
C60p gaHHbIX 1 HTerpauum ¢ o 170 Mb 1anpo, oo 10%
PT Sandbox n MaxPatrol VM
Linux C60op gaHHbIX o 200 Mb 1agpo, 0o 20%
C60p AaHHbIX 1 O6HapyXeHune [o 540 Mb 1anpo, no 30%
C60p gaHHbIX, paclupeHHoe 0bHa- [o 700 Mb 1gapo, no 30%

PYXeHue 1 pearnposaHmne
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oC

Ha6op mopynen

MamsaTtb (03Y)

LleHTpanbHbIA
npou.eccop11

C60p AaHHbIX, O6HapyXeHne N NHTe-
rpauun ¢ PT Sandbox n
MaxPatrol VM

[o 560 Mb

1anpo, no 30%

PacueT gnsg pa6oTbl KOHEYHOrO YCTPONCTBA B PEXUME aKTUBHbIX

yrpos
Tabnuua 29. MNMoTtpebneHne pecypcoB areHToM (0T 2 0o 10 cobbITui B cekyHay)
ocC Ha6op mopynen MNamarb (O3Y) LleHTpanbHbI
npou.eccop12
Windows C60op gaHHbIX o 150 MB 19npo, 0o 5%
C60p AaHHbIX 1 O6HapyXeHune [o 800 Mb 1anpo, 0o 50%
C60p gaHHbIX, paclunpeHHoe 0bHa- 0o16TE 3 qnpa, 0o 210%
PYXeHne 1 pearnpoBaHme
C60p gaHHbIX 1 HTerpauum ¢ 0o 170 Mb 19apo, no 5%
PT Sandbox n MaxPatrol VM
Linux C60p faHHbIX [do 200 Mb 14anpo, 0o 5%
C60p OaHHbIX 1 OBHapYyXeHune [o 560 Mb 1anpo, oo 20%
C60p gaHHbIX, paclupeHHoe obHa- [o 780 Mb 2 agpa, 0o 150%
PYXeHVe 1 pearnpoBaHme
C60p faHHbIX, O6HapyXeHne N NHTe- [o 580 Mb 1anpo, 0o 40%
rpaunm ¢ PT Sandbox u
MaxPatrol VM
Ta6nuua 30. MNoTpebneHne pecypcoB areHToM (0o 20 cobbITuli B CEKYHAY)
oC Ha6op mopynei Mamsarb (O3Y) LleHTpanbHbIN
np0|.|.eccop12
Windows C60p faHHbIX o 150 MB 1anpo, 0o 10%
C60p gaHHbIX 1 06HapyXeHne [o 850 Mb 1anpo, 0o 50%
C60op gaHHbIX, paclupeHHoe obHa- [Ho16Tb 3 qagpa, 0o 210%

pyXeHune n pearmnpoBaHmne

12 100% cooTBeTCTBYET NOMHOW 3arpy3ke ogHoro norudyeckoro agpa LM. Mokasatens «3 aapa, 4o 220%» o3HavaeT, uTo

areHT UCMOoNb3yeT TPY TOMMYEeCKNX S4pa: ABa U3 HIX 3arpyXeHbl MOIHOCTBIO, a TpeTbe — Ha 20%.
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ocC Ha6op mopynen MamsaTtb (03Y) LleHTpanbHbIA
npou.eccop12
C60p AaHHbIX 1 MHTerpauunmn ¢ o 170 MBb 1anpo, 0o 10%
PT Sandbox n MaxPatrol VIM
Linux C60p OaHHbIX o 200 Mb 1anpo, oo 10%
C60op gaHHbIX 1 06HapyXeHne [o 580 Mb 1agpo, 0o 20%
C60p aaHHbIX, paclUMpeHHoe obHa- [o 800 Mb 2 anpa, 0o 150%
pPYyXeHne 1 pearnpoBaHmne
C60p oaHHbIX, O6HapYXeHne N NHTe- [o 600 Mb 1anpo, 0o 40%
rpauun ¢ PT Sandbox n
MaxPatrol VM
Ta6nuua 31. NoTpebneHne pecypco areHToM (0o 50 cobbiThii B cekyHay)
ocC Ha6op mopaynen MamsaTtb (03Y) LleHTpanbHbIiA
npou.eccop12
Windows C60op gaHHbIX o 160 Mb 1anpo, oo 10%
C60p faHHbIX 1 O6HapyXeHune 0o 960 Mb 1anpo, 0o 50%
C60p OaHHbIX, paclUMpeHHoe obHa- Oo1.6TE 3 agpa, oo 230%
PYXeHne 1 pearnpoBaHmne
C60p gaHHbIX 1 HTerpauum ¢ [Jo 180 Mb 1anpo, 0o 10%
PT Sandbox n MaxPatrol VM
Linux C60op gaHHbIX o 200 Mb 1gagpo, 0o 15%
C60p AaHHbIX 1 0O6HapyXeHune [o 650 Mb 1anpo. 0o 25%
C60p gaHHbIX, paclunpeHHoe o6Ha- [o 200 Mb 2 aopa, 0o 150%
PYXEeHue 1 pearnpoBaHmne
C60op gaHHbIX, OBHapYXeHne N NHTe- [o 660 Mb 1anpo, 0o 40%
rpauun ¢ PT Sandbox n
MaxPatrol VM
Ta6nnua 32. MNoTpebneHne pecypcos areHTom (o 100 cobbiTuin B cekyHay)
ocC Ha6op mopynen Mamarb (O3Y) LleHTpanbHbIn
npou.eccop12
Windows C60op gaHHbIX [Jo 160 Mb 1gagpo, 0o 15%
C60p AaHHbIX 1 O6HapyXeHune 0o13T7b 1anpo, oo 20%
C60p gaHHbIX, paclupeHHoe 0bHa- Ho2Tb 3 qagpa, 0o 230%

PYXeHue 1 pearnposaHmne
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ocC Ha6op mopynen MamsaTtb (03Y) LleHTpanbHbIA
npou.eccop12
C60p AaHHbIX 1 MHTerpauunmn ¢ 0o 180 Mb 1anpo, 0o 15%
PT Sandbox n MaxPatrol VM
Linux C60p OaHHbIX o 200 Mb 1anpo, oo 20%
C60op gaHHbIX 1 06HapyXeHne [o 700 Mb 1agpo, 0o 40%
C60p aaHHbIX, paclUMpeHHoe obHa- Ho1Tb 2 aopa, 0o 180%
PY>XEeHue 1 pearnpoBaHmne
C60p oaHHbIX, O6HapYXeHne N NHTe- [o 720 Mb 1anpo, 0o 50%

rpauun ¢ PT Sandbox n
MaxPatrol VM

MporpammHble 1 annapaTtHble Tpe6oBaHus

35



PasBepTbiBaHne MaxPatrol EDR

6. PasBepTbiBaHne MaxPatrol EDR

B aTom pasgene npuBogdatcsa nHCTpykumm no yctaHoske MaxPatrol EDR.

B aTom pa3pene

TunoBble cxeMbl pa3BepTbiBaHus (CcM. pasgen 6.1)

PacnakoBka apxuBa ¢ guctpubytnsom MaxPatrol EDR (cm. paznen 6.2)
MaHudecT yctaHoBku MaxPatrol EDR (cm. pasgen 6.3)

PepakTtupoBaHne maHndecTa yctaHoBku MaxPatrol EDR (cm. pasgen 6.4)
YctaHoBka MaxPatrol EDR (cm. pasnoen 6.5)

[MapameTpbl yCTaHOBOYHOro ckpunTa (cmM. pasaen 6.6)

YcTaHOBKa OOMOMHNTENbHORO cepBepa areHToB (CM. pasgen 6.7)

YcTaHoBka MaxPatrol EDR B oTkazoycTonunBom knactepe (cm. pasagen 6.8)

6.1. TunoBble cxeMbl pa3BepPTbiBaHWS

MaxPatrol EDR moXeT ncnosib3oBaTbCs Kak CaMOCTOSATENbHOE peLleHne Nan COBMECTHO C
cuctemon MaxPatrol 10. CepepHble komnoHeHTbl MaxPatrol EDR moryT 6biTb yCTaHOBNEHbI KakK Ha
OfHOM cepBepe, Tak 1 Ha Heckonbkux. CobbITus, cobnpaemMble areHTamu, MOryT obpabaTbiBaTbCs B
MaxPatrol SIEM, Ha syslog-cepBepe nnmn XxpaHnTbCs B XpaHWINLLLE Ha CepBepe areHToB (ToSIbKo
cobbiTus VB).

YcTtaHoBKa 6e3 cuctembl MaxPatrol 10

Mepeq ycTaHoBko MaxPatrol EDR Heo6xoanmo yctaHoButb cepsuc PT MC. VIHCTpykLmmn no
yCTaHOBKe MprBeAeHbl B JOKYMEHTaUMN Ha 3TOT CepBUC.

YnpaBnsiowun cepBep. MoxeT 6biTb pasmelleH Ha ogHoMm cepBepe ¢ PT MC nnun Ha oTaenbHOM
cepsepe.

CepBepbl areHToB. PaamellaloTca Ha OTaeNbHbIX cepBepax. [py HeOEXOANMOCTI CepBep areHToB
MOXeT 6bITb PacMoSIOXeH Ha OQHOM CepBepe C YNPaBIsioLLIM CEPBEPOM.

O6paboTka U xpaHeHue cobbITUiA. BbinonHsieTcs Ha syslog-cepBepe nnm B noKanbHOM
XpaHunmwe Ha cepeepe areHToB. OnpepensgeTcyd 3HavyeHnem napameTpoB event_storage B
MaHundecTe (cm. pasgen 6.3). MNpu BbiGope nokanbHOro XpaHunuiLLa Ha cepBepe areHToB B HeM ByayT
XPaHUTbCS TOSIbKO cobbiTns VB.

OTueTbl 0 CKaHMpPOBaHUSX B pexume ayamuTta. MoryTt otnpasndarbca no HTTPS Ha oToenbHbin
cepBep ¢ MaxPatrol VM. [1ng 3Toro B MaHU$ECT Ans Kaxaoro cepBepa areHToB He06X0ANMO
0o6aBnTb rpynny napameTpoB mp_vm_http n 3agaTb 3HaYeHne http ona napameTtpamp_vm _http
- mode.
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MeTpuKu U faHHbIe TPAacCUPOBKM. [1py HEOBXOANMOCTI Bbl MOXETE OTMPaBAATb METPUKNA 1
[OaHHble TPacCNPOBKY BO BHELLHME CUCTEMbI AN MOHUTOpKHra coctosaHug MaxPatrol EDR. [na
3TOro B MaHudecTe HyXHo 3a4aTtb agpec Grafana n npu 3anycke ycTaHOBKUW NCMOMNb30BaTb
napameTp (cM. Tabnuuy 34) - -customer-otel.

Cepsep 1 Cepgep 2

PT MC

YnpasnsawLwmnmn cepeep ——O0 CepBep areHToB

——O CepBep areHToB

PucyHok 3. Mpumep pa3BepTbiBaHNS

B nprmepe Bbile cobbiTUS C CepBepa areHToB Ha cepBepe 1 MoryT o6pabaTbiBaTbCs Ha syslog-
cepBepe (event_storage = syslog), a cobbITVS C 4pYroro cepBepa areHToB — XPaHUTbCS B
nokanbHoM xpaHunuie (event _storage = edr_storage).

YcTaHoBKa coBMecTHO ¢ cuctemom MaxPatrol 10

Mepep ycTaHoBkon MaxPatrol EDR Heobxopnmo yctaHoButb cuctemy MaxPatrol 10. VIHcTpykuum no
yCTaHOBKe MpuBedeHbl B JOKYMEHTaLMUN Ha 3TY CUCTEMY.

Ynpasnsiowmui cepBep. MoxeT 6bITb pasMeLLeH Ha OQHOM CepBepe C KOMMOHEHTaMN
MaxPatrol 10 (kak npasuno, MP 10 Core) unn Ha otoenbHOM cepBepe.

CepBepbl areHToB. MoryT 6bITb pa3MelLeHbl Ha cepBepax ¢ komnoHeHToMm MP SIEM Server unmn Ha
oTOenbHbIX cepBepax. [pn HeobXoONMOCTI CEepPBEP areHTOB MOXET 6bITb PACMOIOXEH Ha OOHOM
cepBepe C ynpaBnsioLLM CepBEPOM.

O6paboTKa un XpaHeHue cobbITUI. BbinonHsgeTcs Ha cepBepax ¢ komnoHeHTamu MP SIEM Server
n MP SIEM Events Storage. [1ns aToro HyxHo B MaHudecTe (cMm. pasgen 6.3) Ans Bcex cepBepoB
areHToB 3afaTb 3HaYeHne siem ong napameTpoB event_storage M HaCTPOUTb NapamMeTpbl
komnoHeHTa MP SIEM Server B rpynne mp_rmg. [Npun HEOGXOANMOCTIN Bbl MOXETe OTNpPaBnaTb
CO6bITNS C OQHOIO UMM HECKOMBbKNX CEPBEPOB areHTOB Ha Syslog-cepBep unm XxpaHuTb X B
nokanbHOM xpaHunuie (Tosibko cobbitua NB). B Takom cnyyae oHu He 6yayT o6pabaTbiBaTbCs 1
XpaHuTbcs B MaxPatrol SIEM.

OTyeTbl 0 CKAHUPOBAHUSIX B PEXMUMe ayauTa. [1o ymonuaHuio otTrnpaensoTcs yepes RabbitMQ B
MaxPatrol 10. Mpn Heo6XoAMMOCTI Bbl MOXETE HAaCTPOUTb OTrNpaBky oTyeToB No HTTPS Ha
otaoenbHbi cepep ¢ MaxPatrol VM. [1ng sToro B MaHndecCT 19 KaXxgoro cepeepa areHToB
Heobxoaumo [obaBuTb Frpynny NnapameTpoB mp_vm_http n 3agatb 3HayeHne http onga napameTtpa
mp_vm_http = mode.
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MeTpuKu U faHHbIe TPAacCUPOBKM. [1py HEOBXOANMOCTI Bbl MOXETE OTMPaBAATb METPUKNA 1
[OaHHble TPacCNPOBKY BO BHELLHME CUCTEMbI AN MOHUTOpKHra coctosaHug MaxPatrol EDR. [na
3TOro B MaHudecTe HyXHo 3a4aTtb agpec Grafana n npu 3anycke ycTaHOBKUW NCMOMNb30BaTb
napameTp (cM. Tabnuuy 34) - -customer-otel.

Cepsep 1 Cepgep 2
MP 10 Core MP SIEM Server
Ynpasnswowun cepesep CepBep areHTOB
CepBep 3 CepBep 4

——0 CepBep areHToB .—o CepBep areHTOB

PucyHok 4. MNpumep pa3BepTbiBaHNS

B nprmepe Bbille cobbITUS C CepBepa areHToB Ha cepBepe 2 obpabaTbiBatoTcs B MaxPatrol SIEM
(event_storage = siem). CobbITns C Apyrux cepBepoB MoryT obpabatbiBaTbesd B MaxPatrol SIEM,
Ha syslog-cepBepe (event_storage = syslog) unm xpaHnTbCs B SIOKaNbHOM XpaHUInLLE
(event_storage = edr_storage).

6.2. PacnakoBka apxuBa ¢ guctpunbéytunsom MaxPatrol EDR

Mepepn ycTaHoBKom nnu o6HosneHnem MaxPatrol EDR Bam HyXHO pacnakoBaTb apXuB C
onctpuoytneom MaxPatrol EDR Ha cepBepe ¢ ponbio Deployer.

> YT06bl pacnakoBaTb apxuB ¢ guctpubytnsom MaxPatrol EDR:
1. Ckonupynte apxuB ¢ guctpudytnsom MaxPatrol EDR B nto6oi kaTanor.

2. I'Iepe|7|p,|/|Te B KaTaJior CO CKONMMpOBaHHbIM apXnBOM:

cd <Wma kaTanora>

3. CospaliTe KaTasor, B KOTOpbIV 6yaeT pacnakoBaH yCTaHOBOYHbIM KOMMIeKT. Hanpumep, edr -
installer:

mkdir edr-installer
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BHumaHwme! [1ns koppekTHo ycTaHoBky MaxPatrol EDR nyTb K pacrnakoBaHHOMY
ONCTPUOYTNBY OONXEH 6blTb 6€3 NPOo6enos.

4. PacnakyinTe apxuB B CO3[4aHHbIA KaTanor:

tar xvf edr-installer.<Bepcus npopykTta>.tar.gz -C edr-installer/
Hanpumep:
Apxus ¢ ycTtaHoBLmkoMm MaxPatrol EDR pacnakosaH.

Tenepb Bbl MOXeTe NepenTn K ycTaHoBke nnn obHosrneHmio MaxPatrol EDR.

6.3. MaHudecT yctaHoBkn MaxPatrol EDR

MaHudecT ycTaHOBKN — 3TO cneuyanbHbin JSON-dain, KoTopbl 3agaeT NnapameTpbl YCTaHOBKM
MaxPatrol EDR. MaHudecT cocTouT 13 AByx 6/10KOB napameTpoB. B 6510ke hosts 3agaloTcs
napamMeTpbl CEpBEPOB U YYETHbIE faHHble NoJSib30BaTeNel onepaLoHHbIX cuctem. B 6noke param —
napameTpbl YY4eTHbIX 3anucein gns AocTyna Kk 6a3am AaHHbIX 1 clyXe6Hble napameTpbl. Bbl MoxeTe
He ucnonb3oBaTb MaHudecT, ecnn MaxPatrol EDR ycTaHaBnnBaeTcs B OgHOCEpPBEPHON
KoHpurypauum n B MaxPatrol 10 oguH koHBelep 06paboTku cobbiTui. B aToM cnyyae ycTaHOBKa
6yaeT BbINOSHEeHa C NapameTpamu no ymondaHuo. OnuncaHne napamMmeTpoB NpuBeaeHo B Tabnnue
HUXe.

BHumaHwme! Maponu n knoun 4ocTyrna He AOMKHbI cCofepXaTb creunanbHblie 1 yrpasnsiowmne
CUMBOJIbI, Hanpumep /, : nin $.

MpumeyaHue. VIaMeHsTb 3HaUeHNs CNYXXe6HbIX MapamMeTpPOB HE PEKOMEHOYETCS.

Ta6nuua 33. NMapameTpbl B MaHndecTe ycTaHoBku MaxPatrol EDR

MapameTp OnucaHue
hosts = <IP-agpec wuan FQDN Cnncok ycTaHaBNMBaeMbIX KOMMNOHEHTOB
cepBepa> = components MaxPatrol EDR. Mpw 06bl4HON YyCTaHOBKE CMNCOK KOMIMO-

HEeHTOB yNpaBNgIoLLEero cepBepa QOMMKEH coaepxXaTb
dbms, observability, edr _update, apin
custom_expertise, gpyrux cepBepoB — agent server
1 Npu HeobxogumocTuy observability. Bl Takke Mmoxe-
Te YCTaHOBUTb KOMMOHEHT agent_server Ha ynpasnsio-
Lem cepBepe. B oTka3oycTonynBom Knactepe KOMmno-
HEeHT api MOXeT 6bITb YCTAHOBMEH Ha HECKOJIbKNX CepBe-
pax, a ocTasibHble KOMMOHEHTbI YyNpaBngoLwero cepeepa
MOTyT pacrnofnaratbCs Ha OTAESbHbIX CepBepax
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MapameTp

OnucaHue

hosts = <IP-agpec wuaun FQDN
cepBepa> = credentials

YueTHble faHHble Monb3oBaTeNs onepaLioHHON cucTe-
Mbl. [Monb3oBaTenn yganeHHbIXx CepBepoB OOMKHbI UMETb
npaea cynepnonb3oBaTtens (root), U M 4onxeH 6biTb
paspeLleH gocTyn no NpoTokony SSH. YueTHble faHHble
MOryT 6bITb 3aiaHbl B OQHOM 13 crnepyiowmx GopmMaToB:

— <JloruH> :<Maponb>;

— <JloruH>:<Maponb>:<MyTb K ¢anny c SSH-
KJII04OM>;

— <JloruH>: :<MNyTb K ¢anny c SSH-kaw4oM>.

MpumeyaHune. SSH-kMoUN ¢ NaponbHbIMY pasamu
(passphrase) He nopaepxuBatoTcs B MaxPatrol EDR

hosts = <IP-agpec unn FQDN
cepBepa> = service_name

HagzBaHue cepBepa areHToB B CnMCTeme

hosts = <IP-agpec unn FQDN
cepBepa> = wan_ip

OnpepenseT IP-agpec, no kKoTopomy 6yaeT LOCTyrneH
cepBep. DTOT NapameTp Nones3eH A4 NoBbllLeHNs 6e3-
OMacHOCTW, eCN CEPBEP NMEET HECKOSbKO Ha3HaYeH-
HbIX IP-appecos.

0.0.0.0 — cepBep OOCTYMNeH no No6omMy HasHa4YeHHOMY
IP-agpecy.

Mpumeuanue. MNpn ycTaHOBKE B OTKA30yCTONUYNBOM KNa-
cTepe 3TOT NapameTp 3afaBaTb He HYXHO W ero 3Have-
HMe OONMXHO 6bITh 0.0.0.0

hosts = <IP-agpec wnan FQDN
cepBepa> = event_storage

Onpependet nonyyatens cobbitnin OC n cobbitnin NB.
Bo3moxHble 3HaueHnsa nonyyatens: siem

(MaxPatrol SIEM Server), edr_storage (xpaHunuiie
MaxPatrol EDR), syslog (syslog-cepBep), disabled.

BHumaHwue! Ecnn MaxPatrol EDR 6ygeT ncnonb3oBaTtbcs
6e3 cuctembl MaxPatrol 10, To B MaHudecTe He foMmKeH
ObITb 3a4aH nony4YaTenb siem

hosts = <IP-agpec unn FQDN
cepBepa> —
customer_grafana_url

Apnpec cepsrca Grafana gns oTobpaxeHns B KapTouke
cepBepa areHToB. [lapameTp aKTyasieH, ecnv B Ballei
NHPPACTPYKTYPE NCMOMb3YI0TCH CO6CTBEHHbIE KOMMO-
HEeHTbI 419 MOHUTOPUHra cocTtosHns MaxPatrol EDR

hosts = <IP-agpec wuaun FQDN
cepBepa> = syslog -
events_host

IP-agpec nnn FQDN syslog-cepsepa.

MpumeuaHue. Enok napameTpoB syslog obs3aTeneH,
ec/ B Ka4yeCTBe MnonyyaTtens cobbiTui BoibpaH syslog-
cepBep

PasBepTbiBaHne MaxPatrol EDR
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MapameTp

OnucaHue

hosts = <IP-agpec wuaun FQDN
cepBepa> = syslog -
events_port

MopT syslog-cepsepa

hosts = <IP-agpec wuaun FQDN
cepBepa> = syslog -
events_connection

MpoTokon nepenayn cobbiTui. Bo3MOXHbIe 3HaYEHNS:
tls, tcp, udp.

BHumaHwme! Ecnn ncnonblyetcd npotokon UDP, To gnga
KOPPEKTHOI OTNpaBKK COBbITAI ONg napameTpa
events_framing type Heobxooumo ykasaTb 3HaUYeHune
OctetCount

hosts = <IP-agpec uan FQDN
cepsepa> = syslog =
events_connection_mtls_cert

hosts = <IP-agpec wnan FQDN
cepsepa> = syslog —
events_connection_mtls_key

hosts = <IP-agpec wnan FQDN
cepsepa> = syslog =

events connection mtls rootCA

MyTb K pannam ceptndukaTa, Knoya ceptuduxkaTa 1 Kop-
HeBoro ceptundukaTa. VIcnonb3yoTca TONbKO Npn OBYX-
CTOPOHHeN ayTeHTudmKaumm no npotokony mTLS

hosts = <IP-agpec wnan FQDN
cepsepa> = syslog —
events format

dopmaT nepenayn cCobbITNA. BO3MOXHbIE 3HaYEHNS:
— raw (nepenava He06pPabOTaHHbIX COBbITUN);

— rfc5424-msg (RFC 5424 ¢ nomelleHnem
HeobpaboTaHHOro cobbiTus B MSG-yacTb);

— rfc5424-sd (RFC 5424 c nomelleHnem nonen
cobbiTus B SD-CTpYKTYPY)

hosts = <IP-agpec wnan FQDN
cepsepa> = syslog =
events facility

3HaueHue Facility ot 100 24. 3HaueHne No yMonyaHuio:
16. Heo6g3aTenbHbIi napamMeTp

hosts = <IP-agpec unm FQDN
cepsepa> = syslog =
events_framing_type

Tun dpopmumposarug TCP-kagpa. BosaMoxHble 3Ha4YeHns:
NonTransparent (no ymonyaHumio), OctetCount. Heobs-
3aTesbHbIN NapameTp

hosts = <IP-agpec unn FQDN
cepBepa> = syslog =
events_framing delimiter

Cnocob pasgeneruns TCP-kagpoB. Bo3aMoXHble 3Haue-
HUg: LF (no ymonyaHuio), CRLF. Heobs3aTenbHbIn napa-
MeTp

hosts = <IP-agpec unn FQDN
cepBepa> = mp_rmq — auto

ABTOMATMYECKOE NN PYyYHOE onpefenieHne KOMNOHEeHTa
MaxPatrol SIEM Server, Ha KoTopom 6yayT o6pabaTbl-
BaTbCs cobbiTus. Ecnu B MaxPatrol 10 oguH KoHBelep
06paboTK COBbITUI, HEOBXOANMO 3a4aTb 3HaYEHNEe
true. Ecnun Heckonbko — true n onpenenntb napameTp

PasBepTbiBaHne MaxPatrol EDR
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MapameTp

OnucaHue

siem_server_name. Ecnu B MaxPatrol 10 ncnonssyotcs
nonb3oBaTenbckme cepTndukaTbl 6E30MacHOCTM, TO
HeobxoOMMO 3afdaTb 3Ha4YeHne false, a Takxke onpene-
NNTb NapameTpbl siem_server _name, ssl ca,ssl cert
nssl key. Ecnn npu atom cepBep RabbitMQ ycTaHoB-
NeH oTaenbHo oT KomnoHeHTa MaxPatrol SIEM Server, To
BMECTO MapamMeTpa siem_server_name HyXHO onpege-
nnTb NapameTpbl rmq_host, rmg_port un rmg_vhost.

MpumeuaHune. Enok napameTpoB mp_rmqg o6a3aTeneH,
ecli B KayecTBe nosyyaTtens CobbITuN BbiIGpaH
MaxPatrol SIEM Server

hosts = <IP-agpec wan FQDN HassaHue skzemnngpa ponun MaxPatrol SIEM Server.
cepBepa> = mp_rmgq - [nga nonyyeHns Ha3BaHMIA 9K3EMMNASAPOB PO B CUCTEME
siem_server_name MaxPatrol 10 Bam HyxHO Ha cepBepe ¢ posbio Deployer
BbINONHNTb KOMaHay sudo /opt/deployer/bin/Get-
Params.psl -json -RoleTypeld SiemServer.[lpu-
Mep oTBeTa:
{
"< HasBaHue sk3emnnsapa poaum 1>": {
}s
"< Has3BaHue sk3emnnapa poaum 2>": {
}s
}
hosts = <IP-agpec wuaun FQDN [NyTb 0o danna KopHeBoro SSL-cepTndurkaTa Ha cepBe-
cepBepa> 2> mp_rmq — ssl_ca pe. C KOTOPOro BbIMOMHIETCS YyCTaHOBKA
hosts = <IP-agpec unn FQDN MNyTb oo danna nyénuyHoro SSL-cepTundurkaTa Ha cepBe-

cepBepa> = mp_rmq

- ssl cert

pe, C KOTOPOro BbINOMHAETCS YyCTaHOBKa

hosts = <IP-agpec wnan FQDN MyTb 0o danna 3akpbiToro Kntova SSL-cepTudrkarta Ha
cepBepa> = mp_rmq - ssl_key cepBepe, C KOTOPOro BbIMOMHAETCH YyCTaHOBKa
hosts = <IP-agpec wan FQDN IP-agpec nnn FQDN cepBepa RabbitMQ

cepsepa> —> mp_rmg

- rmqg_host

hosts = <IP-agpec
cepBepa> = mp_rmq

nnn FQDN
- rmq_port

MNopT cepBepa RabbitMQ

hosts = <IP-agpec
cepBepa> = mp_rmq

nnn FQDN
- rmqg_vhost

Vima BupTyansHoro ysna RabbitMQ

PasBepTbiBaHne MaxPatrol EDR
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MapameTp

OnucaHue

hosts = <IP-agpec unn FQDN

cepBepa> = cmc_certs — manage

OnpepnengeT, C MOMOLLbIO Kakux cepTudukaTos 6yaeT
NnoanucbiBaTbCa Kof, Nonb3oBaTeNnbCkux Moaynei. Bos-
MOXHble 3HaYEHNS:

— skip — nognuck koga NoNb30BaTENbCKNX MOAYen
BbIMNONHATLCS He ByaeT;

— auto — cepTudukaTbl 6yayT BbIMyLLEHbI
aBTOMaTnyeckn (katanor /opt/edr/cmc_certs/);

— manual — 6yayT NCMob30BaTbC MOSb30BaTENbCKNE
cepTudurKaTbl (3agatoTcs C MOMOLLBIO NapamMeTpoB
cmc_cert_path, cmc_key path, cmc_certs_dir).

Mpynny napameTpoB cmc_certs Heo6xoOMmo 3aaaBaTb
TONBbKO NS YNpaBnsioLWwero cepsepa

hosts = <IP-agpec wuan FQDN
cepBepa> = cmc_certs —
cmc_cert_path

MyTb 0o panna ceptTndurkaTa, KOTOPbIM 6yayT NOOMNUCHI-
BaTbCs MONb30BaTENbCKME MOAYN

hosts = <IP-agpec wnan FQDN
cepBepa> = cmc_certs —
cmc_key_path

MyTb oo panna knoya cepTudrkaTa

hosts = <IP-agpec wnan FQDN
cepBepa> = cmc_certs —
cmc_certs_dir

MMyTb 0O KaTanora ¢ 4ONOAHUTENBHbIMYK cepTudukaTamm
(MoxeT 6bITb 3agaH Npu MoboM 3HaYEeHM NapameTpa
manage). lNepepn ycTaHOBKOW NPOAyKTa B 3TOT KaTanor
HeobXxoaMMO CKOMMPOBaTb cepTudunkaTbl C Apyrux cep-
BepoB MaxPatrol EDR, ecnn Bbl nnaHupyeTte nmnopTupo-
BaTb OTTyAa pa3paboTaHHble MOay /M

hosts = <IP-agpec unn FQDN
cepepa> = mp_vm_http - mode

Cnocob oTnpaBKy OTYETOB O CKAHNPOBaHNSX B
MaxPatrol VM: uepes RabbitMQ (ncrnonbayetcs rno
ymonyanuto) unm no HTTPS (http). OTnpaBka oTyeToB
yepes RabbitMQ He TpebyeT 3agaHng napameTpoB B Ma-
HudecTe n BoamoxHa, ecnun MaxPatrol EDR ycTanasnu-
BaeTCcd coBMecTHO ¢ cuctemon MaxPatrol 10. 3HaueHmne
http ncnonbsyeTtcsa ang oTnpaBky OTYETOB Ha OTAENb-
HbI cepBep ¢ MaxPatrol VM

hosts = <IP-agpec wnan FQDN
cepsepa> @ mp_vm_http — uri

[omeHHoe nvis unu IP-agpec cepsepa MaxPatrol VM

hosts = <IP-agpec uaun FQDN
cepsepa> = mp_vm_http -
client_id

VigeHTudunkaTop NPUNOXEHNS, HaNnpumMmep mpx

PasBepTbiBaHne MaxPatrol EDR
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MapameTp

OnucaHue

hosts = <IP-agpec unn FQDN
cepepa> = mp_vm_http -
client_secret

Kntou poctyna k MaxPatrol VM. [1na nonyyeHund knoya
BaM Hy>XHO Ha cepBepe MaxPatrol VM BbINOAHUTb KO-
mMaHgy cat $(find /var/lib/deployed-roles/mpl0-
app -name "default.env") | grep -i
ClientSecret

hosts = <IP-agpec unm FQDN
cepsepa> > mp_vm_http -
scope_id

VipeHTndurkaTop Nonb3oBaTenbCckon MHGPaCTPYKTypPbl B
MaxPatrol VM. [ina nonyyeHns cnncka ngeHtudunkaTo-

pPOB NHGPACTPYKTYP BaM HYXHO Ha cepBepe

MaxPatrol VM BbinonHuTh 3anpoc GET <KopHesoi URL
API>/api/scopes/v2/scopes

hosts = <IP-agpec unn FQDN
cepepa> = mp_vm_http -
authority

Appec n nopt PT MC ans aBTOpmu3auumn Ha cepeepe
MaxPatrol VM

param — agent_server -
POSTGRES_USER

JlorvH ong nopkmoyeHns K 6a3e gaHHbIx B PostgreSQL Ha
cepBepe areHToB

param — dbms— POSTGRES_ USER

JlorvH ong nogkoyeHns K 6a3e gaHHbIx B PostgreSQL Ha
ynpaBnsoLem cepBepe

param - agent_server -
POSTGRES_PASSWORD

Maponb ons nopgknioyeHns kK 6a3e gaHHbIX B PostgreSQL
Ha cepBepe areHToB

param — dbms—
POSTGRES_PASSWORD

Mapornb s noakitoyeHns K 6ase gaHHbix B PostgreSQL
Ha ynpaBnsioLem cepepe

param — agent_server -
MINIO ROOT_USER

JloruH agMuHNCTPaTopa ANs NOAKMOYEHNS K O6bEKTHOMY
xpanunuwy MinlO Ha cepBepe areHToB

param — dbms -
MINIO_ROOT_USER

param — api - MINIO_ ROOT_USER

param — edr_update —
MINIO_ROOT_USER

JloruH agMuHNCTPaTopa ANs NOAKMOYEHNS K O6bEKTHOMY
xpanunuwy MinlO Ha ynpaengiowem cepBepe. 3Ha4eHNs
BCEeX NapameTpoB AOMKHbI CoBMagaTb

param — custom expertise —
MINIO ROOT_USER

JTornH agMmuHncTpaTopa Ans NOAKNOYEHNS K 06beKTHOMY
XpaHWnLLYy cepBuca Nosib3oBaTeNbCKOM 3KCMepTn3bl B
MinlO

param — agent_server -
MINIO_ROOT_PASSWORD

Maponb 15 NOAKIYEHNS K O6bEKTHOMY XPaHUNLLY
MinlO Ha cepBepe areHToB

param — dbms -
MINIO ROOT_PASSWORD

param - api -
MINIO_ROOT_PASSWORD

Maposb oNs NoakoyYeHns K O6beKTHOMY XPaHWINLLY
MinlO Ha ynpaBngowem cepaepe. 3HaueHuns Bcex napa-
MeTpPOB AO/XHbl COBMafaTb
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MapameTp

OnucaHue

param — edr_update -
MINIO ROOT_PASSWORD

param — custom_expertise =
MINIO_ROOT_PASSWORD

Maponb 015 NOAKIYEHNS K O6bEKTHOMY XPaHUNLLY
cepBuca nosb3oBaTenbckon akcnepTnasl B MinlO

param — observability —
MASTER_PASSWORD

Maponb cnyxebHoin yyeTHon 3anucu B Grafana

param — observability —
ELASTIC_PASSWORD

Maponb cnyxe6bHon y4yeTHo 3anucu B Elasticsearch

param — <KOMMNOHEeHT> -
Resources — limits - cpus

MakcrmanbHoe KONMMYeCTBO NTIOrMYeckx saep, BoloeneH-
HbIX 019 KOHTEeNHepa ¢ KOMMOHeHTOoM. [lonyckatoTcs
LpO6Hble 3HadeHns ¢ warom 0,1, Hanpumep 2. 5.

0 — OTCYTCTBME OrpaHNYeHnin

param - <KOMMNOHeHT> -
Resources — limits - memory

MakcumanbHoe konundectso namatut (O3Y), BblaeneHHon
L1191 KOHTelHepa ¢ KoMMoHeHToM. [NogaepxmnBaemble
eanHunupl: b (6anT), k nnn kb (kmno6ant), m unn mb (mera-
6anT), g unun gb (rurabanT)

param - <KOMMNOHEeHT> -
Resources — limits - pids

MakcumanbHoe KOIMYeCTBO NPOLLeCCOB, KOTOPbIE MOTyT
BbINOSIHATLCS BHYTPW KOHTEHEPa C KOMMOHEHTOM.

-1 — OTCYTCTBME OrpaHnYeHnin

param —> <KOMMOHEHT> -
Resources — ulimits

3apaeT ulimit ong KoOHTenHepa ¢ KoMNoHeHToM. [lonyc-
KaeTcs 3afaHne MArkmnx 1 XeCTKIX OrpaHnyeHnin

MpumevaHwue. 'pynnbl napameTpoB limits nulimits Heo6a3aTenbHbIE.

Mpumepbl KOHPUrypauumn

BapwuaHT 1. YcTtaHoBka MaxPatrol EDR B ogHocepBepHOI KOHPUrypauumm, cobbiTys OTNPaBnsioTCs B

MaxPatrol 10, B KOTOpOM eCTb HECKO/bKO KOHBEepoB 06paboTki COBbITUIA.

"hosts":

{
"127.0.0.1": {

"components": ["agent_server", "dbms", "observability", "api", "edr_update",

"custom_expertise"],
"credentials”: "login:password",
"service_name": "First server",
"wan_ip": "0.0.0.0",
"event_storage": "siem",

"mp_rmq": { "auto": true, "siem_server_name": "siemserver-1" }
"cmc_certs": {"manage": "auto", "cmc_certs_dir": "/opt/certs/extra/"}

}
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BapwuaHT 2. YcTtaHoBka MaxPatrol EDR B mHorocepsepHon koHourypauum, B MaxPatrol 10
HEeCKOoJ1IbkO KOHBeNepoB 06paboTKy COBLITUN, COBbITIS C ABYX CEPBEPOB areHToB 6yayT
obpabaTblBaTbCS OTAENbHbIMUN KOHBEiepamMu, COBbITUS C TPETbEro cepaBepa 6yayT OTNPaBNSTbCS Ha
syslog-cepBep. OTUeTbl O CKaHNPOBaHKSX B PEXUME ayauTa C TPeTbero cepBepa areHToB 6yayT
oTnpaenaTbcd no npotokony HTTPS B cuctemy MaxPatrol VMM, ycTaHOBMEHHYIO OTAEbHO.

"hosts":
{
"127.0.0.1": {

"components": ["agent_server", "dbms", "observability", "api", "edr_update",
"custom_expertise"],

"credentials”: "login:password"”,

"service_name": "Management server",

"wan_ip": "0.0.0.0",

"event_storage": "siem",

"mp_rmg": { "auto": true, "siem_server_name": "siemserver-1" }

"cmc_certs": {"manage": "manual", "cmc_cert_path": "/opt/certs/cert.crt",
"cmc_key path": "/opt/certs/cert.key", "cmc_certs_dir": "/opt/certs/extra/"}
})

"192.0.2.5": {

"components": ["agent_server"],
"credentials”: "login:password",
"service_name": "Agent server north",
"event_storage": "siem",

"mp_rmq": { "auto": true, "siem_server_name": siemserver-2" }

¥
"203.0.113.34": {
"components": ["agent_server"],

"credentials”: "login:password",
"service_name": "Agent server east",
"event_storage": "syslog",

"syslog": {

"events_host": "10.0.11.12",
"events_port": "6514",

"events_connection”: "tls",

"events_connection_mtls_cert": "/var/foo/cert.crt",
"events_connection_mtls_key": "/var/foo/cert.key",
"events_connection_mtls_rootCA": "/var/foo/root_cert.crt",

"events_format": "rfc5424-sd",
"events_facility": "17",
"events_framing_type": "OctetCount",
"events_framing_delimiter": "CRLF"
¥
"mp_vm_http": {
"mode": "http",
"uri": "https://10.0.11.23",
"client_id": "mpx",
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"client_secret": "75441b47-07f3-453d-34ac-1c2b7db1988d",
"scope_id": "0©0000000-0000-0000-0000-000000000005",
"authority"”: "https://10.0.11.23:3334"

}
}s

BapuaHT 3. YcTaHoBka MaxPatrol EDR 6e3 cuctembl MaxPatrol 10, cobbitus VIE ¢ ogHoro cepsepa
areHToB BYAYT XPaHUTBLCS B NTIOKAIbHOM XpPaHUuLLLE, COBbITUS C OpYroro cepeepa byayT
OTNpaBnaTbCd Ha syslog-cepBep.

"hosts":
{
"127.0.0.1": {

"components": ["agent_server", "dbms", "observability", "api", "edr_update",
"custom_expertise"],

"credentials": "login:password",

"service_name": "Management server",

"wan_ip": "0.0.0.0",

"event_storage": "edr_storage",

"cmc_certs": {"manage": "manual", "cmc_cert_path": "/opt/certs/cert.crt",
"cmc_key path": "/opt/certs/cert.key", "cmc_certs_dir": "/opt/certs/extra/"}
¥

"203.0.113.34": {
"components"”: ["agent_server"],

"credentials”: "login:password",
"service_name": "Agent server east",
"event_storage": "syslog",

"syslog": {

"events_host": "10.0.11.12",
"events_port": "6514",

"events_connection": "tls",

"events_connection_mtls cert": "/var/foo/cert.crt",
"events_connection_mtls_key": "/var/foo/cert.key",
"events_connection_mtls_rootCA": "/var/foo/root_cert.crt",

"events_format": "rfc5424-sd",
"events_facility": "17",

"events_framing_type": "OctetCount",
"events_framing_delimiter": "CRLF"

}

¥

6.4. PepaktnpoBaHue maHudecta yctaHoBkn MaxPatrol EDR

Mepen pefakTnpoBaHnemM MaHndecTa BaM HYXHO pacrnakoBaTb apxvB (CM. pasgen 6.2) ¢
oncTtpuoytneom MaxPatrol EDR.
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> YTo6bl OTPenakTnpoBaTb MaHNdECT:

1. Tlepengnte B KaTanor ¢ yCTaHOBOYHbIM KOMIMIEKTOM:

cd edr-installer/

2. Cxonupyinte pann manifest template.json B dannmanifest.json:

cp manifest_template.json manifest.json

3. OtkponTte pann manifest.json ong pepakTnpoBaHus:

sudo nano manifest.json
4. 3apainTe napameTpbl ycTaHoBk MaxPatrol EDR B maHudecTte (cm. pasgen 6.3).
5. HaxmuTte knaBuwy F2 n coxpaHute nsmeHeHns B danne.

MaHudecT coxpaHeH.

6.5. YctaHoBka MaxPatrol EDR

YctaHoBky MaxPatrol EDR Heo6xoanmo NpoBOAnTbL C CepBepa, Ha KOTOPOM YCTaHOBEHa POsib
Deployer. Ecnun MaxPatrol EDR 6ygeT ncnonb3oBaTbcs COBMeCTHO ¢ cucTemoln MaxPatrol 10 n ponb
Deployer yctaHoBneHa otaensHo ot komnoHeHTa MP 10 Core, To Ha cepBepe C 3TOW Posblo
HeobXxoanMo:

1. cospatb Kkatanor /var/lib/deployed-roles/mpl@-application/core-<MaoeHTudukatop>/
certs/, ckonmpoBaTb B HErO BCe cepTudukaThbl 1 UX KIKOUMN N3 TaKOro Xe KaTanora Ha cepBepe ¢
MP 10 Core;

2. ecnun yctaHoBneHa Bepcua MaxPatrol 10 27.2 nnu Bbllwe, cospaTb kaTanor /var/lib/deployed-
roles/mc-application/managementandconfiguration-<UaeHTudukartop>/tools/,
CKOMMpOoBaTb B Hero ckpunt auto-approve-registration. sh ns Takoro xe katanora Ha
cepsepe ¢ MP 10 Core;

3. HasHauuTb NpaBa gocTyna K cepTudurkaTam (C NoMoLLblo KoMaHabl chmod 644) 1 K CKpUnTy
(chmod 755).

Ecnu MaxPatrol EDR 6yneT ncnonbsobaTtbcsa 6e3 cuctembl MaxPatrol 10 n ponb Deployer
yCTaHOBNEeHa oTaenbHo oT komnoHeHTa PT MC, To Ha cepBepe C 9TOIN ponblo HEO6XOANMO:

1. cospatb KaTanor /var/lib/deployed-roles/mc-application/
managementandconfiguration-<MpeHTudukatop>/certs/, ckonmpoBaTb B HErO BCE
cepTndurKaTbl U NX KIOYK 13 TaKOro Xe KaTanora Ha cepsepe ¢ PT MC;

2. ecnuycTtaHoBneHa Bepcug PT MC 101.3 vnu Bbiwe, co3natb kaTanor /var/lib/deployed-
roles/mc-application/managementandconfiguration-<lUaeHTudukartop>/tools/,
CKOMMpoBaTb B Hero ckpunt auto-approve-registration.sh n3 Takoro xe katanora Ha
cepsepe ¢ PT MC;

3. HasHauuTb NpaBa gocTyna k cepTudrkaTam (C MOMOLLbIO KOMaHabl chmod 644) n K ckpunTy
(chmod 755).
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Mepen ycTaHoBkon MaxPatrol EDR HyxHO pacnakoBaTb apxuB ¢ AUCTpubyTnsom (cm. pasnen 6.2),
3afaTb NapameTpbl yCTaHOBKW B MaHudecTe (cMm. pasgen 6.3) n yéeamnTbCs, UTO BCe cepBepbl
COOTBETCTBYIOT annapaTHbIM 11 MporpaMMHbIM Tpe6oBaHusM (cM. pasnen 5).

BHumaHume! Ecnin MaxPatrol EDR paHee yxe 6bii1 yCTaHOBNEH 1 3aTeM MOSIHOCTLIO yaaneH
(cm. pazgen 10), pns koppekTHol perncTpauun B PT MC Heo6xoamnmo ckonmpoBaTb
CoXpaHeHHbIn dann ptmc_registration.json Bkatanor /opt/edr_data/
mpx_registration_data/ nHa3HaunTb NpaBa [OCTyMa ¢ NOMOLLbO KoMaHg chmod 775 n
chown dockerns:dockerns.

MpumeuaHue. lNpouecc yctaHoBkn MaxPatrol EDR oguHakoB Kak npu Haanymm cuctemsl
MaxPatrol 10, Tak n 6e3 Hee. Npun ycTaHoBke 6e3 MaxPatrol 10 B maHudecTe (cm. pasgen 6.3) ons
napameTpoB event_storage He LOMKHO 6bITb 3a4aHO 3HaYeHne siem.

> Yr06bl ycTaHoBUTL MaxPatrol EDR:

1. I'Iepe|7|p,|/|Te B KaTaJjior ¢ yCTaHOBOYHbIM KOMMJIEKTOM:
cd edr-installer/

2. 3anycTuTe yCTaHOBOYHbIV CKPUMT:

sudo ./edr_installer --use-manifest manifest.json

HauHeTcs ycTaHoBka MaxPatrol EDR. MNocne 3aBeplueHunst yctaHoBky ciyx6bl MaxPatrol EDR
OyayT 3anyLieHbl aBTOMaTNYECKN.

MpumeuaHue. Bbl moxeTe HacTpouTb ycTaHoBKY MaxPatrol EDR, ncnonbsys gpyrue
napameTpbl yCTaHOBOYHOro ckpunTa (cm. pasgen 6.6).

3. Ypanute yCTaHOBOUHbIN KOMMEKT 1 apPXMB C HUM:
cd <Uma kaTanora>
rm -rf edr-installer
rm edr-installer.<Bepcua npogykTta>.tar.gz

4. Ecnwn TpebyeTcs 06HOBUTb CAVMCOK NCEBAOHIMOB KOMaH, (CM. npunoxexue A),
nepesanycTuTe KOMaHOHY 06010UKY U 3aHOBO MOAKOUNTECH K CEPBEPY MO NMPOTOKOSY
SSH.

MaxPatrol EDR ycTaHOBMEH. Bbl MOXeTe NpOCMOTPETb XypHan ¢ MOMOLLbIO KOMaHpbl sudo
journalctl -u edr.

Cm. Takxe
PacnakoBka apxuBa ¢ guctpubytunsom MaxPatrol EDR (cm. pasgnen 6.2)
MaHudecT yctaHoBku MaxPatrol EDR (cm. pazgen 6.3)

MporpammHble 1 annapaTHble TpeboBaHug (CM. pasnen 5)

6.6. NapameTpbl yCTAaHOBOYHOIO CKpunTa

B Tabnuue Huxe npuBeneHbl onyCcTtmMble NnapamMmeTpbl YCTaHOBOYHOIO CKpunTa.
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Ta6nuua 34. MNapameTpbl yCTAHOBOUYHOIO CKpUMNTa

MapameTp OnucaHue 3HauyeHue No yMoJIHaHUIo

--wan-hostname 3afaeT BHeLLHWI agpec, No KOTOPOMY He ncnonbsyetcy
6yoeT OOCTyNeH ynpaBnsioWwnin cepsep.
Mpw 0BbIYHON YyCTAaHOBKE HYXHO NC-
Nnonb3oBaTb, €CMN YCTaHOBOYHbINA
CKpWINT He CMOr aBTOMaTUYeCKM onpe-
LenuTb agpec (Hanpumep, ecny B MaHn-
decTe y3en 3agaH ¢ nomolplo IP-agpe-
ca 1NN eCnNun yCTaHOBOYHbI CKPUMT
3anyckaeTtcs 6e3 napameTpa - -use-
manifest). O6g3aTeneH ong ycTaHOBKM
B OTKa30yCTONUYMBOM KracTepe

--wan-port 3apaeT BHELUHMIA MOpPT, MO KOTOPOMY 8444 (Npu yCTaHOBKe BCEX
6yneT OOCTYMNeH yrnpaBngiowmii cepBep | KOMMOHEHTOB Ha OfNH Cep-
(ncnonbayeTcs B cepTudurkaTax 1 npu Bep). 443 (B no6on apyrou
peructpauunm B PT MC) KOHPUrypaumnm)

--wan-cert 3apgaeT nyTb 0o danna SSL-ceptudnka- | He ncnonbayercs

Ta, KOTOPbIN 6yaeT NCNoNb30BaTbLCS AN
[OCTyMa K yrpasngioLwemy cepsepy

--wan-cert-key 3apgaeT nyTb 0o danna knova SSL-cep- | He ncnonbayetcs
TndurkaTta, KOTOpbI 6yaeT NCNonb3o-
BaTbCH 015 AOCTyNa K ynpasnsiowemy

cepBepy

--limit CnuncoK KOMMOHEHTOB U CEPBEPOB, He ncnonbayetcsa
Ha KOTOPbIX HEOBXOAMMO 3amnyCTUTb
YyCTaHOBKY U/ OBGHOBMNEHNE

MaxPatrol EDR. PekomeHnnyeTcd nc-
Nnonb3oBaTh B 60/bLUNX MHCTANASALMNAX C
MHOXECTBOM CEPBEPOB areHTOB.
Hanpumep, o6HOBREHWE Nyylle MPoBO-
OVTb B ABa 9Tana: CHayana cepBepsbl C
KOMMoHeHTamun dbms, edr _update, api,
custom_expertisenobservability
(--1limit "dbms, edr_update, api,
custom_expertise,
observability"), a 3aTem cepBepbl C
KOMMoHeHToM agent_server (--limit
"10.0.11.25, 10.0.11.37").

BHumaHne! [1ng 3agaHng cepBepoB
areHToB HeobxoaMmMo ncnonb3oBaThb IP-
agpeca nnn FQDN n3 maHundecTa, a He
3HaYyeHns NapamMeTpoB service _name

PasBepTbiBaHne MaxPatrol EDR 50



MapameTp

OnucaHue

3HauyeHue no yMoJiyaHuio

--cluster

VicnonbayeTtcs ons ycTaHOBKM B OTKa30-
YCTONYMBOM KnacTepe

He ncnon b3yeTCH

--update-server

3apaet IP-agpec nnm gomeHHoe nvis
cepBepa o6HoBneHnn MaxPatrol EDR

update.ptsecurity.com

--download-updates

BknioyaeT aBTOMaTNYeCckoe ckayrBa-
Hne Hoow Bepcun MaxPatrol EDR

Vicnonbayetcs

--dry-run

CospaeT nHBeHTapHbIn dann Ansible n
Apyrune koHburypaunoHHble dannbl 6e3
YCTaHOBKU MPOAYKTa

He ncnonbayetcq. MNpumep
ncnonb3oBaHng: - -dry-run
true

--use-manifest

3agaeT uMs KOHPUrypaLUmoHHOro
dalina, KoTopbil 6yaeT MCNob30BaTbCH
npwv pacnpeneneHHon ycTaHoBKe
kommnoHeHToB MaxPatrol EDR

He ncnonbayetcsa

--disable-grafana

OTkJloYaeT yCTaHOBKY cepBica
Grafana

He NCnosib3yeTCcH

--customer-otel

3apaeT agpec 1 NOpT KOMMOHEHTa
OpenTelemetry Collector, Ha KoTOpble
cnepyeT OTNpaBnsaTb METPUKN N faHHbIE
Tpaccuposku MaxPatrol EDR. lNpumep:
--customer-otel https://
192.0.2.214:4318.

MpumeyaHue. [1ng oTknoveHns nepena-
41 aHHbIX HEOBXOAMMO NMOBTOPHO 3ary-
CTUTb YCTaHOBOYHbI CKPUMT CO 3Haue-
Hnem --customer-otel False

He ncnonbayetcsa

--customer-otel-
cert

3apaeT nyTb o ¢anina ceptudukaTa,
KOTOPbIV 6yOeT NCMONb30BaTbCH AN
nogkstoyeHus kK OpenTelemetry
Collector

He NCronb3yeTCcH

--customer-otel-
key

3agaeT nyTb 0o danna knova ceptrudn-
KaTa, KOTopbIl 6yAeT NCNob30BaTbCS
ans nogkniodeHns k OpenTelemetry
Collector

He ncnon b3yeTCH

--customer-otel-
root-ca-cert

3agaeT nyTb 0o dalisia KOPHEBOro cep-
TndukaTa, KOTopbI ByaeT NCNob30-
BaTbCS 015 NOOK/OUEHMNS K
OpenTelemetry Collector

He ncnonbayetcs

--enable-module-
verify

AKTUBMpPYET NPOoBEpPKY NOLAMNCK KOAa
mopnynemn

Vlcnonbayetcs
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MapameTp

OnucaHue

3HauyeHue no yMoJiyaHuio

--allow-o0ld-
docker-version

PaspelaeT yctaHoBky MaxPatrol EDR
npw Bepcumn komrnoHeHTa Docker CE Hu-
xe 20.10.24

He ncnon b3yeTCH

--backup VicnonbayeTtcq ong co3paHung peseps- He ncnonbayetcs
HOW KoNuW KOHUrypaumum (cm. pas-
nen 22.1)

--restore VicnonbayeTtca oisg BOCCTaHOBNEHNS He ncnonbayetcs
KOHbUIrypaumm n3 pe3epBHON Konmm
(cm. pasgen 22.1)

--logs VicnonbayeTcs ang c6opa gaHHbIX He ncnonbsyetcy
(cm. pasgen 22.4) 06 ycTaHoBKe 1 pa6o-
Te MaxPatrol EDR

--clean 3anyckaeT yganeHune cryxoéol He ncnonbayetcs
MaxPatrol EDR

--purge 3anyckaeT NofHoe ynaneHne He ucnonbayetcs

MaxPatrol EDR

6.7. YcTaHOBKa 0OMOMHNTENbHOIO CepBepa areHToB

Bbl MOXxeTe 0o6aBnTb B CUCTEMY AOMOMHUTENBHBIA CEPBEP areHTOB A5 pacnpefeneHuns Harpysku.
YCTaHOBKY HEO6XOOMMO BbIMOJHATE C CEpBEpPa, C KOTOPOro BbIMOHIIACh NepBoHaYaibHag
ycTaHoBka MaxPatrol EDR. lNepefn yCTaHOBKOW HYXHO y6eOnTbCs, YTO LOMOSHUTENbHbIN cepBep
COOTBETCTBYET annapaTHbIM 1 NPOrpaMMHbIM TpeboBaHuaM (CM. pasgen 5), n pacnakoBaTb apXumB C
ONCTpUByTBOM (CM. pasfen 6.2).

> YT06hI YCTaHOBUTb OOMOJSIHNTENMbHbIN cepBep areHToB:

1. TlepenguTe B kaTanor opt/edr/.

cd /opt/edr/

2. Otkpoute pann manifest.json ongd pegakTnpoBaHus:

sudo nano manifest.json

3. B 6noke napameTpoB hosts no6aBbTe napameTpbl OMNONHNTENbHbIX CEPBEPOB areHToB 1
y4yeTHble flaHHble Nosib3oBaTenen onepauroHHbIX cuctem (cMm. pasgen 6.3).

BHumaHwue! He yganaiite napameTpbl TEKYLLX CEPBEPOB.

MpumeyaHue. MNosb3oBaTeNM yaaneHHbIX CepBepPOB AOKHbI UMETb MpaBa
cynepnosib3oBaTens (root) n M 4omkeH 6biTb padpeLleH 4ocTyn no npotokony SSH.

4. HaxmwuTe knasuwy F2 n coxpaHute nameHeHns B danine.
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5. TlepenagnTe B KaTanor ¢ yCTaHOBOYHbIM KOMM1IEKTOM:
cd /edr-installer/

6. 3anycTuTe yCTaHOBOYHbIN CKPUMT C MapaMeTpoM --use-manifest.
sudo ./edr_installer --use-manifest /opt/edr/manifest.json

MpumeuaHue. Bol moxeTe HacTpouTb ycTaHoBky MaxPatrol EDR, ncnonbsys gpyrue
napameTpbl YCTaHOBOYHOIO ckpunTa (cMm. pasgen 6.6).

HauneTcqa yctaHoBka MaxPatrol EDR. Nocne 3aBeplueHuns yctaHoBkm cnyx6bl MaxPatrol EDR
6ynyT 3anyLLeHbl aBTOMaTUYeCKN.

7. Ypanute yCTaHOBOYHbIA KOMMIEKT 1 apXUB C HAM:
cd <Uma kaTanora>
rm -rf edr-installer
rm edr-installer.<Bepcus npogykTa>.tar.gz

8. Ecnun tpebyeTcs 06HOBUTL CMNCOK MNCEBOOHNMOB KOMaHL, (CM. npunoxeHune A),
nepesanycTuTe KOMaHOHY 060I0UKY U 3aHOBO MOAKOYNTECH K CEPBEPY MO NMPOTOKOSY
SSH.

[ononHuTenbHbIN CepBep areHToB yCTaHOBMEH. Bbl MOXeTe NMPOCMOTPETb XYpPHas C MOMOLLbIO
KomaHgbl sudo journalctl -u edr.

6.8. YctaHoBka MaxPatrol EDR B oTkasoycTonumnsom
Knactepe

Bbl moxeTe ycTaHoBUTb MaxPatrol EDR B oTkazoycTonumBom knactepe. Npu Takom cnocote
yCTaHOBKM 6yfeT obecneumnmBaTbcs oTkazoycTonumsocTe CYB[ PostgreSQL, o6bekTHOro
xpanunuwa MinlO n ynpasnsiowero cepBepa. YctaHoBky MaxPatrol EDR B 0Tka3oycTonunsom
KnacTepe pekoMeHayeTcs BbINoNHITb, ecnu cuctema MaxPatrol 10 Takxe ycTaHoBneHa B KnacTepe.

BHumaHwue! [1ng o6ecnevenHuns paboTbl MaxPatrol EDR B oTkazoycTonunBom kractepe
TpebyeTcs Hann4yre paboToCnoCOBHbIX BHELLHMNX KnacTepos PostgreSQL n MinlO.

BHumaHune! Ha yanax knactepa MaxPatrol 10 He pekomeHayeTcs pasmeLlaThb yarbl KiacTepoB
MinlO n MaxPatrol EDR.

[na pasBepTbiBaHNS OTKa3oycTon4mBoro knactepa MaxPatrol EDR Bam Heo6xoOonmo:
1. YctaHoBuTtb Ansible 1 ero saBucumocTi.
YcTtaHoBuTb cnyxo6y Keepalived ong knactepa c ynpasngiowmm cepsepom MaxPatrol EDR.

YctaHoBUTb cnyx6y Keepalived onsa knactepa MinlO.

LS

Ecnn MaxPatrol 10 ycTaHOBNEH B 06bIMHOM pexunmMe, ycTaHOBUTb knacTtep PostgreSQL
(nopnepxuBatoTca Bepcum 12, 13, 14).

5. YctaHoBuTtb knactep MinlO.

MpumevaHue. [1ng yctaHoBKM knacTtepa MinlO HyXHbl YeTblpe cepBepa C YCTaHOBMEHHbIM
komnoHeHToMm Docker CE.
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6. HacTtpownTtb maHudect yctaHoku MaxPatrol EDR.

7. YctaHoBuTb MaxPatrol EDR.

YcTaHoBKa Ansible n ero saBucumocTen

> YT06bI ycTaHOBUTb Ansible 1 ero 3aBucrnmocTy,

Ha cepBepe ¢ ponbto Deployer cuctembl MaxPatrol 10 BbInoAHUTE KOMaHAbI:

pip3 install ansible==2.9.15 jinja2==3.0.0

ansible-galaxy collection install --force community.crypto:==2.26.4

apt install sshpass

YctaHoBKa cnyx6bl Keepalived png knactepa ¢ ynpaBnsiiowmm

cepBepom MaxPatrol EDR

Cnyx6a Keepalived obecneunBaeT paboTOCNOCO6HOCTb YNpaBnsioLwero cepaepa B Cryyae c6oes
€ro oTaenbHbIX y3noB. [epen BbIMOMHEHNEM NHCTPYKLIM BaM HYXHO BbIAENNTb B CETEBOW
NHOPACTPYKTYpe opraHnsaumy BupTyasbHblll IP-agpec, no koTopomy 6yaeT oocTyneH

yrnpaBnsowunn cepeep, U 4o6asnTb ans Hero DNS-ganncbk. 31oT IP-agpec He fgonxeH npuHagnexaTtb

HV OLHOMY 13 Y3/10B KacTepa.

> UYT06bI yCTAaHOBUTL Cryx6y Keepalived:

1. TlepengnTe B KaTanor ¢ yCTaHOBOYHbIM KoMmnekTom MaxPatrol EDR:

cd <Wma kaTanora>

2. CospanTte nHBeHTapHbIN dann keepalived api co cnegylowmm CoOgepXnMbIM:

[vrrp]

edr-node-01 ansible_host=<Agpec y3na c ynpasafawwum cepBepoMm
3anucu gna aBTopu3aumm Ha cepBepe> ansible_password=<MNaponb
node_state=MASTER

edr-node-02 ansible_host=<Agpec y3na c ynpaBaawwuMm cepBepoMm
3anuMcu gna aBTopu3auum Ha cepBepe> ansible_ password=<MNaponb
edr-node-03 ansible_host=<Agpec y3na c ynpaBaawwumM cepBepoMm
3anuMcu gna aBTopu3auum Ha cepBepe> ansible password=<MNaponb

1> ansible_user=<JloruH y4eTHOMN
y4yeTHOW 3anucu>

2> ansible_user=<JIoruH y4eTHOMN
y4YeTHOW 3anucu>
3> ansible_user=<JloruH y4eTHOW
y4YeTHOW 3anucu>

MpumeyaHne. Agpeca y3noB Heo6xo4MMo 3afaBaTb 6€3 NPOTOKOa 1 MopTa, Hanpumep

192.0.2.12 nnun edr.example.

3. 3anycTtuTe yCTaHOBKY C/yXObI:

sudo ansible-playbook -i keepalived_api ansible/sample_install_keepalived.yml -e

vip="<BbigeneHHolii BUpTYanbHblii IP-agpec knactepa>"

YctaHoBKka cnyx6bl Keepalived gna knactepa MinlO

[Mepefn BbINOMHEHEM NHCTPYKLMN BaM HYXHO BbIOENNTb B CETEBOW NHOPACTPYKType opraHmnsaunm
BUPTYanbHbIl IP-agpec, no kotopomy 6yneT goctyneH MinlO, n po6aBnTtb ang Hero DNS-3anunce.
OT1oT IP-agpec He [omkeH NpMHagIexaTb H OOHOMY 13 y3M0B KlacTepa.
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YcTaHoBKy cryx6bl Keepalived Heobxognmo npoBoauTb C cepBepa, Ha KOTOPOM YCTaHOBMEHa porb
Deployer cuctembl MaxPatrol 10.

> YT06bI ycTaHOBUTE Cnyx6y Keepalived:

1. Tepengnte B KaTanor ¢ ycTaHOBOYHbIM kKoMnnekToMm MaxPatrol EDR:
cd <Mma kaTanora>

2. CospalTe nHBeHTapHbIN dpann keepalived nodes co cnegylowmm CogepXnumMbIM:

[vrrp]

minio-node-01 ansible host=<Agpec y3na MinIO 1> ansible_user=<JIoruH y4YeTHON 3anucu ansa
aBTopu3auumn Ha cepBepe> ansible_password=<Maponb y4eTHoi 3anucu> ansible_sudo=true
node_state=MASTER

minio-node-02 ansible_host=<Agpec y3na MinIO 2> ansible_user=<JIoruH y4eTHOW 3anucu AnA
aBTopu3auumn Ha cepsBepe> ansible_password=<Maponb y4eTHoi 3anucu> ansible_sudo=true
minio-node-03 ansible_host=<Agpec y3na MinIO 3> ansible_user=<JIoruH y4eTHOW 3anucu AnA
aBTOpM3auunm Ha cepsepe> ansible_password=<Maponb y4eTHoOW 3anucu> ansible_sudo=true
minio-node-04 ansible_host=<Agpec y3na MinIO 4> ansible_user=<J/loruH y4eTHON 3anucu Ans
aBTopu3auumn Ha cepBepe> ansible_password=<Maponb y4eTHoi 3anucu> ansible_sudo=true

MpumeuaHue. Agpeca ysnos MinlO Heobxopnmo 3agaBaTb 6€3 NpoToKoNa 1 NopTa,
Hanpuwvep 192.0.2.24 nnnminio.example.

sudo ansible-playbook -i keepalived_nodes ansible/sample_install_keepalived.yml -e
vip="<BupTyanbHbii IP-agpec y3na MinIO>"

YcTtaHoBKa knactepa MinlO

BHumaHwme! B sTom pasgene npuBefneHo onncaHne yctaHoBkM krnactepa MinlO ¢ ncnonbzosaHnem
nnenbyka, BXOASLLEro B COCTaB ycTaHoBoYHOro komnnekta MaxPatrol EDR. INMnel6yk npegHasHayeH
LNS AeMOHCTpaLuun npoLuecca passepTbiBaHNs. [11s yCTaHOBKM KnacTepa B paboyein cpene
pekoMeHayeTcs NCrnonb3oBaTb gokymMeHTaumo MinlO 1 BbINOAHATL HACTPOWKY C y4ETOM
0COB6€eHHOCTeN LieneBon MHPPaCTPYKTYpPbI.

> Yt06bI ycTaHOBUTb knacTep MinlO:

1. TlepenguTe B KaTanor ¢ ycTaHOBOYHbIM KomrnekTom MaxPatrol EDR:

cd <Wma kaTanora>

2. CospaiTe nHBeHTapHbIn dann inventory minio.yml co cnegyowmm cogepXnmbim:
[minio]
minio-node-01 ansible_host=<Agpec y3na MinIO 1> ansible_user=<J/loruH y4eTHON 3anucu Ans
aBToOpu3auuM Ha cepsepe> ansible_password=<Maponb y4eTHOW 3anucu> ansible_sudo=true

minio-node-02 ansible_host=<Agpec y3na MinIO 2> ansible_user=<JloruH y4eTHOW 3anucu Ana
aBTopu3auuMum Ha cepBepe> ansible_password=<Maponb y4eTHON 3anucu> ansible_sudo=true

minio-node-03 ansible_host=<Agpec y3na MinIO 3> ansible_user=<JIoruH y4eTHON 3anucu Ana
aBTopu3auuMum Ha cepBepe> ansible_ password=<Maponb y4eTHON 3anucu> ansible_sudo=true

minio-node-04 ansible_host=<Agpec y3na MinIO 4> ansible_user=<JIoruH y4eTHON 3anucu Ana
aBTopu3auuMuM Ha cepBepe> ansible_ password=<Maponb y4eTHON 3anucu> ansible_sudo=true
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MpumevaHune. Agpeca yanoB MinlO Heo6xoammo 3agaBaTbh 6€3 MPOTOKOoMa 1 MopTa,
Hanpuwvep 192.0.2.24 nnnminio.example.

3. 3anyctute ycTtaHoBKy knactepa MinlO:

sudo ANSIBLE_HOST_KEY_CHECKING=False ansible-playbook -i inventory_minio.yml ansible/
sample_install_minio_cluster.yml -e minio_s3_domain=<Ha3BaHue DNS-3anucu, ykasbiBawwein Ha
IP-appec y3na MinIO>

HacTpoika maHudecTa

> YT06bl HACTPOUTL MaHNECT:

1. [epengnte B KaTanor ¢ yCTaHOBOYHbIM kKoMmnekTom MaxPatrol EDR:
cd <Mma kaTanora>

2. Cxonupyinte pann manifest template.json B pannmanifest.json:
cp manifest_template.json manifest.json

3. OtkponTte pann manifest.json ong pepakTnpoBaHus:

sudo nano manifest.json
4. B 6noke hosts HacTpolTe KoHbUrypaumio KOMMoHeHToB (cM. pasgen 6.3).
KOMMOHEHT api MOXET HaxOANTbCS Ha HECKOMbKNX CepBepax.

MpumevaHue. [1ns Bcex y3noB B cekumn hosts pekomeHayetcs 3agaBatb FQDN vnu [P-
agpec.

5. B6nokax dbms, api, edr_update n custom expertise 3agalniTe akTyasnbHble 3HAYEHNS A4
napameTpoB MINIO ACCESS_KEY, MINIO_SECRET_KEY, S3Storage_Endpoint,
Database_ConnectionString, POSTGRES_USER n POSTGRES_PASSWORD.

[ns napameTpa S3Storage Endpoint HeO6XOAMMO 3aAaTh TaKoe Xe 3HaUYeHmne, KoTopoe
6bIN0 3afaHo ons napameTpa minio s3 domain npw ycTtaHoBke knactepa MinlO. B cTpoke
nogkntoueHuns k PostgreSQL (mapameTtp Database ConnectionString) Heo6xoonmo
ncnpaBunTb 3HaYeHne NnapameTpa Host. [1ng nonyyeHns nornHa n napons 4ns NoAKMoYeHns K
PostgreSQL Heobxogumo Ha cepBepe ¢ CYB[ BbinonHUTbL komaHay sudo docker inspect
<PSQL_STORAGE_CONTAINER_NAME> | grep POSTGRES (napametp
PSQL_STORAGE_CONTAINER_NAME 3aBUCUT OT NapamMeTpOB YyCTaHOBKI KflacTepa

MaxPatrol 10).

6. Haxmute knaBuwy F2 n coxpaHnte nameHeHns B dauine.

YcTtaHoBka MaxPatrol EDR

YctaHoBka MaxPatrol EDR B 0TKka30yCTONYMBOM KflacTepe BbIMOJHAETCS Tak Xe, Kak 06bluHas
ycTaHoBKa (cMm. pasgen 6.5). B komaHae Ha 3anyck HeO6XOAMMO NCMNONb30BaTh NapamMeTpbl - -use -
manifest, --cluster n --wan-hostname:

sudo ./edr_installer --use-manifest manifest.json --cluster --wan-hostname <FQDN
KflacTepa C ynpaB/AwWMM CepBepoM>
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CM. TaKkxke

YctaHoBka MaxPatrol EDR (cm. pasgen 6.5)
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7. O6HoBNeHme MaxPatrol EDR

Ons o6HoBneHns MaxPatrol EDR notpebyeTcs apxmB ¢ yCTaHOBOYHbIM KOMIMIEKTOM HOBOW BEPCUN
npogykTa. [Npwu Bbixoge HoBow Bepcun MaxPatrol EDR apxuB aBTomMmaTyecku 3arpyxaeTcd ¢
cepBepa obHoBNeHui Positive Technologies B kaTtanor /opt/edr/updates/EDR/<Bepcus
npoaykTa>. MNpoBepka 06HOBAEHWI BbINOSIHAETCS Kaxablil AeHb. Ecnin aBTomaTyeckas npoBepka v
ckadnBaHue HoBoi Bepcumn MaxPatrol EDR 6binun oTkto4eHbl Mpy ycTaHoBKe (CM. pasgen 6.6), Bbl
MOXeTe 3anyCTuTb NPOBEPKY BPYYHYIO C MOMOLLbIO KOMaHAbl edr-update.

BHumaHue! O6HOBNEHNE PEKOMEHYETCS BbIMOMHSATL TOMbKO C NpeaplayLLein Bepcun.
Hanpumep. Bbl MoxeTe o6HoBUTL MaxPatrol EDR po Bepcun 10.1 ¢ Bepcum 10.0.2. Ecnuv Bam
HY>XHO O6HOBUTL 60OMEee PaHHIoK BEPCUO, O6HOBNEHNE HEOHXOOVIMO BbIMOMHATE B HECKObKO
aTanoB (2.1.1 = 10.0.2 - 10.1). Nocne 06HOBMNEHUS C MPOMYCKOM BEPCU MOXET NoTpeboBaTbCs
nepeycTaHoBKa BCEX areHTOB.

MNepen 06HOBMEHNEM HYXHO:

1. 06HOBUTL BCe areHTbl 0o nocnegHen sepcun (cm. pasgen 15.3.2), koTopas nogaepXuBaeTcs
TeKyLLen Bepcuein cepeepa;

2. MpPOBEPWUTb, YTO CEpPBEPbI COOTBETCTBYIOT annapaTHbIM 1 MPOrpaMMHbIM TPE6OBaHNSAM
(cm. pasgen 5);

3. Ecnnynpasnsiowuin cepeep MaxPatrol EDR ycTaHoBNEH He Ha cepBepe ¢ pornbto Deployer,
CKOMMPOBaTb apXnB C ANCTPNBYTNBOM HOBOW Bepcun 13 katanora /opt/edr/updates/EDR/
<Bepcua npopykTa> Ha cepBep C ponbto Deployer;

4. pacnakoBaTb apxuB C AUCTPUBYTUBOM (CM. pasgen 6.2).

MpumeuaHue. Ecnun ponb Deployer cuctembl MaxPatrol 10 ycTaHoBneHa oTaenbHO OT
komnoHeHTa MP 10 Core, To Ha cepBepe C 3TOI POSbIo BaM HYXHO NMPOBEPUTb Hanmyme ckpunra
auto-approve-registration.shBkaTtanore /var/lib/deployed-roles/mc-application/
managementandconfiguration-<geHTudunkaTtop>/tools/ (ecnu sepcusa MaxPatrol 10 27.2
1Nu BblLLE), KaTanora ¢ ceptudukatamu /var/lib/deployed-roles/mpl@-application/
core-<MaoeHTudukaTop>/certs/ n npasa gocTtyna K HAM (CM. pasaen 6.5).

> Y106bl 06HOBUTL MaxPatrol EDR:

1. Tlepengnte B KaTanor ¢ yCTaHOBOYHbIM KOMIMIEKTOM:
cd edr-installer/

2. 3anycTuTe yCTaHOBOYHbIA CKPUMT 1 OOXANTECH 3aBepLUEHNS O6GHOBEHINS:

- Ecnn y Bac 06bluHag YCTaHOBKa, BbINMOJIHNTE KOMaHAOy:
sudo ./edr_installer

MpumeuaHwme. Bbl MoxeTe HacTponTb obHoBneHne MaxPatrol EDR, ncnonbays gpyrue
napameTpbl yCTaHOBOYHOIO ckpunTa (cMm. pasgen 6.6).
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- Ecnuy Bac oTkazoyCTon4mBbIN KracTep, BbIMOJHUTE KOMaHAY:
sudo ./edr_installer --cluster

BHumaHwue! Ecnu B HoBol Bepcum MaxPatrol EDR B maHndecT 6binn fo6aBneHbl HOBble
napameTpbl, yCTaHOBLUMK BbILACT COOTBETCTBYIOLLEe CoobLLeHre. [ng NpoaomKeHns
YCTaHOBKW HEO6XOAMMO AOMONHNTL MaHNGECT No NyTK, yKasaHHOMY B COOBLLEHINN, 1 BBECTU
1.

MpumeyaHwue. Ecnu Bbl 3anyckaeTe 06HOBMEHME C CepBepa, Ha KOTOPOM He YCTaHOBIEH
MaxPatrol EDR, To BaM Hy>XHO CKOMMPOBaTh B KaTanor ¢ yCTaHOBOYHbIM KOMMAEKTOM dalin
manifest.json c ynpaBngioLllero cepepa 1 3anycTuTb YCTAHOBOUHbI CKPUMT C
napameTpom --use-manifest manifest.json.

MpumeyaHue. Npu Bo3HUKHOBEHMN ownbky «\We were unable to determine the FQDN of the
host where the APl component is installed automatically» Hy>HO 3anyCTUTb yCTaHOBOYHbIN
CKpunT ¢ napameTpoMm (cm. pasgen 6.6) - -wan-hostname.

3. Ypanute yCTaHOBOYHbIN KOMMEKT U apXMB C HUM:
cd <Mma kaTtanora>
rm -rf edr-installer
rm edr-installer.<Bepcua npoaykTta>.tar.gz

MaxPatrol EDR o6HoBnEeH.

MNocne o6HoBneHns MaxPatrol EDR Heo6xoomnmo BbIAT N3 CCTEMbI 1 3aHOBO BOTH.

PekomeHpauunn no o6HOBNEHNIO CUCTEMbI C MHOXXECTBOM cepBepoB
areHToB

O6HoeneHne MaxPatrol EDR ¢ MHOXeCTBOM CepBEPOB areHTOB PEKOMEHAYETCS BbIMOMHATD B
HECKOJbKO 9TanoB C MOMOLLbIO NapameTpa YCTaHOBOYHOrO ckpunTta --1imit:

1. O6HoBNeHNe cepBepoB C KOMMoHeHTamu dbms, edr_update, api, custom _expertisemn
observability (--1imit "dbms, edr_update, api, custom_expertise,
observability").

2. O6HOBNEHNe cepBepPOB areHTOB B OAMH W1 HECKObKO 3TanoB (Hanpumep, --1limit
"10.0.11.25, 10.0.11.37").

BHumaHwme! [1ng 3apaHng cepBepoB areHToB Heo6xoaMmMo ncnosb3oaTsh IP-agpeca nnm FQDN
13 MaHndecCTa, a He 3Ha4YeHNs NapaMeTpPoB service name.

MpumeuaHue. Ecnu Ha cepBepe ¢ komnoHeHTamu dbms, edr_update, api, custom_expertisen
observability ycTtaHoBneH cepBep areHToB, TO OH TOXe 6yaeT O6HOB/EH Ha MePBOM 3Tare.
Cm. Takxe
HacTtpolika o6HoBneHuns MaxPatrol EDR ¢ nokanbHoro sepkana (cm. pazgen 9)
JlnueHsnposaHe (cm. pasgen 4)

PepaktupoBaHne maHudecTa yctaHoBku MaxPatrol EDR (cm. pasgen 6.4)
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8. O6bHOBNEHNEe Habopa Moaynen n nakeTta
akcnepTunabl MaxPatrol EDR

O6HoBneHne Habopa Mopaynein 1 naketa akcnepTudbl MaxPatrol EDR BbinonHseTcs aBToMaTnyeckn
C nomoLpio cepBepa o6HoBneHuin Positive Technologies. Mpoeepka 06HOBNEHNI 1 NX YyCTaHOBKa
BbINONHSAIOTCS Kaxabl yac. B Habop mopynein MoryT BXOANTb HOBble MOZY M, HOBbIE BEPCUN YXe
NCrnonb3yeMbix MOAyen 1 N3MeHeHHble KoHdUrypauuy WabnoHOB NOANTUK, B MaKeT 9KCNepTu3bl —
HoBble NpaBuia YARA, npasnia Koppensunm, aHTUBMPYCHble 6a3bl 1 XeLl-CyMMbl MO03pUTENbHbIX
dannos.

MpumeuaHue. O6HOBNEHNE MOLOYNEN 1 SKCNEepPTM3bl OCTYMHO NPU HaAn4Y OeNCTBYIOLLEN
nuueHsnn (cm. pasnen 4).

Ecnun npn yctaHoBke MaxPatrol EDR 6bi10 0TK/1l04EHO aBTOMAaTUYeCKoe 06HOBEHe Moy el
akcnepTu3bl (cm. pasnen 6.6), To Bbl MOXeTe 3anyCTUTb MPOBEpPKY 1 YCTaHOBKY OBHOBNEHUN

BPYUYHY!IO.
>  YT06bI OBHOBUTL MOLY/IN 1 SKCMEPTNIY BPYUHYIO,
Ha cepBepe ¢ ycTaHoBneHHbiM MaxPatrol EDR BbinonHuTe komaHgy edr-update.

Ecnun o6HOBNEHME NpOoLLNO yCneLwHo, B XypHane KoOHTelHepa nocnegHee cooblieHne éyaet done.
Bbl MOXxeTe npoBepuTb €ro ¢ NoMoLLblo KoMmaHgbl sudo docker logs modules.EDR-
Application.EDR.
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9. Hactpomnka obHoBneHna MaxPatrol EDR ¢
NoKanbHOro 3epkana

MaxPatrol EDR moxeT paboTaTb Ha cepBepe B U30IMPOBaHHOM OT UHTEPHeTa cermeHTe ceTu. B
3aBUNCKMOCTI OT MOMANTUKN NHPOPMALMOHHON 6€30MacHOCT OpraHn3aLnn Bol MOXeTe peann3oBaTb
nBe cxeMbl o6HoBneHna MaxPatrol EDR.

OaviH nokanbHbIN cepBep 06HOBNEHNN

Ecnn n3 n3onnpoBaHHOro cermeHTa opraHn3aumnmn ecTb 4OCTYN B UHTEPHET Yepes MpoKCr-CepBep,
TO Bbl MOXeTe HaCTPOUTb B HEM JSIOKa/lbHOE 3epKasio O6HOBMEHWIA. DTO 3epKaso ByaeT 3arpyxaTb
o6HOBEHNSs ¢ cepBepa o6HoBNeHUI Positive Technologies.

CeTb opraHusaymu

( 7

5 —8—&

MaxPatrol EDR

JlokanbHbIN CepBep 06HOBIEHUI
cepeep Positive Technologies
O06HOBEHWUI
3akpbiTas ceTb OM3

- J

PucyHok 5. O6HoBneHne MaxPatrol EDR ¢ ncnonb3oBaHnem ogHOro JIokasbHOro cepBepa 06HOBNEHWIA

[ns HacTpolikn o6HoBneHn MaxPatrol EDR ¢ nokanbHOro 3epkasna BaM HyXHO:
1. YcTaHoBUTbL NokanbHbI cepBep 06HOBMEHWI (CM. pasgen 9.3).
HacTpouTb fokasnbHbIn cepBep 06HOBMNEHMI (cM. paznen 9.4).

AKTNBNPOBATL IMLEH3MNIO Ha NTOKaNbHOM cepBepe 06HoBNeHNI (CM. pasaen 9.5).

W

HacTpouTb nogknioyeHmne npoayKTa K fiokanbHOMY cepBepy 06HOBNeHUI (M. pasgen 9.6).

CBs3Ka NnokanbHbIX cepBepoB 06HOBNEHUMN

Ecnun MaxPatrol EDR ycTaHOBNEH B N30N1MPOBaHHOM OT MHTEPHETa CErMeHTe CeTu, TO Bbl MOXeTe
peannsoBaTb CXeMy O6HOBMEHNS C ABYMS NTOKabHbIMU CepBepamMyi OBHOBNEHIIA: OOUH B
n3onMpoBaHHOM cermeHTe ceTn psaom ¢ MaxPatrol EDR, gpyroin — B geMunnntapmn3oBaHHON 30He
(OM3). 3epkano B [IM3 6yneT 3arpyxaTb 06HOBNEeHNs ¢ calita Positive Technologies. [1ns nepegaun
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OBHOBEHNI B 3aKPbITbI CEFMEHT CeTI Bbl MOXEeTe TG0 BPYYHYIO KOMMPOBaTb UX MPU MOMOLLN
BHELUHEro HocuTens, NM60 HaCTPOUTb aBTOMAaTUYECKYIO nepenady 06HOBNEHNI, eCn MeXay
3epKanamu ecTb CETEBOE B3aMOAENCTBME.

CeTb opraHusauunu

f\\

= R == P

)

MaxPatrol EDR JlokanbHblii JlokanbHbIN CepBep 06HOBEHUI
cepeep cepeep Positive Technologies
O06HOBNEHUN O6HOBNEHMUN
3akpblTas ceTb OM3

PucyHok 6. O6HoBneHne MaxPatrol EDR ¢ ncnonb3oBaHunem AByX JIOKanbHbIX CEPBEPOB OGHOBMEHNIA

[ns HacTpolikn o6HoBReHn MaxPatrol EDR ¢ nokanbHoOro 3epkasa Bam HyXHO:

1. YcTaHoBWTbL OBa NloKanbHbIX cepBepa 06HOBMNeHMUN (cM. pasnen 9.3): 0guH B M301MPOBaHHOM
cermeHTe ceTu pggom ¢ MaxPatrol EDR, gpyron — B JM3.

2. HacTtpouTb 06a nokanbHbIx cepBepa 06HoBNeHN (CM. pasoen 9.4).

3. AkTuBMpOBaTb NPUOBPETEHHYIO BalLel opraHusaLumen nuueHsnto (cm. pasgen 9.5) Ha cepeepe
o6HOBNEeHNI, ycTaHoBAeHHOM B [IM3.

4. Ecnn mexay nokanbHbiMu cepBepamMmiyt O6HOBNEHNIA €CTb CeTEBOE B3aMOLQENICTBIE 1
HeOo6XOAMMO aBTOMAaTN3NPOBaTbL NpoLenypy O6HOBNEHNS, HACTPOWTL MNOAKIIOYEHE 3epKana B
M30MPOBaHHOM cermeHTe k 3epkany B [IM3 (cm. pasgen 9.8).

5. HacTpouTb nogknoyeHne npoayKra K iokansHOMY cepBepy OGHOBMEHNIA B N30NNPOBAHHOM
cermeHTe (cMm. pasgen 9.6).

B aTom pa3pene

AnnapaTHble 1 NporpamMMHble TpeboBaHus (cMm. pasgen 9.1)

PacnakoBKa apxyBa C yCTaHOBLUMKOM JIOKaIbHOro cepBepa 06HOBNEHMN (cM. pa3aen 9.2)

YcTaHOBKa /IoKa/lbHOro cepBepa o6HoBneHu (cM. pasaen 2.3)

HacTporika nokanbHoro cepepa o6HoBneHnn (cv. pasgen 9.4)

AKTVBaLNS NINLEH3MW Ha NokanbHOM cepBepe 06HOoBMNeHN (cM. pasanen 9.5)

HacTpoiika nogkntoueHns MaxPatrol EDR k nokanbHomMmy cepBepy o6HOBNeHuI (cM. pasgen 9.6)

HacTpolika o6HoBneHuns MaxPatrol EDR ¢ nokasnbHoro sepkana 62



[o6aBneHne camonoanmcaHHbIX cepTndrKaToB B CMMCOK AOBEPEHHbIX Ha YNpaBnsioLLEM cepBepe
MaxPatrol EDR (cm. pasnen 9.7)

HacTpolika aBTOMaTN4eCKOoro nepeHoca 06HOBMEHWI B 3aKPbITbIl CErMeHT ceTul (CM. pasgen 9.8)

PyuHol nepeHoc o6HoBneHnin MaxPatrol EDR B 3akpbITblii cermeHT ceTul (cM. pasgen 9.9)

@.1. AnnapaTHble 1 NpOorpaMmMHble TpeboBaHNS

JlokanbHbIl cepBep 06HOBMEHNI MOXET 6bITb YCTAHOBNEH Kak Ha GpU3nN4eckom cepBepe, Tak 1 B
BUPTYanbHOW cpege.

AnnapaTtHble Tpeb6oBaHUS

[ins pa6oTbl NokanbHOro cepBepa 06HOBMEHNI NOTPEBYIOTCS CefyloLwe MIHUManbHble
annapaTHble pecypchbl:

— 24ppa npoueccopa;
— 2T'Bb onepatmnBHoOn NamaTy;

— 200 T7'B cBobogHOro MmecTa Ha guncke.

NMporpammHble TpeboBaHUS

JlokanbHbIl cepBep 0O6HOBNEHI PEKOMEHAYETCS YCTaHaBAVBaTb Ha YNCTYIO 64-paspsaaHyto
cepBepHyto Bepcuto Debian 10, 12 nnun Astra Linux Special Edition 1.8.4,1.8.5.

@.2. PacnakoBka apxvBa C YCTaHOBLLMKOM NIOKasIbHOro
cepBepa 0OHOBNEHWI

> YTo6bl pacnakoBaTb apXuB C YCTAHOBLLKOM STOKaNbHOro cepBepa 06HOBNEHNIA:

1. CkonupyiiTe apxmB C yCTaHOBLUMKOM /I0KaIbHOrO cepBepa O6HOBNEHMNIA B NOGOI KaTanor Ha
cepBepe W BUPTYyanbHOW MallnHe, Ha KOTOpble Bbl M1aHnpyeTe yCTaHaBAMBaTb IOKabHbIA
cepBep OGHOBEHNIA.

MpumeuaHune. ApxnB nvieeT HasBaHue pt-update-mirror-<Bepcus npoaykTta>.tar.gz,
Hanpuwmep pt-update-mirror-0.1.111.tar.gz.

2. I'Iepe|7u:|,|/|Te B KaTaJior CoO CKONMMpoBaHHbIM apXnBOM.

Hanpumep:
cd /home/user/pt-update-mirror

3. Pacnakyinte ckonnpoBaHHbIV apXnB:

tar pxf pt-update-mirror-<Bepcua npoaykta>.tar.gz

Hanpumep:
tar pxf pt-update-mirror-0.1.111.tar.gz
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@.3. YcTaHoBKa NOKanbHOro cepBepa 0O6HOBAEHN

B aTOM pasnene NprvBOANTCS MHCTPYKLMS MO YCTaHOBKE NTOKANbHOrO cepBepa O6HOBIEHNIA.
Mepen BbINONHEHNEM VHCTRYKLMNN HYXHO:

— Y6eaunTbcs, 4To GU3nYecKknin cepBep Un BUPTyasibHas MalliHa, Ha KOTOpbIe Bbl MaHnpyeTe
yCTaHaB/BaTb JTIOKalbHbIVi cepBep 06GHOBMNEHWIA, YAOBNETBOPSET annapaTHbIM 11 IPOrpaMMHbIM
Tpe6oBaHusam (cm. pazgen 9.1).

— PacnakoBaTb apXuB C YCTaHOBLLNKOM J10KalbHOro cepBepa 06HOBEHMI (CcM. pa3gen 9.2).

> YT06bl yCTAaHOBUTb JTOKaNbHbIV cepBep OGHOBMEHNIA:

1. TMepenanTe B KaTanor ¢ pacrnakoBaHHbIM YCTaHOBLLVIKOM JIOKa/IbHOroO cepBepa 06HOBMNEHMIA:

cd /home/user/pt-update-mirror

2. 3anycTuTe yCTaHOBKY JIOKallbHOro cepBepa O6HOBNEHMIA:
sudo dpkg -i pt-update-mirror-<Bepcus npoaykTa>.deb

Hanpumep:
sudo dpkg -i pt-update-mirror-0.1.111.deb

JlokarnbHbIl cepBep 06HOBNEHI YCTAaHOBIEH 1 3aMnyLUeH B Buae Cnyx6bl nogcucteMbl systemd.
Bbl MOXeTe NpoBepsaTb COCTOSIHIE CepBepa C MOMOLLbIO KOMaHabl systemctl status pt-
update-mirror.service n npocMaTprBaTb ero XypHanbl C MOMOLLbO KOMaHabl journalctl
-u pt-update-mirror.service.

@.4. HacTpowka nokanbHOro cepBepa 06HOBNEHNI

MNepeq HaCTPOWKOW NIoKalbHOrO cepBepa OBHOBNEHII BaM HYXXHO nonyuntb dainbl cert.crtn
cert.key ceptndukara, BbiiaHHOro LeHTPOM cepTudrKaLy Baller opraHusaumnm ong nokanabHOro
cepBepa o6HoBeHN. CepTudurkaTt OOMKeH OTBeYaTb Cneayomnm TpeboBaHNSM:

— cooTBeTcTBOBaTb dopmaTty PEM;

— 1cnonb3doBaTtb anropntM nognucu SHA-256;

— 1ICMOMb30BaTbh anropnTmM WindpoBaHus knoden RSA;

— VIMEeTb OJINHY 3aKPbITOro kitoya He meHee 2048 6urT;

— BKJOYaTb o6nacTb NpuMmeHeHuns ceptudukaTta Digital Signature nnn Key Encipherment;

— copgepxaTb B paclmpeHnn Subject Alternative Name (SAN) 3anncb 0 fOMeHHOM UMeHn unu IP-
appece cepBepa C yCTaHOBNEHHbIM BE6-NHTEPdENCOM NPOAYKTa;

— ©C/N B Lenoyke Mexay KOpHeBbIM cepTudrkaToM 1 cepTudukaTaMy KOMIOHEHTOB 1 CUCTEM
€CTb NPOMEXYTOYHble cepTudunkaTbl — BKloYaTb B Ce65 BCIO LLIeNOYKy CepTudukaTos.
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> UYT06bl HACTPOWUTDL JSIOKasbHbIN CepBep O6HOBMEHWI;

1. CkonupyinTte dannbl cert.crtn cert. key ceptndukarta fnokanbHOro cepBepa 06HOBNEHNN
B katanor /etc/pt-update-mirror/https_certs Ha aTOM cepBepe.

2. OtkponTte dann /etc/pt-update-mirror/config.json:
sudo nano /etc/pt-update-mirror/config.json

3. B cogepxumoe 6noka napameTpoB products go6asbTe penosntopun MaxPatrol EDR.
Cnuncok peno3ntopreB NpUBeAeH B NpuiioxeHun (CM. npunoxeHne b).

4. Ecnun Heo6X0oaMO HaCTPOUTb CKaunBaHe 06HOBNEHWI Ansg komnoHeHToB MaxPatrol EDR, B
cekuum products = MP.EDR yKaxuTe 3HauYeHs napaMeTpOB CKaunBaHuS:

- B napametpe count_number_on_version_parse ykaxuTe KOJMYeCTBO CTapLUMX Pa3psnoB B
HOMepe Bepcuun, KOTopble ONpenendoT HoMep penunsa. Hanpumep, npu 3HadyeHnn 2 ons
Bepcum 6.0.0.2166 Homepom pennza 6yaet 6.0.

+ Bnapametpe minimal release ykaxumTe HOMep CaMOro paHHero penunsaa, Ans KoToporo
HeobXxoaMmMo ckaumBaTb 0O6HOBNEHUS. Hanpumep, npu 3HadyeHnn 6.0 6yayT cKkaunBaTbCS
o6HOoBNEeHNs ons pennsos 6.0 1 Bbile.

- Bnapametpe store_release_versions ykaxmuTe KONMYECTBO BEPCUIA, KOTOPOE HYXHO
CKayyBaTb 11 XPaHUTb Ha CepBepe A/15 Kax[oro penunaa. Hanpumep, ecnu BbinyLLEHbI BEPCUN
5.1.0.1682, 5.1.0.1830, 6.0.0.2166, 6.1.0.2344, npw 3Ha4YeHnn 2 Ha cepBepe BYAYT XPaHUTLCS
ans penusa 5.1 — Bepcum 5.1.0.1682 n 5.1.0.1830, anga penusa 6.0 — Bepcua 6.0.0.2166, onq
pennsa 6.1 — Bepcus 6.1.0.2344.

5. Ecnu nokanbHbIi cepBep OGHOBNEHWNIA OOKEH MNOAK/IIOYATLCS K MHTEPHETY Yepes NpoKCu-
cepBep, B KaUeCTBe 3HauYeHNs napameTpa proxy BBeauTe agpec (1 npn Heo6xoanmMocT)
nopT NpoKCK-cepaepa.

6. Ecnun npokcu-cepsep TpebyeT ayTeHTudrKaLumy, yKaxmTe TOrH 1 naposb ANs NoaKIoYeHns
B MapameTpax proxy-user n proxy-password COOTBETCTBEHHO.

7. CoxpaHuTe nsmeHeHund B danne /etc/pt-update-mirror/config. json.

8. TllepeszanycTnTe nokanbHbIA cepBep OOHOBNEHNIA:
sudo systemctl restart pt-update-mirror.service

@.5. AKTBaUMS NULEH3NIN Ha NTOKaNlbHOM cepBepe
OBGHOBNEHU

[Mocne ycTaHOBKM NTOKaNbHOro cepeepa 06HOBEHUI HYXXHO aKTUBUPOBaTb Ha HEM NTLLEH3NIO,
NPUoBpeTEHHYIO opraHn3aumnein. JlnueHans HyxxHa gng ayTeHTudukaLnm nokansHoOro cepeepa
OBHOBMEHNIA Ha My6IMYHOM cepBepe 06HoBNeHuA Positive Technologies. [ing akTuBaumy Bam
noTpebyetcs ZIP-dain ¢ nueH3nsami.
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> YT06bI aKTnBMpOBaTb JINLLeH3NIO Ha JIOKailbHOM CcepBepe OBHOB/EHNI,

BbIMOSTHNTE OOHO N3 OENCTBUI:

Ecnn TpebyeTcs, uTo6bl TOKanbHbIV cepBep 06HOBAEHWI NOMyYas daHHble OT cepBepa
OBHOBNEHNI Yepe3 NHTEPHET, BbIMOMHUTE KOMaHAY:

sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror license activate --offline-pack <MyTb K
ZIP-danny c nuueHsuamn> --update-server https://update.ptsecurity.ru

Ecnun TpebyeTcs, UTo6bl NOKaNbHbIN CepBep O6HOBNEHN, YCTAaHOBIEHHbIV B 3aKPbITOM
CermMeHTe ceTu, aBTOMaTUYECKI NosyYan faHHble OT I0KasibHOro cepBepa, yCTaHOBNEHHOMO
B AeMWINTapPU30BaHHON 30He, BbIMOMHNTE KOMaHAY:

sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror license activate --offline-pack <MyTb K
ZIP-dainy c nAuueHsnamu>

9.6. HacTtpowuka nogknoveHna MaxPatrol EDR k nokanbHomy
cepBepy 0O6HOBMEHWNI

[ns nonyyeHns o6HOBNEHNI B N30/IMPOBAHHOM OT HTEPHETa CerMeHTe CeTi BaM HYXHO HacTpPOUTb
nogksoyeHne ynpasnsollero cepsepa MaxPatrol EDR k nokanbHOMYy cepBepy 06HOBIEHNIA.

>  YT06bl HACTPOUTb NOAKJIIOUYEHNE:

1. OtkpouTte dann /opt/edr/update.env:
sudo nano /opt/edr/update.env

2. [Ong napameTtpa UPDATE SERVER 3apaliTe 3HauyeHune <IP-agpec unm [OMEHHOe UMS
JNIOKANbHOro cepBepa OOHOBAEHUI>:8743.

Hanpumep:
UPDATE_SERVER=update.example.com:8743

3. CoxpaHute nameHeHuns B panne /opt/edr/update.env.

4. Ecnw gns paboTbl IOKanbHOro cepBepa O6HOBMEHWNIA Bbl UICMOJIb3yeTe CaMOMOANnCcaHHble
cepTndurKaTbl, LO6aBbTE X B CMNCOK AOBEPEHHDBIX Ha yNpaBngioLLem cepeepe
(cm. paspen 9.7).

@.7. [lobaBneHmne camonognucaHHbIX CEpPTUPNKATOB B CMINCOK
LOBEPEHHDbIX Ha ynpasngiowem cepsepe MaxPatrol EDR

Ecnun png paboTbl nokanbHOro cepeepa O6GHOBNEHNIA Bbl MICMOMb3yeTe CaMonoanncaHHbie
cepTudrKaTbl, BaM HYXHO [O6aBUTb UX B CMNCOK AOBEPEHHBIX Ha YNpaBnsoLemM cepBepe
MaxPatrol EDR. CepTudukatbl 4OMKHbI MMeTb dopmaT PEM n pacwmnpeHmne . crt.
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> YT06bl LOGABUTL CAMOMOAMMCAHHbIe CepTVICbI/IKaTbI B CMNCOK OOBEePEeHHDbIX:

1.

9.8.

Ckonupyinte dainnbl cepTudnkatoB B kaTanor /usr/local/share/ca-certificates Ha
ynpaensowem cepsepe MaxPatrol EDR.

O6HOBUTE CNNCOK [OBEPEHHbIX CepTNPUKATOB B ONepaLNoOHHON CUcCTeMe:
sudo update-ca-certificates

CospanTe katanor /etc/docker/certs.d/<IP-agpec unuM LOMEHHOE WMA NOKaNbHOM O
cepBepa obHoBneHU>:8743.

Ckonupyinte dainsibl cepTudrKaToB B CO30aHHbIN KaTaor.

Ecnn MaxPatrol EDR yxe ycTaHoBneH, jobasbTe dann cert. crt K octanbHbIM
cepTudunkaTam:

cat /usr/local/share/ca-certificates/cert.crt >> /opt/edr/certs/ca-certificates.crt

Nepeszanyctunte KomnoHeHT Docker:
systemctl restart docker

HacTpoinka aBToMmaTn4eCckoro nepeHoca 06HOBMEHN B

3aKpPbITbIl CEFMEHT CeTu

Ecnun mexay nokanbHbIMy cepBepamit O6HOBNEHWNIA €CTb CETEBOE B3aNMOLENCTBIE, Bbl MOXETE
HaCTPOUTb NOAKIIOYEHME 3epKana B N30NNPOBaHHOM CErMeHTe K 3epKany B AeMUINTaprn30BaHHON
30He. OTO NMo3BOSINT aBTOMATUYECKN NepeHoCUTb 06HOBNEHUS ¢ canTa Positive Technologies B
MaxPatrol EDR yepe3s Lenouyky nokanbHbIX CEpBepOB O6HOBNEHNIA.

> YT06bI HaCcTpoOuTb aBTOMaTNYECKNIA nepeHocC O6GHOBNEHNI B SaKprTbllﬁ CermMeHT ceTiu.

1.

Ha nokanbHoM cepBepe 06HOBMEHNI B N30IMPOBaHHOM CermeHTe oTkponTe painn /etc/pt-
update-mirror/config.json:

sudo nano /etc/pt-update-mirror/config.json

B kauecTBe 3HauyeHVa NapameTpa update-server BBeguTe agpec nokanabHOro cepeepa
O6HOBNEHUI B AEMUINTAaPN30BaHHO 30HE, HanpuMep:

"update-server": "https://mirror-dmz.example.com",

BHumaHume! [NogknioyeHne ogHOro 3epkana K opyromy BO3MOXHO TOSIbKO MO NPOTOKOMY
HTTPS.

Ecnn nogkntoueHne BbINOMHAETCS Yepes MPOoKCr-CepBep, HAaCTPOoNTe napamMmeTpbl
nogkstoYeHns K Hemy (cm. pasgen 2.4).

CoxpaHuTe nsameHeHund B danne /etc/pt-update-mirror/config. json.

MMepesanycTuTe nokabHbIli cepBep 06HOBAEHWI:
sudo systemctl restart pt-update-mirror.service
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3.9. PyyHon nepeHoc o6HoBneHunn MaxPatrol EDR B
3aKpPbITbI CEFMEHT CeTu

Ecnu mexay nokanbHbIMW cepBepamMu O6HOBNEHWI OTCYTCTBYET CeTeBOEe B3aMOAENCTBME, BaM
HY)KHO BPYUHYIO MepeHecT OGHOBMNEHNS B 3aKPbIThI CErMeHT CeTy Ans Noceayoero 06HOBNeHS
MaxPatrol EDR.

>  YTO6bl BPYUHYIO NEpeHecT 06HOBNEHIS B 3aKPbITbIi CEFMEHT CETU:

1. Ha nokanbHoM cepBepe 0GHOBMEHUI B 4EMUINTAPU30BAHHON 30HE 3anyCTUTe nosyyeHne
OBHOBEHWI C rNobanbHOro cepeepa o6HoBneHunin Positive Technologies:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror repository update

2. 3anycTuTe 3KCNopT Peno3nToOpus C O6HOBNEHMAMY B dalin:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror repository export <Ha3BaHue ¢aina>.tgz

3. CkonunpyinTe C MOMOLLbIO BHELLHEro HOCUTENS MONyYeHHbIA painn apxmBa B KaTanor,
npuHagnexaLin nons3oaTento pt-update-mirror, Ha nokanbHOM cepBepe 0O6HOBNEHI B
3aKpPbITOM CErMeHTe CeTU.

4. Ha nokanbHOM cepBepe 0GHOBMIEHWI B 3aKPbITOM CErMeHTe CeTU MMNOPTUPYITe
OBHOBJIEHNS N3 CKOMMPOBaHHOIo dalina apxuea:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror repository import <MyTb K apxusy>/
<Ha3BaHune apxuBa>.tgz
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10. YopaneHne MaxPatrol EDR

YnaneHune MaxPatrol EDR B mHOrocepBepHoi KOHGUrypaumnm pekoMeHayeTcs NpoBognTb C
cepBepa, C KOTOPOro BbINOMHANACH YCTaHOBKaA.

BHumaHwme! Ecnn Bbl nnaHupyete noBTopHyto ycTaHoBky MaxPatrol EDR, nepepn yonaneHnem
Heobxoaoumo coxpaHuTb dann /opt/edr_data/mpx_registration_data/
ptmc_registration.json B agpyrom kaTtanore.

> Yt06bl yOoanutb MaxPatrol EDR,

Ha cepBepe ¢ ycTaHoBneHHbiM MaxPatrol EDR BbinonHuTe komaHay edr-purge n
noareepaunTe yoaneHme.

MpumeuaHue. ViIHbopmauuns no yganeHuo npunoxerHns MaxPatrol EDR B PT MC npuBegeHa B
OOKYMEHTaLn K 9TOMY CEPBUCY.

Cm. Takxe

YnaneHune MaxPatrol EDR 3aBepLumnocs ¢ owmnékon (cMm. pasgen 23.7)
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11. Bxoa B MaxPatrol EDR uepes PT MC

CepBuc ynpaBneHus nonbdopatensmu n goctynom PT MC o6ecneunBaeT MexaHn3M eanHOro Bxoga
(TexHonorus single sign-on) B npunoxeHuns Positive Technologies. MNepep Bxogom B MaxPatrol EDR
3anpocute y agMmuHucTpaTopa PT MC noruH n naposb Ballen y4eTHOW 3anncu 1 yéegnTecs, YTo B
6pay3epe paspeLleHbl BCMblBaloLwme okHa.

MpumeuaHune. B PT MC Bbl MOXeTe HacTpOUTb ayTEHTUDUKALNIO 1 aBTOPU3aLINIo
nonb3oBatenen Yyepesd ctopoHHne SSO-cuctembl no npotokonam SAML 2.0 n LDAP. Takon
Ccnocob6 ayTeHTudbMKauMm 1 aBToprnsaLmn No3BONSET He XPaHUTb YYeTHble faHHble
nonb3osatenen B PT MC, a o6pallatbcs 3a HUMu B SSO-cuctemy, MCnonb3yemyto B BalLel
komnaHun. Ecnu SSO-cuctema nogaoepxmBaeT OBYXDaKTOPHYIO ayTeHTUOUKALNIO
nonb3oBaTteneln (2FA), Bbl MoXeTe UCMoJIb30BaTb ee Mpu paboTe rno npoTokony SAML 2.0.

> Yto06bl BONTN B MaxPatrol EDR:
1. B appecHol cTpoke 6pay3epa BBEAMTE CCbINKy A5 Bxofa B nHTepdeinc MaxPatrol EDR.
OTkpoeTca cTpaHuua Bxoga B PT MC.
2. BbinonHuTe 0gHO 13 cnenylowmnx 0encTBnii:

« Ecnwn Bbl BXOOUTE NMop, ToKanbHOW yY4eTHOW 3anncbio, TO Ha BKagke JIokanbHbIA yKaxunTe
JIOMVIH NOKAaNbHOW YYETHOWN 3anncu.

« Ecnu Bbl BXOANTE Nog AOMEHHOWN yY4eTHOWM 3anncbio, TO Ha Bknagke LDAP ykaxunte norunH
OOMEHHOW YYeTHOWN 3anncu.

3. B none Maponb BBeanTe Naposb Balleil y4eTHON 3anuncu.

MpumeuaHue. CtaHpapTHag ceccug nonb3oBaTtend B MaxPatrol EDR ponutcs 12 yacos. Bel
MOXeTe NPoanNTb Ceccuto, ycTaHoBUB d1axok 3anOMHUTb MEHS: TOra oOHa 3aBepLUnNTCY
TONbKO Yepes 7 aHeln 6e30eCTBUS.

4. Haxmute Boutm.

PT MC npoBepseT BBe€HHble yUYeTHble AaHHble. ECnn Bbl yka3anu BepHble AaHHble, OTKPOeTCS
CTapToBag CTpaHuLa C cucTeMHbiM gawosopaom MaxPatrol EDR. Ecnu Bbl yka3anun HeBepHble
[OaHHble, 0TO6Pa3nNTCs coobLieHne 06 oLnbke.
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12. O pongx nonb3oBaTteneun

B MaxPatrol EDR ncnonbsyetcs ponesaga mogesb yrnpaBneHns 4ocTynom. Nocne yctaHOBKYN
MaxPatrol EDR nonb3oBaTtesib MOXET UMeTb OOHY U3 CTaHOaPTHbIX ponen: agMUuHINCTpaTop,
ornepaTop, pa3paboTuuK. Bbl Takke MoxeTe cosgaBaTb 1 HacTpamBaTb LOMOMHNTENIbHbIE PO B
PT MC. Hanpumep, Bbl MOXeTe CKOMMPOBaTb OAHY 13 CTaHOAPTHbIX POSIeN N OTKITIOUNTL 01 Hee
BO3MOXHOCTb pearnpoBaTb Ha Yrpo3abl (CM. NpuioxeHue B).

BHumaHwme! [1ns pa6oTbl ¢ MaxPatrol EDR nonb3oBaTenio Takxe fonxHa 6biTb HadHa4yeHa ogHa
13 ctaHgapTHbIX ponen MaxPatrol 10.

Tabnuua 35. CtaHgapTHbIe ponu Nonb3oBaTenen n 4OCTyNHbIe GyHKLN

CTtpaHuua npo- ApMuHucTpartop Onepatop PaspaboTumk
RykTa HocTtynHblie GyHKLUMM

CepBepbl areH- [MpocMOTp crncka CepBepOoB areHTOB 1 UX KapTouek

TOB

VI3meHeHune napameT- —
POB CepBEPOB

AreHTbl [MpOoCMOTp CnmMcka areHToB U UX KapToyek

PyuHoe pearnpoBaHue Ha yrposbl

Onepauum c areHTamun —

AKTUBbDI ﬂpOCMOTp CMnnckKa akTnBOB 1 NX KapTo4yek —

|/|MI'IOpT N SKCNOPT aKTnNBOB —

Monutukm [NMpocmoTp cnucka NOANTIK 1 X KapToyek

HasHaueHne n cHaTVe NOANTUKI C rpynnbl areHToB

KoHdurypurpoaHmne mogynei B NONTUNKE

V1ameHeHne napameTpoB NOJINTUKN

CospaHue v KonmpoBaHne NosINTNKN —

YpaneHne nonnTukin —

LWa6noHbl nonn- | [NpocMoTp cnncka WwabnoHoB
TUK

VimnopT, skcnopT u —
yOaneHmne wabnoHoB

I'pynnbl areHToB ﬂpOCMOTp CnuncKa rpynn areHToB 1 NX KapTo4ek

Onepauun ¢ rpynnamMu areHToB —

Mopynu MpocMOoTp cnncka Mopaynelt n nx KapTodek

VimnopT moayns

O ponsix nonb3oBaTenen



CTtpaHuua npo-
AyKTa

AamuHucTpaTop Onepatop

Paspa6oTumk

HdocTtynHblie GyHKUUU

CospaHue, pepaktTnpo-
BaHWe, 9KCnopT 1 yaa-
neHne Mmopgyns

MnaHnpoBWMK YnpaBneHve sagadamn | —
3apau

AvcTpubyTunsbl CkaunsaHune gucTpu- —
areHToB 6yTVBOB

Ha6opbi akc-
nepTuU3bl

YnpaBneHve Habopammn 3KCnepTnabl

O ponsix nonb3oBaTenen
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13. MhHTepdenc MaxPatrol EDR

MNMocne Bxoga B BE6-MHTEpdENC OTKpblIBaeTCSd CTpaHuLa AreHTbl.

= AreHTtbl 4
m « @UNbLTPLI U rPYNNbI K4 Q T <

Bce areHTb 4 HasBaHue IP-agpec M. O. A. Bepcua Mpynna

(=] ABTOPU3OBaHHbIE 2 % windows_v8492175-agent-windows-1... 192.02.2.21 & == & 500522

n Bes rpynn

- ¥  windows_v8492175-agent-windows-1...  192.02.2.23 & == & 500522
HeaBTopr3oBaHHbIe 2

B ¥ linux_v8492175-agent-debian-11-x64-... 192.02.2.34 & A & 500522 PaBoume cTaHuum (Linux)
3abnokupoBaHHble

=] % linux_vB492175-agent-debian-11-x64-... 192.02.2.45 & A & 500522 PaBouve cTaHuum (Linux)

Mpynnbi Q

IN]

Paboune cTaHuuu (Linux)

o # u

Be
o

PucyHok 7. CtpaHunua AreHTbl

Be6-nHtepodeiic MaxPatrol EDR cocTonT 13 rnaBHOrO MeHIo, MaHennm NHCTPYMEHTOB 1 paboyeli
o6nacTi. [NaBHOE MeHI0 CoOaepPXUT PacKpbiBaLLMICS CRNCOK ONs Bbibopa cepBepa areHToB (ecnu

NX B CUCTEME HECKOSbKO), pasfesbl 415 nepexona K CTpaHuuam NpoaykTa, a Takke KHOMKY aas 414
nepexoda K ApyruiM rnpuioXxeHnsm.

[MaHenb NHCTPYMEHTOB COOePXMNT KHOMKN. C X MOMOLLbIO Bbl MOXETE BbIMOMHATL ENCTBIUS (B TOM
yncre rpynnoBble) C AaHHbIMU, NPeacTaBAeHHbIMY B paboyeli 061acTu.
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14. YnpaBneHne cepBepamu areHToB

B cucteme moxeT 6bITb HECKONBKO CepBepPOB areHToB. CNMCOK BCEX CepBEpPOB areHToB
oTob6paxaeTcs B Be6-nHTepdelice npoaykTa Ha cTpaHuLe CepBepbl areHToB. [1pu Boibope
cepBepa B CMUCKe OTKPOETCS ero kapTouka. B kapTouke oTo6paxaeTca KONMMYeCcTBO NOAK/TIOUEHHbIX
N HEQOCTYMHbIX areHToB 1 NHPOPMaLIS O cepBepe, Ha KOTOPOM 0bpabaTbiBaloTCs CObbITUS. Takxe B
KapTOo4Ke Bbl MOXeTe N3MEeHUTb Ha3BaHMe cepBepa, a Takke HaCcTPOUTb LWAaGoH AN Ha3BaHWI
areHTOB N MakCuUManbHOE KOIMYEeCTBO areHTOB, Ha KOTOPbIX OLHOBPEMEHHO ByAyT O6HOBAATHCS
Habop Mopynen 1 nakeT aKCnepTn3bl.

HacTpoika o6HoBNneHua Habopa moaynen n naketa aKCnepTus3bl

Mpu cnnbHO 3arpyske KaHana CBA3y MeXay CepBepOM areHTOB 1 areHTaMu CCTeMa MOoXeT
paboTaTb HeCTabusibHO. Bbl MOXeTe orpaHnynTb MakCumManbHOe KOIMYEeCTBO areHToB, Ha KOTOPbIX
6yayT OOHOBPEMEHHO OB6HOBNATLCS HAaGOP MOyl 1 NakeT akcrnepTuabl (CMm. pasgen 8). 31o
NO3BOINT KOHTPONNPOBAaTb 3arpy3Ky KaHana.

>  YT06bl HACTPOUTL OBHOBMNEHME:

[0 —]
1. B rnaBHOM MeHI0 BbiGeprTe 83 1 HaxXMTe YnpaBneHue cepBepamMm areHToB.

MpumeyaHue. Ecnn cepBep areHToB B CICTEME OAUH, HYXHO BblibpaTb @ Cucrema -
YnpaBneHue cepBepamMm areHToB.

2. BblbepuTe cepBep areHToB.

\]
3. HanpoTtus napameTpa CKONbKO areHTOB 06HOBASITb ORHOBPEMEeHHO Haxmute & .

4. BBepguTe KONNYECTBO areHToB 1 HaxMmnTe MpUMeHnuTb.

HacTpoiika wabénoHa gnsg Ha3aBaHUN areHToB

Bbl moxeTe HaCTpOUTb LWa6oH oNs Ha3BaHWIN areHTos, KOTOpble 6y,D,yT nogkno4aTbCyd K
Bbl6paHHOMy cepBepy areHToB. ViameHeHne wabnoHa He 3aTPOHET Ha3BaHN4 yXXe nogkito4eHHbIX
areHToB.

> YT06bl HACTPOWUTD LLIABSIOH HA3BaHWNS areHToB:
[o —]
1. B rnaBHOM MeHI0 BbiGeprTe 33 1 HaXMTe YNpaBneHue cepBepamMm areHToB.

MpumeyaHue. Ecnn cepBep areHToOB B CCTEME OAUH, HYXHO BblibpaTb @ Cucrema -
YnpaBneHue cepBepamMu areHTOB.

2. BblbepuTe cepBep areHToB.

\]
3. Hanpotus napameTpa La6noH Ha3BaHus areHToB HaxmuTe @ .

4. 3apainiTe HeO6XOONMbIN WabnoH N HaxmMuTe MPUMEHKUTD.
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Bbi6op cepBepa areHToB

Ecnun B cucteme ncnonb3yetcs HECKOMNbKO CEPBEPOB areHTOB, Bbl MOXETe NepeKkIoyaTbcs Mexay
HUMW B Be6-HTEepdelice. Bbibop cepBepa areHTOB He COpacbiBaeTCS Mpu BbIXO4e N3 CUCTEeMbI: MpK
cnepyloLLemM BXoAe Bbl Cpady NpoaosXmnTe paboTy C HAM.

> YT06bI BbIGPATL CEPBEP areHTOB,

[ —] o
B FIaBHOM MEHIO HaXMuTe 8= 1 BbIGepuTe HYXHbIl BaM cepBep.

YpaneHue cepBepa areHToB

Bbl MOXeTe yoannTb CepBep areHToB U3 cucTeMbl. Ecnin k aTomy cepBepy areHToB NMoaK/TioYeHbl
areHTbl, KOTOPbIE Bbl XOTUTE COXPaHUTb, BaM HYXHO NepenoakiiovnTb X K 4pyroMy cepBepy
(cm. pasgen 15.2.3).

> YT06bl yOaniTb CepBep areHToB:

1. Ha ynpaBngowwem cepsepe MaxPatrol EDR BbinonHuTe kKOMaHay sudo edr-compose exec
edr-cli bin/edr service remove "<Ha3BaHue cepBepa areHToB>".

MpumeuaHue. Ha3BaHune cepBepa areHToB 3agaeTcs B MaHudecTe (cMm. pasgen 6.3) npu
ycTtaHoBke MaxPatrol EDR.

2. Ypanute n3 maHudecTta nHbopmaLnio o cepeepe areHToB (cm. pasgen 6.4).

NMepeHoc cepBepa areHTOB Ha ApPYron ynpasnsiowmun cepeep

Bbl MOXeTe nepeHecTn cepBep areHToB CO BCEMU MOAKIOYEHHBIMUN areHTaMm Ha Opyrol
yNpaBnaoLniA cepsep.

MpumeyaHue. Ecnu Bbl MCNosb3yeTe CO6CTBEHHbIE LWAaBMOHbI MOANTYK U MOZAYNN, Nepes,
BbIMOJIHEHNEM NHCTPYKLMN BaM HY>XHO MNEPEeHeCT NX Ha HOBbIV YNPaBASIoLL CEPBEP C
NMOMOLLbIO Pe3ePBHON KoMK KoHbUrypauum (cm. pasgen 22.1).

> YTO6bl NepeHecT cepBep areHTOoB Ha Apyror ynpasBnsiowmnin cepsep:
1. YpanuTe cepBep areHToB Ha CTapoM ynpaBnsiowem cepepe (cMm. pasgen 14).
2. YcTaHOBWTE cepBep areHToB Ha HOBOM yrpaBnsioLem cepaepe (cM. pasnen 6.7).

BHumaHue! HasBaHue cepBepa areHToB B HOBOW CUCTEME [O/IKHO BbITb TakM Xe
(mapameTp service name B MmaHudecTe).

3. lMepezanyctute cnyx6y MaxPatrol EDR:
edr-stop
edr-start
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15. PaboTa c areHTamu

[anee npuBeneHa ocHoBHas nHPopMauus o6 areHTax B MaxPatrol EDR, a Takxe gaHbl UHCTPYKLN
Mo yCTaHOBKe 1 paboTe C HUMW.

B aTom pa3pene

O6 areHTax (cm. pasgen 15.1)

YcTaHoBKa areHToB (cm. pasgen 15.2)

YnpaBneHne areHTamu (cMm. pasgen 15.3)

Camo3salunTta areHToB (cMm. pasgen 15.4)

HacTpoiika xpaHeHus n nepegayn coboituin OC (cm. pasgen 15.5)
OrpaHunyeHne CKopoCTy Nepeaayn gaHHblX Ha areHT (cMm. pasaoen 15.6)

YnaneHune areHTa ¢ KoHe4YHoro yctponcTea (cm. pasgen 15.7)

15.1. O6 areHTax

AreHT EDR (manee Takxe — areHT) — 3TO NPUIOXEHNE, KOTOPOE HEOBXOANMO YCTAaHOBUTb Ha
KOHEYHOM YCTPOWNCTBE AN O6HaAPYXEHUs Yyrpo3 1 pearnpoBaHns Ha HuX. locne ycTaHOBKIM BaM
HeobXxoaMMo aBTOPK30BaTh areHT (cMm. pasgen 15.3.1) n Lo6aBuTb ero B rpynny, Ha KOTOPYIo
Ha3HauyeHa XoTd 6bl ofHa noanTrka (cm. pasgen 18).

AreHT B MaxPatrol EDR moxeT nmeTb 0anH 13 OBYyX CTaTyCOB:

— [MopaknioyeH. Y areHTa ecTb CBS3b C CEPBEPOM areHToB, BCe GYyHKLUMN MPOAYyKTa BbIMOAHATCS
LITaTHO.

— OTKIOYEH. Y areHTa HeT CBSI31N C CePBEPOM areHTOB, KOHEYHOE YCTPOVCTBO OTKIIOUEHO U
cnyx6a areHTa oCTaHoB/eHa. B YaCTHOCTI, BO3MOXEH Takol BapraHT, Npu KOTOPOM YCTPONCTBO
BKJIIOUYEHO, criyx6a BbinonHseTcs (Bce mopynu (cm. pasgen 19.1) paboTaloT NokasibHO), HO faHHbIe
Ha cepBep areHTOB 11 B CTOPOHHMNE CUCTEMbI He OTNpaBnsatoTcs. Bce onepaunn ¢ areHTom 6yayT
BbIMNOMHEHbI MOCe BOCCTAHOBMEHMNS CBA3M. Kpome Toro, aToT CTaTyC NMeLoT 3a6/10KMPOBaHHbIE
areHTbl.

MpumeyuaHue. B cton6ue NMocnegHuit pa3 B ceTH 0OTOGpaxatoTcs AaTa 1 Bpemsl, Koraa areHTt
6bln Ha CBA3W C CEPBEPOM areHTOB: €C/I areHT NOoAK/oUeH, 3To Bpems ob6HoBngeTcs kaxaple 10
CEKYH[, eCnn OTK/oUeH — GUKCUpyeTCs BpeMs NoC/eqHEro CoeanHeHus.

Cnncok areHToB 1 MHGOPMaLS O HUX OTOBpaXaloTCs B Be6-HTepdeiice NpoayKTa Ha CTpaHuue
AreHTbl. [1pn BbiGOpe areHTa B CNINCKE OTKPOETCS KapTouka areHTa. B kapTouke areHTa Bbl MOXeTe
3anyckaTb pearnpoBaHie, U3MeHaTb Ha3BaHue areHTa, 4o6aBNgaTb areHTy MeTKN O1s 6bICTPOro
rnoucka 1 NnpocmaTpuBaTb nHGopMaLuio 06 yane, yCTaHOBIEHHbIe MOAY/IV, UX KOHOUTypaLmio 1
3aBUCUMOCTI. /I3 KapTOUKM areHTa Bbl TakxXe MOXeTe NepeliT K COOTBETCTBYIOLEMY akThBY 11 ero
COBbITNAM.
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MpumeyaHme. Y ogHOro areHta He MoXeT 6biTb 60/blue 20 MeTok, Ha OLHOM CepBepe areHToB —
He 6onblle 300 yHMKanbHbIX METOK.
CM. Takxe

YnpasneHne nonutnkamm (cm. pasgen 18)

15.2. YcTaHOBKa areHToB

B aTOM pasnene nprBeaeHbl MHCTPYKLMN MO YCTaHOBKE areHTOB PasfinyHbIMy Croco6amMu.

B aTom pa3pene

YcTaHoBKa areHTa Ha KOHeYHOe YCTPONCTBO BPYYHYIO (CM. pasaen 15.2.1)

YcTaHoBKa areHToB 13 nHtepdenica MaxPatrol EDR (cm. pasgen 15.2.2)

MaccoBas ycTaHOBKa 1 yaaneHne areHToB ¢ NoMolLLbio nnenbyka Ansible (cm. pasgen 15.2.3)

[o6aeneHne nanok ¢ daninamy areHTa B UCK/IlOUEHUS aHTBUPYCa CTOPOHHEro paspaboTynka
(cm. pasgen 15.2.4)

15.2.1. YcTaHOBKa areHTa Ha KOHEYHOE YCTPONCTBO BPYUHYIO

Bbl MOXeTe yCTaHOBWTb areHT Ha KOHEYHbIX YCTPOMCTBaX Nof, ynpaBneHnemM onepaLnoHHbIX CUCTEM
Windows, Linux n macOS. [1ns ycTaHOBKIM areHTa Bam NoTpebyeTcs NepeHecT Ha KOHeYHoe
YCTPOWCTBO MakeT YyCTaHOBKW.

[na KOPPEKTHOrO MOAKIUYEHNS BEPCUS YCTaHaBNMBaAEMOro areHTa gokHa nogaepXmBaTbes Ha
cepBepe MaxPatrol EDR. Cnncok nogaepxxmnBaeMbix CEpBEpPOM BepCuli areHTOB 0TobpaxaeTcs Ha
CTpaHuLe QUCTPpUGYTUBbI areHTOB.

> YT06bI CKauyaTb QUCTPUBYTUB areHTa:

1. TlepenguTte B Be6-nHTepdelic MaxPatrol EDR.

2. B rnaBHOM MeHI0 BbibepuTe @ Cuctema ~ [IUCTpUGYTUBDI areHToOB.

3. HaxmuTte kHonky, cooTBeTCTBYIOWYI0 Bepcun OC 1 apxnTekType, 1 B pacKpbIBLUEMCS CMCKe
Bbl6epuTe HEOBXOAVMbIN OUCTPUBYTUB.

OncTprnbyTnB areHTa cCoxpaHeH Ha Ballem KOMMbloTepe.

[anee npwneeneHbl NHCTPYKUWNKX MO yCTaHOBKE areHta Ha KOHe4YHoe yCTpOVICTBO.

B aTom pa3pene
YcTaHoBka areHTa B Windows (cm. pasgen 15.2.1.1)
YcTaHoBKa areHTa B Linux (cm. pasgen 15.2.1.2)

YcTaHoBka areHTta B macOS (cm. pasgen 15.2.1.3)
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15.2.1.1. YcTaHoBka areHta B Windows

Mpw ycTaHOBKe areHTa Bbl MOXeTe 006aBUTb 4S5 Hero MmeTkn (He 6onee 20) ¢ MOMOLLbIO NapamMeTpa
EDR_AGENT_TAGS, Hanpumep EDR_AGENT_TAGS="tagl;tag2". MeTkn BOMXHbl 6bITb YHNKANbHbLIMA 1
copepxaTtb He 6onee 30 cumBonos. [lonyckaloTcs 6ykBbl NaTUHCKOro andasnTa, Ldpbl 1

cumBonbl _ -. MeTKkun, KOoTopble He MPOoLn Banuaaumio, He 6yayT Ao6aBneHbl.

> Yt06bI ycTaHOBUTb areHT B Windows:
1. OtkpounTte nHTEpPdenc komangHon ctpokn Windows OT MeHn agMUHKUCTPaTOopAa.

2. [epengunTe B Nanky ¢ yCTaHOBOYHbIM MakeToOM:

cd <WUma nanku>

3. 3BanycTtuTe yCTaHOBKY areHTa:

msiexec /quiet /i windows_<ApxuTekTypa>_agent.msi VXSERVER_CONNECT=wss://<IP-agpec unu
noJsiHoe AOMEeHHOe UMA cepBepa areHToB>:<MopT>

MpumeyaHue. [opT cepBepa areHToB Mo ymon4vaHmio — 8443,

MpumeuaHue. [pn ycTaHOBKE areHTa B BUPTYa/bHOW Cpefe Ha CepBepe, Ha KOTOPOM yXe
YCTaHOBJIEH areHT, a TakXe B KNOHNPOBaHHbIX BUPTYasbHbIX Cpefax nin B cCuctemax,
pa3BepPHYTbIX MO LWabnoHy, HEOBXOAMMO 0O6ABNTL B KOMaHAY NapameTp

AGENT_ID SALT=</llboe yHWKanbHOe AN KOHKPETHOro areHTa 3HadeHue>. OTOT
napameTp 3agaeT OOMNOMHUTENbHBIN NOeHTUGVKaTOP ANg areHToB 1 NpefoTBpaLlaeT
KOH®MMKTbI NPX COBMageHnt OCHOBHOIO naeHTUdrKaTopa, KOTOPbIA FeHepupyeTcs Ha
ocHoBe napameTpoB OC. [pn cTaHOQapTHOW yCTaHOBKE NCMNOMb30BaTb NapameTp
AGENT_ID_ SALT He HyxHo. pn nepeycTaHOBKE areHTa 3HadeHe napameTpa He OOMKHO
MeHaTbCS. B 3HaueHun gonyckaloTcs 6ykBbl NaTnHCKOro andasnTta n uudpbl.

I'Ipvuvlep KOMaH[Obl yCTaHOBKW CO BCeMW NapameTpamMi:

msiexec /quiet /i windows_amd64_agent.msi VXSERVER_CONNECT=wss://10.0.11.21:8443
EDR_AGENT_TAGS="<Cnucok meTok>" AGENT_ID_SALT=<YHuUKa/bHOe 3HayeHue>

15.2.1.2. YcTaHOBKa areHta B Linux

B 3aBrcuMoCTI OT UCnonb3yemoro ancTpubyTnaa Linux Bbl MOXeTe yCTaHOBUTb areHT Nnéo 13 deb-
nakeTa, nnéo n3 RPM-nakeTa. Mpn ycTaHOBKE areHTa B onepaumnoHHbIX CUCTEMaXx C Bepcuei
eunenuoTekn glibc Hmxe 2.28 (Red Hat Enterprise Linux 7, AlterOS Desktop 7.5, «AnbT Cepaep» 9)
peKoMeHAyeTCs NCMOMb30BaTh ANCTPUBYTUB C MMeHeM linux_amd64 _agent-bundle, B ocTanbHbIX
OC — cTaHgapTHbIN.

MpumeuaHue. [1n9 ycTaHOBKM areHTa B onepaunoHHbix cnctemax «AnbT Cepeep» 10.2 1 10.4
Heo6xoanmo ncrnonb3oBaTb oTAeNbHbI RPM-nakeT (ocTyneH Ha cTpaHuue AncTpubyTusbl
areHToB).

Mpw ycTaHOBKe areHTa Bbl MOXeTe 006aBUTb 4719 Hero MeTkn (He 6onee 20) ¢ MOMOLLIbIO NapamMmeTpa
EDR_AGENT_TAGS, Hanpumep EDR_AGENT _TAGS="tagl;tag2". MeTkun LOMXHbl 6biTb YHUKANBHBIMW 11
copepxaTtb He 6onee 30 cumvBonos. [lonyckaloTcs 6ykBbl NaTUHCKOro andasuTa, Ldpbl 1

cumBonbl _ -. MeTkn, KOTopble He MpPOoLn Banuaaumio, He 6yayT Ao6aBneHbl.
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> YT06bl yCTAaHOBUTb areHT 13 deb-nakeTa:

1.

MepenguTe B KaTanor ¢ deb-nakeTom:
cd <Mma kaTanora>

3anycTuTe yCTaHOBKY areHTa:

sudo VXSERVER_CONNECT=wss://<IP-agpec wau nonHoe AOMEHHOe WMA cepBepa areHToB>:<MopT> dpkg
-1 ./linux_<ApxuTekTypa>_agent.deb

MpumeyaHue. [opT cepBepa areHToOB Mo ymonyaHuio — 8443.

MpumeuaHue. [pn ycTaHOBKE areHTa B BUPTya/bHON Cpefe Ha cepBepe, Ha KOTOPOM yXe
YCTaHOBJIEH areHT, a TakXe B KNIOHNPOBaHHbIX BUPTYasibHbIX cpefax 1M B cuctemax,
pa3BepPHYTbIX MO LWabnoHy, HEO6XOAMMO 0O6aBNTb B KOMaHAy napamMmeTp

AGENT_ID SALT=<J/lloboe yHWKaNbHOE ANA KOHKPETHOro areHTa 3HayeHue>. OTOT
napameTp 3agaeT OONONHUTENbHbIA NAeHTUGVKaTOP ANY areHToB 1 NpefoTBpaLlaeT
KOH®MMKTbI NPW COBMNageHn OCHOBHOIO naeHTudrKaTopa, KOTOPbIA FreHepupyeTcs Ha
ocHoBe napameTpoB OC. [Npu cTaH4apTHOW YCTaHOBKE MCMOb30BaTh NapamMeTp
AGENT_ID_SALT He HyxXHo. [pn nepeycTaHOBKE areHTa 3HadeHne napameTpa He JOMKHO
MeHdTbCH. B 3HaueHnn gonyckaloTcs 6ykBbl NaTUHCKOro andasuta 1 Ludpsbl.

Mpumep KOMaHAbl YCTaHOBKIW CO BCEMU NapamMmeTpamu:

sudo VXSERVER_CONNECT=wss://10.0.11.21:8443 EDR_AGENT_TAGS="<Cnucok MeTOK>"
AGENT_ID_ SALT=<YHukanoHoe 3Ha4veHue> dpkg -i ./linux_amd64_agent.deb

> YT06bl yCTAaHOBUTb areHT n3 RPM-nakeTa:

1.

Mepengute B kKaTanor ¢ RPM-nakeTom:
cd <Mma kaTtanora>

Ecnu ycTaHoBKa BbINOMHIETCS HA KOHEYHOM YCTPOWCTBE, C KOTOPOro HeQOCTYMHbl MakeTHble
MeHemkepbl Linux, yctaHoBuTe nakeTol libpthread, libnsl u libcrypto.

Ecnn nakeT initscripts He ycTaHOBMEH, yCTaHOBUTE €ro:

yum install -y initscripts
3anycTuTe yCTaHOBKY areHTa:

Ecnn ycTaHOBKa BbINONHAETCS Ha KOHEYHOM YCTPONCTBE, C KOTOPOro AOCTYMHbI MakeTHble
MeHeoxepbl Linux (pekomeHayemblin BaprnaHT):

sudo VXSERVER_CONNECT=wss://<IP-agpec uau nonHoe AOMEHHOE WMA cepBepa areHToB>:<[opT> yum
--nogpgcheck localinstall ./linux_amd64_agent.rpm

Ecnun ycTaHoOBKa BbINOMHAETCS HA KOHEYHOM YCTPONCTBE, C KOTOPOro HeAOCTYMHbl MakeTHble
MeHepxepbl Linux:

sudo VXSERVER_CONNECT=wss://<IP-agpec wnv NONHOEe AOMEHHOe MMA cepBepa areHToB>:<MopT> rpm
-i ./linux_<ApxuTekTypa>_agent.rpm

Ecnun ycTaHoBka BbinonHgaeTca B OC «AnbT CepBep»:

sudo VXSERVER_CONNECT=wss://<IP-agpec wauM NOJIHOE AOMEHHOe UMA cepBepa areHToB>:<MopT> apt-
get install ./linux_amd64_agent.rpm

MpumeyaHue. [MopT cepBepa areHToB Mo ymonyanmio — 8443.

Pa6oTa c areHTamu

79



MpumeuaHue. [Npn yCTaHOBKE areHTa B BUPTYa/bHOWN Cpefe Ha CepBepe, Ha KOTOPOM yXe
YCTaHOB/EH areHT, a Takxke B KIIOHNPOBaHHbIX BUPTYyalbHbIX Cpedax nam B CUCTEMAX,
pa3BepHyTbIX MO LWabnoHy, HEOBXOAMMO 0O6ABUTL B KOMaHAy NapameTp

AGENT_ID SALT=</lwboe yHWKaNbHOe ANI1 KOHKPEeTHOro areHTa 3HadeHue>. OTOT
napameTp 3agaeT OOMNOMHUTENbHBIN NOeHTUOVKATOP ANg areHTOB 1 NpefoTBpaLLaeT
KOHPNUKTbI MPW COBMaAeHn OCHOBHOMO MaeHTdUKaATOPa, KOTOPbIV FEHEepUPYeTCd Ha
ocHoBe napameTpoB OC. [pn cTaHOapPTHOW yCTaHOBKE NCMOMb30BaTb NapameTp
AGENT_ID SALT He HyxHo. [lpn nepeycTaHOBKE areHTa 3HaJyeHne napameTpa He OO/MKHO
MeHSTbCS. B 3HaueHnn gonyckaloTcs 6yKBbl NaTUHCKOro andasnTta n Lnpbl.

I'Ipvuvlep KOMaHObl YCTaHOBKW CO BCeMU rnapameTpamMn, eCrin NnakeTHble MeHeOXXepbl Linux
OOCTYMHbI:

sudo VXSERVER_CONNECT=wss://10.0.11.21:8443 EDR_AGENT_TAGS="<Cnucok MeTOK>"
AGENT_ID_SALT=<YHuKanbHoe 3Ha4veHue> yum --nogpgcheck localinstall ./linux_amd64_agent.rpm

15.2.1.3. YcTaHoBka areHTta B macOS

MNpun ycTaHOBKe areHTa Bbl MOXeTe f06aBuUTb AN Hero MeTku (He 6onee 20) ¢ NomoLLbIio NapamMeTpa
EDR_AGENT_TAGS, Hanpumep EDR_AGENT_TAGS ‘tagl;tag2'. MeTkn BOMmKHbl 6bITb YHNKaNbHbIMA 1
cogepxatb He 6onee 30 cumBonoB. [lonyckalTcs 6yKBbl NaTUHCKOro andasnTa, Ludpbl 1

cumBonbl _ -. MeTkn, KOTopble He NPoLLNY Banugaumio, He 6yayT Ao6aBneHb.

> YT06bI ycTaHOBUTb areHT B macOS:
1.  OtkpouTte npunoxeHune «TepmMmunHany.

2. [llepengnTe B KaTanor ¢ yCTaHOBOYHbIM MakeTOM:

cd <Wma kaTanora>

3. 3anycTuTe yCTaHOBKY areHTa:

sudo bash -c "launchctl setenv VXSERVER_CONNECT wss://<IP-agpec uau nonHoe AOMEHHOe WMA
cepBepa areHToB>:<MopT> && installer -pkg ./darwin_<ApxuTekTypa>_agent.pkg -target /
Library/"

MpumeuaHue. [NopT cepBepa areHToB Mo ymonyaHumio — 8443,

MpumeuaHue. [Npn ycTaHOBKE areHTa B BUPTYa/bHOWN Cpefe Ha CepBepe, Ha KOTOPOM yXe
YCTaHOBJIEH areHT, a TakXe B KITOHNPOBaHHbIX BUPTYalibHbIX cpefax Uin B CUCTEMaX,
pa3BepHyTbIX MO LWabnoHy, He06XoAMMO 006aBUTb B KOMaHay napamveTp AGENT _ID SALT
<Jlwboe yHUKanbHOe ANA KOHKPETHOrOo areHTa 3HaveHue>. DTOT NapameTp 3agaeT
LOMOMHUTENbHbIN MAEHTUOUKATOP OIS areHTOB 1 MpefoTBpaLlaeT KOHGAMKTbI Npu
COBMaAeHN OCHOBHOIO NaeHTdUKaTOPa, KOTOPbIV F’EHEepUpPYeTCd Ha OCHOBE napameTpoB
OC. Mpwu cTaHgapTHOM YCTaHOBKE UCNoNb3oBaTb NapameTp AGENT_ID_SALT He HyxHo. [Tpn
nepeycTaHOBKe areHTa 3HaJyeHve napamMmeTpa He OOMKHO MeHdTbCY. B 3HaueHun
[onyckalTcs 6ykBbl TaTUHCKOro andasuta n Ldpsbl.

MpuMep KoMaHabl YCTaHOBKM CO BCEMY MapamMeTpamMu:

sudo bash -c "launchctl setenv VXSERVER_CONNECT wss://10.0.11.21:8443 EDR_AGENT_TAGS
'<Cnucok meTok>' AGENT_ID_SALT <YHukanbHoe 3HayeHue> && installer -pkg ./
darwin_amd64_agent.pkg -target /Library/"
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15.2.2. YcTaHoBKa areHToB 13 nHtepdenca MaxPatrol EDR

Bbl MOXeTe ycTaHaBNMBaTb areHTbl Ha akTuBbl (CM. padnen 16). YctaHoBka Bo3aMoxHa, ecnmn OC Ha
aKTNBE NOLAEPXMBAETCS areHTOM 1 B CUCTEME eCTb XOTs 6bl OQVH areHT ¢ paboTaloLWwnuM Mogy1em
«YCTaHOBLLUMK areHToB» (cM. pasnen 19.4.6.3).

. 13
BHumaHume! [1n9 KOppeKTHOWM yCTaHOBKWN Ha akTVBe OO/KEH 6bIiTb 3anyLleH SSH-cepeep ~, a
Takxe paspelueHbl SSH-nogknouYeHns ¢ areHTa, Ha KOTOPOM paboTaeT MoayJsib (Mo YMOIYaHmio
ncnosnbayeTcs nopT 22).

MpumeyaHue. Bbl MoxeTe Nnonpo6oBaTb YCTaHOBUTL areHT B Henogaepxuaemon OC. B Takumx
OC B paboTe areHTa unm Mogynen MoryT BO3HMKaTb OLLNGKU.

> YT06bI YCTaHOBWTb areHT Ha aKTWBbI:

1. B rnaBHOM MeHIO BblibepuTe E AKTMBDI.

2. BblbepuTe ogunH NN HECKOSbKO aKTUBOB.

3. HaxmunTe YcTaHOBUTb areHT.

4. Haxmute YCTaHOBMUTD.

5. BblbepuTe cepBep areHToB, K KOTOPOMY HEO6XOAMMO MOOKMOUNTD areHTbl.

BHumaHwue! [1n9 KoppeKTHOro NOAKITIOYEHNS areHTOB K CepBepY areHToB B MaHudecTe
(cm. paspen 6.3) onga aToro cepeepa foMKHa ObITb YKasaHa 3anunch ¢ BHeWHUM IP-agpecom
WA MOMHBbIM OMeHHbIM MeHem (FQDN).

6. Ecnwn TpebyeTcs, BKOUNTE YCTAHOBKY areHToB B HenogaepxmnsaemMbix OC.
7. BbibepunTe areHT ¢ Mogynem «YCTaHOBLUMK areHTOBY, KOTOPbIN 6YAeT BbIMO/HATbL YCTaHOBKY.
8. Haxmunte YcTaHOBUTD.

ﬂpwmeanme. Bbl Takxe moxeTte YCTaHOBUTb areHT Ha KOHerTHbIVI aKTMB N3 KapTO4KWN aKTrBa.

CM. Takxke

YnaneHune areHta B MaxPatrol EDR (cm. pa3nen 15.3.8)

15.2.3. MaccoBas ycTaHOBKa 1 yganeHne areHToB C NOMOLLbIO
nnenodyka Ansible

Bbl MoXxeTe MmaccoBo ycTaHaBnNMBaTh 1 yaanaTb areHTbl B Windows u Linux ¢ nomoLubto nienéyka
Ansible, KOTOpbIA NOCTaBnsieTCs BMecCTe ¢ gucTpubyTeom MaxPatrol EDR.

13 VHcTpykums no HacTpolike SSH-cepeepa B Windows npueeneHa Ha odurumansHom cante Microsoft.
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npOFpaMMHbIe TpGGOBaHVISI ANa MaCcCoOBbIX onepauvu7| C areHtamm
Ha y3ne, c KoTOporo 3anyckaetcs NNenodyk, AO/MKHbI ObITb YyCTaHOBMNEHbI CNEeAyIoLLe KOMMNOHEHTbI:
— Ansible Core Bepcun 2.15.13 nnu Bbiwwe;

— Python 3.9 nnn Bobiwe;

— pywinrm (Tonbko ang onepaunii B Windows);

— konnekuus Ansible.Windows (Tonbko ansg onepauuin B Windows).

Ha y3nax nog ynpasneHunem Linux, Ha KOTOpbIX 6yAeT BbINONHATLCS YCTaHOBKA areHToB, AOMKEH
6bITb ycTaHoBneH Python Bepcun 3.5 vnu Beiwe. Ha yanax nog ynpasneHnem Windows gomxHa 6biTb
HacTpoeHa cnyx6a WinRM.

3anyck nnendyka BO3MOXEH C Nl060ro yana, KOTOpbI yooBNeTBOPSeT TPpe6oBaHNSIM 11 KOTOPbIN
nmeeT ceTeBoi gocTyn no noptam SSH (B Linux, no ymonuanuio 22) nnn WinRM (B Windows, no
yMonyaHuio 5985) k yanam, 3agaHHbIM B IHBEHTapHOM daiine.

MoaroToBka MHBEHTapHoro ¢amnna

[MNepepn yCTaHOBKOW areHTOB BaM HYXHO B KaTasiore ¢ ycTaHOBO4YHbIM kKomnnektom MaxPatrol EDR
co3fatb MHBeHTapHbI dalin B popmaTte YAML ¢ napameTpamu y3oB, Ha KOTOPbIX 6yayT
yCTaHOBJSIEHbI areHTbl, N CEPBEPOB areHTOoB, K KOTOPbIM OHU 6yayT nogktouyeHsl. CTpykTypa
MHBEHTapHoro danna:

all:
children:
<llboe Has3BaHWe rpynnbl y3/708 1>:
hosts:
<IP-agpec van nonHoe AOMeHHOe MMA y3na 1>:
<IP-appec uan nosHoe AOMeHHOE UMA y3sa 2>:
<IP-agpec uau nosHoe [OMeHHOe uUMA y3na 3>:
vars:
vxserver: "<IP-apgpec cepBepa areHtoB 1>:<MopT>"
<Jlwboe HasBaHWe rpynmnbl y3710B 2>:
hosts:
<IP-appec uan nonHoe AOMeHHOe UMA y3sa 4>:
<IP-agpec wau nosHoe [OMeHHOe uMA y3na 5>:
<IP-agpec wWau nosHoe AOMeHHOe WMA y3na 6>:
ansible_connection: winrm
ansible_port: 5985
ansible_winrm_transport: basic
ansible_winrm_server_cert_validation: ignore
vars:
vxserver: "<IP-agpec cepBepa areHtoB 2>:<Mopt>"
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BHumaHwue! [1ns Bcex y3nos nog ynpasneHnem Windows Heo6Xoanmo ykasbliBaTb
OOMOMHUTENbHbIE NapamMeTpbl NogktoueHns: ansible connection, ansible port,
ansible_winrm_transport, ansible_winrm_server_cert_validation.

NMonyuyeHne TokeHa pgocTyna

[ng maccoBol yCTaHOBKIM areHTOB HyXeH TokeH gocTtyna Kk MaxPatrol EDR.

> YT06bl CO30aTb TOKEH foCTyna:
1. HaynpaBngiowem cepBepe nepenanTte B katanor /opt/edr/.

2. 3aI'IyCTVITe CKpunT ongd reHepaunn ToKkeHa:
sudo ./register_client --privileges pt.edr.ui.agents.downloads --client-id deployagents

YcTaHOBKa areHToB

> YTO6bl 3anyCTNTb YCTAHOBKY areHTOB:
1. Tlepengnte B KaTanor ¢ yCTaHOBOYHbIM KOMIMIEKTOM.

2. 3anycTtuTe nNnenéyk:

sudo ansible-playbook -i <MyTb [0 uMHBeHTapHoro ¢aina> ansible/sample_agent_install.yml -e
api_addr="<IP-agpec wau OOMEHHOe MMA y3/1a C ynpasaAwwuMm cepsepom>:8444" -e
edr_access_token="<TokeH gocTyna>" -u <JIOruH nonb3oBaTena ANA NOAKAKWYeHuA> -k

Hanpumep:

sudo ansible-playbook -i my_agents ansible/sample_agent_install.yml -e api_addr="https://
edr.example.com:8444" -e edr_access_token="rewdednwdnuh79n5z9wwoylw9zqd4a5xcizjkd1t4" -u
root -k

BHumaHwme! Ecnn npn yctaHoBke MaxPatrol EDR 6bin1 3agaH napameTp wan_ip 1 nnenéyk
3anycKaeTcd C ynpaBgoLLErO cepBepa, TO B 3HaUYeHn napameTpa api_addr HyXHO ykasaTb
TOT Xe |IP-agpec, uto 1 ong napameTpa wan_ip.

MpumeuaHue. MapameTp -u onpenensdeT NOrMH Nonb3oBaTens oaa NoaknoyYeHmns, -k —
napoJsib AN NoakoYeHns 6yaeT 3anpallnBaTbCs Nocne 3anycka nnenéyka.

MpumeyaHue. Npn HEOH6XOQMMOCTI B KOMaHAy 3anycka Bbl MOXeTe 006aBNTb NapamMeTpbl -e
agent_id_salt=True (Npun ycTaHOBKe areHTa B BUPTyaslbHOW Cpefe Ha cepBepe, Ha
KOTOPOM YXe YCTaHOB/MEH areHT, a Takxke B KIIOHUPOBaHHbIX BUPTYyalbHbIX Cpegax nan B
cucTemax, pa3BepHyThIX MO WabnoHy), -e force_agent_update=True (gng
NPUHYANTENbHOWN YCTAaHOBKIM areHTa Ha y3nax, Ha KOTOPbIX yXXe YCTaHOB/EH areHT) 1 -e
edr_agent_tags="<Cnucok mMeToK 4epe3 TOYKy C 3anaToi>" (015 nob6aBreHns MeTok
areHTy).

YpaneHune areHToB

C nomoluplo nnenbyka Bbl MOXETEe MAacCOBO yAannTb Ha y3nax BCe areHTbl, mapamMeTpbl KOTOPbIX
3aflaHbl B IHBEHTapHOM daline.
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>  YTO6bl 3anyCTUTb yAaneHne areHTos:
1. [lepengnte B KaTanor ¢ yCTaHOBOYHbIM KOMIMIEKTOM.

2. 3anycTtuTe nnenéyk:

sudo ansible-playbook -i <MyTb A0 uMHBeHTapHoro daina> ansible/sample_agent_install.yml -e
package_action="absent" -u root -k

MepenopgknioueHne areHToB K ApYromMmy cepBepy areHToB

C nomotupblo nienbyka Bbl MOXeTe MacCOBO NepenoakIounTb BCe areHTbl Ha Linux, napameTpbl
KOTOPbIX 3afaHbl B MIHBEHTapHOM dalifie, K ApyromMy cepBepy areHToB.

> YT06bI nepenogknioYnNTb areHTbl K APyromMy cepBepy areHToB:
1. I'Iepe|7u:|,|/|Te B KaTaJjior C yCTaHOBOYHbIM KOMIMJIEKTOM.

2. 3anycTtuTe nnenéyk:

sudo ansible-playbook -i <MyTb po uMHBeHTapHoro ¢aina> ansible/sample_agent_install.yml -e
package_action="change_vxserver" -e vxserver="<Agpec HOBOro cepsepa areHToB>:<MopT>" -u
root -k

Hanpumep:
sudo ansible-playbook -i my_agents ansible/sample_agent_install.yml -e
package_action="change_vxserver" -e vxserver="10.0.11.121:8443" -u root -k

15.2.4. [lo6baBneHmne nanok ¢ pannamm areHTa B UCKIIOUEHNS
aHTMBMPYCa CTOPOHHErO paspaboTymka

[ns koppeKkTHOW paboThbl areHTa Nocne ero yCTaHOBKN HEO6X0OMMO [06aBUTb Nanku ¢ dannamm
areHTa B VCKJIIOYEHNS aHTVBUPYCa CTOPOHHErO pa3paboTyirka, eCnm Takol NCronb3yeTcs Ha
KOHEYHOM YCTPOWNCTBE.

B Windows:
— C:\Program Files\Positive Technologies\EDR Agent;

MpumeyaHue. Ecnn naHayanbHO 6bl1 YCTAHOBEH areHT O4HOI 13 MEPBbIX BEPCUiA MPOAYKTa,
nanka 6yneT HasbiBaTbca XDR Agent.

— C:\Program Files\Positive Technologies\Antimal (nanka 6ygeT co3gaHa nocne
YCTaHOBKWN MOAYNS «AHTUBNPYCY);

— C:\Program Files\Positive Technologies\VM Audit (nanka 6ygeT cosgaHa nocne
ycTaHoBKM Moayns «CkaHnpoBaHne B pexume ayanta (MaxPatrol VM)»).

B Linux:

— /opt/vxagent;
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MpumeyvaHue. Ecnmn naHavanbHO 6bin YCTaHOBMEH areHT OQHON N3 MEPBbIX BEPCUI MPOAYKTa,
kaTanor éyget gpyrum (/opt/pt/vxagent).

— /opt/antimal (kaTanor 6ygeT co3naH nocne yCTaHOBKM MOAys «AHTUBMPYCY);

— /Jetc/systemd/system/antimal.service (dann 6ygeTt co3gaH Nocne ycTaHOBKN MOLOY S
«AHTIBUPYC»);

— /etc/systemd/system/vxagent.service.

MpumeuaHue. NyTb /etc/systemd/system B paznuyHbix OC moxeT oTnnyatbed. Hanpumep, B
HeKOTOpbIX AUCTpubyTnBax 6ynet nyTb /1ib/systemd/system.

15.3. YnpaBneHmne areHTamu

[anee gaHbl NHCTPYKLUMKX MO ynpaBneHuto areHtamun B MaxPatrol EDR.

B aTom pa3pene

ABTOpu3auus areHTa (cm. pasgen 15.3.1)

O6HoBneHue areHTa (cM. pasgen 15.3.2)

Mepesanyck areHTa (cm. pasgen 15.3.3)

[MNepeMelleHne areHTa 13 ogHoN rpynnbl B Apyryto (cm. pasnen 15.3.4)
VicknioueHne areHTa na rpynnbl (cm. pasgen 15.3.5)

Brnoknposka areHTta (cm. pasgen 15.3.6)

[o6aBneHune areHTa B rpynny (cm. pasgen 15.3.7)

YnaneHue areHta B MaxPatrol EDR (cm. pa3gen 15.3.8)

15.3.1. ABTOpUM3aLMs areHTa

[Mocne ycTaHOBKK areHTa oH oTobpaxaeTcsd B MaxPatrol EDR co ctatycom He aBTopusoBaH. [1114
danbHelweln paboTbl C areHTOM BaM HYXXHO aBTOpr3oBaThb ero. [Npu aBTopnsaum areHT
potasngeTca B rpynny (cm. pasgen 17).

MpumeuaHme. Bbl MoxeTe aBTOMaTU3NPOBaTb aBTOPU3ALIMIO areHTOB C MOMOLLBIO
nnaHnpoBLUMKa 3agad (CM. pasgen 22.2).

> YT06bl aBTOPWM30OBaTb areHT:

1. B rnaBHOM MeHIo BblibepuTe ! AreHTbl.
2. Bblbepute dpnnbTp HeaBTOpU30OBaHHbDbIE.
3. HaxmwuTe Ha Ha3BaHWe areHTa.
4

Haxmunte ABTOpU30OBaTh.
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5. Bbl6epuTe rpynmny, B KOTOPYIO Bbl XOTWTE AOGABUTb areHT.

6. Haxmute MpumMmeHUTb.

CM. Takxke

YnpasneHne rpynnamu areHToB (cMm. pasgen 17)

15.3.2. O6HOBMEHNe areHTa

Ecnn pns areHTa gocTynHo o6HOBAEHME, TO €ro Bepcus B Tabnuue 6yaeT BblaeneHa XenTbiM LLBETOM.
Bbl MOXeTe 06GHOBNSATH TO/IbKO aBTOPU30BaHHbIe areHTbl. O6HOBNEHE BbINOHAETCS 00 NoCeqHen
OOCTYMHOW BEpCUn.

BHumaHwme! Ecnn Bbl ycTaHoBunm B Windows areHT Bepcumn MaxPatrol EDR 6.0 nnn Huxe, To
nocne o6HOBMEHNS areHTa 4o Noc/eaHen Bepcun yepes nHTepdenc CNCTeMbl BaM HYXXHO
BPYYHYIO YCTAHOBUTb Ha y3/1e NOCNENHIO BEPCUIO PacnpoCTpaHgemMoro kommnoHeHTa Visual C++
(nakeT vc_redist).

MpumeuaHue. O6HOBNEHNE areHTOB PEKOMEHAYETCS BbIMOMHATL U3 UHTepdenca
MaxPatrol EDR.

MpumeyaHne. Bbl MoxeTe aBTOMaTU3MPOBaTb O6HOBMEHVE areHTOB C MOMOLLbO MIaHNPOBLLMKA
3agau (cm. paspen 22.2).

> YT106bl OBHOBUTb areHT:

1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.
2. BblbepuTe oamMH N HECKOJIbKO areHTOB C MOMOLLbIO $1aXKOB.
3. Haxmunte O6HOBUTb areHTbl.

3anycTuTcs obHoBMEHWe areHTa. lNocne ycrnelwHoro o6HoBNeHNs B TabnuLe byaeT ykasaHa
ero HoBas Bepcus.

MpumeyaHue. Ecnn areHT oTK/IOYEH, TO OH 6yaeT O6HOB/EH Moc/e NOAKTOYEHNS.

15.3.3. [Nepesanyck areHTa

Ecnu areHT paboTaeT HecTabuibHO (HanprMep, NOTPE6BASET CNLLKOM MHOMO PeCypPCOB UK
perncTpupyeT aHoMasbHO 60/1bLIOE KOMMYECTBO COBbITUI), Bbl MOXETe ero nepesanyctuTb. [pn
nepesarnycke BCe akTUBHblE MPOBEPKY 11 CKAHNPOBaHNS Ha areHTe 6yayT OTMEHEHbI.

> YT06bl Nepe3anyCcTuTb areHT:

1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

2. HaxmwuTte Ha Ha3BaHMe areHTa.
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AreHT 0omKeH 6biTb aBTOpKN30BaH, NogkKto4YeH, HaxoanTbC4d B rpynne, 1 ero Bepchnd AoJkHa

6bITb He HXKe 4.3.0.

3. HaxmwuTte E - MepesanycTuThb.

BHumaHue! Hukakune 0efcTBrg Ha areHTe 1 onepaunmn C HUM, UHNLANPOBaHHbIE BO BPEMS

nepesarycka, BbINMO/HEeHbl He ByayT.

15.3.4. lNepemelieHne areHTa 13 ogHOW rpynrbl B Apyryto

Ecnu Ha areHTe TpebyeTcs N3MeHNTb Habop Mofyel Nnm nx KOHGUrypauuio, Bbl MOXeTe
nepemMecTuTb areHT B apyryto rpynny. Mpu 3ToM ¢ Hero yaansioTcs BCe MOAyNN N3 NONNTIK,
Ha3HaYeHHbIX Ha CXOAHYIO rpynny. 3aTem Ha areHT 6yayT yCTaHOBAEHblI MOy N3 NMONTUK,
Ha3HaYeHHbIX Ha rpynny, B KOTOPYIO ero nepemMecTin.

MpumeyaHue. Bbl MoXeTe aBTOMaTN3NPOBaTb NepeMeELLEHNE areHTOB C MOMOLLIbIO
nnaHnpoBLMKa 3a8ad (CMm. pasgen 22.2).

> YT06bI nepemMecTUTb areHT B Apyryto rpynny:

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

—_

Bbi6epunTe ognH nnm HECKONbKO areHTOB C MOMOLLIbIO P1axKOB.
HaxmunTte MepemecTUTb.

BbiGepuTe rpynny, B KOTOPYIO Bbl XOTUTE O6aBUTb areHT.

a c W N

HaxmunTte MepemecTUTb.

15.3.5. VicknioueHne areHTa 13 rpynnbl

Ecnu areHT 6bin fo6aBneH B rpynny no ownéke uny paéoTa Moayeli BbidBana HapyLeHns B paboTe
KOHEYHOro YCTPOWNCTBa (Hanpumep, Ype3MepHO BbICOKYIO 3arpy3sKy LeHTpanbHOro npoLeccopa), Bbl

MOXXeTe NCKTI0YNTb areHT U3 rpynnbl. |_|pVI OTOM Ha areHte yoangdioTcd BCe moaysnn.

> YT06bI NCKMIOYNTD areHT 13 rpynnbl:

—

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.
BbibepuTe oguH NI HECKOJIbKO areHTOB C MOMOLLBIO P1aXKoB.

HaxmunTte MepemecTUTb.

> W

Bbibepute Bes rpynnbl 11 HaxmuTe MpUMeHUTb.
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15.3.6. bnoknpoBka areHTa

Ecnun Heo6xoarMo NproCTaHOBUTbL PaboTy areHTa Ha KOHEYHOM YCTPOICTBE 6e3 ero yaaneHns unm
noBefeHe areHTa cTasio Nogo3puTENbHbIM, Bbl MOXeTe 3a6noknpoBaTb areHT. MNpun 6noknposke
aBTOPU30BAHHOIO areHTa OH NCK/IloYaeTCs 13 FPYNIbl, HA HEM YOANSIOTCS BCE MOAY/N
orpaHnynBaeTCs nepenaya gaHHbIX Ha cepBep areHToB. B ganbHeliwem Bbl MOXeTe aBTOpn30BaTh
3a610KMPOBaHHbIE areHTbl, 4,06aBuB 1X B rpynny (cm. pasgen 15.3.7).

> YT06bI 326110KMPOBATb areHT:

1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

2. HaxmuTte Ha HasBaHMe areHTa.

3. HaxmuTte E - 3abnokupoBaTb.

CM. Takke

[o6aBneHune areHTa B rpynny (cm. pasgen 15.3.7)

15.3.7. [lobaBneHne areHTa B rpynny

Ecnu areHT 6b1n UCKOUYEH 13 rpynbl v 3a60KNpPoBaH, To OCHoBHble dyHkuun MaxPatrol EDR Ha
HeM He BbINonHaTCd. [lng yCTaHOBKN 11 paboTbl MOAYNen HYXXHO 006aBUTb areHT B rpynny.

> YT06bl [OGaBUTb areHT B rpynmny:

1. B rnaBHOM MeHto Bbibepute ! AreHTbl.

2. Bbi6epute ¢punbTp AreHTbl 6e3 rpynnbl 11 3a6/1I0KMPOBaHHbIE.
3. BbibepuTe oanH N HECKOSIbKO areHTOB C MOMOLLbIO G1aXKOB.

4. HaxmuTe NepemecTuTb.

5. BbibepuTe rpynny, B KOTOPYIO Bbl XOTUTE 406ABUTb areHT.

6. Haxmute NepemecTuTnb.

Bbl Takke MoxeTe [o6aBUTb B rpynny Cpasy HECKOJIbKO areHTOB, Bbi6paB 11X C MOMOLLbIO GnaxKoB 1
HaxaB MNepemecTuUTb.

15.3.8. YoaneHue arenta B MaxPatrol EDR

Bbl MOXeTe yoannTb areHT n3 CUCTeMbl, HanprMep eCnvi OH NPOQOMKXNTENbHOE BPeMS OTKIOUEH U
6b11 go6aBneH B rpynmny no owunbke. MNpwn yoganeHun areHta n3 MaxPatrol EDR oH He yoandgeTtcs ¢
KOHEYHOro ycTponcTBa. Ecnn nocne yganeHns areHT HauyHeT NpucbiaTb AaHHbIE, TO OH
aBTOMaTnyeckun byneT nobasneH ob6paTHoO co cTtaTycom HeaBTopm3aoBaH. [py yoaneHun areHTa Ha
HeM yaansioTcsd Bce Mogynu.
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MpumeyaHne. Bbl MoXeTe aBTOMaTU3NPOBaTb yAaneHne areHToB C MOMOLLbIO MIaHNPOBLLMKA
3agau (cm. paspen 22.2).

> YTO6bl yOanuTb areHT:

1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

2. HaxmuTte Ha Ha3BaHMe areHTa.

3. Haxmute E - Ypanurb.

Bbl Takke MoxeTe 0o06aBUTb B rpynny cpa3dy HeCKOJIbKO areHToB, Bbl6paB X C MOMOLLbIO CI)J'Ia)KKOB n

Haxas .

15.4. Camo3zallTa areHToB

Mpw ycTaHOBKe areHTa Ha KOHeYHoe YCTPONCTBO nof ynpasneHnem Windows Ha Hero
yCTaHaB/MBaEeTCs Takxke apaliBep caMo3allnTbl areHTa. [JpaiBep 3aLlyLLaeT areHT OT OCTaHOBKM 1
yaaneHns 3M0yMblLAEHHUKOM. YaaneHne areHTa BO3MOXHO TONBbKO C OTK/TIOYEHHbIM ApaliBepOM.

Cpasy nocne yCTaHOBKW areHTa apansep oTk/iouveH. [1ng BKIYEHNS CaMo3aLUnTbl HYyXHO
aBTOpU30BaTb areHT, o6aByB ero B rpynny. Ecnn B napameTpax rpynnbl OTKOYEHa caMo3allTa
L1199 HOBbIX areHToB (cMm. pasgen 15.4), ee Hy>XHO BPY4HYIO BKITIOUNTb B KAPTOUKE areHTa

(cm. pazsgen 15.4).

[paliBep camo3zallnTbl OBHOBNGETCS BMecTe C areHToM. Ecnu Ha areHTe ycTaHOBMEH Moy b
«[JoCcTaBLUMK OGHOBEHNI CaMO3aLLNTbI», TO ApaniBep Takke 6yaeT 06HOBASATLCS Noc/ie O6HOBNEHNS
Moy B NOANTIKE.

BknioueHue camosawunTbl

BknounTb camo3zalmTy MOXHO TOJSIbKO A9 aBTOPWN30BaHHbIX 1 He3ab/10KNPOBaHHbIX areHToB. Ecniu
areHT He B CeTu U 0BHOBSETCS, camMmogaluTa 6yaeT BKloYeHa Nocre NoaKIUYEeHNs areHTa unm
3aBepLUeHNst O6HOBIEHNS.

>  YT106bl BKNOUNTD camMo3allnTy:

1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.

2. HaxmunTe Ha Ha3BaHMe areHTa.

3. HanpoTtune napametpa Camosawura HaxmmTe Q
4. HaxmuTe BkouuTb.

Bbl Takke MoxeTe BKIOUYNTb CaMOo3aLLMTy Ha HECKOJbKIX areHTax cpasy, Bbibpas X C MOMOLLbIO
dnaxkos 1 HaxxaB Camo3awmTa — BrniounTb.
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OTKnoYeHne camo3alinTbl

Ecnu areHT 6bin yCTaHOBMEH Ha KOHEYHOE YCTPOMCTBO MO OLUNGKE, Bbl MOXETE OTK/IIOUNTD
caMo3alnTy 1 3aTeM yaanuTb areHT. B apyrux cnyyasx oTko4aTb CaMo3aLlnTy He peKoOMeHayeTCs.
Ecnu areHT He B ceTu Ui O6HOBASETCS, camo3allumTa 6yaeT oTKoYeHa Nnocne NoakIloYeHns areHTa
N 3aBepLUEHNS OBGHOBNEHNS.

>  YT06bl OTKNIOUNTD camMo3zallnTy:

1. B rnaBHOM MeHIo Bblbepute ! AreHTbl.

2. HaxmunTe Ha Ha3BaHMe areHTa.

3. Hanpotue napameTtpa Camo3awmra HaxmmTe Q
4. Haxmunte OTKNIOUMUTD.

Bbl Takke MoOXeTe OTK/IOUNTb CaMO3aLLMTy Ha HECKOMbKNX areHTax cpasy, Bbl6paB X C MOMOLLbIO
dnaxkos 1 HaxxaB Camo3awmra - OTKIIOUUTD.

HacTpoika camo3almnTbl 419 HOBbIX areHTOB Fpynnbl

|_|pVI aBToOpuM3auni HOBOIro areHTa u nob6aBneHun ero B rpynny camo3alnta Ha HeM 6y,D,eT BKJ/1IOYEHa
nnn oTKn4YeHa B 3aBNCMOCTW OT COOTBETCTBYIOLLEro napamMeTpa rpynnbl.

>  YTO6bI HACTPONTbL CaMO3aLLNTY AN HOBbIX areHTOB:
1. B rnaBHom meHio Bbi6epriTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cuicteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTh Il Fpynnbi
areHToB — Ha ynpasBnsiiowem cepBepe.

2. BbibepuTte rpynny.

3. Bbibepute Bknagky MapameTpbl.

4, BknouynTe Wav oTKUYMTE CaMO3aLLNTY 01 HOBbIX areHTOB.
5

Haxmunte CoxpaHuUTb.

Cm. Takxe

O6HoBneHne areHTa (cM. pasgen 15.3.2)

15.5. HacTpouka xpaHeHund n nepegaym coobitnin OC

Cobbitng OC, koTopble cobupatoT moagynu «\WinEventLog: c60p gaHHbIX 13 XypHasna cobbITU
Windows», «kETW: TpaccupoBka cobbituin Windows», «C60p gaHHbIX ¢ nomMoLbto Linux Audit» 1
«C6B0op AaHHbIX 13 GaifIoB XypPHaNoB», KALWNPYIOTCS B MaMdATK areHTa. Bbl MoxeTe HacTpouTb
nepepnavy cobbeitnin OC ¢ areHToB rpynnbl NoflydaTento, 3agaHHoMy B MaHndecTe (cm. pasgen 6.3),
NN OTKIIOYNTD ee.
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BHumaHwue! [1ng otnpasku cobbituin OC B MaxPatrol SIEM Ha areHTax rpynnbl 4oSIXeH 6biTb
yCTaHOBIEH 1 BKTIOYEH Moayb «HopmanuaaTtop». Cobbitng OC, ons KOTOPbIX HET NpaBus
HopMannsauum, 6yoyT oTnpaBeHbl B He06paboTaHHOM BUIE.

MpumeuaHune. CobbiTra NIb Bcerga oTnpaBnaioTcy B 3agaHHyo B MaHudecTe cuctemy. Ecnny
areHTa HeT COeiMHEHNS C CepPBEPOM areHToB, TO cobbITug IB ByayT XpaHUTbCS B K3LLe areHTa u
6yayT OTnpaBfeHbl NOCe BOCCTaHOBNEHNS COeANHEHIS.

> YT06bl HACTPOUTL XPaHeHNe 1 nepegady cobbiTnin OC:
1. B rnaBHom meHio Bbi6epuTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cuicteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTs Il Fpynnbi
areHToB — Ha ynpaBnsiowem cepBepe.

2. BbibepuTte rpynny.
3. BbibepuTe Bknaaky MapameTpbi.

4. B 6noke napameTpoB OTnpaBnsaTb cobbiTUa OC BbiGepunTe, HYXHO N OTAPaBASTb COBbITUS
OC co Bcex areHToB rpynnbl noflydaTento, 3agaHHoMy B MaHudecTe (cm. pasgen 6.3).

BapuaHT Tonbko Ha cepBep areHToB Heo6XoaNMO BbibUpaTb TOSIbKO B TOM Clyyae, ecnm
LN1S OTNPAaBKM COBLITUN BO BHELLHIOK CUCTEMY MO NpoTokony syslog ncnonbayetcs
ycTapeBLwmi mogynb «OTnpaBka cobbITui Ha syslog-cepBep».

5. B none Kaw Ha areHTe ykaxunTte MakCcrMasibHbIl pa3Mep Kalla COBbITUN Ha areHTe.

6. B rnone Bpems XxpaHeHUs1 COBbITUI B K3LLe YKax/Te MakCUManbHOe BpeMs XpaHeHus
CO6bITUI B K3LLIE Ha areHTe.

7. B none Makc. ckopocTb nepeaavm cob6biTUIA C areHTa ykaxuTe MakcriMasibHylo CKOPOCTb
nepenayn cobbITUli C areHTa Ha CepBep areHToB.

8. Haxmunte CoxpaHuTb.

19.6. OrpaHun4yeHmne CKOpoCTn Nnepeadn gaHHbIX Ha areHT

Mpwn CUNbHOI 3arpyske KaHana CBA3N Mexay areHTOM 1 CepBEepPOM areHTOB MOAY N MOryT paboTaTb
HecTabunbHO. Bbl MOXeTe orpaHnYnTb CKOPOCTb Nepenayn AaHHbIX Ha areHT, YTo6bl
KOHTPOSIMPOBaTb 3arpy3Ky kaHana. CKOpoCTb OrpaHnynBaeTCs A1 BCEX areHTOoB rpynnbi.

>  YTO6bI OrpaHnynTb CKOPOCTb Nepefayn AaHHbIX Ha areHT:
1. B rnaBHom meHio Bbi6epriTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cricteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTs Il Fpynnbl
areHToB — Ha ynpaBnsiowem cepBepe.

2. BblbepuTe rpynny.

3. Brbibepute Bknagky MapameTpbl.
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4. B none Makc. ckopocTb nepeaavm AaHHbIX Ha areHT yKaxXxuTe MakCcrMasbHylo CKOPOCTb
nepenayn faHHbIX C cepBepa areHTOB Ha areHT.

5. Haxmunte CoxpaHuUTb.

15.7. YoaneHne areHTa ¢ KOHeYHOro yCTpoucTBa

DTOT pasfesn coaepXnT MHCTPYKLMN MO YAANEHIO areHTa ¢ KOHEYHOro YCTPOCTBa.

B aTom pa3pgene

YpaneHue areHta B Windows (cm. pasgen 15.7.1)
YnaneHue arexta B Linux (cm. pasgen 15.7.2)
YnaneHue areHta B macOS (cm. pasgen 15.7.3)

YnaneHue ytunutbl Sysmon (cm. pasgen 15.7.4)

CM. Takxke

MaccoBag ycTaHOBKa 11 yaaneHmne areHToB ¢ nomoLLbio nnerndyka Ansible (cm. pasgen 15.2.3)

15.7.1. YoaneHune areHta B Windows

Ecnn Ha KOHEYHOM YCTPOICTBE YCTaHOBMEH ApaliBep CaMO3alUnThl, TO yOannTb areHT HEBO3MOXHO.
Mepen yoaneHnem areHTa HyXHO OTK/oUNTb camosalunTy (cMm. pasgen 15.4).

> Yt06bl yOanuTb areHT B Windows:
1. B KoHTeKcTHOM MeHto kHornku Fyck BoibepuTe nyHKT MpunoXXeHns 1 BO3MO)KHOCTM.

2. B cnucke ycTtaHoBneHHbIX mporpamm BbibepuTte Positive Technologies MaxPatrol EDR
Agent 1 HaxvnTe YaanuTb.

3. HaxmunTte YganuTb.

15.7.2. YpaneHmne areHTa B Linux

> YT06bl yOanuTb areHT, KOTOPbIN 6bls yCTaHOBMNEH N3 deb-nakeTa,

BbIMNONHUTE KOMaHay dpkg --purge vxagent.

> YT06bl yOanuTb areHT, KOTOPbI 6bin ycTaHoBNeH N3 RPM-nakeTa,

BbIMOJSIHATE KOMaHay rpm -e vxagent.

> UYT06bl yOanuTb areHT, KOTopbIl 6bis1 ycTaHoBneH n3 RPM-naketa B OC «AnbT CepBepy,

BbIMNONHUTE KOMaHpy apt-get remove --purge vxagent.
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15.7.3. YoaneHune areHta B macOS

> YT06bl yoanuTb areHT B macOS,

BbINOMHWTE KOMaHAy sudo /Library/vxagent/uninstall.sh.

15.7.4. YpaneHne ytunuTtbl Sysmon

YpaneHne areHTa ¢ KOHEYHOro yCTPONCTBA He BANSIET Ha yaaneHne yTnamTbl Sysmon, KoTopas 6bina
yCTaHOBMIEHa COOTBETCTBYIOLLUMM MOAYIEM.
>  YTo6bl yoanutb yTunnty Sysmon:

1. B komaHgHon cTpoke Windows nepengute B nanky C: \Windows:
cd C:\Windows

2. 3anycTtuTe yganeHune yTuinTbl;

sysmon_pt latest /u force
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16. PaboTa c akTmBamm

AKTNB — 39TO 060pYynOBaHMe, NMetLLee LEHHOCTb AN OpraHn3aunn 1 nognexatiee sawmTe ot
Knéepyrpos ¢ nomolubto MaxPatrol EDR. Cnncok Bcex akTUBOB CCTEMbl OTOGpaxaeTcs Ha
cTpaHunue AKTUBbI. [laHHble 06 aKTBE MOTYT 6biTb A06aBAEHbI B CMINCOK:

— Mpwn yCTaHOBKE areHTa;
— O6HapyXeHun akTBa B CeTU C NomMoLLbio Moayns «CkaHep cetu» (cm. pasgen 19.4.6.2);
— unmnopTe CSV-dalina ¢ gaHHbIMW.

MpumeyvaHue. B cton6ue NMocnegHee noaknioueHne oTo6paxaloTcs aata 1 Bpems nocnegHero
YCMELHOro NOAKITIOYEHNS areHTa K cepBepy areHToB. B oTnnumne ot gaHHbIX B cTonbue
MocnegHuit pas B ceTu Ha CTpaHuLe AreHTbl, 3TO 3HaYeHne He O6HOBNSETCS B peasibHOM
BPEMEHI 1 He 3aBVICUT OT TeKyLLEero ctaTtyca areHTa (cm. pasgen 15.1) — oHo ocTaeTcs
HEeN3MeHHbIM [0 CMeayloLWwero HOBOro NOAK/IOUYEHIS, AaXe eCni areHT B CeTu.

Ecnn B cuctemy noctynatoT faHHble 06 akTUBE, KOTOPbIN YXe eCTb B Crincke, 160 AOMNOHSAeTCs
CyLlecTByloLLasa 3anunch, 6o co30aeTcs HOBast — €Cr HOBbI UCTOYHMK AaHHbIX MMeeT 6o/ee
BbICOKWIA MPVIOPUTET 1 B HUX OT/IMYaeTcs XoTs 6bl oaunH napameTp (MAC-agpec, IP-agpec, FQDN
nnu Tun OC). Hanprmep, faHHble 06 akTuBe 6biv UMNopTnpPoBaHbl N3 CSV-daiina. Ecnn npu
CKaHNPOBaHW CETY OBHAPYXUNTCS akTUB C TakMM xe napameTpamu, Ho ¢ gpyrum FQDN, B cnncok
6ypneT nobaBieHa HOBas 3aruch.

MpumeyaHwme. VICTOYHVIKI MO NPUOPUTETY OT HANBOMbLUErO K HaMeHbLLEMY: areHT, CKaHep,
CSV-dann.

Bbl moxeTe yCTaHaBNMBaTb areHTbl Ha akTBbl, @ TakKXXe N3MeHATb BNONMOCTb akKTBOB 1
CI)I/IJ'IprOBaTb nx B Crincke.

O6Hapy)XeHne aKkTUBOB CKaHEPOM

Mopynb «CkaHep cetn» (cm. pasgen 19.4.6.2) kaxayo MuHYTY onpalumnsaeT nokanbHble ARP-
Tabnumubl (Ha y3nax ¢ yCTaHOBMEHHbIM MOAyNeM) 1 O6HapPYXNBaeT akTUBbI, HA KOTOPbIX eLLe He
YCTaHOBMEH areHT. [TOMUMO 3TOro, Moay/1b MOXET BbIMOMHATL akTuBHOEe ARP-ckaHnpoBaHue —
pacchbliky ARP-3anpocoB no Bcem granasoHam IP-agpecoB nogceTel, B KOTOPbIX HAXOOSTCS y3nbl C
yCTaHOBMEHHbIM MOAyneM. OTO NO3BOASET O6HaAPYXIMBaTb YCTPOMCTBA, KOTOPbIE He MoMnafatoT B
nokanbHyto ARP-Tabnnuy yana (Hanpumep, eCnv OHW AaBHO He 06MeEHNBaNNCh TPadKOM C STUM
y3/10M).

Yem 6onblie areHToB ¢ paboTaLwm moaynem «CkaHep ceTu», TeM Lnpe OXBaT 1 TeM 6orblue
aKTBOB MOXEeT 6bITb 06HapYyXeHo. lNocne obHapyxeHns akTnea nHGopMaLns O HEM aBTOMaTUYECKN
po6aBnseTcs Ha cTpaHuLy AKTUBBI.
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MMnopT gaHHbIX 06 aKkTMBaXx

Bbl moxeTe nmnopTtuposatb B MaxPatrol EDR gaHHble 06 akTuBax n3 CSV-daina. B daine kaxpas
CTpOKa QoMmKHa NpeacTaBnsaTb CO60I OOHY 3anucCb, faHHble B KOTOPOW pasfesnieHbl C MOMOLLbIO
3ansToll. B nepBoli cTpoke OoMKHbI BbIThb YeTblpe o693aTenbHbix nons: IP, MAC, FQDN, 0S. B kaxgon
3anuncum JosmkeH 6biTb IP-agpec, Bce ocTanbHble NapamMmeTpbl Heobs3aTeNbHble. B daline He [omkHO
6bITb 6onbLe 10 000 3anucen.

Mpumep KOPPEKTHOWN CTPYKTYPbI AaHHBbIX:

IP,MAC, FQDN,0S
203.0.113.174,B9:83:2C:C2:3C:41,jtb4vofd.3tbof7ztgblu.example.ru,darwin
203.0.113.149,, ,windows
203.0.113.70,84:0D:6B:B4:A0:37,cOcra2.ssadaacyb.7rnwbnfq3tol7ve.example.local,
203.0.113.179,C6:26:22:37:97:83,,1inux
203.0.113.74,58:ED:06:38:43:09,d-ed1113.b56.75kuxw.example.com,windows

>  YT06bI UMMOPTNPOBATb AaHHbIe 06 aKTUBaxX:

1. B rnaBHOM MeHto Bbibepute @ AKTUBDI.
2. Haxmunte AMnoprT.

3. Bblbepute CSV-dainn n Haxmnte OTKpPbITb.

YcTaHOBKa areHToB Ha akTUBbI

Bbl MOXeTe ycTaHaBnNMBaTb areHTbl Ha akTuBbl (CM. pa3nen 16). YctaHoBka Bo3aMmoxHa, ecnmn OC Ha
aKTBe NoaaepXnBaeTCs areHTOM 1 B CUCTEME eCTb XOTS 6bl OAWH areHT ¢ paboTaloWwmnm Mogynem
«YCTaHOBLLMK areHToB» (cM. pasnen 19.4.6.3).

o 14
BHumaHwme! [1ns KoppeKTHOM YCTaHOBKM Ha aKkTBe [OoMKeH 6biTb 3anyLeH SSH-cepeep ', a
Takxe paspelleHbl SSH-nogknouyeHns ¢ areHTa, Ha KOTOPOM paboTaeT Moay/b (Mo yMOnyaHuio
ncronbayeTcs nopT 22).

MpumeyaHue. Bbl MoxeTe Nonpo6oBaTb YCTaHOBUTbL areHT B Henogaepxusaemoin OC. B Takumx
OC B paboTe areHTa unm Mogynein MoryT BO3HUKaTb OLLNOKN.

>  YT06bI YCTaHOBWTb areHT Ha aKTWBblI:

1. B rnaBHOM MeHIO BblibepuTe @ AKTUBDI.
2. BbibepuTe ognH N HECKOSIbKO akT/BOB.
3. HaxmuTe YCTaHOBUTb areHT.

4. HaxmuTe YCTaHOBMUTD.
5

Bbi6epuTe cepBep areHToB, K KOTOPOMY HEO6XOAMMO NMOAKIIOYNTD areHTbl.

14 WNHcTtpykums no HacTpolike SSH-cepeepa B Windows npueeneHa Ha odurumansHom cante Microsoft.
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BHumaHwme! [1ng KoppekTHOro nogktoyYeHns areHToOB K CepBEpPY areHToB B MaHndecTe
(cm. pasgen 6.3) ons aToro cepBepa AoMXHa 6biTb YKasaHa 3anunch ¢ BHeWHUM IP-agpecom
1AV NOMHBbIM AOMEHHbIM nmeHem (FQDN).

6. Ecnun tpebyeTcs, BKNOUMTE YCTAaHOBKY areHToOB B Hernoaaepxneaembix OC.

7. BbibepuTe areHT ¢ Mogynem «YCTaHOBLUMK areHTOB», KOTOPbIN OYAET BbIMOHATL YCTaHOBKY.
8. Haxmute YcTaHOBUTD.

MpumeyaHwme. Bbl Takke MOXeTe YCTaHOBUTb areHT Ha KOHKPETHbIN akTUB N3 KapTOUKN akTUBa.

Mo YMOJTYaHMIO BCe aKTBbI ABNAIOTCHA BUOANMbIMNA. Bbl moxeTe CKpPbITb aKTnBbl, KOTOPbIE HE
npencTtaBngtoT 3Ha4YNMOCTIW A4 BacC. B manbHelwem Bbl CMOXeTe caenaTtb akT/Bbl BUANMbIMU.

N3meHeHune BUANMOCTN aKTUBOB

MpumeyaHune. CKpbITb akTVBbl C yCTaHOBMEHHbIM areHTOM HEBO3MOXHO.

I'Ipmmeanme. Nocne MOBTOPHOIO O6Hapy)KeHV|9l aKTMBOB BOVNMOCTb CKPbITbIX aKTUBOB HE
N3MEHUNTCY.

>  YTO6bl CKPbITb aKTUBbI:

1. B rnaBHOM MeHIo BblibepuTe E AKTuBbI.

2. Bbl6epVITe OOVH NN HECKOJ1IbKO aKTBOB.

3. Haxmunte © - CKpbITh.

> YT06bl COeNnaTb akTVBbI BUANMbIMU:

1. B rnaBHOM MeHIO BblibepuTe E AKTUBDI.

2. Bb|6ep|/|Te OdWVH NN HECKOJ1IbKO aKTBOB.

3. Haxmute ©® - CpenaTb BUAUMbIMM.

CwM. Takxe
YcTaHoBLUMK areHToB (cM. pasaen 19.4.6.3)

YpaneHue areHTta B MaxPatrol EDR (cm. pasgen 15.3.8)
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17. YnpaBneHwe rpynnamm areHToB

[anee npuBeneHa oCHOBHas MHPOPMaLNS O rpyrnax areHToB 1 AaHbl MHCTPYKLMK No paboTe ¢
HUMW.

B aTom pa3pene

O rpynnax areHToB (cMm. pasgen 17.1)

CospgaHwue rpynnbl (cm. pasgen 17.2)

KonuposaHue rpynnel (cm. pasnen 17.3)

PacnpocTpaHeHue rpynrbl Ha cepBepbl areHToB (cM. pasnen 17.4)

VIameHeHne napameTpoB rpynmnbl (cMm. pasgen 17.5)

YpaneHue rpynnbl (cMm. pasgen 17.6)

17.1. O rpynnax areHToB

Mpynna areHToB — 3TO OAWH U HECKOMBbKO areHTOB, O6beANHEHHbIX MO OnpeaeieHHOMY MPUHLMMY
L5 HA3HAYEHNS UM OOHUX U TeX Xe NonnTuk. Kaxablii areHT MOXeT HaxXOANTbCS TONbKO B OAHON
rpynne nnm 6biTb 6€3 rpynnbl. Bol MoxeTe cospaBaTb rpynnbl 1 NepemMeLLaTb areHTbl U3 OfHO
rpynnbl B Apyryto. ECAv areHT HaxoamTcs B rpynne, TO K HeMy MPUMEHSIOTCS BCe MONNTUKIA

(cm. pasgen 18), HasHauYeHHble Ha Hee.

Haunnag ¢ Bepcum 10.0 rpynnbl areHTOB CO3[al0TCS 1 HACTPaNBaOTCS Ha yNpaBsioLLEeM CepBepe.
Mocne aToro rpynmnbl BMECTE C Ha3HaUYeHHbIMU NONTUKAMUN PacnpOCTPaHSIOTCS Ha BblIGpaHHble
cepBepbl areHToB (cM. padnen 17.4). OTo No3BONSET LEeHTPan30BaHHO N3MEHSTb KOHDUIypaLumio
NONNTUK 1 aBTOMATUNYECKIN NMPUMEHSTb N3MEHEHIS Ha BCEX CBS3aHHbIX CepBepax.

MpumeuaHue. Ecnv cepBep areHTOB OAMH, TO FPYMbl PachpPOCTPAHSAOTCS Ha Hero
aBTOMaTNYEeCKN.

Mocne n3mMeHeHNs NapamMeTpOB rpynmbl, MONTIK 1 KOHGUIypauuy Mogynein 3anyckaeTcs
CUHXPOHM3aLUMNS faHHbIX Mexay YnpaBnsiowmM cepBepoM 1 cepBepamMi areHToB, Ha KOTopble OHa
pacnpocTpaHeHa. CUHXPOHM3aLUMs BbIMOMHAETCS B MOPSAKE OYepenm 1 MOXET 3aHATb HEKOTOpOoe
Bpems. CTaTyC CMHXPOHN3ALMN OTOBpaxaeTcs B KapTouke rpynmb.

pynnbl B pamMkax KOHKPETHOro cepBepa areHToB Tenepb co3naBaTb HEBO3MOXHO. Bbl MoxeTe
CKOMMPOBaTb CTapble Fpynmbl C JIO60ro cepBepa areHToB Ha YNpPaBnsioWwni cepeep
(cm. pasgen 18.3).
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FpynnbliareHtoe Q v + D Pa6ouue ctaHumm (Linux)
Pabouue cTamuwm (Linux) 2 Monutuku 3 CepBepbl 2 MapameTpbi
o Pabouume cTaHumu (Windows) o
=
e Cepsepsi (Linux) g Q HaseaHue unu onvcaHme Q
& o CepBepbl (Windows) o
_- CEDEGD areHToB CMHXDOHVBBLMR rpynnbi AreHToB B rpynne
Cepeep 1 @ 5 uoHa, 16:35 2
&
Cepsep 2 @ 5 uoHa, 16:34 —
=2}
I3
o
o
2]

PucyHok 8. CtpaHuua Fpynnbl areHTOB

Mpw BbIGOpE rpynnbl OTKPOETCS ee KapTouka, B KOTOPO Bbl MOXETE:
— npocMaTpuMBaTb CMNCOK Ha3HAYeHHbIX MOANTIK 1 Moaynei B HuX (cMm. pasgen 18.1);

— pacnpocTpaHdaTb FPynny Ha CepBepbl areHTOB N OTCNEXNBaTb CTAaTyC CUHXPOHN3aLMN
(cMm. paspen 17.4);

— 1N3MEeHaTb napameTpbl rpynnbl (cMm. pasgen 17.2).

17.2. CozgaHune rpynnbl

> YT06bI CO3naTh rpynny:
1. B rnaBHOmM meHio BbibepuTe & Fpynnbl areHTOB.

MpumeyuaHue. Ecnu B cucteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTh Il Fpynnbi
areHToB — Ha ynpaBnsiiouwem cepBepe.

2. Haxmute .
3. BeeguTe HasBaHMe rpynmnbi.

4. BblbepunTe cyLecTByOWMe METKN ANs 6bICTPOro Noucka rpynnbl UK 3agalite CBOW.

YnpaBeneHue rpynnamu areHToB
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5. B 6noke napameTpos OTRpaBnsaTb cobbiTusa OC BbibepuTe, HYXHO NN OTMPAaBNSTb COBbITUS
OC co Bcex areHToB rpynnbl noflydaTtento, 3agaHHoMy B MaHudecTe (cm. pasgen 6.3).

6. B 6noke napameTpos Camo3almMTa HOBbIX areHTOB Noc/ie aBTopu3aLum BbibepuTe,
HY>XXHO /11 BK/OYaTb CaMO3aLUnTy AS19 HOBbIX areHTOB Nnocse aBTopusaunn 1 fo6aBneHns B

rpynny.

MpumeuaHwme. [Npy NepemMeLLeHNN yXe aBTOPN30BaAHHOMO areHTa B rpynny cTaTyc
CamMOo3alLNTbl Ha HEM HE N3MEHSETCS.

7. Bnone Kaw Ha areHTe yKkaxuTe MakCuManbHbIli pa3mMep Kalla COBbITWI Ha areHTe.

8. B none Bpemsi xpaHeHUs1 CO6bITUI B K3lle YKaxuTe MakCuMarbHOe BPeMs XpaHeHns
COBbITUI B K3LLIE Ha areHTe.

9. B none Makc. ckopocTb nepeaaum cobbIiTUIA C areHTa ykaxunTe MakcriMasibHylo CKOPOCTb
nepenayn cobbITUli C areHTa Ha CepBep areHToB.

10. B none Makc. ckopocTb nepepaymn AaHHbIX Ha areHT YKaxuTe MakCuMasbHylo CKOPOCTb
nepenayn faHHbIX C CepBepa areHTOB Ha areHT.

1. Haxmute Co3paTb.

Bbl Takke MmoxeTe konvposaTh rpynnbl (CM. pasgen 17.3) nnn cosnaBaTtb X Npu NepemMeLLeHnn
areHToB (cMm. pasgen 15.3.4).

17.3. KonnpoaHwe rpynnbl

Bbl MOxeTe co3naBaTb HOBblE FPYMMbl areHTOB Ha OCHOBE UMEIOLLIXCS. [115 3TOro HyXHO
CKOMMPOBaTb NCXOQHYIO rpynny. Mpy 3TOM Ha HOBYIO IPYMMy Ha3HAYalTCH Te Xe NOANTUKY, KOTopble
ObIN Ha3HaYeHbl ICXOOHOW rpynne. OTO NOMe3HO B TEX Clydasx, Korga HyXHO He3HaunTeNbHO
N3MEHUTb Habop NOANTUK A1 HOBOW rpymnmbl.

>  YTO6bl cCKONMPOBAaTL FPynny:
1. B rnaBHom meHio Bbi6epriTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cuicteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTs Il Fpynnbi
areHToB — Ha ynpaBnsiowem cepBepe.

2. BblbepuTe rpynny.
Haxmute — Co3paTb Konuio.

BeeounTe Ha3BaHue rpynnbl.

Bb|6ep|/|Te cyuwecTByowme meTkin angd 6bICTpOFO NMowncCKa rpynnbl Nn 3apalTe CBOW.

o o & W

Ecnun TpebyeTcq, nsMeHnTe napameTpbl XpaHeHNs 1 nepenadn CUCTEMHbIX COBbITUI
(cm. pasgen 15.5).

7. Haxmute Co3paTb.
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17.4. PacnpocTpaHeHune rpynnbl Ha CepBepbl areHToB

Ecnn B cncteme eCcTb HECKOSIbKO CEPBEPOB areHToB, nepen 4o6aBneHemM areHToB B rpynrbl Bam
HY>HO pacnpOCTpPaHWTb 3TN FPYNbl Ha COOTBETCTBYIOLME cepBepbl. ECnun cepBep TONbKO OAVH,
rpynnbl PacnpoOCTPaHSATCS Ha Hero aBTomMaTtuyecku. Mpynna pacnpocTpaHseTcs BMecTe C
Ha3HaUYEeHHbIMU Ha Hee MNoNNTUKaMU.

>  YTO6bl paCcCnpoCTPaHNTb rpynny Ha CepBepbl areHToB:
1. B rnaBHom meHio Bbi6epriTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cicTeme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTs Il Fpynnbi
areHToB — Ha ynpaBnsiowem cepBepe.

2. BblbepuTe rpynny.
3. Bbibepute Bknapky CepBepbi.
4. BbINONHWUTE OOHO U3 CreayoLnx OeNCTBUIN:
- Ecnn rpynna ele He pacnpocTpaHeHa Ha cepBepsbl, HaxmuTe PacnpocTpaHUTb.

- Ecnn rpynna paHee 6bina pacnpocTpaHeHa Ha HEKOTOpble CepBepbl, HaXMUTe
PacnpocTpaHuTb rpynny.

5. BbibepuTe cepBepbl areHTOB, Ha KOTOPbIE Bbl XOTUTE PacnpOCTPaHNTb rpynmny.
6. Haxmunte PacnpocTpaHuTb.

Mpynna 6yneT pacnpocTpaHeHa Ha CepBepbl areHTOB. OTO MOXET 3aHATb HEKOTOPOE BPEMSI.
CTaTyCc CUHXPOHN3aLMK rpynbl C cepBepamMu oTobpaxaeTcd B Tabnuue. Mpu

BO3HVIKHOBEHWI OLUMGKN Bbl MOXETE NMOBTOPWTL Onepauuio no kHonke : — MoBTopuTb
onepaumio.

17.5. VIameHeHne napameTpoB rpynnbl

>  YTOOGbI NIBMEHNTb NapamMeTpPbl FPynmbl:
1. B rnaBHom meHio Bbi6epriTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cricTeme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTs Il Fpynnbi
areHToB — Ha ynpaBnsiowem cepBepe.

BoibepuTte rpynny.
BoibepuTte Bknagky MapameTpbi.

N3meHunTe napameTpbl rpynnbl (M. pasgen 17.2).

a c W N

Haxmunte CoXxpaHUTb.
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17.6. YpaneHune rpynnol

YpaneHune rpynnbl C cepBepa areHToB

Ecnun rpynna 6bina pacnpocTpaHeHa Ha cepBep areHTOB Mo oLWr6Ke i 6onblle He NCMonb3yeTcs,
Bbl MOXeTe yaanuTb ee. Ecnuv B rpynne ecTb areHTbl, C HUX 6yayT yAaneHbl BCe Mogysn.

> YT06bI yOanuTb rpynny ¢ cepBepa areHToB:

1. B rnaBHOM mMeHI0 BbibepuTe O Fpynnbl areHTOB.
2. BblbepuTe rpynny.

3. BbibepuTe Bknapky CepBepbi.

4

Bbi6epuTe cepBep areHToB.

5. HaxmuTte E - YpanuTtb rpynny ¢ cepsepa.

YpaneHue rpynnbl U3 CUCTEMbI

Ecnu rpynna 6bina cosgaHa no ownéke nnm 605blie He CNONb3YeTCs, Bbl MOXETe yaanuTb ee. Bbl
He MOoXeTe yaanunTb rpynny, PacnpoCTPaHEHHYIO XOTS 6bl Ha OAVH CepBeEp areHToB.

>  YTO6bl yoanuTb rpynny areHToB:
1. B rnaBHOM MeHto Bbibepute 0o Fpynnbl areHToOB.

MpumeyaHue. Ecnn B cricteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTs Il Fpynnbl
areHToB — Ha ynpasBnsiiowem cepBepe.

2. BblbepuTe rpynny.

3. HaxmwuTte - YpanuTtb 1 NOATBEPANTE yaaneHmne.
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18. YnpaBneHue nonntnkamm

[anee npreeneHa oCHOBHa4 |/|Hc|>op|v|a|_|,|/|9| O MONNTNKaxX N AaHbl NHCTPYKLUNKX NO pa60Te C HNMI.

B aTom pa3pene
O nonutukax (cm. pasgen 18.1)
LLla6noHbl nonuTuk (cm. pa3nen 18.2)

Mepexopn Co CTapbIX FPYyMn areHToB 1 NMOMNTVK Ha HOBbIe Ha yrpaBnsioLLeM cepBepe
(cMm. pasgen 18.3)

CozpgaHue nonntuky (cm. pasgen 18.4)

Monb3oBaTenbckasa akcnepTuaa (cm. pasgen 18.5)
KonuposaHune nonutukn (cMm. pasgen 18.6)

HasHauyeHre noanTuky Ha rpynny areHToB (cMm. pasgen 18.7)
VIsmeHeHmne napameTpoB nonntky (cm. pasgen 18.8)
CHATMe NoANTUKN C rpynnbl areHToB (CM. pasnen 18.9)

YpnaneHue nonutuku (cm. pasgen 18.10)

18.1. O nonnTmkax

Monntnka — 3TO MexXaHN3M yrnpaBfeHNs NOCTaBKOW MOAYJ1el areHTOB B TOW W NHOW
KOHPUrypaumm Ha KOHeYHble YCTPONCTBA. [lonnTrka COCTONT U3 NepeyHs Mogyen, n nocne
Ha3HaYeHNs NONNTIKI Ha rPYMmy areHTOB 3T MOAY/IM aBTOMAaTNYECKN YCTaHaBNNBAOTCS Ha BCeX
areHTax rpynmnoi.

MpumeyaHue. B HeKOTOPbIX CryYasix Mogy/b He ByAeT YCTaHOBMEH Ha areHTe, Hanpruvep ecnu
OH He nopaepXnBaeTcs onepaLioHHON CUCTEMON KOHEYHOr O YCTPOWCTBA.

HauunHaga ¢ Bepcun 10.0 nonnTmnkmn co3natoTcs U HacTpanBaloTCS Ha yrpasnstoLem cepaepe. 9To
No3BOJISeT LLEeHTPaNN30BaHHO N3MEHSATb X KOHOUIypaLmio 1 aBTOMaTNYeCKN MPUMEHSTb
N3MEHeHNs Ha BCex cepBepax areHToB. [locne nameHeHns napameTpoB NOANTUKA N
KOHPUrypaumm Moaynen 3anyckaeTcs CUHXPOHN3aUMS AaHHbIX MexXay ynpaBnsiow M CEpPBEPOM 1
cepBepamMy areHToB, Ha KOTOpPble PacnpPOCTPaHeHbl FPYMMbl C 3TOW NOAUTUKON. [MonnTKK B pamKax
KOHKPETHOro cepBepa areHToB Ternepb Co3faBaTb HEBO3MOXHO. Bbl MOXeTe ckonvpoBaTb cTapble
NonnTVKIK C N060ro cepBepa areHToB Ha yrnpaBnsiolnin cepep (cm. pazgen 18.3).

Bbl MOxeTe co3pnaBaTb CBOV MOMUTUKIM C MOMOLLbIO BCTPOEHHbIX LWabnoHOB (CcM. pasaen 18.2).
Crcok Bcex NonmTik oTobpaxaeTcs Ha cTpaHuLe MonuTukw.
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HH MonnuTukm a v + O O6HapyxeHue yrpos B Linux
m OBHapyxeHue yrpos B Linux : Moaynu 3 Mpynnbr 2 MapameTpbl SKcnepTusa
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PucyHok 9. CtpaHunua Monntuku

Mpw BbiBOpe NOANTMKM OTKPOETCS ee KapToyka, B KOTOPOW Bbl MOXeTE:
— yMpaBngaTb MOAYASAMU areHToB (cM. pasgen 19);

— HasHayaTb NoNUTUKY Ha rpynnbl (cMm. pasgen 18.7);

— 1N3MEeHaTb napameTpbl noauTuky (cm. pasgen 18.4);

— BbI6MpaTb HaboPbl SKCNEPTUIbI, KOTOPbIE ByAYT NCMONb30BaTHCS.

CmMm. Takxe

YnpaBneHne Mmogynamu areHTa (cMm. pasgen 19)

18.2. LLlabnoHbl nonnTmk

Bbl MOXxeTe coznaBaTb NOANTUKI N3 WabnoHoB. LLa6noH noanTuky cogepXnTt HaGop Mogynen u nx
KOHPUrypaumo ong peLlleHns onpenenenHbix 3agad. B cucteme ectb HECKOMBbKO CTaHAAPTHbIX
LWIaBNOHOB NMOMNTUK, KOTOPble CkoHdUrypupoBaHbl akcnepTamm Positive Technologies.
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HasBaHue

Tabnuua 36. CTaHgapTHble WabioHbl MOANTIK

OnucaHue

Mopynu

C6op gaHHbIX C
KOHTPO/NEepoB
fomeHoB (Linux)

MonuTukn Ha 6a3e aToro WabnoHa NpegHasHauYeHbl og
c6opa gaHHbIX Ha paboumx CTaHLUNUSX MOA yrnpaBieHnem
Linux

«Aapo (BHYyTpeH-
HWIA cepBucC)»,
«Hopmanunsza-
Top», «C60p
[LaHHbIX C MOMO-
wibto Linux
Audit»

C6op gaHHbIX C
cepBepoB (Linux)

MonuTtukn Ha 6a3e aToro WabnoHa NpegHasHauYeHbl og
cbopa faHHbIX Ha cepBepax rnopg yrnpasneHnem Linux

«Aapo (BHYyTpeH-
HIN CEPBIC)»,
«Hopmanunsza-
Top», «C60p
[LaHHbIX C MOMO-

wblo Linux
Audit»
O6HapyxeHne MonuTukn Ha 6a3e aToro WabnoHa NpegHasHauYeHbl og «Koppengarop
yrpo3 B Linux OGHapyXeHNs Yrpo3 Ha KOHEYHbIX YCTPONCTBax Nog (Linux)», «Mpo-
(6e3 ynpaeneHnem Linux. B Takux nonuTmkax He HaCTPOEeHO Bepka pannos no
PT Sandbox) aBTOMaTNYeCKOe pearnpoBaHune, Nx pekoMeHOoyeTCd NC- | XeL-CyMMe»,
MoJfIb30BaTb COBMECTHO C MOMMTUKamMuy 4as céopa gaH- «YARA-ckaHep»
HbIX 1 PYYHOrO pearnpoBaHs
O6HapyxeHune MonuTrkn Ha 6a3e 3Toro WwabnoHa NpegHasHavYeHbl ANg «KoppensTtop
yrpos B Linux (c OB6HapYXXeHNS Yyrpo3 Ha KOHEYHbIX YCTPOMCTBaxX Nnog (Linux)», «Mpo-
PT Sandbox) ynpasneHnem Linux (Bkroyas nposepky $alifos B Bepka pannos no
PT Sandbox). B Takux nonnTtukax He HaCTPOEHO aBTOMa- | XeLl-CyMmMmey,
TNYecKoe pearnpoBaHmne, X PeKOMeHOyeTCs NCMNonb30o- «YARA-ckaHep»,
BaTb COBMECTHO C MONUTUKamMu Ans c6opa faHHbIX 1 pyd- | «[poBepka
HOro pearnpoBaHus ¢dainnos B
PT Sandbox»
PearnpoBaHue MonuTukn Ha 6a3e 3Toro WabnoHa NpegHasHauYeHbl og «Bnoknposka
Ha yrposbl PYYHOrO pearnpoBaHng Ha NOJO3pPUTENbHbIE NN BPEdo- | YYeTHbIX 3anu-
(Linux) HOCHble OeNCTBINS Ha KOHEUHbIX YCTPOWCTBaxX MOM ynpaB- | ceiy, «3aBeplLue-

neHvem Linux. Takne nonnTtuky HeO6XoAMMO NCMOb30-
BaTb COBMECTHO C NONuTuKaMu ans cb6opa aaHHbIX 1 06-
HapyXeHns yrpos

HMe MpoLLeccoB»,
«YpaneHuve
dainnoB», «Ka-
paHTuH», «[lepe-
HanpaBneHue
DNS-3anpocos
(sinkholing)»

yrlpa BfieHne NonnmTnkKamm
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Ha3BaHue

OnucaHue

Mopynu

O6HapyxeHune
yrpos un pearu-
poBaHue B Linux
(6e3

PT Sandbox)

MonuTukn Ha 6a3e aToro WabnoHa NpegHasHauYeHbl og
OBHapYXeHNS Yyrpo3 N aBTOMaTUYECKOro pearnpoBaHus
Ha KOHEeYHbIX YCTPOMCTBax nopg ynpasnennem Linux. Ta-
Kne nonmTUKN PeKOMEHAYETCS NCMOIb30BaTb COBMECTHO
C NONNTVKON ANg c6opa AaHHbIX

«KoppensaTtop
(Linux)», «Mpo-
Bepka pannos no
XeL-CyMMme»,
«YARA-ckaHep»,
«bnoknposka
YYETHbIX 3anu-
celny, «3aBeplLue-
HMe rMpoLLeccoB»,
«YpaneHune
dannoB», «Ka-
paHTuH», «[lepe-
HanpaBneHue
DNS-3anpocos
(sinkholing)»

O6HapyxeHne
yrpos un pearu-
poBaHue B Linux
(c PT Sandbox)

MonuTukn Ha 6a3e aToro WabnoHa NpegHasHayYeHbl oig
O6HapYXeHNs yrpo3 N aBTOMaTUYEeCKOro pearnpoBaHmns
Ha KOHEeYHbIX YCTPOMCTBaxX nopg ynpasneHmem Linux
(Bkntoyag npoBepky darnos B PT Sandbox). Takne nonn-
TUIKN PEKOMEHIYETCS NCMONb30BaTh COBMECTHO C MOAn-
TVIKOW OS19 c60pa AaHHbIX

«KoppenaTtop
(Linux)», «Mpo-
Bepka pannos no
XeL-CyMme»,
«YARA-ckaHep»,
«[poBepka
dainnos B

PT Sandbox»,
«BnokmnpoBka
YYETHbIX 3anu-
cel», «3aBepLue-
HMe NpoLLecCcoB»,
«YpaneHune
dannoB», «Ka-
paHTuH», «[lepe-
HanpaBneHne
DNS-zanpocos
(sinkholing)»

C60op gaHHbIX C
paboumx cTaH-
uun (Windows)

MonunTunkn Ha 6a3e 3TOoro WabsioHa NpeaHasHauYeHbl ong
c6opa gaHHbIX Ha paboumnx CTaHLUMUSX Mo ynpaBieHnem
Windows.

B LWwabnoHe HaCTpOEHO oTCnexXmnBaHne XypHanos
Security, Kaspersky Endpoint Security, Kaspersky Event
Log. Microsoft-Windows-Windows Defender/
Operational, Microsoft-Windows-Sysmon/Operational,
Microsoft-Windows-PowerShell/Operational, Microsoft-
Windows-TaskScheduler/Operational, System,

«Anpo (BHYyTPEH-
HWIA CepBuC)»,
«WinEventLog:
CcH0Op AaHHbIX 13
XypHana cobbl-
T Windows»,
«ETW: Tpaccn-
pOBKa COBbITUIA
Windowsy,

yrlpa BfieHne NonnmTnkKamm
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Ha3BaHue OnucaHue Mopynu
Application. Takxe B LWabnoHe HaCTpOeHa Nognmncka Ha «YCTaHOBLLMK
cobbiTus npoBangepos Microsoft-Windows-WMI- Sysmony, «<Hop-
Activity n Microsoft-Windows-Kernel-Process Manm3aTop»

C60op gaHHbIX C
KOHTPO/NepoB
OOMEHOB
(Windows)

MonunTunkn Ha 6a3e 3TOoro WabsioHa NpegHasHaYeHbl ons
c6opa AaHHbIX Ha KOHTpONepax AOMEHOB Mnof, yrnpasne-
Huem Windows.

B wabnoHe HaCTPOEeHO OTCNEeXMBaHNE XypPHaNoB
Security, Kaspersky Endpoint Security, Kaspersky Event
Log, Microsoft-Windows-Windows Defender/
Operational, Microsoft-Windows-Sysmon/Operational,
Microsoft-Windows-PowerShell/Operational, Microsoft-
Windows-TaskScheduler/Operational, System,
Application, DhcpAdminEvents, Microsoft-\Windows-
Dhcp-Server/Operational, Microsoft-Windows-Dhcp-
Server/FilterNotifications, Directory Service, DNS Server,
Active Directory Web Services, DFS Replication. Takxe B
WabnoHe HaCTpPOeHa NOoANMCKa Ha CobbITUS NpoBargepa
Microsoft-Windows-Kernel-Process

«9apo (BHYyTpEH-
HWIA cepBuc)»,
«WinEventlLog:
CcOOop AaHHbIX N3
XypHana cobbl-
T Windowsy,
«ETW: Tpaccu-
poBKa CObbITUIA
Windowsy,
«YCTaHOBLUVIK
Sysmony, «Hop-
Manm3aTop»

C60p faHHbIX C

MonuTtnkn Ha 6a3e aToro WabnoHa NpegHasHadYeHbl os

«Anpo (BHYyTPEH-

cepBepoB c6opa gaHHbIX Ha cepBepax nopg ynpasneHnem Windows. | HWIA cepBUC)»,
(Windows) «WinEventLog:
B wabnoHe HaCcTpOeHO OTCNeXMBaHMe XypHanoB
: : : c60p OaHHbIX 13
Security, Kaspersky Endpoint Security, Kaspersky Event
Log. Microsoft-Windows-Windows Defender/ >|<yE)Ha'na COGbI-
Operational, Microsoft-Windows-Sysmon/Operational, i W|ndows>>,
Microsoft-Windows-PowerShell/Operational, Microsoft- CETW: Tp6accm:
Windows-TaskScheduler/Operational, System, Wigisvos»blmm
Application, DhcpAdminEvents, Microsoft-Windows- «yCTaHOBLI'.I,I/IK
Dhcp-Server/Operational, Microsoft-Windows-Dhcp- Sysmony, «Hop-
Server/FilterNotifications, Directory Service, DNS Server, MinmsaTc;p>>
Active Directory Web Services, DFS Replication. Takxe B
LWabioHe HacTpoeHa Noanmncka Ha cobbITUs NpoBargepa
Microsoft-Windows-Kernel-Process
O6HapyxeHne MonuTukn Ha 6a3e aToro WabnoHa NpegHasHauYeHbl ois «KoppensaTtop
yrpos3 B OBHapyXeHns yrpo3 Ha areHTax nog, ynpaeneHnem (Windows)»,
Windows (6e3 Windows. B Takux nofinTrkax He HacTPOEHO aBToOMaTu- «[MpoBepka
PT Sandbox) yeckoe pearnpoBaHue, Nx pekoMeHayeTCsd NCNonb3oBaTb | dalisioB Mo xeLl-
COBMECTHO C NoAnTKamMmu gis c6opa AaHHbIX 1 PyYHOro cymme», «YARA-
pearnpoBaHnNg cKaHep»
O6HapyxeHune MonuTukn Ha 6a3e aToro WabnoHa npegHasHadYeHbl os «Koppenstop
yrpos B OBHapyXeHns yrpo3 Ha areHTax nog, ynpaeneHnem (Windows)»,
Windows (c Windows (Bkntouas npoBepky dannos B PT Sandbox). B «[MpoBepka
PT Sandbox) Taknx NOINTUKAX He HaCTPOEHO aBTOMAaTN4YeCKoe pearn- | GainoB No xeLl-
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Ha3BaHue

OnucaHue

Mopynu

pOBaHNe, NX PEKOMEHLYETCS NCMOJSIb30BaTb COBMECTHO C
NoNUTKaMu Ans céopa AaHHbIX 1 PyYHOro pearnpoBa-
HKS

cymme», «YARA-
ckaHep», «[1po-

Bepka ¢annos B

PT Sandbox»

PearnpoBaHune
Ha yrposbl
(Windows)

MonuTuky Ha 6a3e 3Toro WwaboHa NpegHasHadYeHbl oig
PYYHOro pearnpoBaHng Ha NoAO3PUTENbHbIE NN BPELo-
HOCHble 0eCTBNS Ha KOHEYHbIX YCTPOWCTBaxX nopg yrnpas-
neHmnem Windows. Takue noanTnKn Heobxoammo nc-
NoSIb30BaTb COBMECTHO C MONUTUKaMu s céopa aaH-
HbIX 1 OBHAPYXEHNS Yrpo3

«bnoknposka no
IP-agpecy»,
«Bnokmnposka
YUETHbIX 3anu-
celr, «3aBepLue-
HM1e NpoL,eccoBy,
«YpaneHune
dannoB», «Ka-
paHTuH», «[lepe-
HanpaBneHne
DNS-zanpocos
(sinkholing)»,
«3onaunga
y3/10B»

O6HapyxeHune
yrpos un pearu-
poBaHue B
Windows (6e3
PT Sandbox)

MonuTnKn Ha 6a3e 3TOro WabioHa NpeaHasHadveHbl od
06HapYXeHNs Yrpo3 11 aBTOMaTNYEeCKOro pearnpoBaHns
Ha KOHeYHbIX yCTpolicTBax nog ynpasneHnem Windows.
Takue NoNUTUKN peKOMeHOYeTCS NCMoNb30BaTb COB-
MECTHO C MOSITUKON AN c6opa AaHHbIX

«Koppengartop
(Windows)»,
«[MpoBepka
dannoB No xeLwu-
cymme», «YARA-
ckaHep», «bno-
KupoBka rno IP-
appecy», «bno-
KNpOBKa y4yeT-
HbIX 3annceny,
«3aBepLUeHne
npoLLeccoBy,
«YpaneHune
dainnoB», «Ka-
paHTuH», «[lepe-
HanpaBneHne
DNS-3anpocos
(sinkholing)»,
«3onauns
y3/10B»

O6HapyxeHune
yrpos v pearu-
poBaHue B
Windows (c
PT Sandbox)

MonuTuky Ha 6a3e 3Toro WabnoHa npegHasHadeHbl os
O6GHapyXeHns yrpos 1 aBTOMAaTUYECKOro pearnpoBaHus
Ha KOHeYHbIX yCTpoMCcTBax nof ynpasneHnem Windows

«Koppengartop
(Windows)»,
«[poBepka
¢dalnoB no xew-
cymmey, «YARA-
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Ha3BaHue OnucaHue Mopynu
(Bkntouas npoBepky dannos B PT Sandbox). Takne nonun- | ckaHepy, «[po-
TVIKW PEKOMEHIYETCS NCMONb30BaThb COBMECTHO C Mon- | Bepka dannos B
TVKOW AS1s c60pa AaHHbIX PT Sandbox»,
«BnoknpoBka no
IP-agpecy»,
«bnoknposka

YYETHbIX 3anu-
celny, «3aBeplLue-
HMe rMpoLLeccoB»,
«YpaneHune
dannos», «Ka-
paHTuH», «[lepe-
HanpaBneHne
DNS-3anpocos
(sinkholing)»,

«3ongauma
y3510B»
VIHTerpauung c Monutrkn Ha 6a3e 3Toro WabnoHa NnpegHasHavYeHbl ANg «CKaHunpoBaHue
MaxPatrol VM CKaHNPOBaHNS B pexunume aygunta 1 oTrpaBkun pesynbTa- B pexvme ayau-
ToB B MaxPatrol VM Ta

(MaxPatrol VM)»

18.3. lNepexoa co cTapbIX FPYnmn areHToB 1 MOSNTMK Ha HOBble
Ha ynpaBnsoLlem cepBepe

HauunHas ¢ Bepcum 10.0 rpynnbl areHToB 11 NOANTUKIA CO30aI0TCS 11 HACTPAaNBAIOTCS Ha yNpaBAsioLwem
cepBepe. Nocne aToro rpynrbl BMECTE C Ha3HaUYeHHbIMU NOANTKAMUN PacnpOCTPaHSIOTCS Ha
HeobxoanMble cepBepbl areHToB. OTO NO3BONSET LLEHTPANN30BaHHO N3MEHSATb KOHbUIypaLmio
MONNTIIK 1 aBTOMATNYECKN NMPUMEHSTb N3MEHEHIS Ha BCEX CBA3aHHbIX CepBepax, YTo CYLLECTBEHHO
CoKpaLllaeT BpeMs Ha aAMUHNCTPUPOBaHNE KPYMHbIX CUCTEM CO MHOXECTBOM CEPBEPOB areHTOB.

Mepexon Co CTapbIX Py areHToB 1 MONNTIK, KOTOPbIe NPUBS3aHbl K KOHKPETHbIM CepBepam
areHToB, Ha HOBble Ha YMNpPaBNsoLLEM CepBepe BbIMOMHAETCS MO clieyoLemMy CLeHapuio:

1. KonupoBaHne HeobxoanmMbIX FPyYm Ha ynpaBngowuin cepeep (cm. pasgen 18.3).
KonunpoBaHne HeobxoanmbIxX MOANTUK Ha ynpaBnsowmin cepeep (cm. pasgen 18.3).

HasHaueHne HOBbIX MONNTKK Ha rpynnbl (CM. pasgen 18.7).

LS

PacnpocTpaHeHue rpynn Ha cepBepbl areHTOB, eC/N CEPBEPOB B CcTeMe 6011blle OAHOro
(cMm. paspen 17.4).

5. TNepemelleHne areHToB U3 CTapbIX Py B HOBble Ha cepBepax areHToB (cM. pasaen 15.3.4).
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CosgaHue Kkonuu rpynnbl Ha ynpaBngiowWem cepBepe

> YT06bI CO3aTb KOMWIO FPYMMbl Ha yNpaBAsioLLEeM cepBepe:

1. B rnaBHOM MeHIO BblibepuTe ﬁ Fpynnbl areHToB —> Ha cepBepe areHToB (cTapbie).
2. BbibepuTe rpynny.

3. Haxmunte Co3paTb KONMIO Ha ynp. cepBepe.

Co3pgaHune Konum NOJINTUKN Ha ynpasngdouwem cepBepe

> YT06bl CO3aaTb KOMMIO NONTUNKNA Ha ynpaB/gdioLllem cepBepe:

1. B rnaBHOM MeHIo Bblibepute Q Monutukn - Ha cepBepe areHToB (cTapbie).
2. BblbepuTte nonuTuky.

3. Haxmunte CospaTb KONUIO Ha yNnp. cepBepe.

18.4. Co3paHme nonnTunkn

Bbl MoXxeTe coznaBaTb NOANTUKIN Ha 6a3e WabnoHoB (cM. pasgen 18.2) unn nycTole. B nonnTtukax,
KOTOpble co3faHbl Ha 6a3se WabnoHoB, fobaBneHbl Moayn (cM. pasgen 19.1) ons pelweHus
onpefeneHHblX 3agad U HacTPOeHbl aBToMaTudeckne aenctauns. MNonntukn Ha 6ase WabnoHoB o4
OBHapyXeHns yrpos U pearnpoBaHing MOXHO cpasy MCMNob30BaTb Ha areHTax. B nonutnkax ¢
MOZYNSMU MHTErpaLuny BaM NpeaBapuTenbHO HYXXHO HACTPOUTb MOOKMIOYEHINE K BHELLHIM
cuctemam. [ocne cospaHns NyCToM NONNTUKIN BaM HYXXHO [O6aBNTb B HEE MOAY /N

(cm. pasgen 19.2.1), ckoHdburypupoBaTth nx (cM. pasgen 19.4) n HaCTpoWTb aBTOMaTNYeCcKne OencTBus
(cMm. pasgen 19.5).

> YT06bI CO30aTb NOMNTIKY:
1. B rnaBHOM meHI0 BbibepuTe E Monutukm.

MpumeuaHwue. Ecnu B cnucteme ecTb CTapble NOANTIMKY, B MEHIO HYXHO Bbl6paTb a
Monutukm - Ha ynpaBnsiowem cepBepe.

Haxmnte +.

Bbi6epuTe WwabnoH (cm. pasnen 18.2), Ha 6a3e KOTOPOro Bbl XOTUTE CO30aTb MOMNTUKY.
Beenute Ha3zBaHWe NOANTUKIA.

Bbibepute Bepcun Mmogynein oas aBToMaTnyeckoro 06HOBNEHUS U OTKOYNTE ero.

BbiGepuTe cyLiecTByoLME METKI ANs 6bICTPOro novcka NoOANTUKIA UV 3afaiTe CBOW.

N o o &~ 0D

Haxmunte Co3paTb.

Bbl Takxxe MoxeTe co3naBaTb KOMu CYLLECTBYIOLLMX MNOAUTUK (CM. pasnen 18.6).
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18.5. Nonb3oBaTenbcKkas akcnepTunsa

Bbl MOXeTe ncnonb3oBaTb COBCTBEHHYIO aKenepTuay npu pabote ¢ MaxPatrol EDR.

B aTom pa3pene
MpaBuna koppenauumn n Hopmanusauum (cm. pasgen 18.5.1)

Xel-cyMMbl nofo3puTesibHbix dannos (cMm. pasgen 18.5.2)

18.5.1. paBuna koppenaunm n HopmMmanmsawmm

B 6a3e 3HaHum PT KB cuctembl MaxPatrol 10 Bbl MoxeTe co3gaBaTb HaGopbl 9KCNepT3bl C
COBCTBEHHbIMI NMpaBuiamMmmn Koppenaunm, HopmMmanmsaunm 1 TabandHbIMy cnnckamimn. ST Habopbl Bbl
moxeTe 3arpy3utb B MaxPatrol EDR gng ncnonb3oBaHug B mogynsx «Koppensatop» n
«HopmannsaTop». OTo NO3BONUT a4anTMpPoBaTh PaboTy Moayeit nog Bawly UHGPaCTPYKTYpPY.
Hanpumep, Bbl MOXeTe UCKIIOUNTb HEHY>XHbIE NpaBuna ois onTuMN3aunmn Harpy3kil Ha KOHeYHble
YCTPOWCTBa U 0O6aBnTb CBOW NpaBwia A9 O6HaPYXEHNS Yrpo3, XapakTepHbIX A9 Ballero
HecTaHgapTHoro [M0O.

Ecnu B PT KB BHecnn nameHeHuns B Habop, BamM HYXHO 06HOBUTb ero B MaxPatrol EDR. Mpw
O6HOBNEHNN Habopa Co3anaeTcs ero HoBas Bepcus. Habopbl C HECKONbKMI BEPCUSMI OTMEYEHbI B

Cnncke 3Ha4ykom .B MOAOYyNAX Bbl MOXeTe NCIMOoJIb30BaTb mo6y+o Bepcuto Ha6opa.

BHumaHune! C Bepcun MaxPatrol EDR 8.1 ucnonbsyetcsa HoBag Bepcus SDK akcnepTusbl. [ng
NCMoJIb30BaHNS COBCTBEHHbIX HA6OPOB IKCMEPTU3bl BaM HY>XXHO O6HOBUTL UX.

Ecnun npaBuna koppensgunmn B Habope npegycMmaTprBatoT 3anofHeHNe TabNnYHbIX CMNCKOB, TO 3TO
6yneT npoucxoanTtb Tonbko B MaxPatrol EDR: B PT KB TabnnyHble cnvcku n3MeHeHbl He ByayT.
Kpowme Toro, cogepxumoe tabnunyHbix cnnckos B MaxPatrol EDR aBTomaTunyeckn He 06HOBNSETCS
npu nx nameHeHunn B PT KB. B aTom criydyae Bam HyXHO 06HOBUTb HAbop 3KCMepTu3bl.

Ecnun Bbl ynanute Habop B MaxPatrol EDR, mogynu npogosmkaT ncnonb3oBaTh 3KCMepTn3y U3 Hero.
Ecnn yoaneHHbIn Habop MCrosb3oBancs B lWabnoHax nonnTuk (cm. pasanen 18.2), nx HyxHo
nepecosgaTtb.

3arpyska HabopoB aKcnepTU3bI

BHumaHwue! Bbl MmoxeTe 3arpy3utb Habopbl 9KCNepTn3bl TONbKO B TOM criyyae, ecnu MaxPatrol EDR
ncnonb3yeTtcs coBmecTHO ¢ cuctemon MaxPatrol 10.

> YT06bI 3arpy3unTb Habopbl akcrnepTuabl B MaxPatrol EDR:

1. B rnaBHOM MeHIo Bblbepute @ Cuctema ~> Ha6opbl a3KCnepTU3bl.
2. Haxmunte 3arpy3uTb.

3. BbibepuTe ognH nnm HECKObKO HaGopPOoB.

4

Haxmunte 3arpysuTb.
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Bbi6op HabopoB aKCNepTU3bl B NOJINTUKE

[ng ncnonb3oBaHns sKCNepTu3bl N3 BalLX HABOPOB X HYXXHO BbI6paTb B MapamMmeTpax NonTNKA C
mogynamun «Koppendatop» n «HopmannzaTtop».

BHumaHwme! icnonb3oBaHme nonb3oBaTeNbCKMX MpaBul HOpMann3aLwnm MOXeT NOBANSTb Ha
paboTy Opyrux MOAyJsien Ha areHTe B cnydae, ecim HopmMaan3oBaHHOe CobbiTue He ByaeT
cofepxaTb Heo6xoanMble 4N9 3TUX MOAYNen AaHHbIe.

> YT06bI Bbl6paTb Ha60pbl OKCMnepTn3bl B NOJINTHKE:!

1. B rnaBHOM MeHIO BblibepuTe E Monutukm.

MpumeuaHue. Ecnu B cucteme ecTb cTapble NOMUTMKN, B MEHIO HYXHO BbibpaTb E
Monutukm - Ha ynpaengiouwem cepsepe.

Bblbepute nonnTuky.
BbibepuTte Bknagky dKcnepTusa.

Bbibepute Habopbl 419 Moaynen.

a c W N

Haxmunte CoxpaHuUTb.

18.5.2. Xelu-cymmbl nogo3puTenbHbIX dannoB

Bbl moxeTe 3arpy3utb B MaxPatrol EDR CSV-daiin ¢ xeww-cymmamy nogo3puTesibHbiX dannos un
MCMoMb30BaThb 3TW AaHHble 19 06HapPYXEeHNs yrpo3 ¢ nomoLlbio Mogyng «[posepka aiioB no
xel-cymme» (cm. pasnen 19.4.3.3). B daine kaxpgas CTpoka fomkHa NpeacTaBnsTb CO60M OgHY
3anunchb, faHHble B KOTOPOW pa3faeneHbl C MOMOLLBIO 3angTOW U TOUKK € 3angToil. B nepBoin cTpoke
LOMXKHbI 6bITb TpU 0693aTenbHbix nong: hash_md5, hash_sha256, threat_type. B kaxgoin 3anucu

OOJIKHa 6bITb Kak MUHUMYM OfjHa Xell-CyMMa 1 TUM yrpo3dbl. B daline He 0omkHO 6biTb 60nbLue
99 999 3anucei.

MpuMep KOPPEKTHOWN CTPYKTYPbI AaHHBbIX:

id,hash_md5,hash_sha256,threat_type

1,,0057cec9al10av49bofc68b8a58ec5b2871dfe6a95¢c27712c4d75aedad38b127a, Trojan-
Ransom.Azov_Wiper.Unknown

2,,0057e0e904849a8a58ec5b2871dfe6a9d35782565c9cfc68b02999aeffebb9d3, Trojan-
PSW.Deathransom.Unknown

> Yt06bI 3arpy3ntb CSV-dann:

1. B rnaBHOM MeH0 Bbibepute @ Cucrtema — Ha6opbl akcnepTusbil.
2. B naHenn Mopynu BbiGepute MpoBepka ¢paninos no xew-cymme.
3. Haxmwute 3arpy3utb dpainn.

MpuMeuaHue. Bbl MOXeTe ckauaTb LLA6IoH dalina C KOPPEKTHOWM CTPYKTYPOW AaHHbIX MO KHOMKE
V - CkauaTtb Wa6noH.
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18.6. KonnpoaHue nonnTunkun

Bbl MoxeTe co3naBaTb HOBble MONUTKKN HA OCHOBE NMEIOLLXCS. DTO MONE3HO B Tex cny4agax, Kkorga
HY>XHO HEe3Ha4nTesIbHO NSMEeHUTb KOHCI)I/IpraLLI/HO Mo,u,yne|7| B NMNOJINTUNKe.

> YT06bI CKOMMPOBATb NOMNTIKY:
1. B rnaBHOM MeHIo BblibepuTe E Monutukw.

MpumeuaHue. Ecnn B cicteme ecTb cTapble NOMNTUKIY, B MEHIO HYXHO BblibpaTb &
MNonutukmn — Ha ynpaBnsilowem cepBepe.

2. BbibepuTte nonuTuky.

Haxmute — Co3paTb KOMnuio.
BBegute HazBaHMe NOANTUKNA.

BbiGepuTe cyliecTByloLMe METKI ANs 6bICTPOro novcka NoANTUKA UV 3aJaiTe CBOW.

oo o~ W

Haxmunte Co3paTb.

18.7. Ha3HaueHne nonnTukn Ha rpyrny areHToB

[ing ycTaHOBKM MOZy e Ha areHTbl HEO6XOAMMO Ha3HaYNTb MNOANTUKY Ha rpynny areHToB. OgHy
NOSINTUKY MOXHO Ha3HaYNTb Ha MHOXECTBO Py, @ Ha O4HY rPyMny — HECKObKO PasHbIX MONTUK.
Bbl He MoXeTe HazHauNTb NONINTUKY Ha FPyMny, eCnn B 3TOM NONTUKE eCTb MOAY b, KOTOPbIN yXe
paboTaeT Ha areHTax 3TOW rpynnbl (BXOAWT B APYrylo NOAMTIKY). B Takux cryyasx Bam Hy>XHO
OTKMOYNTb Moay b (CM. pasnen 19.2.2) B noAnTrKe U CHETb MoAnTuKy (cm. pasnen 18.9) ¢ rpynnbl.

Ha3HauyeHue NoNNTUKN Ha rpynnbl

>  YT06bl HA3HAUNTDL MONNTUKY Ha FPYMMbI:
1. B rnaBHOM MeHIo Bblbepute E Monutukm.

MpumeuaHwue. Ecnu B cucteme ecTb CTapble NOANTIKY, B MEHIO HYXXHO Bbl6paTb E
Monutukn - Ha ynpaBnsiouwem cepsepe.

2. BbibepuTe NONNTUKY.
3. BbibepuTe Bknagky Fpynnbl.
4. BbINONHUTE OOQHO N3 CNEeRyoWNX AeNCTBUN:
« Ecnun nonutnka ele He HazHayveHa Ha rpynnbl, HaxmuTe HasHauuTb.
« Ecnn nonutnka yxe HasHauyeHa Ha HeKOTopbIE FPyMmbl, HaXMUTe Ha3HauyuTb Ha rpynnbl.
5. BblbepuTe ogHy U HECKOMBbKO rpymnmn.

6. Haxmunte HasHaumTb.
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Ha3HaueHue nonuTuk Ha rpynny

>  YTO6bl Ha3HAUYNTb MOMNTIKIA Ha FPYMny:
1. B rnaBHom meHio Bbi6epriTe Il Fpynnbl areHToB.

MpumeyaHue. Ecnn B cucteme ecTb cTapble rpynmbl, B MeHto HyxHo Bbi6paTh Il Fpynnbi
areHToB — Ha ynpaBnsiowem cepBepe.

2. BblbepuTe rpynny.
3. Bbibepute Bknagky Monutukm.
4. BbinonHuTe OQHO N3 CReaylowmnx 4encTBi:

- Ecnn Ha rpynny eLle He HagHaueHbl NOANTUKY, HaxMuTe HasHauuTb.

Ecnwn Ha rpynny HagHayeHbl HEKOTOPbIE MOANTMKIA, HAXMUTE +.
5. BbibepuTte ogHy UM HECKOMBbKO MONTUK.

6. Haxmunte HasHaumTb.

18.8. VIsmeHeHne napameTpoB NOANTUKNA

>  UYT06bl NI3MEHNTH NapamMeTpbl MOUTUKIA:
1. B rnaBHOM MeHIo Bblibepute E Monutukun.

MpumeuaHue. Ecnu B cucteme ecTb cTapble NOAUTMKN, B MEHIO HYXHO BbibpaTb E
Monutukm — Ha ynpasnsiowem cepBepe.

Bblbepute nonnTuky.
BoibepuTte Bknagky MNapameTpbl.

VismeHunTe napameTpbl nonutukn (cm. pasgen 18.4).

a &~ W N

Haxmunte CoxpaHuTb.

18.9. CHATNE NOANTMKI C FPYrnbl areHToB

Bbl MOXeTe CHATb MONUTIMKY C FpYMMbl areHTOB, HanpuMep YTo6bl OTNaanTb paboTy Moaynei. Mpn
CHSATUN NOAINTUKI C FPYMIbl HA areHTax yaansioTCs BCe MOAY/N, KOTOpbIe B HEe BXOOWIN.

> YT06bI CHATD NONNTNKY C rpynnbl areHToB:

1. B rnaBHOM MeH0 Bbibepute E Monutukm.
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MpumeyaHwue. Ecnu B cucteme ecTb CTapble NOANTIKY, B MEHIO HYXXHO Bbl6paTb E
Monutukmn - Ha ynpaBnsiowem cepsepe.

2. BbibepuTe NONNTUKY.

3. BbibepuTe Bknagky Fpynnbl.

4. BblbepunTe 0gHY W HECKOMbKO Fpymnm.
5

Haxmunte CHATBL € rpynn.

L]
MpumeuaHue. Bbl Takxke MOXeTe CHATb NONMUTUKN B KAPTOYKe rpyrnbl Ha KHOoMke ¢ —> CHSATb ¢
rpynnbi.

18.10. YopaneHune nonntnkmn

Bbl moxeTe yoannTb NOJINTUKY, Hanpumvep ecsin oOHa 6bl/1a gobaBneHa no owmnéke N 6onblie He
NCrosib3yeTC4. Bbl He moxeTe yoannTb NONNTUKY, HG3HAaYEeHHYIO Ha rpynny areHToB.

>  YTO6bl yOoanuTb NONTUKY:
1. B rnaBHOM MeHto Bblibepute E Monutukm.

MpumeuaHwue. Ecnuv B cucteme ecTb CTapble NOANTIMKY, B MEHIO HYXHO Bbl6paTb [a
Monutukn - Ha ynpaBnsiowem cepsepe.

2. BbibepuTte nonuTuky.

3. Haxmute - Ypanurb.
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19. YnpaBneHne moayngamm areHTa

[anee npreeneHa oCHOBHa4 VIHq)OpMaLI,I/lﬂ O MOoayngx areHta, a Takxe gaHbl UHCTPYKUWK No
ynpaB/1ieHNIoO MoaynamMmnm B NoJINTukKe N cncteme.

B aTom pa3pene

O mopynax areHTta (cm. pasgen 19.1)

YnpaBneHne moaynamim B nonntuke (cm. pasgen 19.2)
YnpaBneHne moaynamm B cucteme (cm. pasgen 19.3)
ViHdopmaLms o Mmogynsx 1 ux HacTpolika (cMm. pasgen 19.4)

HacTpoiika aBTOMaTn4eCcKoro pearnpoBanus (cm. pasgen 19.5)

19.1. O mogynax areHTta

Mopgynb areHTa — 3TO NPUNOXEHNe, KOTOPOE 3arnyCcKaeTCs Ha areHTe Ans BbiNONHEHNS OCHOBHbIX
dyHKUM NpoaykTa. [NepeyveHb Mogynen n onucaHne nx KoHGUrypaunin CogepXnTcs B nonnTuke. Bol
MoXeTe 006aBNATb U yAandTb MOAYN 13 MONTYKI, @ Takke OTK/ToYaTb 1 BKoYaTb ux. [ng
KOppeKTHoI paboTbl MogyNell Ha areHTe BaM HY)XHO 06eCneynTb X 3aBUCUMOCTN.

MpumeyaHue. B kapTouke Moayns B MONTIKE OTO6paxatoTcs Cnnckn cobbituin V1B,
PErncTpupyemMbIX MOgynem, N eNCTBII, KOTOPbIE OH MOXET BbIMOMHATD.

O 6e3onacHoCcTU Mmoaynen

[lnga 3anTbl KOHEYHbIX YCTPOWCTB OT BHEAPEHMS BPEAOHOCHOrO KOfa B CTaHAAPTHbIE MOAY NN
peann3oBaH MexaHn3m NpoBepk NoANNCKY Koda. OTOT MexaHn3M MOXET 6bITb akTUBUPOBAH Npu
yCTaHoBKe npoaykTta (cMm. pasgen 6.6). Bepcus moayns, KOTopas He npoLusia NpoBepKy Noanunucu, He
MOXET 6bITb fo6aBeHa B MOINTUKY N YCTaHOBEHA Ha KOHEUHbIX yCTponcTBax. Kpome Toro,
cucTema perynsipHo BbIMOMHSET NPOBEPKY YXKe YCTaHOBMEHHbIX Moaynei. Mpn obHapyXeHnn
HeCooTBETCTBUS Moay b 6yAeT OTK/IOUEH B MONTMKE N YAANEeH C KOHEYHbIX YCTPOWCTB. Kog,
nonb3oBaTeNbCKUX Moay e, paspabaTtbiBaeMblx B UHTepdence MaxPatrol EDR, Takxe MoXeT 6bITb
nognucaH.

Mpumeuanme. B KoHdurypaLwn mopynei aHaukom &J oTmeueHb! 3aLLmLeHHble napamMmeTpbi: nx
3HaUYEHWNs NepenaTCs Ha areHTbl B 3alLndppoBaHHOM Buae. NpocmaTpusaTth 1 UBMEHSTb
3alMLLEeHHble MapameTpbl MOryT TOMbKO MOMb30BaTENN C COOTBETCTBYIOLWMMY NpaBaMu.

3aBucuMocTu mopynen

Mogynu MoryT uMeTb 3aBUCUMOCTU. Hanuumne 3aBNCUMOCTA Y MOLYNS O3HAYaeT, UTo A5 ero
KOppekTHoI paboTbl Ha areHTe TpebyeTcs BbINONHEHVe onpeaesieHHoro ycnosus. Ecnm takoe
YCNOBIE BbINOSHAETCS, TO 3aBUCUMOCTb CUMTaeTCs o6ecrneyeHHon. Bam HyxHO o6ecneunTb
3aBUCUMOCTI BCEX MOAYNel Ha areHTe.
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3aBucrMoCTN 6bIBalOT ABYX BUAOB: OT BEPCUMN areHTa 1 oT ApYroro Moays. 3aBUCUMOCTb OT MOAYS
MOXeT BO3HMKaTb B ABYX Clyyasix: Koraa afs paboTbl Moayns TpebyoTcs AaHHble OT ApYroro Moayns
N KOrfa Ha cobbITVS MOAYS Ha3HaAYeHO AeCTBIE, KOTOPOE BbIMOMHAET APYro Mogy/ib.

MpumeuaHue. HekoTopble MOyNN MOTYT UMETb MO HECKOJIbKO 3aBUCUMOCTEN OT AaHHbIX OpYrX
mMogynei. [ing paboTbl KaXaoro Takoro Moaysis BaM JOCTaTOYHO 06eCrneyunTb TONbKO OAHY N3 HUX,
Ho YacTb ¢oyHKUMn MaxPatrol EDR 6ygeT npw 3ToM HegoCTynHa.

OTcnexuBaTb 3aBNCUMOCTI MOAY/E areHTa Bbl MOXeTe B KapTouke rpynnbl areHToB. Ecnn
3aBNCMMOCTb He obecreyeHa, TO OHa byaeT OTMeYeHa 3HauKOM A

Bbl MOXeTe 06ecneunTb 3aBMCMOCTb OT APYroro MOAyns ABYMS Croco6amu:
— po6aBuB HeobxoaMMbIN Moaynb (cM. pasgen 19.2.1) B nonnTuky, KOTopas Ha3HayeHa Ha rpynmny;
— HasHauuB Ha rpynny (cm. pasgen 18.7) nonnTrky, B KOTOPO €CTb HEOBXOANMbIA MOZYb.

[ns o6ecrneyeHns 3aBMCUMOCTI OT BEPCUM areHTa BaM HY>XHO O6GHOBUTb areHT (cm. pasgen 15.3.2).

CoBMecTMMOCTb Moaynen n onepaumoHHbIX CUCTEM

Ta6nnua 37. CoBMeCTUMOCTb MOZY/IEN N ONepaLioHHbIX CUCTEM

HasBaHue n ugeHtTuduxkatTop mopyns Windows Linux macOS

TexHuueckue MoAaynn

dnpo (BHYTPEHHWIA cepBuC), core + + +
[ocTaBumk gpanBepa mogynen, drv_delivery + - -
[ocTaBLUK O6HOBNEHNIA CaMO3aLLnTbl, drwsec + - -

C6op cobbiTunt OC

WinEventLog: c60op faHHbIX 13 XypHana CobbITAN + — —
Windows, wineventlog

ETW: TpaccupoBka cobbituin Windows, etw collector + — —
C60p paHHbIX 13 painsioB XypHanos, file reader + + -
C60op gaHHbIx ¢ nomolpto eBPF, 1imon + + +
YcTaHoBLUMK Sysmon, sysmon + - -
YcTtaHoBLlmMK auditd, auditd provisioner — + —
KoHdurypaTop ayguta Windows, + — -
win_audit configurer

Hopmanuzatop, normalizer + + -

O6Hapy)XxeHue

Koppenatop (Windows), correlator + — -
Koppenatop (Linux), correlator_linux — + —
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Ha3BaHue n ngeHTudukaTop mopyns Windows Linux macOS
YARA-ckaHep, yara_scanner + + —
[NpoBepka dannoB no xew-cymme, file hash checker + + -
O6HapyxeHue nogo3puTtenbHbix dannos, file watcher + + —
[MpoBepka dannos B PT Sandbox, pt_sandbox + + -
PearnpoBaHue

YpaneHue ¢annos, file remover + + +
3aBepLueHne npoLeccos, proc_terminator + + +
BnokunpoBka y4yeTHbIx 3anucein, account _blocker + + —
Vzonaung y3nos, host_isolator + + —
Bnokuposka no IP-agpecy, ip_blocker + + —
3aBeplieHne paboTbl, shutdown + + -
MeperHanpaBneHne DNS-3anpocos (sinkholing), + + +
domain_sinkholer

KapaHTuH, quarantine + + +
OtnpaBska ¢annos, file uploader + + +

ApMmuHuCTpUpoOBaHUe U paccnegoBaHue

C60p oaHHbIX O COCTOSHMIN cucTemsl, discovery + - -
C60p gaHHbIX Ang paccneqoBaHus, forensic + + —
3anyck KomaHgHol ob6onouky, remote shell + + -
Pa6oTa ¢ dannamm n npoueccamm, endpoint_browser + + —
VIHTepnpeTtaTtop a3bika Lua, lua_interpreter + + +

Ayn.vrr N MHBEeHTapu3auunsa

CkaHupoBaHue B pexume ayauta (MaxPatrol VM), audit + + -

CkaHep ceTu, endpoint_discovery + + —

YcTaHoBLUKK areHToB, endpoint_deployment + + —
Cm. Takxe

ViHdopmaumsa o Mmoaynax n ux HacTpolika (cMm. pasgen 19.4)

19.2. YnpasneHne mogynamm B NoANTUNKE

[anee nprneeneHbl MHCTPYKUKMW MO yrnpaBieHNIO MOAYTAMI B NOJINTUKE.
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B aTom pa3pene

[o6aBneHne moaynen B nonutky (cm. pasgen 19.2.1)

OTtknoveHre moayns (cm. pasnen 19.2.2)

BkntoueHune monyns (cm. pasgen 19.2.3)

O6HoBNeHne Mmoayns B noanTrke (cMm. pasgen 19.2.4)

HacTpolika aBTOMaTN4eCKOro 06HOBAEHNS Moaynen B nonuTtuke (cm. pasnen 19.2.5)
VIameHeHune Bepcun mogyns B nonutuke (cm. pasgen 19.2.6)

YnaneHve Mmogyns n3 noantuky (cm. pasgen 19.2.7)

19.2.1. [lo6aBneHne mopgynein B NoANTUKY

> YT06bl LOGABUTL MOOYNN B MONNTUKY:
1. B rnaBHOM MeHIO BblibepuTe E Monutukn.

MpumeuaHwue. Ecnu B cncteme ecTb CTapble NOANTIMKY, B MEHIO HYXHO Bbl6paTb E
Monutukm - Ha ynpaBngiouwem cepBepe.

2. BbibepuTte nonuTuky.
3. BbinonHuTe ogHO 13 cnepylowmnx 4enCcTBUN:

- Ecnun mopgynen B nonutrke ewe HeT, Haxmute [lo6aBuTb.

- Ecnn B nonntuke yxe eCcTb HEKOTOPbIE MOLYN, HAXMUNTE +.
4. B cnncke flocTynHbl ang po6aBneHuns Boibepute Moy b.
5. BblbepuTe oguH Ny HECKOSIbKO Mogy e,

6. HaxmunTte flo6aBUTb.

Mopynn po6aeneHbl B NonnTuky. ECnvm nonntrka HasHadyeHa Ha rpynny (cm. pasgen 18.7), To
cpasy nocne gobaBneHns Mogynel oHn 6yoyT aBTOMaTNYeCK YCTaHOBMEHbI Ha BCEX areHTax
rpynmnbi.

Cm. Takxe

HasHaueHne nonuTukn Ha rpynny areHToB (cM. pasgen 18.7)

19.2.2. OTKNIO4EHNE MOy NS

Bbl MoXeTe y6paTb MOAY b 3 MOMANTUKN, COXPaHNB ero KoHburypauumo. [ns 3Toro Bam Hy>XHO
OTK/IOUYNTb MOAY/b. B fanbHelilem Bbl MOXeTe 406aBUTb MOAY b 06paTHO, BK/IOUB ero
(cm. pasgen 19.2.3).
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>  YTO6bI OTKNIOYNTD MOAYb B MONTUKE:
1. B rnaBHOM MeHIO BblibepuTe E Monutukmn.

MpumeuaHwue. Ecnu B cncteme ecTb CTapble NOANTIMKY, B MEHIO HYXHO Bbl6paTb E
Monutukm - Ha ynpaBngiouwem cepsepe.

2. BbibepuTte nonuTuky.

3. BbibepuTe mogynb B cnmcke.

L]
4. Haxmute ¢ — OTKIIOUMUTD.
BHumaHwue! Ecnun nonuTtuka HasHaveHa Ha rpynny (cm. pasgen 18.7), To cpasy nocne
OTK/IOYEHNS MOZYNb 6yaeT aBTOMaTNYeCKN yaaneH Co BCEX areHTOB rpymnmbl.
CwM. Takxe

BkntoueHune monyns (cm. pasgen 19.2.3)

19.2.3. BkntoueHune moayng

PaHee oTKIIoUeHHbIN Moy b (M. pasfen 19.2.2) MoxXeT 6bITb BKITIOUYEH B MPEXHEeN KOHbUrypaumn.

>  YTO6bl BKNOUYNTb MOAY/b:
1. B rnaBHOM meHI0 BbibepurTe E Monutukm.

MpumeuaHwue. Ecnu B cucteme ecTb CTapble NOANTIMKY, B MEHIO HYXXHO Bbl6paTb E
Monutukm - Ha ynpaBnsiowem cepBepe.

2. BbibepuTte nonuTuky.

3. B cnucke OTKnIoUeHHble BbiGepnTe Mogy/ib.

[ ]
4. Haxmunte & — BkiouuTb.

Mogynb BkntouveH. Ecnun nonuTtuka HasHaveHa Ha rpynny (cm. pasgen 18.7), To cpasy nocne
BKJIIOYEHUNS MOAYb OyAeT aBTOMaTUYEeCK YCTaHOBMIEH Ha BCEX areHTax rpynmbl.

Ecnun mogynb yxe yCTaHOBNEH Ha areHTax rpynmnbl Apyron NoANTUKON, TO B STOW NONNTUKE OH
OCTaHeTCs B COCTOSAHUN «OTKIOUEH.

19.2.4. O6HOBNEHME MOAYNH B MOMNTUKE

Bbl MoxeTe 06HOBUTE MOAY/b Ha areHTax, ecnm Ha cepBepe MaxPatrol EDR gocTynHa ero HoBas
Bepcus. [1ng aToro Bam Hy>XHO 06HOBUTb MOAY b B NonunTuke. Ecnmn gns mogyns ooctynHo

OBHOBMEHNE, TO OH ByOET OTMEYEH 3HAaUYKOM © . Takxe Bl MoXeTe naMeHNTH BEpCUo Moy ns
(cm. pasgen 19.2.6) Ha nobyio 4OCTYMHYIO Ha cepBepe NN HaCTPOUTb aBTOMaTNYeCKoe O6HOBEHE
mMogynen B nonutuke (cm. pasgen 19.2.5).
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>  YTO6bI O6HOBUTL MOAY/b B MONNTUKE:
1. B rnaBHOM MeHIO BblibepuTe E Monutukwn.

MpumeuaHwue. Ecnu B cncteme ecTb CTapble NOANTIMKY, B MEHIO HYXHO Bbl6paTb E
Monutukm - Ha ynpaBngiouwem cepsepe.

2. BbibepuTte nonuTuky.
3. BbibepuTe mogynb.

4. Haxmute O6HOBUTD.

19.2.5. HacTpoika aBToMaTN4YeCKoro 06HOBNEHNS Moay el B
nonuTunKe

Bepcun mogynein B8 MaxPatrol EDR HymepytoTca no cxeme A.B.C, rge:
— A — maxopHas Bepcus;

— B — muHopHag Bepcuns;

— C — naty-Bepcus.

Bbl MOXeTe BKTIOYNTL aBTOMaTYECKoe OGHOBMNEHNE MOAy e B NONNTUKE A1 MUHOPHbBIX 1 NaTy-
BepCUiA NN TONbKO A5 NaTy-Bepcuin. O6HOBMNEHNE Ha MaXOPHY BEPCIUIO BbINOHAETCS TOMbKO
BPYYHYIO (CM. pasgen 19.2.4).

> YT06bl HACTPOUTL aBTOMATNUYECKOEe OBHOBIEHE MOAY el

1. B rnaBHOM meHI0 BbibepurTe E MonuTukm.

MpumeuaHwue. Ecnu B cnucteme ecTb CTapble NOANTIKY, B MEHIO HYXHO Bbl6paTb E
Monutukm - Ha ynpaBnsiowem cepsepe.

BbibepuTe nonnTuky.
Bbi6epuTe Bknagky MNapameTpbi.

BbiGepuTe Bepcuy Moaynen Ans aBToMaTn4eCckoro 06HOBIEHNS UK OTKOUNTE ero.

o c N

Haxmunte CoxXxpaHUTb.

19.2.6. VIameHeHne Bepcum Mogyns B NOANTUKE

Bbl MOXeTe yCTaHOBWTb Ha areHTax Jlobyto BepCuio Moay s, 4OCTYNHYIo Ha cepBepe MaxPatrol EDR.
[ns 9TOro Bam Hy>XXHO N3MEHUTb BEPCUIO MOLZY NS B MonuTuke. Mpn yCTaHOBKE BEPCUN HUKE TOW, YTO
NCNoNb3yeTcs cenvac, MOXEeT 6biTb COpoLIeHa YaCcTb KOHOUIypaLmy MOOyYs, @ HEKOTOPbIE COBLITUS
MOryT 6bITb yaaneHbl.
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>  YTOO6bI NI3MEHNTb BEPCUIO MOJYNS B MONNTUKE:
1. B rnaBHOM MeHIO BblibepuTe E Monutukmn.

MpumeuaHwue. Ecnu B cncteme ecTb CTapble NOANTIMKY, B MEHIO HYXHO Bbl6paTb E
Monutukm - Ha ynpaBngiouwem cepsepe.

Bbibepute nonnTuky.
Bbi6epuTte moaynb.

Haxmunte Ha HOMep BepCum monyns.

a c W N

Haxmunte YeTaHOBUTb HaNpOTVB BEPCUN MOLYS.

19.2.7. YoaneHne mogyns n3 noanTunkin

Bbl moxeTe yoannTtb moaynb N3 NOANTUKN.

BHumanue! Ecnun nonntrka HasHayeHa Ha rpynny (cm. pasaen 18.7), To moaynb 6yaeTt
aBTOMAaTNYECKN yaneH Co BCex areHToB rpynmbi.

> YT06hI yOoannTb Mmoaysb N3 NOJNTUKNL

1. B rnaBHOM MeHto BbibepuTe E Monutukm.

MpumeyaHwue. Ecnu B cucteme ecTb CTapble NOANTIKY, B MEHIO HYXXHO Bbi6paTb E
Monutukmn - Ha ynpaBnsiowem cepsepe.

2. BbibepuTe NONNTUKY.

3. Bbibepute moaynb.
4. Haxmute E - YpanuTtb 11 nogTBepouTe yaaneHue.
Cm. Takxe

HasHaueHne NonuTuk Ha rpynny areHToB (cM. pa3gen 18.7)

19.3. YnpaBneHne mogynsmm B CUCTEME

[anee npuBeneHbl MHCTPYKLMN MO YNpaBAeHNIO MOAYNSIMI B CUCTEME.

B aTom pa3pene
VimnopT mogyna (cm. pasgen 19.3.1)

YnaneHne Bepcun mogyns (cm. pasnen 19.3.2)

YnpaBneHue MogynsmMu areHTa
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19.3.1. mnopT mopyns

Bbl moxeTe nvnopTupoBaTh Moaynb Ha cepBep MaxPatrol EDR n3 ZIP-apxnBa. ApxuB MoxeT
cofepxaTb HECKOJbKO pa3HbIX MOAYNEeN N HECKOIbKO BEPCUI Kaxaoro Mmoayns. 3a ogHy onepauuto
Bbl MOXeTe 3arpy3unTb TOMbKO OOUH MOLY b, NPV STOM BO3MOXEH MMMOPT Cpaly BCeX BEPCU STOro
mogayns. Ecnu 3arpyxaemag Bepcurs Mogyng yxe eCTb Ha cepBepe, TO UMMNopPT O6yAeT BO3MOXEH
TONIbKO NPW YCOBUK Nepesannciy ee GalnoB 1 KOHGUrypauun. Pasamep apxuBa He OOSIKEH
npesbiwaTs 100 MB.

>  YTO6bl MMNOPTNPOBATb MOAY/b:

—

B rnaBHOM MeHI0 BbiGepuTe :EJ: Mogynu.

Haxmunte AMnopr.

Bbibepute apxumB ¢ dainniamm Mogyns.

BbibepuTe Moaynb, KOTOPbIV Bbl XOTUTE MMMOPTMPOBaTb Ha cepBep MaxPatrol EDR.

BbibepuTe Bepcuio MOay s, KOTOPYIO Bbl XOTUTE MMMAOPTUPOBATD.

o oA w N

Ecnwn Bbl XoTnTe, YTOGLI MOAY/1b aBTOMAaTUYECKI O6HOBICS B MOINTUKAX, YCTAHOBUTE
COOTBETCTBYIOLLNIA Paxok.

Mopynb O6HOBUTCS TOMBKO B TEX NONNTUKAX, AN KOTOPbIX HACTPOEHO aBTOMaTUYeCKoe
o6HoBneHne (cMm. pasgen 19.2.5).

7. Haxmute UMnopTupoBaTh.

CwM. Takxe
ManudecT yctaHoBku MaxPatrol EDR (cm. pasgen 6.3)

HacTpoiika aBTOMaTN4eCckoro 06HOBMNEHNS Moaynen B nonnTuke (cm. pasgen 19.2.5)

19.3.2. YoaneHue Bepcuin moayng

Bbl MOXeTe yaanuTb Mobyto Bepcuio Moy s U3 peno3utopus. Ecnm Ha areHTax ycTaHOBMNEH MOay b
3TOl Bepcuun, TO OH NPOAOMKNT paboTy. Mpn aTom fo6aBNTb 3TY BEPCUIO B ApYyrie Nonntkn ynet
HEBO3MOXHO. Y4annTb €AUHCTBEHHYIO BEPCIIO CTaHAAPTHOrO MOAYNS HEBO3MOXHO.

> YT06bl yOoanuTb BEPCUo MOLYNS:

1. B rnaBHOM meHI0 BbibepuTe ﬁ:l: Moaynu.
2. HaxmuTte Ha Ha3BaHne Moayns.

3. Bbl6epuTe Bepcuio Moayss, KOTOPYIO Bbl XOTUTE YOANNTD.

4. Haxmute U, Boi6epuTte nyHKT Tonbko Bepcuio <Homep Bepcuu> 1 noateepante
yoaneHue.
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19.4. lhHdopmaumsa o Mogynsax n nx HacTpouka

[anee npuBeneHa nogpobHas nHGopMaLumMs 0 MOAYNSX 1 AaHbl MHCTPYKLMW MO X HACTPOIKE.

B aTom pa3pene

TexHuyeckne mogynu (cm. pasgen 19.4.1)

C6op cobbitnii OC (cm. pasnen 19.4.2)

O6HapyxeHne (cm. pasgen 19.4.3)

PearunposaHue (cm. pasgen 19.4.4)

AoMHNCTPUpPOBaHNE 1 paccnenoBaHune (cMm. pasgen 19.4.5)

AyonT n nHBeHTapusaums (cm. pasgen 19.4.6)

19.4.1. TexHnyeckune mogynu

B aTom pasgene npuBegeHa nHdopmMaLmns 0 TEXHNYECKIX MOy ISX.

dapo (BHYTpeHHU cepBUC)

OTOT MoayNb NpeaocTaBNaeT 6UGNOTEKY Cpedbl BbINONHEHNS ANg PaboTbl MOAyNel 1 aBNgeTc
obga3aTenbHbIM B CCTEME.

HocTtaBwuk gpanBepa moaynen

OTOT MOayNb OOCTaBMASeT Ha KOHEeYHble YCTPONCTBA ApaliBep, KOTOPbI HEO6XoAnM s paboThbl
HEeKOTOpPbIX MoaYyeln.

19.4.2. C6op cobbiTuin OC

B aToM pasnene npuseneHa nHdopmaLma o moaynax, obecnedmatoLimnx B MaxPatrol EDR dyHkuUMN
c6opa cobbituin OC.

B aTom pa3pene

WinEventLog: c6op gaHHbIX 13 XypHana cobbltuin Windows (cm. pasgen 19.4.2.1)

YcTaHoBLMK Sysmon (cMm. pa3gen 19.4.2.2)

ETW: TpaccupoBka cobbituin Windows (cMm. pazgen 19.4.2.3)

KoHdwurypatop ayanta Windows (cm. pasgen 19.4.2.4)

C60p gaHHbIX ¢ nomoLLbto Linux Audit (cm. pasgen 19.4.2.5)

YcTaHoBLlwmK auditd (cm. pasgen 19.4.2.6)
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C60op paHHbIX 13 dalinoB xypHanos (cMm. pasnen 19.4.2.7)
C6op paHHbIX ¢ nomollpto eBPF (cm. paznen 19.4.2.8)

HopmanuzaTtop (cMm. pasnen 19.4.2.9)

19.4.2.1. WinEventLog: c60op gaHHbIX N3 XYypHana cobbITuiA
Windows

Mopgynb «WinEventLog: c6op faHHbIX 13 xypHana cobbituin \Windows» nepepaeT faHHble 13
XypHana cobbituin Windows B Mofgy/ib «HopmanunsaTop» 1 CTOPOHHNE CUCTEMbI.

>  YT06bI HacTpouTb Moayb «\WinEventLog: c6op gaHHbIX 13 XxypHana cobbituin Windowsy:

1. B rnaBHOM meHI0 BbibepurTe E Monutukm.

MpumeyaHwue. Ecnu B cucteme ecTb CTapble NOANTMKY, B MEHIO HYXXHO Bbl6paTb E
Monutukn - Ha ynpaBnsiowem cepsepe.

2. BbibepuTte nonuTuky.
3. Bbibepute mogynb «WinEventLog: c6op faHHbIX 13 XypHana cobbiTuin Windows».

4. Ecnun TpebyeTcs, B 6510Kke napameTpos KaHanbl )xypHanoB 1o6aBbTe KaHasbl XypHana
cobbiTun Windows, koTopble 6yayT o6pabaTbiBaTbCs MOLYIEM.

Hanpunmep, Microsoft-Windows-Sysmon/Operational.

5. Ecnu ns kaHana Heobxoanmo o6pabaTbiBaTb TONIBKO HEKOTOPbIE COObITYS, BBEANTE 3aMnpoc Ha
a3bike XPath 1.0 kK cTpykType Heo6paboTaHHOIrO COBLITHS.

Hanpumep, ecnn TpebyeTcs ob6pabaTbiBaTb TOMBKO COBLITUS C aeHTUdGuKaTopamu 4698 unn
4654, 3aNpoc QOMXKeH 6bITb cnepytowmnm: *[ System[ EventID=4698 or EventID=4654]].

6. Ecnn ns 06paboTkn HeobXxoauMOo UCKIOYNTb onpeaeneHHble COBbITUS, KOTOpble
3anuncbiBalOTCH B KaHasl, BBeanTe 3anpoc Ha s3bike XPath 1.0 k cTpykType Heo6paboTaHHOro
co6bITUS.

Hanpumep, ecnn TpebyeTcs NCKIIOUNTb COBLITIS, KOTOPbIE CBSA3aHbl C MO/Ib30BaTENEM
Administrator, 3anpoc gomxkeH 6biTb cnegyowmm: * [ EventData[Data="
Administrator']].

MpumeuaHume. VicknioueHns [o6aBNSIOTCS TONMbKO ANS TEX COBbITUI, KOTOPbIE 3amnCbhlBalOTCS
B Bbl6paHHbIN KaHar.

7. Haxmunte CoXpaHMUTD.

19.4.2.2. YCTaHOBLUMK Sysmon

Mopgynb «YCTaHOBLUMK Sysmon» yCTaHaBAnBaeT 1 KOHPUrypupyeT yTuanty Sysmon. YoaneHune
MOAYNS C areHTa He NoBAnSeT Ha KOHGUrypaumio Sysmon Ha KOHEYHOM YCTPONCTBE.
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BHumaHune! KoHdurypaumsa ytunutel Sysmon nogrotoBfieHa akcneptamu Positive Technologies.
Mpy HEOBXOANMOCTI Bbl MOXETE N3MEHUTb KOHOUIYpPaLMIO NOf 0OCO6EHHOCTY BaLLel
NHbpPacCTPyKTypsbl. VickntoueHne 60nbLIOro Kon4yecTsa COObITUI MOXET CYLLECTBEHHO NOBANATb
Ha paboTy moaynga «Koppenatop».

Ta6nuua 38. MNapameTpbl MOaya «YCTaHOBLUMK Sysmon»

MapameTp unu 6nok na- | OnucaHue
pameTpoB

3aMeHuTb ucnonHgembin | OnpegenseT, 3aMeHdTb N UCMOSHAeMbI dalin, ecnu Sysmon yxe
daitn Sysmon Ha areHTe | YCTaHOB/EH Ha KOHEYHOM YCTPONCTBe

3ameHuTb Ppann KoHPpu- OnpepnengeT, 3ameHaTb 1 dann KoHurypaumm, ecnm Sysmon yxe
rypauum Ha areHTte yCTaHOB/EH HAa KOHEYHOM YCTPONCTBE
daitn KoHuUrypauum ®daiin koHburypauumm Sysmon, KOTopblil 6yAeT MCNo/1b30BaTbCS Ha

KOHEUYHOM YCTPONCTBE

19.4.2.3. ETW: TpaccupoBka cobbituin Windows

Mogynb «<ETW: TpaccupoBka cobbituin Windows» 3anyckaeT B Windows ceaHc TpacCupoBKM
COGBLITUN 1 NoAMNMCbIBaeTCS Ha cobbIThS YeTblpex npoBangepoB: Microsoft-Windows-WMI-Activity,
Microsoft-Windows-Kernel-Process, Microsoft-Windows-Win32k n Microsoft-Windows-Sysmon.
Heo6pa6oTaHHble faHHble NepenaoTcs B Moayb «Hopmanumsatop», a Takxke npu Heo6XoauMOCTH B
MaxPatrol SIEM n B cTopoHHne cucTembl (cM. pasgen 15.5). Cobupaemble CObbITAS MO3BONASIOT
NonNyyYnTb pacLUMpPeHHyio nHdopMaLmio 06 akTUBHOCTU B ONePaLIOHHON CUCTEME 1 BbISBUTb B HEl
nogo3puTesibHoe 1 BPeLOHOCHOE NOBeOeHNMe.

MpumeyaHwue. Ecnu Ha areHTe ycTaHoeneH mogyib WinEventLog (cm. pazgnen 19.4.2.1) 1 B Hewm
HacTpoeHa o6paboTka kaHana Microsoft-Windows-Sysmon, To npw nognucke Ha nposangepa
Microsoft-Windows-Sysmon cobupaembie cobbiTia 6yayT Ay6nmpoBaTbCS.

BazoBas koHbMrypaumnsa mogyns nogrotosneHa akcneptamu Positive Technologies. [Mpn
Heo6XoAMMOCTN B NapamMeTpax Mogys Bbl MOXETe OTMEHUTb NOAMNCKY Ha OnpeaeneHHble TUMbl
COOBbITUN NIV HACTPOWTb VX GUNbTPALMIO MO NAeHTNdUKaTOpPaMm.

Ecnu mogynb no kakum-nn6o NpuymHam He CMOr 3anyCTUTb CeaHC TPacCUPOBKA COBbITUN, TO
nonbiTka 6yaeT noeTopeHa Yeped 30 cekyHA. [ocne NaTn HeyaayHbIX NOMbITOK B CUCTEMe byaeT
3apEerncTprpoBaHoO CobbITe «He yganock 3anyCTuTb ceaHc TpaccupoBky cobbituin (ETW)».

Cm. Takxe

HacTpoiika xpaHeHus n nepegayn coboitun OC (cm. pasgen 15.5)
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19.4.2.4. KoHdpurypaTtop ayguta Windows

Mogaynb «KoHdpurypatop ayauta Windows» HacTpanBaeT paclunpeHHyo noantuky ayouta Windows
Ha KOHTpOMepax 4OMEHOB, CepBepax 1 pabounx cTaHumsX. bazoBas KoHbUrypaums nonnTnk
ayouTa B Mogyne noarotosneHa akcneptamu Positive Technologies. Takasa KOHbUrypawumg
nossonsgeT MaxPatrol EDR nonyyatbe Heobxoanmyto HGopMaLmio 419 CBOEBPEMEHHOTO
OBHapyXeHNs 1 NpeaoTBpaLLeHns atak Ha y3nax. Mogynb kaxgblie 30 MuHyT NpoBepseT napamMeTpsl
NoONNTUK ayauTa B ONepauioHHON cucTemMe N O6GHOBASIET NX, €CN OHW OT/INYAIOTCS OT 3afaHHbIX B
MaxPatrol EDR.

BHumaHue! MNepen ncnonb3oBaHnem MOAYNS HYXXHO 3apaHee onpeaennTb UHCTPYMEHT
ynpaBneHuns KoHburypaumen paclumpeHHon nonutukn ayguta Windows. Ecnun Ha y3nax
MCMob3yeTCa rpynnoBag MnonmnTuka, Bo n3éexaHne KOHPANKTOB KOHbUrypaLumm He
peKkomMmeHayeTcs ycTaHaBnmBaTb Moayb «KoHdurypaTtop ayouta Windows».

MpumeyaHue. PekomeHgauumy No HaCTPOMKe NONNTVK ayauTa Bbl MOXETEe HalTW B JOKYMEHTaLnK
Microsoft.

19.4.2.5. C60p gaHHbIX ¢ nomoLubto Linux Audit

Mopaynb «C60p aaHHbIX ¢ nomoLbto Linux Audit» cobupaeT aaHHble C KOHEYHbIX YCTPOWCTB MNof
ynpasneHnem Linux ¢ nomollblo nogcuctembl ayauta. Moayib B3anmMogencTeyeT ¢ npaBuiaMm
ayouTa B gape Linux n He TpebyeT Hannunsa B cucteme ytunutbl auditd. [1ns pa6oTbl Moy ns
nogcuncTemMa ayamta gosmxHa 6biTb BKtoYeHa B aape Linux.

BHumaHue! Cobupaemble gaHHble MOryT Ay6mpoBaThCs, eCn BMeCTe C 3TM MOAYIeM Ha
areHTe ncnonbayloTcd Moaynm «YctaHoBLmK auditd» n «C6op aaHHbIX 13 hannos XypHanos» (c
BKJIIOYEHHbIM OTC/exXrBaHneM xypHana auditd).

Ecnu Bbl XoTUTE COBUpPaTh TONBKO HEKOTOPBIE COBBLITUS NI, HAOGOPOT, NCKIOYNTD ONPefeneHHble
Cob6bITS, Bbl MOXETe cenaTb 3TO C MOMOLLbIO perynspHbIX BbipaxeHuin (regex) B popmate PCRE2.

Tabnnua 39. MapameTpbl Moayns «C60p AaHHbIX ¢ MoMOLLbo Linux Audit»

MapameTp OnucaHue
PeXxxum ynpaBneHus npaBunamu B sgpe OnpepengeT, cnegyeT N nepesanncbiBaTb
Linux npaBuna B aape Linux Ha KOHEYHbIX YCTPOW-

cTtBax. Ecnu BbibpaHo 3HaueHne Mepe3anu-
caTb NpaBuAaMu U3 NOIMTUKMN U KOHTpoOU-
poBaTb UX, MOAY/b 3anNuLLET B 94P0 NpasBua,
3afaHHble B MOAnTUKe, N ByaeT aBToOMaTU4eCKM
BOCCTaHaBnMBaTb NX MpW I0O60M N3MEHEHNN,
BbIMNOIHEHHOM CTOPOHHWMU CPEACTBaMMN

MpaBuna MpaBuna 06paboTkn COBbLITUN.
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MapameTp

OnucaHue

MpumeyaHue. Ecnu B NpaBunie ectb puibTp
auid>=1000, To Ha BCex KOHEUHbIX YCTPONCTBaXx
3Ha4yeHVe 1000 byneT 3aMeHeHo Ha CUCTEMHOe
3Ha4yeHne napameTpa UID_MIN (BblBOA KO-
maHabl cat /etc/login.defs | grep

"AUID MIN' | awk '{print $2}').C nomo-
LLIbIO 3TOro GubTpa NFHOPUPYIOTCSA OENCTBUS
BCEX CUICTEMHbIX CEPBNCOB N PUKCUpPYETCH
TOJSIbKO aKTUBHOCTb NOSb30BaTenen

PerynspHoe BbipaxeHue gns Bbi6opa co-
6bITUIA

OnpepenseT cobbiTus, KoTopble 6yayT o6paba-
TbiBaTbCH Mogynem. B dopmaTte PCRE2

PerynsipHoe Bbipa)xeHue Ansi UCKIoUeHUI

OnpepenseT cobbIThs, KOTOpbIe ByOyT NCK0-
yatbcd mogynem. B popmate PCRE2

19.4.2.6. YcTaHoBWWMK auditd

Mopynb «YcTaHoBLMK auditd» yCcTaHaBAMBaeT 1 KOHOUIyprpyeT KOMMOHeHT auditd. [1ng
KOPPEKTHOI YyCTaHOBKIM HEOBXOANMO, UTOBbI C KOHEYHOrO YCTPOWCTBA bl [OCTYMHbI PENO3UTOPUN
C KOMIMOHEHTOM 1 NakeTHbI MeHemxep Linux (apt, dnf, yum nnun pacman). MNpw yoaneHun mogyns ¢
areHTa Ha KOHEYHOM YCTPOWCTBE oumLLaTCs Gannbl ¢ KOHbUrypaumen n npasuiaMm KOMNOHEHTa.
[lna c6opa gaHHbIX C MOMOLLbI0O KOMMoHeHTa auditd B agpe Linux gomkHa 6bITb BK/TIOUEHa

noacmnctema ayounTta.

BHumaHune! B CentOS Stream 10 HeBO3MOXHa yCcTaHOBKa KOMMoHeHTa auditd ¢ nomoLLbio

Moaynsa «YCcTaHoBLMK auditd».

Mpumeyuanne. Moaynb «YcTaHoBLWMK auditd» He pekoMeHayeTCs NCMoNb30BaTh Ha y3nax, rae
yxe npumensietcs apyroe MO ang ynpaeneHns npasuiamm 1 KOHbUrypaumen KOMnoHeHTa

auditd.

Tabnuua 40. MapameTpbl Moayns «YcTaHOBLUMK auditd»

MapameTp unu 610K na- OnucaHue
pameTpoB
MpaBuna MpaBuna 06paboTKn cobbITU, cogepxnmoe dana /etc/audit/

audit.rules.

MpumeuaHue. Ecnu B npaBune ectb dunbTp auid>=1000, To Ha
BCEX KOHEYHbIX YCTPOWCTBaxX 3HayeHne 1000 6yneT 3aMeHeHO Ha
cucTemMHoe 3HadeHne napameTpa UID_MIN (BbiBOA KOMaHapl cat /
etc/login.defs | grep '~UID_MIN' | awk '{print $2}').C
MOMOLLbIO 3TOro drbTpa NrHOPUPYIOTCS AENCTBNS BCEX CUCTEMHbIX
CepBUCOB N GUKCUPYETCH TONbKO akTUBHOCTb MOMb3oBaTenen
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MapameTp unm 600K na- OnucaHue

pameTpoB

KoHourypaums auditd, cogepxumoe ¢anna /etc/audit/
auditd.conf

KoHdurypauusa auditd

3ameHdaTb nun dpannbl audit.rules n auditd. conf Ha KOHEUYHOM
YCTPOWCTBE, ECNMN OHW OTINYAKOTCS OT 3afaHHbIX B nonnTuke. MNpo-
Bepka BblnonHgetcs kaxaple 10 MuHyT

3ameHuTb KoHpUrypa-
uuio u npasuna auditd
Ha areHTe

19.4.2.7. C60p gaHHbIX N3 dannoB XypHanos

Mopgynb «C60p AaHHbIX 13 ParnoB XypHanoB» nepegaeT AaHHbIe N3 3aaHHbIX XYPHanoB B MOAYNb
«HopmanunsaTop» 1 CTopoHHMe cncTembl. CIMCOK XypHanoB, KOTopble 6ynyT o6pabaTbiBaTbCs
mMogyfewm, 3afaeTcs B NapameTpax moayng. MNogaepxumsaotcs daiinbl XypHanos 13 Linux n
Windows. Ecnn Bbl XoTTe 06pabaTbiBaTh 13 XypHana ToNbKo HEKOTOpble COBbITIS UK, Ha06OPOT,
NCKITIOYNTb ONpeaeneHHble CObbITHS, Bbl MOXETE caefnaTb 3TO C MOMOLLBIO PETrYASPHbIX BblpaXeH
(regex) B popmaTte PCRE2.

MpumeuaHue. XypHan Mogynsg Ha KOHEYHOM YCTPOMCTBE MOXET 3aHnmaTb 0o 2,5 I'b.

MapameTp nnu 6nok na-
pameTpoB

Ta6nuua 41. MapameTpbl Moayns «C60p AaHHbIX 13 GaliyioB XypPHaN0B»

OnucaHue

MyTb unu macka ¢ainos

MyTb unu macka kK gannam xypHanos. MoxeT cogepXaTb CUMBOSbI
* 2
n?.

BHumaHwme! MNpu 3agaHnm mackm 6ynyT o6pabaTbiBaTbCs He 6oree
100 nopxogsmx dannoB

PerynsipHoe BblpaXXxeHue
Ans Bbi6opa cobbiTUM

OnpepnengeT cobbiTug, KOTopble 6yaoyT o6pabaTbiBaTbCsl MOLYEM.
B ¢opmaTe PCRE2

PerynsipHoe BblpaXXxeHue
BN UCKJTIOYEeHUN

OnpepgensgeT cobbiTus, KOTopble ByayT NCKToYaTbCca Mogdynem. B
dopmaTe PCRE2

KopupoBka ¢anna

Koguposka daiina xypHana: UTF-8, UTF-16BE nnun UTF-16LE

Paspenutenb CTPOK

CumMBOM N NOCNENOBaTENbHOCTb CUMBOJOB 415 ONpefeneHus
KOHLLa CTpoKM B paine xypHana. [1na nepeBoga CTpoku B Linux
06blYHO ncnonbayetcs cumeon LF, B Windows — nocnepoBaterb-
HoCTb cumBonioB CR n LF
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19.4.2.8. C60p gaHHbIX ¢ nomoLlbto eBPF

Mopgynb «C60p gaHHbIX ¢ nomoLblo eBPF» 3arpyxaet eBPF-nporpammbl B 9apo Linux 1
NPUKpennseT nxX K BbibpaHHbIM CUCTEMHbIM Bbi30BaM /15 c60pa AaHHbIX MPW UX BbINOAHeHWW. [Ons
HEeKOTOPbIX CUCTEMHbIX BbI30BOB Bbl MOXETe [O06aBUTb B NCKMIOYEHIS MOSMHbIE NYTU K UCNOHAEeMbIM
dalnnam NpoLEeccoB, faHHble 06 onepaunsax KOTOPbIX COBMpPaTb He HYXHO. Kaxabii nyTb HY>XHO
L06aBNSTb C HOBOWM CTPOKM, HanpumMmep:

/usr/bin/cat
/usr/bin/tail

BHumaHwme! [1ns paboTbl Mogyns TpebyeTcs Bepcus aapa Linux 5.1 nnuv Bbiwe. B Astra Linux
Special Edition 1.8 B appe pomkHa 6bITb BktoveHa onums CONFIG_DEBUG_INFO_BTF. B Debian 10
n «MOC» 12 paboTa Mogyns He NOAAepPXNBaeTCS.

Ta6nuua 42. CuctemMHble BbI30BbI 11 NMpUMepbl CObupaeMbiX aHHbIX

CucremHbie Bbi3OBbI CoGupaeMble AaHHbIe

execve, exit [aHHble 0 Nnpoueccax: 3anycK 1 3aBepLUeHe, Bpe-
MEHHbIe MEeTKU, NAeHTUDNKATOPbI, KOAbl 3aBEPLUEHMS

open, openat, openat2, creat, rename, [aHHble 06 onepauunsx ¢ danamu: co3gaHune, nepe-
renameat, renameat2, NMEHOBaHMe 1 N3MeHeHne pasmepa Gannos, Nyt K
open_by handle_at, dannam n katanoram, narv n pexrmbl 4OCTyna,
name_to_handle_at, truncate, dainnoBble 4eCKPUNTOPbI, Pe3y/ibTaTbl BbINONHEHMS
ftruncate

memfd_create, memfd_secret [aHHble o paboTe ¢ dpalinoBbIMy OeCKpUnTopamu: NxX

coapaHune, umeHa n dnaru, noeHTudrKaTopbl NPo-
LLeCCOB-NHNLNATOPOB

setsockopt, socket, connect, listen, [laHHble 0 ceTeBOM B3anMOOenCcTBUN: cCo3naHmne u
accept, accept4 HaCTpOliKa COKeTOB, UX MapamMeTpbl, agpeca 1 nNopThbl
npw yCTaHOBKe COeanHEHNI, KoAbl BO3BpaTa

19.4.2.9. Hopmanunsatop

Mopynb «HopmanunsaTop» BbIMOAHSET HOPManmn3aLumo HeobpaboTaHHbIX COObITUA OT Moaynen
«WinEventLog: c6op aaHHbix 13 XxypHana cobbiTnin Windows», «kETW: TpaccupoBka cobbiTui
Windows», «C60op gaHHbIx ¢ nomMoLbto Linux Audit» n «C6op paHHbIX 13 haliyioB XypHanoBy 41s
nocnepyowen o6paboTKn 1 aHanmM3a B Apyrux moaynsx n otnpaeku B MaxPatrol SIEM. Co6biTus
OC., o019 KOTOpbIX HET NpaBw HopManudauun, 6yayT otTnpasneHbl B MaxPatrol SIEM B
HeobpaboTaHHOM Buae. Kpome Toro, B napameTpax MOLY/S Bbl MOXETE MNOSIHOCTBIO OTKITIOUNTD
HOpManu3aumo cobbITnin. B aTom cnyyae Bce cobbiTigs OC 6yayT nepenaBaTbcs B HEO6paboTaHHOM
BUAe, 1 Bbl CMOXeTe HopManunaoaTb nx B MaxPatrol SIEM co6¢cTBeHHbIMI MpaBuiiaMu.
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BHumaHue! [1ng paboTbl HEKOTOPbIX MOy e TpebylTCs HOpMann3oBaHHble CobbITUS. [pu
OTKNIOYEHNI HopManu3auun mogynn «Koppensatop» n «O6HapyXeHne Nofo3puTenbHbIX
dannos» paboTaTb He 6yayT. Moaynb «[poBepka danos no xeww-cymme» 6yneTt paboTaTtb
TONbKO Mo cobbiTnam V1B oT gpyrux mogynen. Takxke HEBO3MOXHa OTrnpaBka Heo6paboTaHHbIX
Ccob6bITUIN Ha Syslog-cepBep C MOMOLLbIO COOTBETCTBYIOLLErO MOAYS.

19.4.3. O6HapyxeHune

B aTom pasnene npusefeHa nHdopmaums o Mmogynsx, obecneumsatowmx B MaxPatrol EDR dyHkumm
OBHapyXeHns yrpos.

B aTom pa3pene

Koppensatop (cm. pasgen 19.4.3.1)

YARA-ckaHep (cM. pa3gen 19.4.3.2)

MpoBepka dannos no xeww-cymme (cm. pasgen 19.4.3.3)

O6HapyxeHre nogo3puTenbHbiX dainsios (cMm. pasnen 19.4.3.4)

MpoBepka dannos B PT Sandbox (cm. paznen 19.4.3.5)

19.4.3.1. KoppenaTtop

Mopynb «KoppenaTtop» BbINOMHIET KOPPENaUmo NOToka CobbITUN OT Moayns «Hopmanuaatopy. Mpwn
OBHapyXeHNY BPeLOHOCHbIX U MOLO3PUTENbHbIX OeACTBUN perncTpupyeT cobbitua b
(koppensunoHHble cobbiTis). Kpome Toro, npu pernctpaumy onpeaeneHHbIX KoppensaunoHHbIX
cobbiTuin B MaxPatrol 10 aBToMaTyeckn perncTpupyoTcs NHUMAEHTbI. B cucTeme ecTb oBa
oToenbHbix koppenaropa ang Windows n Linux.

Mo ymonyaHMo B NOANTUKE NCNONb3yeTcs Habop NpaBui KOPPENSLUNA, MOArOTOBNEHHbIR
akcnepTamu Positive Technologies. INMpu Heo06xoQMMocCT Bbl MOXeTe co3aaTb B 6a3e 3HaHuin PT KB
cuctembl MaxPatrol 10 Habop akcnepTnabl C COBCTBEHHbIMY NpaBuiamMiy 1 BbiIGpaTb ero B NoNTIKe
(cm. pazgen 18.5). IHcTpykumn no paspaboTke npaBui KOppensauuy npuseaeHbl B JOKYMEHTaLN
MaxPatrol 10.

Bbl MOxeTe 0o6aBngaTb CKMOYEHNS 0N NPaB KOpPenauuin. OTo NMO3BOMNT YMEHbLUNTb
KOIMYECTBO NIOXHbIX CpabaTbiBaHWI NPaBus, KOTOPble MOTyT BO3HIMKATb 13-3a 0CO6EHHOCTEN Balleli
NHPPACTPYKTYpbI. VIcKnioueHns peannayoTcs AByMS CNOco6amut: C MOMOLLbIO TaBNNYHbIX CMINCKOB
13 PT KB 1 ¢ nomoLLbio perynspHbix BbipaxeHuii (regex) B dopmaTte PCRE2 B napameTpax Mmogyns.

UcknioueHus ¢ NnoMoLblo TabNNYHbIX CNCKOB

Ecnun MaxPatrol EDR ncnonbsyetcd coBmecTHo ¢ cuctemon MaxPatrol 10, Bbl MoxeTe ynpaBngarb
nckmodeHnamMn B mogyne «Koppensarop» ¢ MOMOLLbIO CTaHAAPTHbBIX TabMNYHbIX CNNCKOB 6a3bl
3HaHun PT KB: Common_blacklist_regex, Common_blacklist_value, Common_IP_Subnet_Whitelist,
Common_whitelist_regex n Common_whitelist_value. Nocne no6aBneHuns 3anncen B 3T TabnnyHble
CMICKIW OHW BYOYT YYTEeHbl MOAy/IeM NMocne YyCTaHOBKWN NakeTa akcnepTnabl B MaxPatrol SIEM n
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cuHxpoHnsaumm ¢ MaxPatrol EDR (BbinosiHgeTcs aBToMaTudecku kaxable 30 MuHyT). MNoapobHas
nHbopmaLums o paboTte ¢ TabnnyHbiMu crickamu B MaxPatrol 10 npuBegeHa B cripaBke Mo aToMy
NPOOYKTY.

MpumeuaHue. 3anncy B TabNNYHbIE CIINCKN MOTYT TakXe 006aBIATbCS Ha OCHOBE faHHbIX
cobbitug VIE. B aTom cnyyae gns nx aktyanusauum B MaxPatrol EDR He TpebyeTcs ycTaHOBKa
nakeTa akcnepTuabl B MaxPatrol SIEM. INpn aToM 06HOBEHNE faHHbIX Ha areHTe MOXeT 3aHATb
00 10 MUHyYT.

MpumeyaHme. 3anncuy B ocTanbHbIX TabNYHbIX CIIMCKax 6yoyT O6HOBAATECS NpU O6HOBNEHNN
nakeTa aKcrnepTusbl (cMm. pasgen 8) B MaxPatrol EDR.

Mpy HEOBXOQMMOCTIM BMECTO CTaHOAPTHbLIX TaBMNYHBIX CMCKOB Bbl MOXETe MCMob30BaTh
COBCTBEHHbIE C TAaKOW Xe CTPYKTYPOI (Hanpumep, eCny Bac eCTb OTAEMbHbIV CANCOK C
paspelleHHbIMY IP-agpecami n oHW He oy6nnpyloTCs B CTaHAAPTHOM cnincke). [1ns aToro Bam
HY>XHO Bbl6paTb MNOMb30BaTENbCKU CMINCOK BMECTO CTaHAAPTHOro B MapamMeTpax Moay/s.

WcknioueHns ¢ noMoLbio perynsipHbiX BblpaXXeHUM

> YT06bl O6ABUTL UCKIIOYEHNE:
1. B rnaBHOM meHio BbibepuTe E Monutukm.

MpumeuaHwue. Ecnu B cucteme ecTb CTapble NOANTIKY, B MEHIO HYXXHO Bbl6paTb E
Monutukm - Ha ynpaBnsiowem cepBepe.

BbiGepuTe NOANTUKY.
Bbi6epute mogynb «Koppensatop».

B 6noke napameTpoB CAMCOK UCKIOUeHU HaxmuTe [lo6aBUTb.

a c W N

B none MepeMeHHbIe yKaxunTe ofHy U HECKONbKO NepeMeHHbIX AN NePBOro yCnoBus B
perynspHOM BblpaXxeHunu.

B perynsgpHom BbipaxeHunn ykasaHHble NepemMeHHble 6yayT pasnensdTbCs Nornyeckim
onepaTopom WUJIN. Hanprumep, ecnn Bbl XOTUTE NCKTIOUNTb CpabaTbiBaHWUS npasuia
Koppendumnm Ha BHYTPEHHIO YTUNNTY, Bbl MOXEeTe yKasaTb NepemMeHHble, B KOTOPbIX
nepepaetcy ums ncnonHsemoro ¢anna: object.fullpath, object.process.cmdline,
object.name.

BHumaHwme! lNepemeHHble event_src.id, event_src.ip, event_src.rule,
event_src.fqgdn, event_src.hostname, event_src.host, recv_ipv4, recv_host
MCMNob30BaTh 415 NCKMIOYEHN HEBO3MOXHO.

MpumeyaHune. Moapo6Hyto nHGoPMaLMo 0 cobbIT Moayns «KoppenaTop» Bbl MOXeTe
NMOCMOTPETb Ha CTpaHuLe CobbiTua B NaHenn CBopaka.

6. B none PerynsipHoe BblpaXxeHue BBeuTe perynsapHoe BbipaxeHue B dopmate PCRE2,
KOTOopoe byaeT NPUMEHATLCS K CANCKY 3aAaHHbIX MEPEMEHHbIX.
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Hanpumep, Bbl MOXeTe BBECTU MA MCNOonHIemMoro dalina Bawen ytunnTtbl. B atom cnyyae
nepBoe YyCNoBIMe B NCKOYEHN CpaboTaeT, eCcnn XoTs 6bl B OAHOWN 3afaHHOWN NepeMeHHO
OyLeT cogepxaTbCs ykasaHHoe nms darnna.

Koppenstop (Windows) B OTkMouuTb  * CMeHuTh Bepcwio 3 1
BkntoueH - Bepcus: 2.0.0 - 22

OCHOBHblEe napameTpbl e
CnMCoK UCKIKYeHUA A
(...fullpath” U/ "...cmdline” WIWN "...name") o -

(...fullpath NN ...cmdline K... >

* NepemeHHble * PerynsipHoe BbipaXeHue

object.fullpath @ object.process.cmdline object.name & utility 1\.exe|utility2\.exe|utility3\.exe
PucyHok 10. [lo6aBneHne NcKioyYeHns

7. Ecnun TpebyeTcs, Haxmute N HaCTpPOWNTe BTOPOE YCNoBKe, MOBTOPUB Warn 5—6.

B perynspHom BblpaxeHun ycrnosust 6yayT pasaenaTbes fornyeckum onepatopom 1. Bo
BTOPOM YCIOBUW Bbl MOXETe yKasaTb NpaBuio, KOTOpoe AaeT IoXHoe cpabaTbiBaHue. [1ns
aToro B nosie MepeMeHHble HyXHO BBeCcTu correlation name, a B none PerynapHoe
Bblpa)XeHue — 1\Vis NpaBuna.

8. Ecnun TpebyeTcs, HaCTpouTe OONOHUTESbHbIE YCIOBUS.

9. Haxmute CoxpaHuTb.

NMepepaya paHHbIX B Moaynb «KoppenaTtop (Windows)»

Mopynb «Koppenatop (Windows)» ncnonbayet ang paboTbl HOPMan3oBaHHble AaHHbIE N3 XypHana
cobbituin Windows. [1n9 KOppeKkTHOWN paboTbl MOLY/S BaM HYXHO:

— HasHauUTb Ha rpynny areHToB ¢ mopaynem «Koppensgtop (Windows)» nonantuky ¢ Mogynsmu
«WinEventLog: c6op paHHbIX 13 XypHana cobbiTuin Windows» 1 «YcTaHOBLLMK Sysmony (1nm
«ETW: Tpaccuposka cobbituin Windows»);

— po6aBuTb kaHan Microsoft-Windows-Sysmon/Operational B cnncok kaHamnos,
obpabaTtbiBaeMbix Mogynem «\WinEventLog: c6op gaHHbIX 13 xypHana cobbituin Windows»
(cm. pasgen 19.4.2.1), nnn HacTpouTb NOANNCKY Ha NpoBangepa Microsoft-Windows-Sysmon
(cm. paspen 19.4.2.3).
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NMepepayva paHHbIX B Moaynb «Koppensatop (Linux)»

Mopgynb «Koppenatop (Linux)» ncnonb3yeT ang paboTbl HOPManM3oBaHHbIE AaHHbIE N3 XYPHaNoB
auditd. [1na KoppekTHOWN paboTbl MOAYS BaM HYXXHO Ha3Ha4YMTb Ha FPYMy areHToB C MOAyJ/1eM
«KoppensTtop (Linux)» nonntrnky nuéo ¢ moaynem «C6op gaHHbIX ¢ nomoLubto Linux Audit», nnéo c
MoaynsamMum «YcTaHoBLUMK auditd» n «C6op AaHHbIX 13 GailfioB XypHaNoB.

anIMel-IaHVIe. B kauecTtBe OOMNMOJIHNTEesIbHOIO MCTOYHMKa Bbl MOXeTe NCMNOoJ1Ib30BaTb AaHHble,
cobupaemble moaynem «C60p AaHHbIX C MoMoLLbio eBPF».

MokpbiBaemble TexHnkun MITRE ATT&CK

Mpw HacTpoiike mogynein «Koppensatop (Windows)» n «KoppensTtop (Linux)» ang kaxporo cobbiTus
oTo6paxatoTcs NokpbiBaeMble TeXHUKN 13 MaTpuubl MITRE ATT&CK. 9To nomoraeT npaBuibHO
HacTpOWTb aBTOMAaTN4YECKOE pearnpoBaHie 1 BbibpaTb OONHAKOBbIE OeNCTBUS 419 OOQNHAKOBbIX
TEXHUK.

Bbl Takke MmoxeTe npocmoTpeTh BCto MmaTpuuy MITRE ATT&CK, Ha KOTOpOI OTMEeUeHbl TEXHUKI,
nokpbiBaemble MaxPatrol EDR. Npun Heo6XoanmocT Bbl MOXeTe 0TOWUIbTPOBaTb TEXHUKN MO
ornepauioHHON CUCTEMe, MePEeNTU K ONMMCaHNI0 TEXHUKW WK TakTUKK Ha calnTe attack.mitre.org, a
Takke BbIrpy3nTb MaTtpuuy B dopmaTte JSON mnm XLSX.

> YT06bl NPOCMOTPETH MNOKPbIBAEMbIE TEXHUKN,

B rMaBHOM MEHIO BbibepuTe @ Cucrtema - Matpuua MITRE ATT&CK.

19.4.3.2. YARA-ckaHep

Mogaynb «YARA-CcKaHep» BbINOJIHIET CUrHATYpPHbIN aHanna Ha ocHoBe YARA-npasun. MNpwu
OBHapYXeHN BPeAOHOCHbIX N MOA03pUTENbHbIX PalinoB 1 NPOLECCOB BbIHOCUT BEPANKTbI 1
pernctpupyet cobbitug /Ib. CkaHnpoBaHne MoOXeT 3anyckaTbCs BPYYHYIO, aBTOMaTUYeCcKy no
pacnucaHuio Wi Npu perncTpaumm nogxoagiwero cobbitns. Ecnm npu 3anycke npoeepku No
pacnmcaHmio Ha areHTe yXe BbIMOMHIAETCI CKaHUpOBaHe, NpoBepka OyaeT 3anyLleHa nocne
3aBepLUEHNs BCeX TEKYLLMX 3adady. Bbl MoxeTe HacTpouTb HECKOMbKO pacnuncaHui ans
aBTOMaTMYecKx NpoBepok. Hanpumep, 3annaHnpoBaTb 6bICTPYIO NPOBEPKY Ha ByaHMe OHK, a
MOJSIHYIO Ha BbIXOOHbIE.

YacTbI 3anyCcK CUrHaTypHOro aHannsa ¢ainioB 1 NpoLeccoB Ha ocHoBe Npasu YARA Bbi3biBaeT
YypesMepHoe NoTpebneHNe PecypcoB KOHEYHOrO YCTPONCTBA. OTO MOXET MPUBECTN K YBENNYEHNIO
NPOAOIXNTENBHOCTI NPOBEPOK, 06Pa30BaHMI0 oYepenm 1, Kak cneacTene, MegieHHOMY
pearnpoBaHnio Ha yrpo3bl.

YUTto6bl n36exatb Takmnx cutyaunin, B MaxPatrol EDR pe3ynbTaTbl MPpoBEpPOK KILLIMPYIOTCS Ha KaXaoMm
areHTe, Ha KOTOPOM BbIMOJMIHANACh NPOBEpPKa. Pe3dynbTaThl CKAHNPOBAHNS XPaHATCS B KaLLe 00
n3meHeHns Habopa YARA-npaBus, NCronb3yemMoro s npoBepok. Bbl Takxe MoxeTe 3a4aTb Cpok
XpaHeHns pesynbTaToB CKaHNPOBaHMS NPOLECCOB B KOHGUrypaLunm noantnki. Pasmep Kala He
orpaHunyeH. lNepepg 3anyckom HoBo NpoBepkn MaxPatrol EDR npoBepsieT coxpaHeHHble
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pes3ynbTaTbl U MCNOMBb3YET WX, €CNV Takon dann nnm npouecc yxe nposepsancy. MaxPatrol EDR
noeHTudunumpyeT dainsbl No Xew-cymMmme, a npoLecchl — Mo naeHTUdnKaTopy 1 Nyt K

ncnonHgemomy dauny.

MapameTp nnu 6nok na-
pameTpoB

Tabnuua 43. NapameTpbl Mogyna «YARA-ckaHep»

OnucaHue

MakcuMmanbHbIA pa3mep
daina ansg npoBepKu,
Mb

MakcumanbHbIn pasmep daiina (B Merabaritax), KOTOPbIA MOXET
6bITb NpoBepeH Mmoayem. OrpaHnyeHne akTyanbHo:

— Npw aBTOMaTUYECKOM pearnpoBaHny — B 3TOM Cllydae B
cucTeme 6yaeT 3aperucTpnpoBaHo cobbiTne «He yoanoch
npoBepuTb ¢alin: NpeBbilLeH MaKCUManbHbI pas3mepy;

— PY4YHOW NpoBepke, ecnu nposepseTcs 6onee ogHoro darna
OOHOBPEMEHHO, — B 3TOM Crlyyae KpynHble dalinbl 6yayT
nponyLeHbl 6e3 pernctTpaunm cobbiTus.

®daiin, pasmep KOTOPOro NpeBbIaeT 3afaHHbI, Bbl MOXeETe NpoBe-
PUTb, 3aNyCTNB BPY4YHYIO MPOBEPKY TOMNbKO 3TOro daiina (CMm. pas-
nen 21.3)

Cnucok ucknioueHun pnsa
npoBepok B Linux

Cnucok ¢alinioB 1 KaTanoros (Bk/to4yas NpoLecchl), KOTopble He By-
LyT NpoBepsaTbcs Mogynem B Linux

CnucoK UCKJTIIOYEeHUU ans
npoBepok B Windows

Cnncok ¢alnnoB 1 nanok (Bkoyasa NpoLecchl), KOTopble He byayT
npoBepsaTbea mogynem B Windows. 3agaTb nyTb Bbl MOXeTe B Gop-
maTtax DOS n UNC, a Takxe ¢ NOMOLLbIO MepPEMEHHbIX OKPYXEHUS.

MpumeuaHue. AreHt MaxPatrol EDR 3anyckaeTcd nog CUCTEMHON
YYETHOW 3aMunCblo, NOITOMY 3HAYEHE NEPEMEHHOI OKPYXEHNS
%»userprofile% —C:
\Windows\System32\config\systemprofile

CnucoK UCKNIoUeHUN ans
YARA-npasun

Cnuncok HasBaHun YARA-npaBun, KOTopble He 6yayT NCrnonb3o-
BaTbCs A5 NPOBEPOK (3HaueHne napameTpa rule_name).

Hanpumep, tool_mem_ZZ Emotet_Downloader__Stager

MapameTpbl 6bicTpOM
npoBepku ¢aisioB B
Linux

Cnincok ¢alnfioB 1 KaTanoros Ans 6bICTpor NpoBepKn B Linux

MapameTpbl 6bicTpOM
npoBepku ¢asioB B
Windows

Cnncok dainnos 1 nanok ans 6sictpon nposepkun B Windows

MapameTpbl 6biCcTpOM
NpoBepKMN NpoLEeccoB B
Linux

Cnuncok npoueccoB ans 6bICTPOoN NpoBepky B Linux
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MapameTp nnu 6nok na-
pameTpoB

OnucaHue

MapameTpbl 6bicTpOM
NpoBepKU NpPoOLLECCOB B
Windows

Cnncok npoueccoB ans 6uicTpon npoeepkn B \Windows

Knaccbl BpepoHocHoro
no

Cnncok knaccoB BpegoHocHoro MO, npu 06HapyXeHNn KOTOPbIX
MOAyNb BbIHECET BEPANKT «BPeQOHOCHbIN daiiny. He pekomeHayeT-
CS UBMEHSATb CTaHAAPTHbI CMINCOK K/TAaCcCOB

Bpemsi xpaHeHus pe-
3yNbTaToOB CKaHUpOBa-
HUS npouecca (B MUHY-
Tax)

Bpems xpaHeHns pe3ynbTaToB CKaHNPOBaHNS npoLecca (B MuHy-
Tax). Mpu nepesarpyske Mmoayns pesynbTaTbl CKaHNPOBaHNS 04K~
LwatoTes

MakcumanbHoe Konu4ye-
CTBO MCMNOJIb3yeMbIX No-
TOKOB NMpU CKaHUpoBa-
HUMK

MakcumanbHoe KONmyecTBo da0ep npoueccopa, KoTopoe Moayib
MOXEeT 3afeNCTBOBaTb A9 OAHOW 3agaun CKaHunpoBaHnN4

OeHb Hepgenu

[Hun Hegenu, B KoTopble ByOeT 3anyckaTbCca NpoBepKa no pacnuca-
HUIO

Mecsubl

Mecsupl, B KOTOpble 6yAeT 3anyckaTbCs NpoBepka Mo pacrnmncaHunto

IdeHb Mecqaua

[Hn mecsiua, B KOTopble 6yaeT 3anyckaTbCs NpoBepKa Mo pacnmnca-
HIIIO

Bpems B yacoBomM nosice
areHTa

Bpems B yacoBOM Mosice areHTa, B KOTopoe 6yayT 3arnycKaTbCs
NpPOBEepPKM MO pacrnuncaHunio.

MpumeuaHme. VIameHeHne 4acoBOro nosica Ha areHTe He NoBnuseT

Ha BpeMms 3arycka 6nvkaren 3annaHnpoBaHHon npoeepkn. OgHa-
KO 9TO M3MeHeHne 6yaeT y4TeHO Npu 3anycke NOCNeayoLLxX NpoBe-
POK U NMOCSIe BHECEHS N3MEHEHUIA B pacrnuncaHne B Moayse

O6nacTb NpoBepKM

O6nacTb NpOBepPKK MO pacnucaHunio

Fny6uHa npoBepku

ny6nHa NpoBepKY MO pacnncaHmnio: BaxHble CUCTEMHble daiinbl 1
npoueccsl (bbicTpag) unm Bce dalinbl 1 NpoLecch (MonHag)

CM. Takxke

HacTpolika aBTOMaT4eCcKoro pearmpoBaHug (cm. pasaen 19.5)

19.4.3.3. [lpoBepka dannoB rno xew-cymme

Mogynb «[MpoBepka dainos No xel-cyMmme» et xell-cyMmmbl dannos (MD5 n SHA-256) B 6aze
[aHHbIX HOBbIX Yrpo3. Ha Takune yrposbl elle He cpabaTtbiBaloT YARA-NpaBwna, 1 ois HAX He
HanucaHbl NpaBuia Koppenauun. Moaynb aBTomaTnyeck NpoBepseT Bce daiisibl, XeL-CyMMbl
KOTOPbIX COAepPXaTCH B faHHbIX OT yTUANTbI Sysmon 1 KoMnoHeHTa auditd. Ecnv B 9TX gaHHbIX HeT
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XeLU-CyMM, MOLY/ b CHayana BblYMCANUT 1X, a 3aTem nNpoBepuT dalnbl. Bbl Takxe MOXeTe HasHaunTb
aBTOMaTMYeckoe aencTBre NpoBepkn dalina Ha NoaxoasLme cobbiTns Mmonyns «Koppenstop».
MaxPatrol EDR perynspHo nony4aeT 06HOBNeHNs 6a3bl AaHHbIX HOBbIX yrpo3. Kpome Toro, BMecTo
CTaHOapTHOW 6a3bl AaHHbIX Bbl MOXETE CMONb30BaTh COGCTBEHHbIE AaHHble 06 yrpo3ax n3 CSV-
danna nnm TabnnyHOro cnmcka.

B cobbiTusx, KoTopble pernctpupyeT Mogynb, nongd object. fullpath, object.hash.md5 n
object.hash.sha256 oTHocaTCd K daliny, KOTopbI 6bi1 NpoBepeH. OcTanbHble NoNs B COGbITAN
3anoNHSATCA AaHHBIMU N3 NCXOAHOIO COBbITUS, KOTOPOE BbI3Basio MPOBEPKY.

Ta6nuua 44. MapameTpbl Mogyns «[1poBepka PpalfoB Mo XeL-cyMme»

MapameTp unu 650k na- | OnucaHue
pameTpoB

MakcumanbHbih paamep | MakcrnmanbHbii pa3mep daiina, KOTOpbI MOXET 6bITb NMPOBEpPeEH (B

danna ana nposepkKm, MerabarTtax). OrpaHn4YeHne OTHOCUTCS TOJIbKO K aBTOMaTNYE€CKOMY
MbB pearnpoBaHuio
JkecnepTUsa OnpepenserT, kakyto aKCnepTn3y 6yaeT NCrnonb3oBaTb MOAy/b:

CTaHOapTHYIO, N3 3arpyxeHHoro CSV-dainna nnm ns TabanyHoro
cnucka 6a3bl 3HaHun PT KB. MpuMeHeHne akcnepTnabl 13 Tabnny-
HbIX CMCKOB BO3MOXHO, ecnin MaxPatrol EDR ncnonssyetcs co-
MecTHoO ¢ cuctemoi MaxPatrol 10

®dain ¢ aKcnepTU3on Nms CSV-dainna (cm. pasgen 19.4.3.3) ¢ xeww-cymmamu Nogo3pu-
TenbHbIX GalnnoB

TabnnuHbI cNUCcoK TabnnyHbIN CMMCOK CO 3HAYEHNAMU XeLL-CYMM MOAO3PUTENbHbIX
¢dannos. B Ta6nnyHom cnncke 0ofkHbl 6biTb nons hash mds,
hash_sha256 nthreat_type. Hanpumep, nogonget cnucok
repListHashes.

BHumaHue! CuHxpoHuzauns TabnunyHbix crivickos ¢ PT KB
BbinosiHgaeTcd pas B 30 MuHyT. Npun co3gaHum HOBOro cnmncka B
PT KB, oH MmoxeT 6bITb He cpa3y gocTyneH B MaxPatrol EDR.

MpumeuaHue. B MaxPatrol EDR yuntbiBatoTca Tonbko 100 Thicay
3anuceit B TabnnyHom cnncke. Ecnv Hoeag Bepcus Mogyns ycta-
HoBneHa B MaxPatrol EDR Bepcun 8.1 unu Huxe, yumTbiBaTbCa 6yayT
10 Tbicqay 3anucen

3arpyska CSV-¢anna ¢ xew-cymmamm nofo3puTenibHbiX ¢annos B
MaxPatrol EDR

Bbl moxeTe 3arpy3untb B MaxPatrol EDR CSV-dann ¢ xelw-cymmammn nogo3puTtenbHbix dannos un
MCMofb30BaThb 3TW AaHHble /19 06HapyXeHnd yrpo3. B danne kaxgas CTpoka oomkHa NPpeacTaBndTb
CO60I OfiHY 3annCb, aHHble B KOTOPOU pasfeneHbl C MOMOLLbIO 3aNSTON UK TOYKY ¢ 3angTol. B
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NMepBoW CTPOKE AOXHbI 6bITb TP 0693aTenbHbIX Nong: hash_md5, hash_sha256, threat type.B
Kaxgou 3anncu 4oSIXHa 6biTb Kak MUHUMYM OfHa Xell-CyMMa W Tn yrpoadbl. B ¢paline He 0osxHo
6bITb 6onbLle 99 999 3anuce.

MpuMep KOPPEKTHOW CTPYKTYPbI AaHHbIX:

id,hash_md5,hash_sha256,threat_type

1,,0057cec9al0av49b0fc68b8a58ec5b2871dfe6a95c27712c4d75aedad38b127a, Trojan-
Ransom.Azov_Wiper.Unknown

2,,0057e0e904849a8a58ec5b2871dfe6a9d35782565¢c9cfc68b02999aeffebb9d3, Trojan-
PSW.Deathransom.Unknown

> YT06bl 3arpy3nTtb CSV-dain:

1. B rnaBHOM MeHIo Bblibepute @ Cuctema —> Ha6opbl aKcnepTU3bl.
2. B nanenn Mopaynu Bbi6epute NMpoBepka ¢paninos no xew-cymme.
3. Haxmwute 3arpysutb ¢pann.

MpumeuaHue. Bbl MoxeTe ckayaTb WabnoH dalina ¢ KOPPEKTHOWM CTPYKTYPOWN AaHHbIX MO KHOMKe

V - CkauvaTtb WabnoH.

19.4.3.4. O6HapyXeHne Nogo3puTenbHbIX Ganios

Mogynb «O6HapyxeHne Nofo3puTenbHbIX GaliioB» aHaNU3NPyeT HOpPMann3oBaHHbIe COBbITUS 1
OBHapyXnBaeT NosBeHne B CUCTEME NOJ03PUTENbHbIX PainioB. Palin cuntaeTcs NoLO3pPUTENbHbIM,
€CN ero pacLlunpeHe crneymnanbHo 3a4aHo B KOHOUIypauuy Mogyns, a Takxe OH 6bi/1 O6HapyXeH B
3afaHHoN narke nnm 6bin co3naH 3agaHHbIM NPOLECCOM.

Tabnuua 45. MapameTpbl Mogyns «O6HapyxXeHne Nofo3pnTebHbIX GainoB»

MapameTp unu 650k na- | OnucaHue

pameTpoB

MpaBuna o6HapyXeHus Cnucok pacwmpenuin pannos B Windows, koTopble 6yayT y4nTbI-
ansa Windows - Pacluu- BaTbCs Mofy/1iemM

peHus

MpaBuna o6HapyXeHus CucTtemHble nankuy Windows, B KOTOpPbIX 6y0eT OTCnexmnBaTbCs no-
anga Windows - Cu- aBneHne ¢annos

CTEeMHbIe nanku

MpaBuna o6HapyXeHus Cnucok nanok B Windows, B KOTOpbIX 6y4eT OTCNexnBaTbCcs NosiB-
ansa Windows — Manku neHve dannos

MpaBuna o6HapyXeHus Cnucok npoueccos B Windows, KoTopble 6yayT OTCNeXnBaTbCs Ha
ans Windows — Mpo- npeameT co3naHng dannoB

Leccobl

YnpaBneHne Mogynsmum areHTa 137



MapameTp nnu 6nok na-
pameTpoB

OnucaHue

MpaBuna o6HapyXeHus
ang Linux - Pacwupe-
Hus

Cnncok pacwumpeHnin painnos B Linux, KOTopble 6yayT yYnTbIBaTbLCS
mMopynem

MpaBuna o6HapyXXeHus
an4g Linux - Katanoru

Cnuncok kaTanoroB B Linux, B KOTOPbIX 6yAeT OTCNeXNBaTbCS NOsiB-
neHve dainnos

MpaBuna o6HapyXXeHus
ans Linux — Mpoueccbl

Cnuncok npoueccos B Linux, kKoTopble 6yayT OTCNexmBaTbCs Ha
npeameT co3naHng dannoB

19.4.3.5. [Npoepka dannos B PT Sandbox

Mogaynb «[MpoBepka dannos B PT Sandbox» oTnpasngeT dalinbl Ha npoBepky B PT Sandbox n
COXpaHseT pe3ynbTaT NpoBepky B slokanbHble B Bcex areHToB € Takow xe nonuTtukon. MNMepen
oTnpaBKon daiia Ha NPOBEpPKY NPOBEPSETCS HaNMumne akTyanbHOro peaynbTata NPOBEPKN B
nokanbHon Bl. Ecnn akTyanbHbI pe3ynbTtaT ecTb, To dpainn B PT Sandbox He oTnpaBngeTcs.
PesynbTaT NpoBepkn CUMTAETCH akTyasbHbIM B TeUYeHe CeMU OHEN.

MapameTp nnu 6nok na-
pameTpoB

Ta6nuua 46. MapameTpbl Mooyns «Mpoeepka ¢annos B PT Sandbox»

OnucaHue

TokeH gocTtyna

TokeH gocTyna kK nyénuyHomy APl PT Sandbox. IHCTpyKumK o co-
30aHNI0 TOKeHa 4oCTyna NpUBeAeHbl B TEXHNYECKOW OOKYMEHTaLN
npogykTa. Ecnu Bbl ncnonbayete PT Sandbox Bepcun 5.23 nnwn Bbi-
e, TOKeH JOCTyrna OOMKeH ObiTb C paspeLleHHbiM gencterem Mpo-
BepKa ¢ napamMeTpaMM UCTOYHUKA. Ecnn Huxe — ¢ paspeLueH-
Hbim gencTerem NpoBepka ¢ nepepaaBaeMbiMU NapamMeTpamm

MakcuMmanbHbIA pa3mep
damna

MakcumanbHbin pa3mep dalina, KOTOPbIV Bbl MOXETe OTNpaBuTb Ha
npoBepky B PT Sandbox

MaxPatrol EDR nogknio-
YeH KaK UICTOYHMK

OnpepenseT cnocob unterpauum ¢ PT Sandbox. B PT Sandbox
Bepcum 5.23 unu Bbilwe HyxHO nogknoyaTts MaxPatrol EDR kak nc-
TOYHUK

Knaccbl BpegoHocHoOro
no

Cnucok knaccoB BpefnoHocHoro MO, npu 06HapyXeHNn KOTOPbIX
PT Sandbox BbiHeceT BepavikT «BpeQoHOCHbIN danny. MNpn o6Hapy-
XeHun BpegoHocHoro MO, oTHocALWwerocs K opyromy knaccy, éynoet
BblHECEH BEPAVKT «6e30nacHbIn pannx». He pekomeHayeTcs name-
HSTb CTaHOAPTHBIN CMCOK K1acCoB

Appec cepBepa

Anpec cepaepa PT Sandbox (FQDN unwn IP-agpec 6e3 npotokona)
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MapameTp unm 600K na- OnucaHue

pameTpoB

MakcumanbHoe Bpemsi Bpems B MUHyTax, B TEYEHNE KOTOPOro BaM XOTeNI0Ch 6bl MONyYnTh

OXWpaHUs pe3ynbTaToB pesynbTaT npoBepku danna. Ecnu pesynbtaT He ByaeT nonyyeH 3a

npoBepKU 3afaHHOe BpeMs, TO 6yaeT CreHepumpoBaHO cobbiTne «/IcTekno
BpeMs OXnpaHug pesynbtaTa npoeepkun dannax. Mpoeepka npu
39TOM He OTMEHSIeTCS 1 pe3dynbTaT 6yaeT nosyyeH nosgHee

HacTtpouka mopyns

Mepeq HacTpolikol Mmoayns Heobxoammo B PT Sandbox coanaTtb TokeH gocTyna K nyénnyHomy APl ¢
paspelleHHbIM gericTerem MpoBepka ¢ napamMeTpamMm MCTOUYHMKA, 106aBuTb MaxPatrol EDR kak
NCTOYHUK O6BHEKTOB 1 HACTPOWTb €ro.

> YT06bl HacTpouTb Moay b «IpoBepka darnoB B PT Sandbox»:
1. B rnaBHOM meHIo BbibepuTe E Monutukm.

MpumeuaHwue. Ecnuv B cucteme ecTb CTapble NOANTMKY, B MEHIO HYXXHO Bbl6paTb E
Monutukmn - Ha ynpaBnsiowem cepsepe.

Bblibepute nonuTuky.
Bbibepute moaynb «lpoBepka darnos B PT Sandbox».
BeennTe agpec cepepa PT Sandbox, Ha KOTOPbIN Bbl XOTUTE OTMPaBNATbL dalinbl.

BBeaunTe TokeH gocTyna kK nyénuyHomy API PT Sandbox.

o oA W N

Ecnn MaxPatrol EDR po6asneH B PT Sandbox kak ICTOYHNK O6bEKTOB, YCTAaHOBNTE
COOTBETCTBYIOLLMIA Paxok.

MpumeuaHwue. Ecnu Bol ncnonbadyete Bepcuio PT Sandbox Huxe 5.23 nnn ctapyto
KOHPUIypaLmio NCTOYHKOB, Gpiaxok yCTaHaBNMBaTb HE HYXHO. B aTom cnyyae TokeH
LOCTyNa foMKeH 6bITb C pa3pelleHHbIM genctenem MpoBepka ¢ nepegaBaeMbiMM
napameTpamu.

7. Ecnwn TpebyeTcs, 3afaiiTe 4ONONHNTENIbHbIE MapaMeTpbl MOAYS.

8. Ecnu tpebyeTcy, BbiGepuTe AENCTBIYS, KOTOpble 6yayT BbINMOMHATLCS MNPy PerncTpaLmm
cobbituin Vb (cm. pasnen 19.5).

9. Haxmute CoxpaHuTb.

PekomeHgaunmn no HacTpoilke aBTOMaTUYECKOro pearmpoBaHus

[Mpw HacTpolike aBTOMaTUYECKOro pearnpoBaHusg (cm. pasgen 19.5) gencteumg otnpasky ¢alinos Ha
npoBepky B PT Sandbox pekomeHayeTcs HagHauaTb Ha cobbiTe «OB6HapyXeH Noao3pUTesbHbIN
dann» moayns «O6HapyxXeHre Noao3pUTeNbHbIX GaisioBy, a Takxke Ha CoBbITS Moay s
«KoppenaTtop».
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PekomenpoBaHHble cobbiTng B Windows:

Creation Suspicious File;

Suspicious Create File Archive FromPowerShell;

Suspicious Create File Extension DoubleExtensionLNK;
Suspicious Create File Extension IQY;

Suspicious Create File FromBrowser SuspiciousExtension;
Suspicious Create File FromMessenger SuspiciousExtension;

Suspicious Create File RTLO Evasion.

PekomeHpoBaHHble cobbiTd B Linux:

Suspicious Create File Attribute Hidden;

Suspicious Create File Attribute SUIDandSGID;

Suspicious Create File Boot Modification;

Suspicious Create File Boot RCScripts;

Suspicious Create File FromMessenger SuspiciousExtension;
Unix File Creation by Script;

Unix File Download via GTFOBINS.

BHumanune! [1ng cHxeHuns Harpy3ku Ha cepBep PT Sandbox nepen HasHavyeHnem gencTauni Ha
cobbITng moayns «Koppenarop» pekoMeHayeTCs OLEHNTb NX YaCcTOTY U NCKITIOUYNTD JTOXHbIE
cpabaTblBaHus (cMm. pasgen 19.4.3.1).

19.4.4. PearnpoBaHue

B aTom paznene npusefeHa nHdopmaums o mogynsx, obecneumsatowmx B MaxPatrol EDR dyHkumm
pearnpoBaHus.

B aTom pa3pene

YnaneHue dainnos (cm. pasnen 19.4.4.1)

3aBepLueHne npoueccos (cMm. pasnen 19.4.4.2)

BrnokupoBka yuyeTHbIX 3anncen (cm. pasgen 19.4.4.3)

Bnokuposka no IP-agpecy (cm. pasnen 19.4.4.4)

3aBeplueHne paboTbl (cM. pasnen 19.4.4.5)

Vizonguwns yanos (cm. pasnen 19.4.4.6)

KapaHTuH (cm. pa3nen 19.4.4.7)
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MepeHanpaBneHne DNS-3anpocos (sinkholing) (cm. paznen 19.4.4.8)

OtnpaBka ¢annos (cMm. pasgen 19.4.4.9)

19.4.4.1. YpaneHne dannos
Mogaynb «YpaneHue dannoB» ynangeT dainfibl Ha KOHEYHOM YCTPONCTBE. Yaanatb daisibl MOXHO

BPYUYHYIO (CM. pasgen 21.3) nnm ¢ NoMoLLbio aBTOMaTUYECKOro pearnpoBaHung (cm. pasoen 19.5).

19.4.4.2. 3aBepLUeHne NpoLEeccoB

Mogynb «3aBeplLueHmne NpoLLeccoB» 3aBepLlaeT NPoLEecChl Ha KOHEYHOM YCTPOoNCTBe. 3aBepLlaTh
MPOLLeCChbl MOXHO Bpy4HYio (CM. pasgen 21.4) nnm ¢ NoMoLLblo aBTOMaTNYEeCKOro pearnpoBaHiis
(cm. pasgen 19.5).

Tabnuua 47. MNapameTpbl Mogyns «3aBepLUeHe NPOoLLeCCOB»

MapameTp OnucaHue

Cnucok ucknwueHun gna | NMonHble Nyt 4o ncrnonHsemblx GainoB npoueccoB B Linux, KoTo-
Linux pble He ByayT 3aBepLlaTbCs Moayiem

Cnucok ucknwoueHun pna | NonHble Nyt 4o ncrnonHsaemblx dalinos npoueccoB B macOS, ko-
macOS Topble He ByayT 3aBepLUaTbCs MOAyem

Cnucok ucknioveHun gnsa | NosnHble Nyt 0o ncrnoaHgemMblx dainnos npoueccos B Windows, ko-
Windows TOopble He 6yayT 3aBepLUaTbCs Moayiem

19.4.4.3. bnoknpoBKa YYETHbIX 3arncen

Mopynb «BnoknpoBKa y4eTHbIX 3anuncei» 61oKMpyeT 1 3aBepLUaeT CeaHCbl TOKabHbIX YYETHbIX
3anucen B onepaunoHHon cucteme. [JnmtenbHOCTb 610KMPOBKN 3a0aeTcd B MapamMeTpax
COOTBETCTBYIOLLErrO AEICTBUS.

MpumeuaHue. [1ng paboTbl MOAYNS Ha KOHEYHbIX YCTPOWCTBaX Nof, ynpaBneHnem onepaLnoHHom
cuctembl Linux Tpebyetca ytunnta who.

Ta6bnuua 48. MapameTpbl Mogyns «bnokmpoBka yYeTHbIX 3anncer»

MapameTp unu 650k na- | OnucaHue

pameTposB

UcknioueHns Cnncok y4eTHbIX 3annceil, KoTopble He 6yayT 610KMPOBaTbCS 1 Ce-
aHCbl KOTOPbIX He ByayT 3aBepLIaTbCY

AnutenbHocTb 6n10KN- Bpems B MuHyTax, Ha KOTopoe 6yaeT 3abnoknpoBaHa yYeTHas 3a-

POBKM, MMH (NapameTp nuce. Mo ymonyaHmio 120 MuHyT

OencTBumn)
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19.4.4.4. bnokunpoBka no |IP-agpecy

Mogynb «Bnoknposka no IP-agpecy» 610knpyeT Bce ceTeBble coeanHeHuns rno IP-agpecy. Agpec
MOXeT 6bITb 3a6/IOKNPOBAH Ha YPOBHE MOMNTUKK, areHTa uim Ha 06ourx ypoBHSAX. BnoknpoBka
nonesHa, ecnm Bol O6HapyXunm nogo3puTtesibHoe CoeguHeHne 1 XoTuTe ero npepsatb. Ecnu IP-
agpec 3aboKMpoBaH Ha YPOBHE MOMUTUKM, Bbl MOXETE AOMOHUTENBHO 3a6/10KNPOBaThb €ro Ha
areHTe (cm. pasgen 21.6). B Takom crnyyae coeguHeHns yana c 3TUM agpecom He byayT
pPas3boKMpOoBaHbI faxe nocsie N3MeHeHNs KOHPUrypauum Mmogyns B nonntmnke. 3aénoknposaTb IP-
appec cepBepa MaxPatrol EDR HeBO3MOXHO. B koHduUrypavwumm moayns Bbl MOXeTe 3afaTb CNCoK
IP-appecoB B popmate IPv4, IPv6 nnn nogceten B Hotaumm CIDR, KoTopble 6yayT 3a6/10KMPOBaHbI
Ha YpOBHE NOANTUKI.

MpumeyaHwme. Npn HacTpolike aBTOMAaTNYECKOro pearnpoBaHns (cM. pasgen 19.5) Bbl MoxeTe
Bbl6paTb 15 6/10KnpoBKn IP-agpec nctouHmka (src. ip) nnm IP-agpec HasHaveHus (dst. ip).

19.4.4.5. 3aBepLueHne paboThbl

Bbl MoxeTe 3aBepLUnTb paboTy KOHEYHOrO YCTPONCTBA, MEPEBECTN €ro B CNSLLNIA PEXUM U
nepesarpy3ntb. STV OeNCTBUS NO3BOMFIOT OCTAHOBUTL Pa3BUTME aTakul, eCii gpyrue crnocobbl He
NMOMOINN, @ TakXe, Hanpumep, MPUMEHNTb NapamMeTpPbl 419 yCTpaHeHns ya3BumMmocTen. B napameTtpax
MOAYNS Bbl MOXeTe 3afaTb UCKTIOYEHNS — y3/1bl, Ha KOTOPbIX AeNCTBUS BbINONHATLCS HE OyayT.
KoHeuHoe yCTPONCTBO MOXHO BbIK/IIOUYNTL BRY4YHYIO (CM. pasgen 21.8) unm ¢ noMoLLbio
aBTOMaTNYECKOro pearnpoBaHug (CM. pasgen 19.5).

Tabnuua 49. NapameTpbl Moaya «3aBeplueHne paboTbl»

MapameTp OnucaHue

UcknioueHus VImeHa y3noB unn nosiHble ALOMEHHbIE NMeHa (eCnun y3bl B JOMEHE),
Ha KOTOpPbIX AEeNCTBIS BbINOMHATLCS He 6yayT

3apepiKKa BbINOJIHEHUS OnpenengeT Bpemd, Yepes KoTopoe 6yaeT BbiNo/IHeHa onepaLng.
onepauum MapameTp akTyaneH ong OecTBU C 3a0ePXKON 1 yBeOdoMIeHeM
nosb3oBaTens.

MpumeuaHwme. [1ns oTo6paxeHns yBeOOMIEHN Ha KOHEYHbIX
YyCTPOMCTBax nop, ynpasneHnem Linux gomkHa 6biTb yCTaHOBNEHa
yTunuta notify-send. Ecnu ytunuTa He ycTaHoBneHa, Mmogy/ib npu
3arnycke nonpobyeT yCTaHOBUTb €€ 13 CUCTEMHOro Peno3nTopus.
Ecnn yctaHoBKa 3aBepLUNTCS OLUMGKOW, MOAY b MPOLOIKAT paboTy
6e3 OTnpaBky yBegoMIeHn, a HpopmMaLms 06 olwnbKe 6yaeT 3anu-
caHa B XypHan moayns
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19.4.4.6. lsongaumng y3nos

Mogynb «/13onsuns yano» 6nokumpyeT ceTeBol Tpaduk Ha yanax. Bbl MoxeTe nsonnposaTb y3en, Ha
KOTOPOM YCTaHOBJIEH areHT, ABYMS crnoco6amm — MOSIHOCTLIO, OTK/OUMB BCe CEeTEBbIE afanTepsl,
N YaCTNYHO, COXPaHIB A/19 HEro CBA3b C CEPBEPOM areHToB 1 agpecamui N3 CCKa NCKTIOYEHNIA.

BHumanwue! [Ina pa6oTtbl Bepcum moayns 3.0.0 Ha areHTe JoMXeH 6biTb yCTaHOBNEH MOAY b
«Anpo (BHyTpeHHUN cepauc)» (cm. pasgen 19.4.1). Bepcua moayng 2.0.0 paboTaeT TONbKO B
Windows.

MpumeuaHue. B koHbWrypauum moayng Bbl MOXeTe HaCTPOUTb NCKOUYEHNS — NapaMeTpbl
ceTeBOro Tpaduka, KOTopbii He ByaeT 610KNpPoBaTbCa Moaynem. [1o6aBNsaTh B UCKIIOUEHNS
cepBep MaxPatrol EDR He TpebyeTcs: 06MeH AaHHbIX C HAM He 6yaeT 610KMPOBaTbCS.

19.4.4.7. KapaHTUH

Mogaynb «KapaHTuH» n3onmpyeT nogo3puTtenbHble daiinbl B 3aindpoBaHHOM XpaHUAULLE Ha BpeMs
nx npoeepku ¢ nomoupto YARA-npaswn unuv B PT Sandbox. CueHapuini HaCTPOWMKN CUCTEMDbI C
mopynem «KapaHTuH» MOXET 6bITb CrneayoLnmM:

1. Ha nogxopggiime cobbiTng moayns «Koppenatop» HazHavaloTCs AencTeug «/1sonuposats daiin B
3alwmndpoBaHHOE XpaHunue (kapaHTiH)» n «OTnpaBuTb dain Ha nposepky B PT Sandbox».

2. Ha cobbitne «®Painn nposepeH B PT Sandbox. BepaukT: 6e3onacHbIf» HazHauyaeTcs gencTamne
«BoccTaHoBUTb dainn 13 KapaHTMHa.

3. Ecnu dann npnaHaH BpeooHOCHbIM, dalin yaansaeTcs U3 kapaHTUHa MO poTaLnn, BRYYHYIO U
BbIrpyXXaeTcs Af1g MccrneqoBaHns akcnepTamu.

BHumaHume! Ecnu Bbl nepengeTe ¢ HOBbIX Bepcuil Moayns Ha Bepcuto 1.0.x, Bce dalinbl n3
KapaHTVHa ygandarcsa 6e3 BO3MOXHOCTV BOCCTaHOBEHNS.

Tabnuua 50. MapameTpbl Mogyns «KapaHTuH»

MapameTp unm 6nokK na- OnucaHue
pameTposB
Maponb pns apxuBa Maponb, KOTOpbIN ByAeT yCTaHOBMEH AN CKaYaHHOro N3 KapaHTuHa

apxuBa ¢ dannamu

UcknioueHusa — Manku n MyTb oo ganna nim NyTb 4O nanku, Gaisbl B KOTOPOWN He ByayT No-

dainbl MeLLaTbCs B KAapaHTUH
UcknioueHuns gns Cnucok paclwmperuin dannos, KOTopble He 6yayT NOMeLLaTbCs B
pacwupeHun ¢pannos KapaHTVH

MakcumanbHbih paamep | MakcrnmanbHbii pasmep dalina, KOTOPbIA MOXET ObiTb MOMELLEH B
danna B kapaHTuHe, MB | kapaHTuH (B MerabanTax)
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MapameTp nnu 6nok na-
pameTpoB

OnucaHue

Pasmep xpaHunuwa, Mb

Pasmep xpaHunuia ¢alnios B kapaHTuHe (B MerabanTax). [pu 3a-
NOMHEHNN XPaHUAWLLA N3 HEero 6yayT yaansaTbCs camble CTapble
daunnbl

3anacHas nanka pns
BOCCTaHOBJ/IEHUSA

Manka, B KOTOpYto 6yOeT BOCCTaHOBMEH dalin, ecin ero HeBO3MOX-
HO BOCCTaHOBUTb B N3HavasibHyio nanky

19.4.4.8. NepeHanpaBneHne DNS-3anpocos (sinkholing)

Mopynb «lMepeHanpaBneHne DNS-3anpocos (sinkholing)» nepeHanpaensgeT Tpaduk ¢
nogo3pUTENbHbIX N BPeOOHOCHbIX AOMEHOB Ha 3afaHHbIN IP-agpec ¢ nomoLubio ¢anna hosts.

Ta6nuua 51. MapameTpbl Mmogyns «NepeHanpasneHne DNS-3anpocos (sinkholing)»

MapameTp unm 6nokK na-
pameTpoB

OnucaHue

IP-agpec, Ha KOTOpbIA
nepeHanpaBnsaTb Tpapmk

IP-agpec, Ha KOTOopbI cnenyeT nepeHanpaenaTb Tpaduk. 3T0 Mo-
XEeT 6bITb CrieLmanbHbii CepBep, Ha KOTOPOM BXOASLNE OaHHble
OyLoyT aHanM3npoBaTbCy, U HENCMNOb3YEeMbI BHYTPeHHWI |IP-aa-
pec ons 610KNPOBKN Tpadurka, Hanpumep 0.0.90.0

Mpedukcbl LOMEHHbIX
MMeH

OaviH NN Heckonbko NpedrKcoB, KOTopble 6yayT 006aBNATbCS K
OOMEHHbIM IMeHaM

JdomeHbl, ¢ KOTOPbIX
nepeHanpaBnsaTb Tpapmk

Op[uH NN HeCKONbKO IOMEHOB, TpaduK C KOTOPbIX ByaeT nepe-
HanpaBnATbCS.

MpumeuaHwue. B painn hosts 6yayT no6aBneHbl 3anucu co Bcemun
coyeTaHUgMM 3a0aHHbIX NPedrKCOoB 1 IOMEHOB

> YTo6bl HacTponTb Mopynb «IepeHanpaBneHne DNS-3anpocos (sinkholing)»:

1. B rnaBHOM meHI0 BbibepuTe E Monutukm.

MpumeuaHwue. Ecnu B cucteme ecTb CTapble NOANTIKY, B MEHIO HYXXHO Bbl6paTb E
Monutukm - Ha ynpaBnsiowem cepsepe.

2. BbibepuTte nonuTuky.

3. Bbibepute mopynb «lNepeHanpaBneHne DNS-3anpocos (sinkholing)».

4. Bnone IP-appec, Ha KOTOpbIA NepeHanpaBnaTb Tpadpuk Beeante IP-agpec, Ha KOTOpbINA
6yneT nepeHanpaBnsaTbCs Tpaduk.

OTO MOXeT 6bITb aApec crneumnanbHOro cepeepa, Ha KOTOPOM BXOASLUNE AaHHble 6yayT
aHanM3npoBaTbCS, NN HEeNCNONb3yeMblil BHYTPeHHUI IP-agpec ong 6noknposkn Tpaduka,
Hanpumvep 127.0.0.11nnmn0.0.0.0.
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5. B none [loMeHbl, ¢ KOTOPbIX NepeHanpaBnsiTb TpaPpuK BBEANTE OANH U HECKObKO
LOMEHOB, TpaduK C KOTOPbIX ByAeT NnepeHanpaBnaTbCs.

Tpaduk 6yneT nepeHanpaBnsTbCS CO BCEX afpecoB 3aAaHHbIX JOMEHOB.

6. Ecnu tpebyeTcs, B none NMpepuKcbl AOMEHHbIX MMEH BBEeAVTE OOUNH U HECKOMBKO
npedrKcoB, KOTopble ByayT O6aBNSTLCA KO BCeM AOMEHHbIM IMEeHaM.

Hanpumep, ecnn Bbl XoTUTE NepeHanpaBngaTb Tpaduk ¢ agpecoB mail.example.com n
mail.example.net, Bam Hy>XHO 0O6aBUTb example.com n example.net B CNMCOK JOMEHOB, a
mail B CMMCoOK NpedurkcoB.

7. Haxmute CoXpaHMUTD.

19.4.4.9. OtnpaBka dannos

Mogaynb «OTnpaBka ¢annoB» oTnpaBngeT dalisibl C KOHEYHOro YCTPONCTBA BO BHELLHIOW CUCTEMY,
apgpec KOTOpOW 3agaH B KOHPUrypauuu. Hanpumep, 3To0 MOXeT 6biTb MeCOYHMLA.

MapameTp nnu 6nok na-
pameTpoB

Tabnnua 52. MapameTpbl Mogyns «OTnpaBka Gannios»

OnucaHue

MakcuMmanbHbIA pa3mep
dainna, Mb

MakcrmanbHbIi pasmep dalina, KOTopbli Bbl MOXETe OTNPaBUTb BO
BHELLHIOK crUcTeMyY

Appec BHellHel cucTe-
mMbl u metog HTTP-
3anpoca

Appec BHelwHen cuctembl n metog HTTP-3anpoca, ¢ nomoLbto Ko-
TOpOro 6yayT oTNpPaBNaTbLCS dalinbl

Cnucok 3arosioBKoB
3anpoca

3aronoBku 3anpoca, KoTopble 6yayT no6aenatbcd Kk HTTP-3anpo-
cam

19.4.5. ADMUHNCTPUpPOBaHME N paccrnegoBaHne

B aTom pasnene npusefeHa nHdopmaums o Mmogynsx, obecneumsatowmx B MaxPatrol EDR dyHkumm
aAMUHUCTPUPOBaHNS 1 paccneoBaHus.

B aTom pa3pene

3anyck komaHgHou 06004k (cMm. pasgen 19.4.5.1)

C60p OaHHbIX O COCTOSIHUN CUCTEMbI (CM. pa3gen 19.4.5.2)

C60op paHHbIX 415 paccnefoBaHus (cMm. pasgen 19.4.5.3)

Pa6oTa ¢ dannamm n npoueccamu (cm. pasnen 19.4.5.4)

ViHTepnpeTaTop g3bika Lua (cm. pasgen 19.4.5.5)
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19.4.5.1. 3anyck KOMaHOHOWN 0B60NOYKY

Mogynb «3anyck KoMaHOHOW 060/10UKN» NO3BOSISIET BbINOMHATL KoMaHabl B PowerShell unmn Bash Ha
KOHeYHOM yCcTponcTBe 13 Be6-uHTepderica MaxPatrol EDR. 3To nomoraeT npoBogunTb
paccnenoBaHne NHUNAEHTOB, CO6MpaTbh HEOOXOAMbIE faHHbIE N YCTPAHSATb HapyLUEHNs
He3aBVICUMO OT TOro, FAe Haxo4UTCs KOHEYHOe YCTPOMCTBO. BCe BbIMOMHEHHbIE KOMaHAbI

COXPaHSIIOTCS B XYpHan.

MapameTp unmu 610K na-
pameTpoB

Tabnuua 53. MapameTpbl Moayns «3anyck KOMaHOHON 060104KIA»

OnucaHue

3awmwaTb apxmBe napo-
nem

Vicnonb3oBaTtb n napoJsib ongd apxmea C XypHanoM BbIMOJIHEHHbIX
KOMaHA

Maponb ang apxuBa

Maponb, KOTOPLIA ByAeT YCTaHOBMEH A1 CKaYaHHOro apxrBa C
XypHanom

19.4.5.2. C60p faHHbIX O COCTOSHUN CUCTEMDb

Mogaynb «C60p AaHHbIX O COCTOSHIN CUCTEMbI» CObupaeT MHGOPMALMIO O COCTOSAHNN
ornepauioHHON CUCTEMbI areHTa B MOMEHT pernctpauunm cobbitns Vb nnv no sanpocy
nonb3oBatens. To MOMOraeT NpoaHanM3npPoBaTh CUTyaLMIo HAa KOHEYHOM YCTPOCTBE U BbIGpaTh
nogxopgiee pearnpoBaHue. C NOMOLLbIO MOAYNS MOXHO CO3faTb AaMM NaMSaTy NpoLuecca, a Takxke

NMony4ynTb CANCKWN:

— 3anyLuweHHbIX NpoueccoB;

— aKTUBHbIX CETEBbIX COEANHEHNIA;

— yYeTHbIX 3anuncels;

— aBTO3arpysKu.

MapameTp nnu 6nok na-
pameTpoB

Ta6nuua 54. MapameTpbl Mogyns «C60p AaHHbIX O COCTOSIHUN CUCTEMbI»

OnucaHue

3awmwaTtb apxmB napo-
nem

Vicnonb3oBaTtb nu napoJsib ong apxmea C gaHHbIMI

Maponb ans apxuBa

Maponb, KOTOPLIN ByAeT yCTaHOBMEH A1 CKauaHHOro apxrBa C
LaHHbIMY

Pasmep xpaHunuwa gaH-

HbIX Ha cepBepe, Mb

Pasmep xpaHunmiLa cobpaHHbixX AaHHbIX (B Merabalitax) Ha cepse-
pe 6e3 yyeTa famnoB npoueccos. [pn 3anonHeHnn xpaHnninLia 13
Hero 6yayT yoansaTbCs Camble CTapble AaHHble
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MapameTp nnu 6nok na-
pameTpoB

OnucaHue

Pasmep xpaHunuwa
AaMnoB Ha areHte, Mb

Pa3mep xpaHuna co3naHHbIX 4aMMoB MPOLECCOB Ha areHTe (B
Mera6aritax). [pu 3anonHeHnn xpaHunmwa n3 Hero 6yayT yoansaTb-
Cs camble cTapble aamnbl. [locne ckaynBaHMs Aamna oH yaanseTcs
N3 XpaHUILLLa Ha areHTe

Pa3mep xpaHunuwa
AamnoB Ha cepBepe, Mb

Pa3mep xpaHunyLa co3naHHbIX 4aMmnoB MNPoLEeccoB Ha cepBepe (B
MerabaiiTax). Mpun 3anonNHeHny XxpaHusvLLa 13 Hero 6yayT yaanaTb-

C4 CaMble CTapble aMribl

19.4.5.3. C60p gaHHbIX 019 paccnegoBaHng

Mogynb «C60p gaHHbIX 4N pacciefoBaHNs» C MOMOLLbIO CrieunanbHON YyTUANTbI, pa3paboTaHHON
akcnepTamu Positive Technologies, cobrnpaeT paclunpeHHble faHHble 06 onepaLioHHON CucTeme
L9 PETPOCMNEKTVNBHOMO aHanuaa nHumaeHToB. CobpaHHble faHHble OTNPaBNATCS B S3-xpaHunuLLe,
KOTOpOEe HeO6XOAMMO NpenBapuTEeNbHO HAaCTPOWTD, UNK B daiioBoe xpaHunuwe Seafile. PesynbtaT
cbopa copepxuT 6onee 30 TMNOB AaHHbIX, BKoYas dalinbl peecTtpa, dannbl EVTX, prefetch-daiinel,
Tabnuupl MapwpyTtudauun IPv4, nctopunio 6pay3epos, a Takxke cnucky nocnegHux RDP-
NOOKITIOYEHUI, aKTVBHbIX MMEHOBaHHbIX KaHanoB (pipes), 3anyLeHHbIX npoueccoB 1 cnyx6 OC. OTu
OaHHble Bbl MOXeTe nepefaTb 0N aHanuaa B Positive Technologies.

BHumaHue! [1nsg KoppekTHOI paboTbl MOAY/S HYXXHO 3a4aTb BCE NapameTpbl, B TOM Yncre
naposib OJ19 apXrBa C AaHHbIMU.

MapameTp unm 6nokK na-
pameTpoB

Tabnuua 55. MapameTpbl Moayns «C60p AaHHbIX /19 paccneqoBaHns»

OnucaHue

Appec S3-xpaHunuua

ALpec xpaHunuwa, B KOTopoe 6yayT OTNPaBAsTbCS CO6paHHble
[aHHble

Kniou poctyna

Kntou gocTyna B S3-xpaHunuiie

CeKpeTHbIA KJloY AOCTY-
na

CeKpeTHbI KMoy oCcTyna B S3-xpaHunimie

Uma 6akeTa

Ims KoHTelHepa, B KOTOPbIV 6yayT 3anncbiBaTbCS COBPaHHbIE AaH-
Hble

Maponb ang apxuBa

Maponb, KOTOPLIA ByAeT YCTaHOBMEH A1 apXuBa C AaHHbIMI

MapameTpbl nogkaove-
Hus K Seafile - Appec
cepBepa

Anpec cepBepa Seafile

MapameTpbl nogkaiove-
Hu4a K Seafile - TokeH

pocTtyna

TokeH gocTyna ang nogknodeHns k Seafile

YnpaBneHue MogynsmMu areHTa
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MapameTp nnu 6nok na-
pameTpoB

OnucaHue

[JononHuTenbHble Napa-
meTpbl > OTnpaBnaTb
AaHHble B S3-XpaHunuie

OnpepengeT, oTNPaBNSaTb N AaHHble B S3-XpaHunuLe

AononHuTtenbHble napa-
meTpbl > Ucnonb3oBaTb
6e3onacHoe nopgkioye-
Hue (HTTPS) k S3

OnpepengeT, ncnonb3oBaTb Nn npotokon HTTPS gng nogkrioue-
HUS K S3-xpaHunuily

HdononHutenbHbie napa-
meTpbl > OTnpaBnsaTb
AaHHble B Seafile

OnpepengeTt, oTNpaBnsaTb N1 AaHHble B GalinoBoe XpaHWInLLe
Seafile

dononHuTenbHble Napa-
meTpbl > KoHdurypauus
Ans c6opa faHHbIX B
Linux

KoHdwnrypauns ytnnutbl ona c6opa AaHHbIX B Linux. BazoBas KoH-
durypauma nogrotoeneHa akcneptamu Positive Technologies. He
pPeKoMeHayeTCs CaMOCTOATENIbHO N3MEHSATb KOHPUIypaLmio

JdononHuTtenbHble napa-
meTpbl > KoHdurypauus
Ansa cé6opa faHHbIX B
Windows

KoHdurypauus ytunutel gnsg céopa gaHHbix B Windows. bazosas
KoHUrypaums nogrotosneHa akcneptamum Positive Technologies.
He pekomeHayeTcs CaMmOCTOATENbHO N3MEHATH KOHDUIypaumio

19.4.5.4. PaboTa ¢ dannamm n npoueccamm

OTOT MoayNb NpefocTaBngeT UHTepdelic ana onepauni ¢ dannamm n npoueccamu (cm. pasgen 21).

19.4.5.5. IHTepnpeTaTop a3bika Lua

Mopynb «/IHTepnpeTaTop 93blka Lua» NpegoctaBnseT BO3MOXHOCTb A/1Sl BbINOMHEHNS
NPON3BOSIbHOIO Kofa Ha 93blke Lua Ha areHTe. Pa6oTa ¢ Mogynem ocyLlecTBASeTCs Yepes rnaHesb
pearnpoBaHng (cMm. pasgen 21.16).

19.4.6. AyouT n nHBeHTapusaums

B aTom pasnene npusefeHa nHdopmaums o Mmogynsx, obecneumsatowmx B MaxPatrol EDR dyHkumm

ayonTta n NHBeHTapuna3aunn.

B aTom pa3pene

CkaHupoaHue B pexume ayauta (MaxPatrol VM) (cm. pasnen 19.4.6.1)

CkaHep ceTu (cMm. pasgen 19.4.6.2)

YcTaHoBLUMK areHToB (cM. pasgen 19.4.6.3)

YnpaBneHue MogynsmMu areHTa
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19.4.6.1. CkaHunpoBaHune B pexunme ayanta (MaxPatrol VM)

Mopynb «CkaHupoBaHue B pexunme ayguta (MaxPatrol VM)» BbinonHseT ayanT y310B METOA0M
6enoro gwuka. Mogynb onpenenseT getanbHyio KOHGUrypaLumio onepaumoHHON CUCTEMBI,
YCTaHOB/IEHHOW Ha y3/1e, NepeyeHb YCTaHOBIEHHOrO MPOrpaMMHOro 06ecrneyeHns, Cnmcok
OTKPbITbIX MOPTOB, NEepeYeHb 3aperncTpupPOBaHHbIX MOSIb3oBaTeNen 1 NepeaaeT faHHbIe B
MaxPatrol VM gns dopmMunpoBaHmng nepeyHs ya3BumMoCcTen 1 KapTbl CETU.

BHumaHume! B Tekyuen sepcuin MaxPatrol EDR HeBO3MOXHO CKaHMpOBaHMe B pexinMe ayguTa Ha
y3nax nog ynpasnerHunem cnegytowx OC: Windows 11, Astra Linux Common Edition 2.12

(«Openy»), «PE[ OC Pa6bouas ctaHuus» 7.3, AlterOS 7.5 Desktop, «OCHoBa» 2.0 «OHUKe», «AnbT

CepBep» 2,10.2,10.4, 11, «AnbT Pabouad ctaHuusa» 10.2, 10.4, 11 n «MOC» 12.

Tabnuua 56. MapameTpbl Moayns «CkaHnpoBaHne B pexume ayauta (MaxPatrol VIM)»

MapameTp nnu 6nok na-
pameTpoB

OnucaHue

Bepcus MaxPatrol 10

Bepcusa MaxPatrol 10, B koTopown 6yayT obpabaTbiBaTbCs pe3ybTa-
Tbl CKaHNpoBaHus. [1519 KOpPEKTHON 06paboTky HEOBXOANMO Bbl-
6paTb ncnonblyemyio Bepcuto MaxPatrol 10. Ecnu Bbl BbiGepeTe
BEPCUIO HXKE NCMONb3yeMoli, TO B peayfibTaTax 6yayT HenosHble
LaHHble. Ecnun Bbile — pe3ynbTaTbl CKaHNPOBaHNS 06paboTaHbl He

6ynyT.

BHumaHwme! [1ng areHToB, ycTaHOBMEHHbIX Ha Debian 12 n Ubuntu
24.04 LTS, HeobxoOmmo Bceraa Bbl6rpaTtb Bepcuio 27.2 in Bbille,
Ha Red Hat Enterprise Linux 7 (npw ncnonb3osaHun MaxPatrol 10
Bepcun 26.2) — sepcuio 25.1

IP-appec areHTa B pe-
3ynbTaTax ckaHupoBa-
HUS

OnpepgenserT, kakol IP-agpec areHTa 6yaeT NCro/ib30BaTbCs B pe-
3yfibTaTax CKaHMpOBaHUS: noKanbHbIn IP-agpec unn IP-agpec noa-
KIOYEeHNS K cepBepy areHToB. Ecnn mexay areHToM 1 cepBepoM
areHToB ncnonb3yetcs NAT, pekomeHayeTcs NCMNob30BaTh J10-
KanbHbIN IP-agpec

Mponyckaemble Knacchbl
Mopesiu akTUBOB

dunbTpaLmng AaHHbIX MPY 3anofHEHUY MOAENN akTUBOB: MMeHa
K/laCCOB MO/ aKTUBOB, KOTOPble He ByayT 3aMoNHITLCS Npw
c6ope AaHHbIX, Yepes TOUKY C 3ansaTol

Knaccbl Mmogenu akTuBoB
Ang c6opa AaHHbIX

PunbTpaumns faHHbIX NPW 3anofHEHU MOAENN aKTBOB: UMeHa
KJ1aCCOB MOAEeN akTUBOB, KOTOpble ByayT 3amnoNHATLCS Nnpu c6ope
LaHHbIX, Yepes TOUKY C 3ansTol

Macku mopenu aKkTuBoB
Ansg c6opa AaHHbIX

dunbTpaumns gaHHbIX MPY 3anoHEHV MOLENN akTNBOB: Macky MoO-
Oenn akTBOB A9 c60pa faHHbIX Yepes TOUKY C 3angTon

3anyck

nepI/IOﬂ,I/I‘-IHOCTb 3anycka CKaHnpoBaHM4g Nno pacnmcaHumio

IeHb Hepgenu

[Hn Hepenwn, B KOTOpble ByAeT 3anyckaTbCs CKaHNPOBaHe Mo pac-
nucaHunio

YnpaBneHue MogynsmMu areHTa

149



MapameTp unm 600K na- OnucaHue

pameTpoB

Mecsupbl Mecsupbl, B KOTOpble 6yaeT 3amnyckaTbCd CKaHNpOBaHMe Mo pacnu-
caHuio

AeHb mecsiua [H1n mecdua, B KOTopble 6yaeT 3arnyckaTbCa CKaHNpOBaHMe Mo pac-
nyMcaHnio

BpeMﬂ B YacoOBOM Mnosice BpeMﬂ B 4YaCOBOM lNogcCe areHTa, B KOTOpoe 6y,|:|.eT 3anycKaTbC4
areHTa CKaHWnpoBaHne no pacnmcaHmio

Makc. 3arpyska LN [ong 3arpy3kun npoLeccopa KOHEYHOrO YCTPONCTBA, MPY KOTOPO
CKaHupoBaHne 6yneT oTnoxeHo. Mogynb yunTbiBaeT CPeLHIo0 3a-
rpysky 3a nocnegHue 100 cekyHa,. [NapameTp yunTbiBaeTCS TONBKO
npun aBTOMaTUYECKOM 3anycke CKaHNpPOBaHNS

Xpatb He 6onee MakcumarnbHoe BpeMs B Yacax, Ha KOTopoe Mofay/b 6yaeT oTkna-
OblBaTb CKaHNPOBaHMe 113-3a NPEeBbILLIEHNS 3adaHHON 3arpysKki
npoueccopa. NMNapameTp yunTbiBaeTCS TOSIbKO NpW aBTOMaTNYe-
CKOM 3arnycke CKaHNpOoBaHNS

May3a meXxay NOBTOPHbI- | Bpems nocre yCcrneLwHoro okoH4YaHng CKaHnpoBaHNg, B TeYeHne Ko-
MW CKaHMPOBaHUSIMU TOPOro He 6yaeT 3anyckaTbCs HOBOE CKaHMpoBaHue. MNapameTp
YUNTHIBAETCS TOSMIBbKO MNPV aBTOMATNYECKOM 3arycke CKaHNpPOBaHNg

HacTtpounka mopyns

Bbl MOXeTe HacTpouTb 3anyCk CKaHNPOBaHNS B peXVMe ayauTa no pacnmcaHmnio uim npu
perncTpaunn cobbitng VB, a Takke 3anyckaTtb ero Bpy4Hyto (cm. pasgen 21.9.1). OpneHTnpoBoYHoe
Bpems ckaHupoBaHus okosio 10 MuHyT, o6paboTka peaynbtaToB B MaxPatrol VM — 0o 30 MuHyT.
Mpw cunbHom Harpyske Ha cepep MaxPatrol VM Bpems 06paboTki pe3dynbTaToB MOXeT
YBENNYNTBCS.

Mpwn NnoTepe coeanHeHns mexay areHTom 1 cepaepom MaxPatrol EDR ckaHupoBaHume no
pacnucaHmio 6yaeT 3anyckaTbcs B 06bIMHOM nopsiake. Pe3ynbTaTbl CKaHNPOBaHNS BYAYT XPaHNTbCS
B JIOKanbHOW 6a3e faHHbIX areHTa 1 6yayT oTnpasneHbl B MaxPatrol VM nocne BoccTtaHOBNEHMS
CBSA3N.

BHuMaHue! CkaHpoBaHe B pexrme ayanta MOXeT CyLLEeCTBEHHO BVSTb Ha 3arpy3Ky
npoLieccopa KOHeYHOro YCTpolicTBa. He pekomMeHayeTca HacTpanBaTb YacTblid 3anyck
CKaHMPOBaHWS MO pacnncaHnto, a Takxke Ha3HavaTb ero Ha cobbiTus Vb, koTopble
PEerncTpupyTCd MNOCTOAHHO.

> YT06bI HacTpoUTb Moaysb «CkaHnpoBaHue B pexume ayanta (MaxPatrol VIM)»:

1. B rnaBHOM MeHIo Bblibepute E Monutukm.
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MpumeyaHwue. Ecnu B cucteme ecTb CTapble NOANTIKY, B MEHIO HYXXHO Bbl6paTb E
Monutukmn - Ha ynpaBnsiowem cepsepe.

2. BbibepuTe NONNTUKY.
3. Bbibepute moaoynb «CkaHupoBaHme B pexume ayguta (MaxPatrol VIM)».

4. B packpbiBatowemcs cnivicke Bepeuns MaxPatrol 10 BoiGepuTe ncnosnb3yemyio BEpCuio
MaxPatrol 10.

5. B 6noke napameTpoB PacnuMcaHue HaCTponTe 3aryck CKaHNpPOBaHNS Mo pacnmncaHuio.
6. Ecnun TpebyeTcs, HaCTPOWTE YaCTUYHbIN COOP AaHHbIX 06 y3nax:

« Ecnu Bbl xoTnTe CI)VIJ'IprOBaTb OaHHble Mo KnaccamM Mmofen aktuBoB, B COOTBETCTBYIOLLNX
nongx eBeanTe nvieHa KnaccoB, KOTOPblEe HY>XXHO 3arno/IHATb U NMPonyCcKaTb.

« Ecnu Bbl xoTnTe CI)VIJ'IprOBaTb OaHHble Mo MackaM Mmofenn akTBoB, B COOTBETCTBYIOLLLEM
nosne BBeanTe mMmackum gngd c6opa OaHHbIX.

MpumeyaHne. PrnbTpaLma gaHHbIX BO3MOXHAa TOMbKO OQHUM Coco60M: G0 Mo Knaccam
MO[ZEeNN akTUBOB, NGO Mo MacKaMm.

7. Ecnun TpebyeTcs, 3aganiTe 4ONONHUTENbHbIE MapaMeTpbl MOayNS.

8. Ecnn TpebyeTcs, BbibepuTe AENCTBUS, KOTOPble 6yAyT BbIMONHATLCS MW PerucTpaLmnm
cobbituin Nb (cm. pasnen 19.5).

9. Haxmunte CoxpaHUTb.

19.4.6.2. CkaHep ceTun

Mopynb «CkaHep ceTh» Kaxaylo MUHYTY onpaluvBaeT fiokanbHble ARP-Tabnuupl (Ha yanax ¢
yCTaHOBMEHHbIM MOLYEM) 1 O6GHapYyXNBaeT akTUBbI, Ha KOTOPbIX eLLe He YCTaHOB/EH areHT.
[MoMuMmOo 3TOro, MOAyNb MOXET BbINOMHATb akTuBHOe ARP-CKaHnpoBaHmne — paccbliky ARP-
3amMpocoB Mo Bcem AmnanaszoHam IP-agpecoB nogceTei, B KOTOPbIX HAXOAATCS Y3/ibl C
yCTaHOBMIEHHBIM MOZy1eM. DTO NO3BOSSET OBHAPYXIMBaTb YCTPOWMCTBA, KOTOPbIE HE MoMnagatoT B
nokanbHyto ARP-Tabnnuy y3na (Hanpumep, eCnv OHM JaBHO He 06MeHMBaNNCh TPadKoM C STUM
y3nom). Yem 6onblie areHToB C BKTIOYEHHbIM Mogynem «CKaHep CeTu», TeM LUMPe OXBaT 1 TEM
6onblUe aKkTUBOB MOXET 6biTb O6GHAPYXEHO.

[Mocne o6HapyXeHns akTBa JaHHble O HEM MepefaloTCd Mo LIenoyke: MO4y/b —> areHT — cepBep
areHToB —> ynpasngowumi cepep. MNonyyeHHas nHbopmaLms aBToMmaTu4eckn otobpaxaeTcs Ha
cTpaHuue AKTUBBI. YUTO6bI 136exaTb MOBTOPHOW Nepefayn aHHbIX 06 yXXe 0BHapYXEeHHbIX akTUBaXx,
B MofyJ1e NpenycMoTpeH kal obbemom go 100 Teicay 3anucen.

Tabnuua 57. MNapameTpbl Mogyns

MapameTp OnucaHune

AktuBHoe ARP-ckaHupo- | Onpepgender, BbINONHATL N akTuBHoe ARP-ckaHnpoBaHume
BaHue
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MapameTp OnucaHue

UrHopupyembie guana- Cnucok nogcetein B HoTauum CIDR, akTuBbI U3 KOTOPbIX perncTpu-

30HbI IP-agpecos poBaTbcs He 6yayT. Kaxaas 3annce gosmkHa 6biTb C HOBOW CTPOKI

O6patHoe DNS-paspe- OnpepengeT, ncnofb3oBaTb NN MexaHn3m o6paTtHoro DNS-paspe-

weHue weHus gng onpegenerHns FQDN akTneos

DNS-cepBepbl Cnncok IP-agpecos DNS-cepsepoB ansa onpegenenns FQDN akTu-
BoB. Kaxabin IP-agpec oonmkeH 6biTb C HOBOW CTPOKMW. [lonyckaeTcs
He 6onee 10 3anucen

19.4.6.3. YCTaHOBLUWMK areHToB

Mopynb «YCTaHOBLUMK areHTOB» BbIMOJIHAET YCTaHOBKY areHToB Ha akTuBbl (CM. pasaen 16). Ons

KOPPEKTHOW YCTAHOBKI Ha akT1BE AO/XeH 6blTb 3anyLLeH SSH—cepBep15, a Takke paspeLueHbl SSH-
NOAK/IOYEHNS C areHTa, Ha KOTOpoM paboTaeT Mogy/b (MO yMONYaHMo MCNONb3yeTcs NopT 22).
MoppoepxmBaeTca aBa cnocoba ayTeHTudrKaumnn: no AornHy 1 Naposto NMéo C NCNob30BaHNEM
npmBaTHOro SSH-knouva.

MpumeuaHune. YcTaHOBKa areHTa Ha akTuBax nog ynpasneHnem macOS B 3Ton Bepcun Mogyns
He nogaepXnBaeTcs.

Tabnnua 58. MapameTpbl Moayns

MapameTp OnucaHue

JloruH JlorvH gng nogktoyYeHNs K akTnBy No NpoTokony SSH
Maponb [Naponb ang NoakMoYeHNd K akTuBy

SSH-knou MpuBaTHbIN SSH-KMOY ANg NOOKNIOYEHNS K aKTUBY
MopT nopaknioueHus MopT Ang NOAKOYEHNS K aKTMBY Mo npoTokony SSH

19.5. HacTpowka aBToOMaTNYEeCKOro pearmpoBaHung

[ng HaCTPOWKN aBTOMaTUYECKOrO pearnpoBaHns BamM HYXHO Ha3Ha4uTb OeCTBUS, KOTopble 6yayT
BbIMOSIHATBCS MPY PerncTpauumn Toro unm nHoro coboitua Vb. MNMocne nobasneHuns moaynis B
NOANTUKY AN BCex cobbITUn B, KOTopble OH pernctTpnpyeT, HadHauYeHO TOIbKO OAHO
aBTOMaTuyeckoe genctene — CoxpaHuTb B BMl. HazHaunTb 0elicTBUS Ha CobbITUS MOAY/1S Bbl
MoXeTe ABYMS cnocob6amu:

— BbI6paB Ansg cobbITg Heobxonumble gencTens (cm. pasgen 19.5.1);

— BblbpaB Ans AeNCTBUS COBbITUS, NP PErncTpaLi KOTOPbIX ero HYXHO BbIMOMHATb
(cm. paspen 19.5.2).

15 WHcTpykums no HacTpolike SSH-cepeepa B Windows npueeneHa Ha odurumansHom cante Microsoft.
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MpumeuaHue. [1ns aBTOMaTNYECKOrO BbIMOMHEHNS OEACTBUN MOZYNSM TPebyoTCs faHHble,
KOTOpble NepenalnTCs C MOMOLLbIO NepeMeHHbIX B COBbITHSX. Bbl He cMoOXeTe HagHaunTb
LeliCTBME Ha COBbITUE, eCN 3TO COBbITE HE COOEPXNT HEOBXOAMMbIX AaHHbIX.

Ecnun Ha ogHO Co6bITe Ha3HaYeHO HECKONbKO AENCTBUIA, TO MOPSAOK NX BbINMOHEHNS onpeaenseTcs
npunoputetom. Kaxgoe genctaue numeet npuoputeT oT 180 100 B ycnoBHbIX eanHnbax. Ecnu y aByx
LEVCTBUI OQNHAKOBbBIV MPUOPUTET, TO OHW 6yAyT BbIMOMHATLCS B CyYallHOM MOPSAKE.

[anee nprneeneHbl NHCTPYKUWWN MO Ha3Ha4YeHnto OEeNCTBUI Ha COBbITUS.

B aTom pa3pene
HasHaueHne gencTeuin Ha cobbiTiie moayns (cm. pasgen 19.5.1)

MaccoBoe HazHauyeHue OencTBUs Ha CobbITUS Moayns (cMm. pasnen 19.5.2)

19.5.1. Ha3HayeHne 0encTBuin Ha cobbiTne Moayns

> YT06bl HA3HAYNTb OENCTBUS Ha COBbITUE MOLOYNS:
1. B rnaBHOM MeHo BbibepuTe E Monutukm.

MpumeuaHue. Ecnn B cnucteme ectb cTapble NOANTUKY, B MEHIO HYXHO BblbpaTb E
Monutukm — Ha ynpasnsiowem cepBepe.

2. BblbepuTte nonuTuky.

3. Bb|6ep|/|Te MoayJib, Ha Cco6bITUS KOTOPOro Bbl XOTUTE HAa3Ha4YNTb OencTaug.

4. B 6noke napameTpoB Co6bITUSA HAaNPOTNB HYXXHOIO COBLITUS HAXMUTE
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Ha3sHaueHue aencTBmmn X
Q HasBaHuWe OencTBuUA 3ABEPWEHME .
3aBepLueHue npoLeccos NPOUECCOB -

3aBepLUMTb BCE NpoLecchl, 6 6
ucnonb3ya NyThb K dpanny-
06beKTy

3aBepLueHWe BCeX NPOLeCccoB, 3anyLUeHHbIX
yKa3zaHHbIM dQainom

3aBepLUUTL BCE NPOoLECChI, 66 (¥
WMcnone3ya NyTh K danny-
0bbeEKTY

BeibpaHo 1

o ymMon4aHwo CoxpaHuTb OTmeHa

PucyHok 11. HasHaueHne gencteuni

5. YcTaHoBuTe dnaxkm HanpoTuB TEX AeNCTBUIA, KOTOPbIE HY>XHO aBTOMAaTUYECKN BbIMOHATb
npw perucTpaunmn aToro cobbiTus.

6. Haxmute CoxpaHuTb.

19.5.2. MaccoBoe HasHaueHne 0ENCTBUS Ha COObITUS MOOY NS

Bbl MOXeTe Ha3HaunTb KOHKPETHOE AeCTBME Ha BbibpaHHble COBLITS MOAYNs UK cpa3sy Ha BCe C
MOMOLLBIO MacTepa Has3HaueHns OeiCTBUN.
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>  YTO6bl Ha3HAUYNTb OECTBME Ha COBLITUS MOAYNS:
1. B rnaBHOM MeHo Bbibepute E Monutukm.

MpumeyaHwue. Ecnn B cncteme eCcTb CTapble NOANTUKN, B MEHIO HYXHO Bbl6paTb E
Monutukm — Ha ynpasnsiowem cepsepe.

2. BbibepuTte nonuTuky.
3. BbibepuTe moaynb, Ha COBbITUS KOTOPOrO Bbl XOTUTE HAa3HAYNTb AEeACTBIS.

4. Haxmute MacTep HasHaueHu s eiCTBUMN.

MacTep HasHadeHuAa aencTeuii - WWar 1us 2 X

BribepuTe geicTeue

Q  [eiicTere unm Moaynb T CUCTEMA MpuopuTe

Coxpanutb B B[] 1 O

~ YARA-ckaHep
CoxpaHuTb B B[]

3anycTuTb 3adavy NMPOBEPKN BaXHbIX CUCTEMHbIX 157
npoueccos YARA-npasunamu

3anycTuTb 3adady NPOBEPKN BaXHbIX CUCTEMHbIX 15 =
dainos YARA-npasunamu

3anycTuTb 3apady NPoBEpPKK BCeX NPoLEeccos 15
YARA-npaBunamu

3anycTuTb 3apady NpoBepku Beex dpamnos YARA- 15
npasunamu

3anycTuTb 3aAady NpoBepKW npoLecca-obbekTa 15
YARA-npaBunamu

3anycTuTb 3afady npoBepku npouecca-cybbekta 15N
YARA-npaBunamun

3anycTutb 3anavy NpoBepKy (Gaina unu nankm 15%
obbekTa YARA-npaeunamm

MpoeepuTb Npouecc-o0bbexT YARA-NpaBmMnamMmu B 78
NPUOPUTETHOM MOPAAKE

MpoeepuTh Npouecc-0bbexT YARA-NpaBmMnamu g 78
NPUOPUTETHOM NOpPAOKe (He bpaTb pe3ynbTaTthbl U3

Kala)

MnaeanuTe Annliarc-cuAh.orT YARA _nnapunasas o 7R

BbibpaTb cobbiTnA Ewe -~ OTmeHa

PurcyHok 12. Bbi6op gelncTBus

5. BblbepuTe gencTaeme, KOTOpoe Bbl XOTUTE HA3HaUYNTb Ha COBbITUS.

MpumeuaHue. Bbl MoxeTe oTdUnbTpoBaTb AENCTBIS 1 USMEHUTb X FPYMNMMPOBKY MO KHOMKe

Y.
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6. Haxmute Bbi6paTb co6biTUS.

MpumeuaHue. Bbl MoXeTe HasHaunTb felicTBME Ha BCe AOCTYMHble COBbITUS MOAyNs cpasy,
HaxaB Ewe 1 B pacKpbIBLLUEMCS MeHI0 Bbi6paB NyHKT Ha3HaunTb Ha Bce AOCTYyNHble

cobbITuUS.

MacTep HasHadeHWa gelncTeni - LWWar 2 us 2

CobbITMA-TpUITepbl ANA AeACTBMA «3aBepLUNTL BCe MPOLLECChl, UCNOAb3Ya NYTb K Gaitny-o6b...

CobbiTua T

Q. BbICTpbIit NoUcK

[Kaw] OBHapyxeH BpeaoHOCHLIR dain....  +

[Kaw] ObHapyxeH Nnofo3puTensHeid ¢...  +

[Kaww] OBHapyxeH NofospuTensHbiA ¢...  +

He yaanock npoeeputsb daiin “{object.f... +

OBHapyeH Noao3puTensHbIi Gain. Y... +

ObHapyxeH Nofo3puTentHeld Gann. Y... +

[Kaww] OBHapyxeH BpeaoHOCHLIA Npouece. ...
[KaLw] ObHapyxeH Noao3puTenbHbLIR NMPOLEC. ..

[Kaww] OBHapy»eH Nofo3puTenbHbIA NPoLEC...

OBHapy»KeH BpefOHOCHLINA NpoLEece. YpPoBeH...

ObHapy»eH NoJ03pUTENLHBIA NPOLECE NOMb...

OBHapy»eH NoJo3puTenkLHLIA Npouecc. Ypo...

OBHapy»KeH Nnodo3puTenbHLIA npouecc. Ypo...

BbibpaTe gpyroe aAencTeMe

BbibpaHHble

Q BoicTpsiit novck O6Hapy>eH BpeAOHOCHbI
OBHapyeH BpefioHocHbIl Gain nonss... @ (alin. YpoBeHb onacHOCTU:

OBHapy»eH BpefoHoCHbIA daiin. Ypos... @  BbICOKWUK
yr_file_matched_high

OnucaHue [encTeus MNepemeHHble

¥ CoxpaHvTe B B 10
YARA-ckaHep

CoxpaHuTb OTmeHa

PucyHok 13. Bbibop cobbiTuin

7. Haxmute “* HanpoTVB Tex COBbLITWIA, MPY PEFUCTPALIN KOTOPbIX HYXHO BbIMOMHSTH

Bbl6paHHOe OencTBue.

8. Haxmute CoxpaHuTb.
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20. PaboTa c cobbITngMm

B MaxPatrol EDR cyuiecTtByeT oBa Tna cobbiThii: cobbiTus OC cobupatoTcs mogynamu céopa Ha
KOHEYHbIX YCTPONCTBaXx, a cobbiTns Vb pernctpupytoTcs MOgynsamMim B MpoLecce nx paboThbl.
CobbITng MoryT oTnpaBnaTbcs (CM. pasnen 6.3) B XpaHUuLwe Ha cepBepe areHToB (TOIbKO COBbITIS
VIB), B MaxPatrol SIEM n Ha syslog-cepBep.

CobbiTng MaxPatrol EDR moryT 06beanHATLCS B LIENOYKy. DTO MOMOraeT NpoaHannanpoBaTh UxX
nocnepoBaTenbHOCTb. Hanpumep, B 0gHy LIenoyky MoryT 6biTb 06begunHeHbl cobbitue V1B ot mogyns
«Koppenstop» n cobbitre VIb o pearnpoBaHunm Ha Hero. MNepexoantb Mexay COBbITUAMI LEenoykn B
MaxPatrol SIEM Bbl MOXeTe C MOMOLLbIO CCbINOK B 3HaueHun napameTpos datafield18
(nopeHTUdUKaTOP Lenoukn), datafield19 (noeHTndUKkaTop COBLITUS, MNPEALIECTBOBABLLErO 3TOMY
cobbiTuio) n datafield20 (ngeHTUdMKaTOP NOMBb30OBaTENS, BbI3BaBLUErO COBbLITNE) B KAPTOUKE
cobbITns B pasaene flononHutenbHas nHpopmaums. 13 kaptoukn cobbitna NIB ot mogyns
«Koppensatop» Bbl Takxe MOXeTe NepenTt K NICXOGHOMY COObITUIO C MOMOLLbIO COOTBETCTBYIOLLLEN
CCbIIKW.

MpumeuaHwue. VineHTndurkatop B 3HaveHnn napameTpa datafield19 cootseTcTBYET
noeHTndnKaTopy NPefLecTBOBaBLLErO CObbITUS U3 3HaYEeHNS NapamMeTpa uuid B pasgene
Cnyxe6Hble faHHble.

B aTom pa3pene

Pa6oTta ¢ cobbituamun B MaxPatrol EDR (cm. pasgen 20.1)

Pa6oTta ¢ cobbituamun B MaxPatrol 10 (cm. pasgen 20.2)

Cm. Takxe

MaHudect yctaHoku MaxPatrol EDR (cm. pasnen 6.3)

20.1. PaboTta c cobbiTuamum B MaxPatrol EDR

Ecnu ons cepBepa areHToB B Ka4eCTBe NoJlydaTens CobbiTUI 66110 BbIbpaHO XpaHUnLLE

MaxPatrol EDR, To B rmaBHOM MeHI0 gocTyneH pasnen CobbiTua. 1o ymonyaHuio Ha cTpaHunLe
Co6bITus 0TOGPAaXalTCs 3anncK o cobbiTusx b co Bcex areHToB 3a nocnenHuin aeHb. Mpn BoiGope
3anmncuy B CrMCKe OTKPOETCS KapTouka COBbITUS, KOTOpas COAEPXNT NOJHY0 NHOopMaLmio 0 Hem. Bbl
MOXeTe rpynnupoBaTh, GUIbTPOBATb 1 AKCMOPTMPOBAaTbL COBbITUS.

B 6a3e paHHbIX cepBepa areHTOB MOXET XpaHUTbCS He 6osiee ABYX MUIMOHOB 3anncell 0 COBbITUSIX.
Mpw perncTpaumnm HOBbIX COBLITUI 3annCK O CTapbixX 6yayT yOoaneHsbl.

MpumeuaHue. OncaHre Bcex nosnen cobbiTuin NpueeneHo B gokymeHTauum MaxPatrol SIEM.
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pynnupoBka cobbiTui

Bbl MOXeTe crpynnupoBaTb COBbITUS MO OAHOMY U3 MEePeUYNCNeHHbIX nonen: msgid,
category.generic, category.high, category.low, subject.account.name,
event_src.hostname, event_src.subsys.

> YT06bI CrpynnmpoBaTh COBbLITUS:
1. B rnaBHom MeHIo BbiGepuTe CobbiTUs.

2. Haxmwute FpynnupoBKa 1 BbibepuTe Nosne, o KOTOPOMY Bbl XOTUTE CrpynnmpoBaTh COBbITUS.

3. Haxmute P .

PunbTpaumsa cobbiTun

Bbl MoxeTe ¢punbTpoBaTh CO6LITAS MO Nepuoay, 3anofIHEHHOCTY nonen detect n
correlation_name, a Takxe No 3afaHHbIM 3Ha4YeHNGM gpyrux nonen. PunbTpaums cobbIT MO
mMoayso (cm. pasgen 19.1) BbInonHAeTCs Mo 3HauYeHuto B mone event src.subsys. Hanpumep,
correlator («KoppenaTtop»), yara_scanner («<YARA-ckaHep»), file hash_checker («[poBepka
dannoB No xeLw-cymme).

>  YT06bl OTOUNLTPOBATL COBLITUS:
1. B rnaBHOM MeHIo Bbi6epnTe CobbITUS.
2. BbibepuTe dunbTp No KHomke PUAbTPbDI NN [O6aBbTE YCNOBUS GUALTPALMN MO KHOMKEe +.

3. Haxmute P .

N3meHeHne Habopa cTonbuos B Tabnuue
>  YT06bl N3MEHNTb HAabOP CTONBLIOB B TabANLE:
1. B rnaBHOM MeHIo Bbi6epunTe CobbITUS.

2. Haxmute [ n BblbepunTe Heo6xoanmble CToN6LUbI.

CoxpaHeHune punbtpa

[ns yno6¢cTBa paboThl Bbl MOXETE COXPaHUTb HACTPOEHHbIN GUNbTP BMECTe C napameTpami
rPYNMUPOBKN COBBITUI 1 OTOBPaXeHNs CTONBLIOB B Tabnuue.

>  YT06bl COXpaHNTb GUILTP:
1. B rnaBHOM MeHIo Bbi6epunTe Co6bITUS.

2. HacTtponTe ¢punbTp.

3. Haxmunte B
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4. BsepguTe HasBaHune punbTpa.

5. Haxmute CoxpaHuUTb.

OKcnopT cobbITUi
Bbl MoxeTe akcnopTupoBaTb 3anuncu o cobbiTugx B painn popmaTta CSV ¢ yuyeToM 3agaHHON
dunbTpaumn.
>  YT06bl 3KCMOPTMPOBATL 3aMCU O COBbITUSIX:
1. B rnaBHOM MeHIo Bbi6epunTe Co6bITHUS.
2. OT1dunbTpynTe cobbitug (cm. pasgen 20.1).
3. BbinonHuTe 0gHO 13 cnenyoLmnx 4encTBniA:

- Ecnn Bbl xoTUTE JKCMnopTnpoBaTb 3arnnmcm o COBbITUSX CO BCEMY BO3MOXHbBIMU NONSMU

OaHHbIX, HaXMunTe |i| - Co BCEeMM Nonsimm.

« Ecnn Bbl xXOTUTE SKCNopTMpOoBaTb 3annmcu o COBbITNSX TONBbKO C 0To6pa>|<ae|v|b||v|v| B Tabnuue

nonaMmn gaHHbIX, HaXXMnTe |i| - Tonbko ¢ OTOGpa)KaeMbIMVI.

20.2. Pa6oTa c cobbitnamim B MaxPatrol 10

Bce cobbiTns MaxPatrol EDR oto6paxatotcs B cucteme MaxPatrol 10 Ha Bknagke Co6biTua. 114
oTOBpaxeHns cobbiTuin Tonbko n3 MaxPatrol EDR Bbl MoXeTe ncnonb3oBatb GUIbTP
generator.type "xdr", png oTobpaxeHns cobbITUI KOHKPETHOro Moayns (cm. pasgen 19.1) —
generator.type = "xdr" and event_src.subsys = "<WpeHTudukatop momyna>".Kpome
TOro, N3 KAPTOUKMN areHTa Bbl MOXeTe NepeinT K COBbITUSM 3TOro areHTa.
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21. PyuyHoe pearmnpoBaHue Ha yrpo3bl

B HekoTOpbIX Cryyasx aBTOMaTUYECKOe pearnpoBaHmne Ha areHTax HefornycTMO, Hanpumep ecnm
3aBe4OMO V3BECTHO, YTO STO MOXET NPUBECTY K NMoTepe BaxHoW nHPopmaumn. B Takux cryyasix Bbl
MOXeTe pearnpoBaTb Ha yrpo3bl BPYYHYIO Kak Ha OLHOM areHTe, Tak 1 Ha MHOXeCTBe (B clyyae
MaccoBol ataku). Habop 4OCTyMHbIX CNOCO60B pearnpoBaHNs 3aBUCUT OT YCTaHOBIEHHbIX Ha
areHTe mopynen (cm. pasgen 19.4).

Bbl MoXeTe 3anyckaTb pearnpoBaHiie Ha OOHOM areHTe Mo KHomMKe ; , Ha HEeCKONbKNX areHTax nnu
Ha OJIHOI NN HECKOJIbKIX rpyrnax areHToB. Bbl Takxke MoXxeTe pearnpoBaTb Ha KOHKpPeTHoe
cobbITVIE B CUCTEME.

MpumeyaHue. [119 MaccoBOro pearnpoBaHns 4OCTYMHbI He BCe AeNCTBIS Moay e

B aTom pa3pene

MaccoBoe pearupoBaHue (cMm. pasgen 21.1)

PearnposaHue Ha cobbiTue (cMm. pasgen 21.2)

Pa6oTa c pannamun (cm. pasgen 21.3)

Pa6oTa c npoueccamun (cm. pasgen 21.4)

CkaHupoBaHue ¢ nomolbto npasnn YARA (cm. pazgen 21.5)
Bnokuposka IP-agpeca Ha areHTe (cMm. pa3gen 21.6)

Visonauus yana (cm. pasgen 21.7)

3aBeplueHne paboTbl KOHEYHOro YCTPOoNCTBa (CM. pa3gen 21.8)
CkaHupoBaHue B pexume ayauta (MaxPatrol VM) (cm. pasoen 21.9)
MNepeHanpaBneHne DNS-3anpocoB Bpy4Hyio (cMm. pasgen 21.10)
KapaHTuH dainnos (cm. pasgen 21.11)

BrnoknpoBka 1 3aBepLUEHNe CeaHCOB JIoKasbHbIX yYeTHbIX 3anuncer (cMm. pasgen 21.12)
BbinonHeHne komaHg B o6onouke (cM. pasgen 21.13)

C60p faHHbIX O COCTOSHUN cucTeMbl (CM. pasaen 21.14)

C60op paHHbIX 415 paccnefoBaHus (cm. pasgen 21.15)

BbinonHeHune koga Ha a3bike Lua (cm. pasgen 21.16)
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21.1. MaccoBoe pearnpoBaHune

MaccoBoe pearnpoBaHne Ha HeCKOJIbKUX areHtax

Bbl MOXeTe BbINOMHNTb OECTBUE CPa3y Ha HECKOMbKNX BbIBPaHHbIX areHTax. ST areHTbl LOMKHbI
6blTb @aBTOPV30BaHbI 1 HA HUX OMXHbI paboTaTb MOAYNN pearnpoBaHns. Ecnv ognH nnm Heckonbko
Bbl6paHHbIX areHTOB HeQOCTYMHbI, AEICTBNS HA HUX BbIMNOSTHEHbI He 6yayT. lNocne nx NoakItoYeHns
Bbl MOXeTe NMOBTOPHO 3aMyCTUTb pearnpoBaHe 13 xypHana (cm. pasgen 21.1).

> YT06bI 3aMyCTUTb MAacCCOBOE pearnpoBaHne Ha areHTax:

1. B rnaBHOM MeH0 Bbibepute ! AreHTbl.
2. BblbepuTe ogniH N HECKOSIbKO areHTOB C MOMOLLbIO GnaXxKoB.
3. Haxmute PearnpoBaTb 11 B packpblBLLEMCSI MEHIO BblibepuTe HeOBX0AMMoe aencTBme.

MpumeuaHue. B meHIo 0TOBpaxaloTcsd OeCTBUS CO BCEX Moayiel BblbpaHHbIX areHToB. Ecnu
Ha KaKOM-TO areHTe HeT HeO6XoaMOro Moays, TO BbibpaHHOE OeNCTBNE Ha 9TOM areHTe
3anyLleHo He byaer.

4. Ecnun TpebyeTcs, 3aganTe napameTpbl AeNCTBUS.

5. Haxmwunte 3anycTuTb.

MaccoBoe pearnpoBaHue Ha rpynrnax areHToB

Bbl MOXeTe BbINONMHNTb AENCTBIE Cpasy Ha BCEX areHTax OfHOWN Ui HecKonbkyxX rpynn. Ecnv ognH
NI HECKONBbKO areHToB 13 BbI6paHHbIX FPYMn HeOOCTYMHbl, AEACTBUS Ha HIX BbIMOMHEHbI HE ByayT.
Mocrne nx NoaKItYeHNs Bbl MOXEeTe NOBTOPHO 3aryCTUTb pearnpoBaHme 113 XypHana

(cm. pazgen 21.1).

> YT06bI 3anyCTTb MaCCOBOe pearmpoBaHne Ha BCexX areHtax rpynrbl.

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

—_

B naHenn Fpynnbl BbibepuTe OgHY U HECKONBbKO rpynm, yaepxusas knasuwy Ctrl unn Shift.

Bbi6epuTe areHTbl ¢ NOMOLLbI0 GraXKoB.

W

Haxmunte Pearupoaal-me N B paCKpbiBLUEMCH MEHIO Bbl6epI/|Te Heobxoammoe aerncTene.

MpumeuaHue. B MeHIo oTo6paxatloTcs AeCTBIMS CO BCex Moayiel, KoTopble paboTaloT Ha
areHTax Bbl6paHHbIX rpynn. Ecnm Ha Kakyto-To rpynny He HasdHavyeHa NonuTka C
Heo6XoanMbIM MOZYIEM, TO BbibpaHHOE AeiCTBINE Ha areHTax 3Tol rpynmnbl 3anyLeHo He
oyger.

5. Ecnu TpebyeTcs, 3againTe napameTpbl 4eNCTBUS.

6. Haxmunte 3anycTurb.
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XypHan pearnpoBaHus

Bbl moxeTe npoCcMaTpunBaTb XYpPHaJ1 MaCCOBOIo pearmnpoBaHu4. )KypHan OOCTYyrMeH B rnMaBHOM MEHIO

@ Cuctema — XXypHan pearupoBaHus. B xypHane oTobpaxaloTcs CBeOeHNs 1 pesysibTaTbl BCEX
3anyckoB MacCOBOro pearnpoBaHus. [Npu Heo06XO4MMOCTI Bbl MOXETe MOBTOPUTbL 3amnyCk Kakoro-
nn6o OencCTBUS UMK BbibpaTb A9 pearnpoBaHuna opyroe 4ercTBre Ha TOW Xe Bbibopke areHToB. [pun
BbI6OpE B CMCKe 3anucein AerCTBINS OTKPOETCS KapTouka pearnpoBaHns ¢ Nogpo6HbIMN
pesynbTaTamMu Ha KaXaoM areHTe.

21.2. PearnpoBaHue Ha cobbiTne

Ecnn cobbitug VIBE oTnpaBngioTcs B XpaHUNLLE Ha CepBeEpPe areHTOB, Bbl MOXETE pearmpoBatb Ha
HUX 13 nHTepderica MaxPatrol EDR. Ecnu cobbiTua nepepatotcs B MaxPatrol SIEM Server, Bbl
MOXeTe 3anyckaTb pearnpoBaHue ns nHrepdernca MaxPatrol 10.

PearupoBaHue Ha co6biTne b B MaxPatrol EDR

> YT06bl 3aNyCTUTb pearnpoBaHne Ha COBbITHE:

1. B rnaBHOM MeHIo BbibepuTe COBbITUS.

2. Ecnn tpebyeTcd, oTOUNbTPYNTE COBLITLSA B CMINCKE.

3. B cnucke cobbiTuin Boi6epuTe cobbiTre, Ha KOTOPOE Bbl XOTUTE OTpearnpoBaTh.
4. B kapTouke cobbiTa HaxmunTe PearupoBaThb.
5

Bbi6epuTe Heobxoanmoe feincTBe 1 3anycTiTe pearnpoBaHie.

PearnposaHue Ha cobbiTne B MaxPatrol 10

|_|pVI pearnpoBaHnn Ha cob6bITe CnncoK OOCTYMHbIX nencTeunm onpependeTcd MmoaynamMmm, KoTopble
yCTaHOBJIeHbl Ha y3ne, 1 JaHHbIMW, KOTOPble nepenatoTCyd B cobBbITUN.

> YTO6bl 3anyCTNTb pearnpoBaHne Ha cobblTue:
1. TNepengute B cnctemy MaxPatrol 10.
B rnaBHOM MeHI0 Bbi6epuTe CoBbITHS.
Ecnn TpebyeTcs, oTdunbTpyinTe cobbITUS B CIINCKE.
B cnncke cobbiTuin BoiGeprTe cobbiTie, Ha KOTOPOE Bbl XOTUTE OTpearnpoBaTh.

B naHenn CBopka HaxmuTe PearnpoBaTb.

o oA W N

Bbibepute Heobxogumoe gencTeme.

CM. Takxe

Pa6oTta ¢ cobbituamu B MaxPatrol EDR (cm. pasgen 20.1)
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21.3. PaboTa ¢ dannamwm

Bbl MOXxeTe BbINOAHATL onepauunn ¢ dainamm Ha KOHEYHOM YCTPONCTBE C MOMOLLIbIO PannoBoro
6paysepa B UHTepdelice MaxPatrol EDR. Bpaysep [ocTyneH, ecnu B NoANTUKY fobaBneH Mogy b
«PaboTa ¢ pannammn 1 npoueccammy. [1ns BbINOSHEHNS OEACTBUIA Ha areHTe AO/XHbl 6biTb
yCTaHOBJIEHbl Heobxoaumble Mmoaynu («YoaneHue Ganno», «KAHTUBUPYCY, «YARA-ckaHep»,
«[MpoBepka pannos no xew-cymme, «[posepka dpannos B PT Sandbox», «KapaHTnH», «OTnpaBka
dannosy).

NMpoBepka aHTUBNpPYCOM

Bbl MOXeTe 3anyCcTuTb NPOBEPKY aHTNBUPYCOM BCex $alifioB 11 06bEKTOB B ONepaTUBHON NamMaT Ha
KOHEYHOM YCTPOCTBE WM TOMbKO BaXHbIX CUCTEMHbIX PalnoB, KOTOpble 6bln BbIGpaHbl
akcnepTtamu Positive Technologies.

>  YTO6bI 3anyCTNTb NPOBEPKY aHTUNBIPYCOM:
1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.

2. HanpoTuB HyXXHOro areHTa HaxmMuTe ; .
3. Haxmute PaboTta c pannamu.

4. Haxmute AHTUBUPYC U BbiIGEpUTE TN NPOBEPK.

MNMpoBepka panna

Bbl moxeTe oTnpaBuTb $aiin Ha NPOBEPKY aHTUBUPYCOM, ¢ nomMoLLbio YARA-NpaBun, No Xxew-cymme
nnun B PT Sandbox.

> YTO6bl OTNpaBnTb Galin Ha MPOBEPKY:
1. B rnaBHOM MeHIo Bblbepute ! AreHTbl.

2. HanpoTuB HyXXHOro areHTa HaxmmTe ; .
3. Haxmute PaboTa c pannamu.

4. BbibepuTe daiin B oepese.
5

HaxmuTe MpoBepuTb 1 BoibepuTe Cnocob NpoBepK.

MpoBepka Bcex ¢pannosB B nanke

Bbl MOXeTe npoBepuTb BCe daiisbl B Manke aHTUBUPYCOM 1nm ¢ nomoLlsto YARA-npasun.
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> YT06bI NpoBepUTb dalisibl B Nanke:

1.

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTuB Hy>XHOro areHTa HaxmmuTe ; .
Haxmute Pa6oTta ¢ pannamu.

BbibepuTe nanky B aepese.

Haxmunte n Bbl6epI/ITe TN npoBepKn.

3apaiiTe napameTpbl NPoBepKY 1 HaxmMuTe HayaTb NnpoBepKy.

YpaneHue danna

>  YT06bl yoanutb gainn:

1.

B rnaBHOM MeHI0 BbibepurTe ! AreHTbl.

HanpoTuB Hy>XHOro areHTa HaxmmuTe ; :
Haxmnte Pa6oTa ¢ pannamm.

BbibepuTte dalin B gepese.

Haxmunte - Ypanurb.

Nsongauusa ¢ana B KapaHTUHE

Bbl MmoxeTe yaannTb nogo3puTenbHbii dalin ¢ grucka n NOMeCTUTb ero B 3alldpoBaHHOE
XpaHunuuwe (cm. pasnen 19.4.4.7) Ha BpemMs NpoBepKU.

>  YT06bl n30nnpoBaThb dal:

1.

2
3
4.
5

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTuB Hy>XHOro areHTa HaxmunTe ; .
HaxmuTe Pa6oTta ¢ ¢panamu.
BoibepuTte daiin B gepese.

Haxmunte B kapaHTuH -~ UsonupoBaThb.

OTnpaBka ¢aina BO BHELLHIO CUCTEMY

Bbl MoxeTe oTnpaBuTb dalin BO BHELLHIOI CUCTEMY, agpec KOTOPO 3adaH B KOHbUrypaLumm Mogyns
«OTnpaBka dannos» (cMm. pasgen 19.4.4.9). Hanpumep, 3T0 MOXeT 6biTb NEeCOUYHULLA.
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> YT06bI OTNPaBUTL daiis:

1.

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTuB Hy>XHOro areHTa HaxmmuTe ; .
Haxmute Pa6oTta ¢ pannamu.

BbibepuTe dann B gepese.

Haxmute - OTNpaBUTb BO BHELLHIOIO CUCTEMY.

3arpyska ¢anna B nanky

Bbl MmoxeTe nepenath paiin Ha KoHeYHoe YCTPONCTBO. Pasmep dalina He gonxeH npesbiwaTb 1176b.

> YT06bl 3arpy3nTb dalin B Narnky:

1.

B rnaBHOM MeHI0 BbibepurTe ! AreHTbl.

HanpoTuB Hy>XHOro areHTa HaxmmuTe ; :
Haxmnte Pa6oTa ¢ pannamm.

BbibepuTe nanky B gepese.

HaxmuTe 1 BbiGepuTe dalin.

CkauunBaHune damnna

Bbl moxeTe ckayaTb dalin ¢ KOHEYHOro YCTPOMCTBA Ha CBOW KommnbloTep. [pn ckaunBaHum dainn
6yneT nomelleH B apxmB. Pasamep dalina He gonxeH npesbiwaTb 117Bb.

> YT06bl cKayaTb dal:

1.

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

2. HanpoTuB Hy>XHOro areHTa HaxmMnTe ; .
3. Haxmute PaboTa c ¢panamu.
4. BbibepuTe dalin B oepese.
5. Haxmute CkauvaThb.
CwM. Takxe

OTtnpaBka dannos (cm. pasgen 19.4.4.9)

KapaHTuH (cm. pasnen 19.4.4.7)
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21.4. PaboTa ¢ npoueccamu

Bbl MOXeTe BbINONHATL onepauumn ¢ npoueccammn Ha KOHEYHOM YCTPOMCTBE C MOMOLLbIO AncneTyepa
npoueccos B UHTepdelice MaxPatrol EDR. [lncnetyep gOCTyrneH, ecnuv B NOANTIKY fo6aBneH
monyb «PaboTa ¢ pannamu u npoueccammny. [1ns BbIMOMHEHNS OeACTBUI Ha areHTe O0XXHbl 6biTb
yCTaHOBJEHbl Heobxoaumble Moaynu («3aBeplueHne npoueccoBy, «YARA-ckaHep», «C60p AaHHbIX O
COCTOSIHUWN CICTEMbI»).

MpumeyaHue. [laHHble O HEKOTOPbIX MpoLeccax MoryT 6biTb HegoCTynHbl ang MaxPatrol EDR.
Takune npoLecchl OTMEeYeHbl B AyCreTyepe COOTBETCTBYIOLLEN METKON.

MpoBepka npoueccoB ¢ nomoubio YARA-npasun

> YT06bI 3aMyCTUTb NPOBEPKY NPOLLECCOB:
1. B rnaBHOM MeHIo BblibepuTe ! AreHTbl.

2. HanpoTunB HyXHOro areHTa HaxmunTe ; .
3. Haxmunte PaboTa c npoueccamu.

4. HaxwmuTte YARA-cKaHep 11 BbibepuTe, Kakme NpoLeCcChbl HYXKHO NPOBepUTb: BCE UMM TOSIbKO
BaXHble, KOTOpble 3afaHbl B napameTpax Moayns (cm. pasgen 19.4.3.2).

Bbl Takxe moxeTe 3anyCTUTb MPOBEpPKY KOHKPETHOro npoueccCa N3 KapTo4kn, Ha>XaB npoaepm’b.

3aBeplieHune npouecca

> YTO6bl 3aBEPLUNTb NPOLECC:
1. B rnaBHOM MeH0 Bbibepute ! AreHTbl.

2. HanpoTuB Hy>XHOro areHTa HaxmMmnTe ; :

3. Haxmunte Pa6oTa c npoueccamu.

4. BbibepuTe npouecc.

5. Haxmute 3aBepuuntb — Mpouecc v noaresepanTe onepaumio.

Bbl Takxe MoXeTe 3aBepLUnTb AePEBO AOYEPHNX MPOLLECCOB BbI6paHHOro NpoLecca, Haxas
3aBepwuntb — [lepeBo NpoLECCOB.

Co3pgaHune gpamna namsaTu npouecca

Mocne co3paHns gamn 6yaeT COXpaHeH B XpaHUILLE Ha areHTe.

PyuHoe pearunpoBaHne Ha yrpo3bl 166



> YTo6bl co3gaTh Aamn npowecca:
1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

2. HanpoTuB HYXHOro areHTa HaxmMmTe ; .
3. Haxmunte Pa6oTa ¢ npoueccamu.

4. BbibepuTe npouecc.
5

Haxmunte Jamn.

Cm. Takxe

YARA-ckaHep (cm. pasgen 19.4.3.2)

21.5. CkaHupoBaHume ¢ nomoubio npasun YARA

Mogaynb «YARA-CcKaHep» BbIMNOIHAET CUrHATYPHbIN aHanmn3 Ha ocHoBe Npasu YARA. Bbl moxeTe
npoBepuTb:

— dann nnn nanky ¢ pannamu;

— OAWH W HECKOJbKO NPOLLECCOB;

— BaXHble cucTeMHble daiisibl 1 NpoLecchl (bbicTpas NpoBepka);
— Bce daisbl 1 npouecchl (MosiHas Nnposepka).

Mo ymonuaHuio ons NpoBepKin BbibpaHbl NpaBuna YARA, 3agaHHble B KOHPUIrypauum noanTmnkin. Bol
MOXeTe BCTaBUTb UM MMNOPTUPOBaTb CBOW NMpaBuia Ans NpoBepKu.

MpoBepku BbIMNOMHATCS B Nopsaake odepean. MNpun 3Tom B KOHGUTypauuy NOANTIKA Bbl MOXETe
Ha3HauNTb aBTOMAaTNYECKE MPOBEPKM, KOTOPble BYAYT BbINOMHATHCS B MPUOPUTETHOM MOPSAKE, BHE
ouyepenm.

3anycK npoBepKu

> YTO6bl 3anyCTNTb NPOBEPKY:
1. B rnaBHOM MeHto Bblibepute ! AreHTbl.

HanpoTuB HY>XHOro areHTa HaxmuTe ; .
Haxmunte YARA-cKaHep.
Haxmunte HoBasi npoBepka.

3apainTe napameTpbl MPOBEPKU.

o oA W N

Haxmunte HayaTb npoBepKy.
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MpocMoTp pe3ynbTaToB NPOBEPKU

Bbl MOXeTe NpoCcMOTpeTb CMMCOK BPEAOHOCHbIX $alifoB 1 MPOLEeCcCOoB, KOTOpbIe 6bI HageHbI C
nomoupbto npaBun YARA. [Ing kaxaoro daiina 1 npoLuecca ykasaHo nNpaBusio, KOTOPbIM OHM bl
o6HapyXeHbl, 1 ero To4HocTb (0T O go 15). Yem Bbile TOYHOCTb NpaBuia, TEM MeHbLUIe NOXHbIX
cpabaTtblBaHU OHO BbIAAET.

> YT06blI NPOCMOTPETL pPe3ybTaTbl MPOBEPKU:
1. B rnaBHOM MeHIo Bblbepute ! AreHTbl.

2. HanpoTuB HyXHOro areHTa HaxmuTe ; .
3. Haxmunte YARA-cKaHep.

4. HaxmuTe Ha gaTy 1 Bpemsl Hauyana npoBepKu.

MpocmoTp npasun

Bbl MmoxeTe npocmoTpeTb cnucok npasun YARA 1 nHopmaumio o HUX. 9Ta MHGopMaLns MoXeT
OblTb NONE3Ha NpY HaCTPONKe MOAYNS B NOAMTUKE. Hanprmep, Bbl MOXeTe OTK/IOUNTb NMPOBEPKN Ha
HeKoTopble cemMencTBa BpegoHocHoro [10.

> YT106bI NPOCMOTPETL NMpaBuia:
1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.

2. HanpoTunB Hy>XHOro areHTa HaxmMmmnTe ; :
3. Haxmunte YARA-cKaHep.

4. BbibepunTe MpaBuna.

21.6. bnokunpoBka IP-agpeca Ha areHTe

> YT06bl 3a6510KMpPOBaTh IP-agpec Ha areHTe:
1. B rnaBHOM MeHIo BblibepuTe ! AreHTbl.

2. HanpoTunB HyXHOro areHTa HaxmunTe ; .

3. Haxwmunte 3a6bnokupoBaTb coeguHeHus no IP-agpecy.

4. Beepute IP-agpec B dpopmate IPv4, IPv6 nnu nogcetb B HoTauum CIDR.
5. Haxmute 3abnokupoBaTb.

IP-agpec 3ab6noKMpOoBaH Ha areHTe.

> Yt06bI pazbnoknpoBaTb IP-agpec Ha areHTe,

HanpoTue IP-agpeca B cnncke HaxmuTe Pa3énokupoBaTb.
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Mpumevanne. CoennHeHns ¢ aTm IP-agpecom He BOCCTaHOBSATCS, €CN OH 3a6NOKNPOBaH Ha
ypoBHe nonutukmn (cm. pasgen 19.4.4.4).

21.7. \songaumna y3na

Mopynb «/13onsumns yanoe» 6nokmpyeT ceTeBon Tpaduk Ha y3nax. Bel MoxeTe nsonnposaTb y3en, Ha
KOTOPOM YCTaHOB/EH areHT, ABYMS Croco6amiyl — MOMHOCTbIO, OTK/IOUMB BCe CETEBbIe ajanTepsl,
NN YaCTNYHO, COXPaHWB AN HEro CBS3b C CEPBEPOM areHTOB 1 afpecamm N3 CNCKa NCKTIOYEHNIA.

>  YT06bI N301POBaTbL y3el:
1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

HanpoTunB HyXXHOro areHTa HaxmMnTe ; :
Haxmunte A3onuposaTb.
Bbibepute cnocob naonsaumm yana.

HacTpoiite Bpems, Yepes KoTopoe N3onsaums yana 6yaet CHaTa aBToMaTnYecku.

o oA W N

Haxmunte U3onuposaTb.

>  YT06bl LOCPOYHO CHSTb YaCTUYHYIO N30AALMIO Y3Na,
HaxmunTe U3onmpoBaTb > CHATb YaCTUUHYIO U3ONISILMIO.

MpumeyaHwue. [1ns LOCPOYHOIrO CHATNS MOMHON N30MSLMN Y31a BaM HYXXHO BKIIOUYNTb CETEBbIE
aganTepbl Ha YCTPOWCTBE BPYUHYIO.

21.8. 3aBepLueHne paboTbl KOHEYHOIO YCTPONCTBA

Bbl MOXeTe 3aBepLUNTb PaboTy KOHEYHOrO YCTPOWCTBA, MEPEBECTIN €ro B CMALLMNIA PEXUM UK
nepesarpysnTb. ST AeNCTBIS NO3BOJISIOT OCTAHOBUTL Pa3BUTIE aTaku, eCnn apyrie crnocobbl He
MOMOT /I, @ TakXe, Hanpumep, NPUMEHNTbL NapamMeTpbl 4S19 YCTPaHEeHNs yS3BMMOCTER. BbinonHnTb
LeNCTBUS Bbl MOXeTe cpasy W Yepes 3agaHHoe BpeMs — B 9TOM Cllyyae Nosib30BaTes1lo KOHEYHOro
yCTpOWNCTBa 6yaeT OTNpaBfieHo yBeAOMIEHNE O 3aBepLUeH paboTbl Unn nepesarpyske. B
napameTpax Moayns Bbl MOXETe 3a4aTb UCKMOUYEHNS — Y3/ibl, Ha KOTOPbIX AeACTBINS BbINMOHATLCS He

6ynyT.

MpumeyvaHue. NepeBon KOHEYHOrO YCTPOWCTBA B CMSLLMIA PEXVM BCerga 6yaeT BbiNONHATLCS
6e3 3a0epPxKu.

>  YTO6bl BPYUHYIO 3aBEPLLNTL PaboTy YCTPOWCTBA, NepPeBecT ero B CASLLIA PEXIM U
nepesarpysunTb:

1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

2. HanpoTuB HYXXHOro areHTa HaxmMmTe ; .
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3. Haxmute 3aBeplumnTtb paboTy U BbiGepnTe HEO6XOOMMOe AeliCTBIE.

4. Ecnun 0elcTBrE HYXHO BbINOMHUTL cpa3y, CHUMUTe dnaxok YBegomMuTb nosib3oBartens 3a N
MUHYT.

5. TlogTBepouTe onepauuio.

21.9. CkaHnpoBaHue B pexume ayguta (MaxPatrol VIV)

[anee paHbl NHCTPYKLMN MO CKaHNPOBAHWNIO B peXNMe ayamnTa.

B aTom pa3pene
PyuHoln 3anyck ckaHupoBaHus (cMm. pasgen 21.9.1)
OTknloYeHre 3anycka CKaHpoBaHUs No pacnucaHuio (cMm. pasgen 21.9.2)

MpocMmoTp pesynbTaToB CkaHMpoBaHus (cM. pasgen 21.9.3)

21.9.1. PyyHoW 3anyck cKaHNpoOBaHWg

3anyck ckaHUpOBaHUS Ha OQHOM areHTe

Bbl moxeTe BPY4YHYIO 3aMyCTUTb CKaHNpPOBaHe B pexnmve aygnta Ha areHTe. Ecnn Ha areHTe yxe
BbIMNOJ/IHAETCHA CKaHNpOBaHMe, TO OHO He 6y,u,eT 3anyueHo NoBTOPHO.

>  YTO6bl 3aNyCTUTb CKaHNPOBaHNE:
1. B rnaBHOM meHio BbibepunTe ! AreHTbl.

2. HanpoTuB HyXHOro areHTa HaxmmuTe ; :
3. Haxmute CkaHupoBaTb y3en B peXume ayauTta.
4. HaxmuTe 3anycTUTb CKaHUpOBaHue.

CKaHI/IpOBaHVIe 3anyueHo. Bbl MmoxeTe ocTaHOBUTb CKaHnpoBaHWme no KHorike OcTaHOBUTb
CKaHupoBaHue.

CkauaTb XypHan paboTbl MOAys Bbl MOXeTe Mo KHornke CKavaTb XXypHan Moayns.

3anyck ckaHMpOBaHWUS Ha BCEeX areHTax rpynnbl

Bbl MOXeTe BpyUHyIo 3anyCTUTb CKaHNPOBaHMNE B pexunme ayanTa cpasy Ha BCexX areHTax rpymnnbi.
CKaHVpOBaHMe Ha areHTe 13 rpynnbl He 6yaeT 3anyLWeHo, eC C HAM HET CBSA3W U Ha HEM YXe
BbINOJSIHAETCS CKaHUpOBaHMe.

> YT06bI 3anyCTTb CKaHnpoBaHMe Ha BCeX areHTax rpynribl.

1. B rnaBHom meHio Bbi6epriTe Il MFpynnbl areHToB.
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MpumeuaHue. Ecnn B cucteme ectb cTapble rpynnbl, B MeHto HyXHo Bbi6paTs Il Fpynnbi
areHToB — Ha ynpaBnsiiowem cepsepe.

Bbi6epuTe rpynmny, Ha areHTax KOTOPOUi Bbl XOTUTE 3anyCTUTb CKaHUPOBaHNe.
Bbi6epuTte moaynb «CkaHnpoBaHume B pexume ayauta (MaxPatrol VIV)».

Haxmunte Onepauum 1 Bbi6epuTe CepBep areHToB.

a &~ W N

Haxmunte 3anycTuTb cKaHUpoBaHuUe.

21.9.2. OTkNoYEeHMe 3arnycka CKaHNPOBaHNS NO pacrnnucaHunio

Bbl MOXeTe OTKNOUNTb 3amnyCK CKaHNPOBaHNS Mo pacnucaHunio. B aTom cryyae ckaHnpoBaHme 6yneT
3arnyckaTbCs TONbKO BPYYHYIO — WA NPW perncTpauum Toro nnm nHoro coboeitna b, ecnm ato 6bino
HaCTPOEHO B MONNTUKE.

>  YT06bl OTKMIOUNTD 3anyCK CKaHnpoBaH4 no pacrimcaHumio:

1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.

2. HanpoTuB HyXHOro areHTa HaxmuTe ; .
3. Haxmunte CkaHuMpoBaTb y3€n B peXXume ayauTa.
4. HaxmuTe OTKIIOMUTD 3anycK Mo pacnncaHuio.

3al'lyCK CKaHnpoBaHN4 Nno pacnmcaHmo OTKJTIOYEH. Bbl moxeTe MOBTOPHO BKJTIOYNTb 3anycCkK no
pacnmncaHmnto No KHorke BkniounTtb 3anyckK no pacrnmucaHuio.

21.9.3. [lpocMOTp pesynbTaToB CKaHNPOBaHWS

MpocMoTp pe3ynbTaToB CKaAHMPOBaHUS Ha OQHOM areHTe

> YT06bI NPOCMOTPETL Pe3yNbTaTbl CKAHNPOBAHNS:
1. B rnaBHOM meHI0 BbibepunTe ! AreHTbI.

2. HanpoTuB HyXHOro areHTa HaxmMmmnTe ; .
3. Haxmute CKkaHupoBaTb y3en B peXume ayauTa.

4. BbibepuTte pasnen CkaHMpoBaHMS.

npOCMOTp pe3ynbTaToB CKaHUPOBaHNA Ha BCeX areHTax rpynnbl

> YT106bl NPOCMOTPETb PE3YyIbTaTbl CKAHNPOBaHUS:

1. B rnasHom meHio Bbi6epuTe Il Fpynnbl areHToB.
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MpumeuaHue. Ecnn B cucteme ectb cTapble rpynnbl, B MeHto HyXHo Bbi6paTs Il Fpynnbi
areHToB — Ha ynpaBnsiiowem cepBepe.

Bbi6epuTe rpynny, Ha KOTOPYIO Ha3HayeHa nonuTika ¢ mogynem «CkaHnpoBaHme B pexrmve
ayouta (MaxPatrol VM)».

Bbi6epuTte moaynb «CkaHnpoBaHue B pexume ayaunta (MaxPatrol VIM)».
Haxmute Onepawumm 1 BbibepurTe CepBep areHToB.

BoibepuTte pasnen CkaHMpoBaHUS.

21.10. lNepeHanpaBneHne DNS-3anpocoB Bpy4HYIO

Ecnun Bbl 3aMeTnnn Ha y3ne NOfo3PUTENbHbIA NN BPeOOHOCHbIN TpaduK C Kakoro-nmeo 4OMeHa, Bbl
MoXeTe nepeHanpaBnTb Bce DNS-3anpochl ¢ 3Toro gomMeHa Ha crieymnanbHbla agpec, 3agaHHbIn B
KoHdUrypaummn moayns (cm. pasgen 19.4.4.8) B nonnTurke.

> YT06bI NepeHanpaBuTb DNS-3anpockl ¢ gomeHa:

1.

2
3
4.
5

B rmaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTunB HyXXHOro areHTa HaxmMmnTe ; :
Haxmute MepenanpaButb DNS-3anpochsi (sinkholing).
BBeaute ognH nnm HECKONbKO AOMEHOB, TPaPUK C KOTOPLIX HYXHO NepeHanpaBnsTh.

HaxmunTe [lo6aBUTD.

DNS-3anpocbl ¢ gomeHa nepeHanpaseHbl.

> YT06bl OTMEHUTL NepeHanpasneHne DNS-3anpocos,

HanpoTB AOMeHa B CMNCKe HaXmMunTte Ypanutb.

I'Ipmmeanme. OTMEeHNTb nepeHanpaBiieHne DNS—3anpocos C OOMEHOB, KOTOpble 3afaHbl B
nonnTmkKe, MOXHO TOJIbKO B MOJINTNKE.

21.11. KapaHTuH dannos

B aToM pasnene onvcaHa pa6oTa ¢ Mogynem «KapaHTuH».

Nsonauusa ¢panna B KapaHTUHE

Bbl MmoxeTe yaannTb nogo3puTenbHbii dalin ¢ grucka n NOMeCTUTb ero B 3alldpoBaHHOe
xpaHunuuwe (cm. pasnen 19.4.4.7) Ha BpemMs NpoBepKU.
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>  YT06bI N301POBaTh daii:
1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

HanpoTuB Hy>XHOro areHTa HaxmmuTe ; .
Haxmute Pa6oTta ¢ pannamu.

BbibepuTe dann B gepese.

a c W N

Haxmunte B kapaHTuH -~ UsonupoBaTb.

BoccTaHoBneHune ¢panna ns3 kapaHTmHa
Ecnun Bbl y6eannuce, 4to dalin 6e30nacHbil, Bbl MOXETe BPYUHYIO BOCCTAHOBUTL €ro 13 KapaHT/Ha.
>  UYT06bI BPYYHYIO BOCCTAHOBUTL dalin 13 KapaHThHa:

1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.

2. HanpoTunB HyXHOro areHTa HaxmunTe ; .

3. Haxmunte KapaHTuH.

4. HanpoTtuB dalina B CNNCKe HaxXmMnTe

MpumeyaHue. Ecnn B koHbWrypaumm NoaAnTYKK nocse nomeLLeHns darna B KapaHTUH Gbli
N3MeHEeH Naposb ONg apxuea, To Galin BOCCTaHOBMEH He 6yaeT. B Takom cnyyae ong
BOCCTaHOBMNEHNS daina HeobxoaMmo BEPHYTb CTapblil Maposb.

YpaneHune ¢anna ns kapaHTmHa

Ecnn daiin npnaHaH BpegoHOCHbIM, OH 6yAeT OKOHYaTeNbHO yaaneH 13 kapaHTuHa no potauun. Bol
TaKXe MOXEeTe OKOHYaTeNIbHO YAaNNTb ero BPyYHYIO.

>  UYT06bI OKOHYATENBHO YaanuTb daln:
1. B rnaBHOM MeHIo Bbibepute ! AreHTbl.

2. HanpoTunB HyXHOro areHTa HaxmunTe ; .

3. Haxmunte KapaHTuH.

4. HanpoTtuB dalina B CNNCKe HaxXMnTe

Bbl TakXe MoxeTe yaanuTb Bce dalifibl 3 KapaHTuHa o KHornke YAaAuTb BCe 1N HECKOMbKO
BbIBpaHHbIX Mo KHOMKe YAanuTb Bbi6paHHble.
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CkaunBaHue danna ns KapaHTUHa

Ecnun ¢paiin npnsHaH BpeaoOHOCHbIM, Bbl MOXETEe ckavaTb €ro U3 kapaHTuHa 1 nepegaTb Ha
nccnegoBaHue akcrneptam. CkayaHHbIA dain 6yaeT NoOMELLEH B apXB C MaposeM, KOTOPbI
3apaeTtcd B KOHPUrypaumm (cm. pasgen 19.4.4.7).

> YTo6bl ckavaTb Pparin 13 KapaHTrHa:
1. B rnaBHOM MeHIO BblibepuTe ! AreHTbl.
2. HanpoTunB HyXHOro areHTa HaxmunTe ; .
3. Haxmunte KapaHTuH.

4. HanpoTtuB ¢alina B CNNCKe HaXMnTe

Bbl Takke MoxeTe ckayaTb apxXuB CO BCeMu Gainiamm B KapaHTUHe. [1nsg 9TOro Bam Hy>XHO BbIAeNnTb
dannbl B cnncke n HaxaTb CKayaTb apXuB.

Cm. Takxe
KapaHTnH dpainos (cm. pasgen 21.11)

KapaHTtuH (cm. pasgen 19.4.4.7)

21.12. bnoknpoBKka 1 3aBepLUEHNE CeaHCOB IOKasbHbIX
YUYETHbIX 3anuncen

E.HOKI/IpOBKa JTOKaJ1ibHbIX YY€THbIX 3anucen

Bbl MOXeTe BpyUHyto 3a6710KMPOBaTh 11 Pa3tiokMpoBaTh JIOKaNbHYIO YYETHYIO 3amnnch B
onepaunoHHoi cucteme. nnTenbHoCTb 61OKNPOBKY ONpefenseTcs COOTBETCTBYIOLLMM
napameTpoM OJ19 encTBrsa «3a6noKMpoBaTh YY4eTHYO 3anunch (06beKT) MO NOrnHy» B KOHOUIypauum
NONNTIKIA.

> YT06bI 3a610KMPOBaTb YUYETHYIO 3aMICb:
1. B rnaBHOM meHI0 BbibepurTe ! AreHTbI.

2. HanpoTuB HyXHOro areHTa HaxmMmmnTe ; :
3. Haxmute 3abnokmpoBaTb YyYETHYIO 3aMUCh.

4. HanpoTunB y4yeTHOI 3amnmncuy B CMcke HaxmmnTe 3abnoKnpoBaTb.

> YT06bI LOCPOYHO Pa3boKNPOBaTb YUETHYIO 3arnch,

HaxmuTe Pa3énokmu poBaTb.
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3aBepLueHne ceaHCOoB /I0KaslbHbIX YYETHbIX 3anucen

Bbl moxeTe BPYUYHYIO 3aBepLLUNTb CeaHC JloKanbHoum yquH0|7| 3anncm B OI'IepaLLVIOHHOIZ cncrteme.

MpumeuaHune. 3aBepLUNTb CeaHC yYeTHOM 3anncy root B Linux HEBO3MOXHO.

> YT06bl 3aBEPLUNTb CEaHC YUYeTHOW 3anncu:

1.

2.
3.
4

Bbl Takxe moxeTe 3aBepLnNTb BCe akKTBHblEe CeaHCbl MO KHOrMKe 3aBep|.uv|'rb aKTUBHbI© CeaHCbI.

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTus Hy>XHOro areHTa HaxmuTe ; .
Haxmute 3a6nokmpoBaTb yYETHYIO 3aMnUCh.

HaﬂpOTI/IB yquHOIﬁ 3arnncu B Criicke Haxmmte 3aBepmwrb ceaHcC.

Cm. Takxe

BrnokupoBka y4yeTHbIx 3anncen (cm. pasgen 19.4.4.3)

21.13. BbinonHeHne komaHpg, B 060/104UKe

3anycKk KomaHabl

>  YT06bl BLIMOMNHNTL KOMaHOy B 060J104KeE:

1.

B rnaBHOM MeHI0 BbibepurTe ! AreHTbl.

HanpoTunB HYXHOro areHTa HaxmnTe ; :
HaxmnTe 3anycTUTb KOMaHAHYIO 060/10UKY.

BBeguTte komaHay 1 HaxmuTe knasuwy Enter.

CkauuBaHune XypHana BbiNOJIHEHHbIX KOMaHA

> YT06bl CKayaTb XYyPHan BblMNOJIHEHHbIX KOMaHA.:

1.

w

o &

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HaI'IpOTMB HY)XHOIro areHta HaxmumTe * .

Haxmute 3anycTnTb KOMaHAHYIO 060/10UKY.

Haxmunte E

BbiGepuTe ogHy U HECKOMbKO 3anmncel B XypHane.

Haxmunte

PyuHoe pearvpoBaHue Ha yrposbi

175



21.14. C60p faHHbIX O COCTOSAHNN CUCTEMDI

C60p AaHHbIX

> YT06bI CO6pPaTh AaHHbIE O COCTOSHUN CUCTEMbI BPYYHYIO:

1.

2
3
4.
5

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTuB Hy)XHOro areHTa HaxmnTe ; .
HaxmuTte Co6paTb AaHHble O CUCTEME.
B packpbiBatoLlemMcs cnncke BbibepuTe, Kakme AaHHble Bbl XOTUTe cobpaTb.

HaxmuTte Co6paTb AaHHbIe.

MpocmoTp AaHHbIX

> YT06bl NPOCMOTPETL AaHHbIE!

1.

2
3
4.
5

B rmaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTuB HyXXHOro areHTa HaxmMnTe ; .

HaxmunTte Co6paTb AaHHbIE O CUCTEME.

Bbi6epuTe BknagKky C TUNOM AaHHbIX.

B cnncke cnesa BbIGepuTe OTYET O COBPAaHHbIX AaHHbIX.

MpumeuaHwue. Ecnv nocne c6opa gaHHbIX B NapamMeTpax NoanTukn 6ol M3MeHeH napameTp
Maponb pnsa apxumBa, TO NPOCMOTPETL COBpPaHHbIe AaHHble B MHTepdence MaxPatrol EDR
HEBO3MOXHO.

CkauunBaHune apXuBa C AaHHbIMU

> YT106bl CKauaTb apxmB C OaHHbIMW:

1.

2
3
4.
5

B rnaBHOM MeHI0 BbiGepuTe ! AreHTbl.

HanpoTuB Hy)XHOro areHTa HaxmMmnTe ; .

HaxmuTte Co6paTb AaHHble O CUCTEME.

Bbi6epuTe BKnagKy C TUMOM AaHHbIX.

YcTaHoBUTe dnaxku HarnpoTyB OTYETOB, KOTOPbIE Bbl XOTUTE CKayaTb.

MpumeuaHue. Ecnn nocne c6opa AaHHbIX B NapamMeTpax NoANTUKN 6bln 3MEHEH napameTp
Maponb ang apxuBa, To ckayaTb CO6paHHble faHHble HEBO3MOXHO.

Haxmunte CkauaTb.
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Bbl Takxe moxeTe ckayaTb apxmB C OOQHNM OTHETOM MO KHOmMnkKe

CkaumBaHue gamna namsTu npouecca

Bbl MoxeTe ckayaTb TONbKO OAWH gamn 3a oaviH pas. Takxe HEBO3MOXHO CKadMBaHVe gamra BMmecTe
c aopyrmmMmnm CO6paHHbIMI/I OaHHbIMW B apXunBe.

> YT06bl CKa4aTb gamn npouecca:
1. B rnaBHOM MeHIo Bblbepute ! AreHTbl.

2. HanpoTuB HyXHOro areHTa HaxmuTe ; .
3. Haxmute Co6paTb faHHble O cucTeme.
4. B xypHane Bbi6epuTe gamn n Haxmute CkayaTb gamn.

CkaumBaHune gamna Ha4yHeTCd rnocne 3aBepLueHnd nepecblyikn gamra B XpaHunuiie Ha
cepBepe areHToB.

I'Ipmmeanwe. OTI'IpaBKa Ha cepBep gamrioB 60/bLIOro pa3mepa MOoXeT 3aHnMaTb
OnnTesnibHoOe BpeM4.

21.15. C60p gaHHbIX ONg paccnenoBaHung

Bbl MoOxeTe cobpaTb pacLUMpeHHble AaHHble 06 onepaLnoHHO CCTEME A1 PETPOCMNEKTNBHOIO
aHanmsa nHumgeHToB. CobpaHHble AaHHble 6yayT oTnpaBfeHbl B S3-xpaHunivie, agpec KOToOporo
3afaH B kKoHburypauumm mogyns (cm. pasgen 19.4.5.3) B nonuTuke.

> YT06bl CO6PaTh AaHHbIE:

1. B rnaBHOM meHIo BbibepuTe ! AreHTbl.

2. HampoTuB HyXHOro areHTa HaxmuTe ; .
3. Haxmute Co6paTb faHHble ANs paccnefoBaHus.

4. HaxmunTte 3anyCcTuTb.

21.16. BbinonHeHme koga Ha ga3bike Lua

>  YTO6bI BbINOMHNTbL NPOU3BOSIbHBIN KOA Ha a3bike Lua:
1. B rnaBHOM meHI0 BbibepurTe ! AreHTbI.

2. HanpoTuB HyXHOro areHTa HaxmuTe ; :

3. Haxmute UHTepnpeTaTop s3bika Lua.
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4. BBepguTe Koq,

5. Haxmute BbinonMHUTD.
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22. AomunHnctpupoBaHmne MaxPatrol EDR

B aToM pasgene npuBoadatcsa MHCTPYKLMM NO agMuHnucTpurpoaHmio MaxPatrol EDR.

B aTom pa3pene

PezepBHOE KOMMpoBaHMe 1 BOCCTaHOBEHE KOHpUrypauun (cm. pasoen 22.1)
ABTOMaTN3aUNS onepaunin B cucteme (cMm. pasgen 22.2)

MoHunTopuHr cocTosHua MaxPatrol EDR (cm. pasgen 22.3)

C60op maHHbIX 06 ycTaHoBKe 1 paboTe MaxPatrol EDR (cm. pasgen 22.4)
HacTtpolika otobpaxeHus gaHHbix B MaxPatrol EDR (cm. pazpnen 22.5)
VismeHeHne nogcetn Docker-koHTeliHepoB MaxPatrol EDR (cm. pasgen 22.6)
YnpaBneHne TokeHamu gocTyna (cm. pasaoen 22.7)

XypHanupoBaHne n3MeHeHns napamMmeTpoB KOHTENHepOoB (CM. pa3nen 22.8)

®dyHKUMa seccomp (cm. pasgen 22.9)

22.1. Pe3zepBHOE KONMpoBaHMe 1 BOCCTaHOBEHNE
KOHpUrypaumm

Bbl MmoxeTe cospaTb pe3epBHyI0 KOMKIo ¢ KOHPUrypaumein cepsepon areHToB MaxPatrol EDR u
KOMMoHeHTa dbms (6a3a gaHHbix PostgreSQL n o6bekTHOe xpaHunuile MinlO Ha ynpaenstoLem
cepsepe). [Mpn BO3HNKHOBEHUN C60s Ha GU3NYeCKOM cepBepe Bbl MOXETE YCTaHOBUTb

MaxPatrol EDR Ha gpyroin cepBep 1 BOCCTaHOBUTb KOHOUIYpaLuuio N3 paHee CO30aHHOM pe3epBHON
konuu. Bbl Takxe MoxeTe BOCCTAaHOBUTb YAauHY0 KOHOUIypaLmio B Clly4yae HEKOPPEKTHON
HacTpolkn cuctemsl. Co3naHne Konum 1 BOCCTaHOBNEHNe KOHGUIrypaL BbIMOMHSIOTCS C MOMOLLbIO
YCTaHOBOYHOIrO ckpunTa 13 anctpubytmea MaxPatrol EDR.

BHumaHue! Ha cepBepe, C KOTOPOro BbIMNOMHSETCS pe3epBHOE KOMMPOBaHME 1n
BOCCTaHOBMEHME KOHPUrypaLmm, OKHa 6biTb YCTaHOBMNEHa yTUIMTa sshpass.

Tabnuua 59. MNapameTpbl yCTAHOBOUYHOrO CKpUNTa

MapameTp OnucaHue
--backup Vicnonb3yeTcs ansg cosgaHns pe3epBHON KOMum
--inventory 3apaeT nyTb 40 HBEHTapHOro daiina co CrnMcKOM KOMMIOHEHTOB

MaxPatrol EDR. 3HaueHue no ymonyaHuio: /opt/edr/inventory.yml.
Hy>kHO ncnonb3oBaTb, €C/n HBEHTaPHbIN ¢aiin 6bil NepeHeceH B Apy-
row KaTasnor.

MpumeuaHue. IHBeHTapHbIV daln reHepupyeTcsa aBToMaTYeCKi Npu
yCTaHOBKe CUCTEMbI
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MapameTp OnucaHue

--backup-folder KaTtanor, B kOTOpbI 6yneT coxpaHeHa pe3epBHas Komnums. 3Ha4eHne no
ymonyaHuno: /opt/edr_backup

--1limit CnuncoK KOMMOHEHTOB, A48 KOTOPbIX HYXXHO CO34aTb Pe3epBHYO KOMUIO.
Ecnun He 3apaH, pe3epBHad konus 6yaeT co3naHa Ans BCeX CEpBepOB
areHToB N3 MHBEHTApPHOro ¢aiina n kKomnoHeHTa dbms. Mpumep: - -
limit "10.0.11.25, dbms".

BHumaHume! CosgaHune pe3epBHOI KON KOMNOHeHTa dbms B
OTKa30yCTONYMBOM KnacTepe HEBO3MOXHO.

MpumevaHwue. [1ng 3agaHng cepBepOB areHTOB HEOOXOANMO NCMOMb30-
BaTb IP-appeca nnn FQDN 13 nHBeHTapHoro danna

--restore VicnonbayeTtcs ons BOCCTaHOBNEHUS KOHbUIypaLumm

--backup-file MyTb K danny ¢ pesepBHON Konmnen KoHburypauum

--restore- Cnmncok KOMMOHEHTOB, 419 KOTOPbIX HYXXHO BOCCTaHOBUTb KOHbUIrypa-
services uwmo. Ecnn He 3aaaH, koHdUrypauns 6yneT BOCCTaHOBMEHa Ons BCex

KOMMOHEHTOB 13 danna. Npumep: --restore-services "Second
Server, dbms".

MpumeyaHue. HasBaHNs cepBepoOB areHToB AOMXHbI COOTBETCTBOBATb
3HaUeHNIM NapameTpa service_name u3 MHBeHTapHoro daiina

--list-restore- VicnonbsyeTtcs ons oTo6paxeHns CogepXmmoro pesepsHon konuu. MNpn
services NCNOMb30BaHNN 3TOro NapameTpa BOCCTaHOBNEHNE KOHbUrypauum He
BbIMOSHAETCH

Co3spaHune pesepBHON Konuu

CospaHune pe3epBHON KOMM MOXHO BbIMOMHATL C Io60ro cepBepa, Ha KOTOPOM eCTb YCTaHOBOUYHBIN
ckpunT MaxPatrol EDR n nHBeHTapHbIn darin.

> YT06bl CO3AAaTb PE3EPBHYIO KOMUIO:

1. Tlepengnte B KaTanor ¢ yCTaHOBOYHbLIM CKPUMTOM:
cd /opt/edr/

2. 3anycTuTe yCTaHOBOYHbIA CKPUMT C MapameTpomMm - -backup:
sudo ./edr_installer --backup

MpumeuaHwme. [Npy HEO6XOONMMOCTI B KOMaH[4e 3anycka MoryT 6biTb 3afaHbl mapamMeTpsbl - -
inventory, --backup-foldern --1limit.

BoccTtaHoBneHue

BoccTaHoBneHme KOHPUrypaLmm MOXHO BbIMOMHATb C I060ro cepBepa, Ha KOTOPOM eCTb
ycTaHoBoYHbI ckpunT MaxPatrol EDR, nHBeHTapHbIn daiin n apxme ¢ pe3epBHOI KOMMEN.

AomuHuncTpuposaHune MaxPatrol EDR 180



>  YT06bl BOCCTAHOBUTb KOHOUrYypaLmio CUCTEMbI:

1. Tepengnte B KaTanor ¢ yCTaHOBOYHbBIM CKPUMTOM:
cd /opt/edr/

2. 3anycTuTe yCTaHOBOYHbIN CKPUMT C MapameTpamu - -restore n --backup-file:

sudo ./edr_installer --restore --backup-file <MyTb Kk ¢ainy c pesepBHOW Konuen>

Hanpumep:
sudo ./edr_installer --restore --backup-file /opt/edr_backup/
edr_backup_202509031500.tar.gz

MpumeuaHwme. [Npy HEO6XOAMMOCTU B KOMaH[4e 3amnycka MoryT 6biTb 3afaHbl mapamMeTpsbl - -
inventory, --restore-services n --1list-restore-services.

NMepeHoc cepBepa areHTOB Ha apyron pusnyecknin cepeep

Mpw BO3HNKHOBEHNI C605 Ha G13NUYECKOM CEpBEpPE Bbl MOXETE YCTAHOBUTbL CEPBEP areHToB
MaxPatrol EDR Ha gpyron cepBep 1 BOCCTaHOBUTb KOHOUIypauuio N3 paHee Co30aHHOW pe3epBHON
konuw. [NepeHoC cepBepa areHToB Ha APYroi CepBep BbINMOMHAETCS B Criefyowem nopsake:

1. CospaHue pe3epBHON KON KOHPUIypaLumn cepBepa areHToB.
2. [o6aeneHne B MaHNbECT HOBOro cepBepa areHToB 1 yaaneHme ctaporo (cMm. pasgen 6.4).

BHumaHue! HasBaHune HOBOro cepBepa areHToB B MaHudbecTe (NapameTp service_name)
LOMKHO CoBMafaTh C Ha3BaHNEM CTaporo.

3. YcTaHoBKka cucTemsbl (cM. pasgen 6.5).
4. BoccTtaHoBneHue KoHbUrypaLmum cepeepa areHToB Ha HOBOM CepBepe.

5. lMepenogknoyeHne areHToOB K HOBOMY cepBepy areHToB (cM. pasgen 15.2.3).

22.2. ABTOMaTM3aumg onepaunin B CuCteme

B aTom pasnene npusogatca nHpopmaumsa o niaHmposLumke 3agad B MaxPatrol EDR n nHcTpykumn
no aBTOMaTM3auuMmn onepaunii B CUCTEME C €ro MOMOLLbIO.

B aTom pa3pgene

O nnaHupoBLKe 3agay (cM. pasgen 22.2.1)

CoszpaHune 3agaun (cM. pazgen 22.2.2)

CuHTakcuc sa3bika PDQL gns dunnbTpaumm areHToB (M. pasgen 22.2.3)

3anyck 1 ocTaHoBKa 3agaun (CM. pasgen 22.2.4)

MpocMoTp pesynbTaToB 3agaun (CM. pasgen 22.2.5)

KonuposaHune 3agaun (cMm. pasgen 22.2.6)
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VIsmeHeHne napameTpoB 3agaun (cMm. pasgen 22.2.7)

YpaneHve 3agaun (cMm. pasgen 22.2.8)

22.2.1. O nnaHnposBLUnKe 3agay

Bbl MOXeTe aBTOMaTU3MpoBaTb onepaLuy C areHTamMu C MOMOLLbIO MAaHNPOBLLMKa 3adad. OTo
MOXeT 6blTb MONE3HO, eC/V KOMYECTBO areHToB B CUCTEME BENIKO 1 paboTa C HAMIK 3aHMaeT
MHOr0 BpeMeHW. B nnaHnpoBLLKe Bbl MOXeTe Co34aTb PerynspHyto 3agady:

— Ha O6HOBMEHNEe areHToB O NocnefHen Bepcun;

— YCTaHOBKY Bbl6paHHOI BEPCUN areHTa;

— nepemMeLleHne areHToB B rpynny (MOXHO NCMob30BaTh A1 aBTOPU3aLIN areHToB);
— y[OaneHne areHTos.

BHumaHwme! Nocne nepexofa Ha rpynnbl areHTOB Ha yrpasnsiowem cepaepe (cm. pasaen 18.3)
HeobXxoOoMMOo B CO34aHHbIX 3aadyax N3MEeHUTb rpynnbl Ha HOBbIe (CM. pasgen 22.2.7).

3agaun BbINOMHAITCS aBTOMaTUYECKN Npun COb0AeH 3a4aHHbIX YCNOBUIA B MOpsaKe odyepeann,
AaCUHXPOHHOrO pexunuma HeT. Ecnun ecTb HECKObKO 3afay ¢ OQMHaKOBbIM BpeMeHeM 3arnycka, TO
NMOPSIAOK X BbIMOIHEHNS ONPEefensgeTcsd BpeMeHeM co3faHng 3agadn. Kaxaas 3agava MoxeT
BbINONMHSATLCS HEOTrPaHNYEeHHOe YMCco pa3. PaboTaTb C 3agadYamu Bbl MOXETE Ha CTpaHuLe
MnaHupoBWMK 3agau. [Tpy Boibope 3agayn B CAMcKe KapTodka ¢ MHbopMaLmen o Hel
oTob6paxaeTcyd B NaHenn cnpasa.

MpumeuaHue. Ecnn B cncteme co3paHo HECKOMbKO MOXOXIMX 3agad (Hanpumep, ons
aBTOPU3aLMIN areHTOB) 1 NX BbIGOPKM NepeceKkaloTCs, pedynbTaT BbiNoNHeHNs 6yaeT 3aBnceTb OT
nopsiaka 3agaud. [py BbINONHEHN NepBO 3agayn 6yayT aBTOPU30BaHbl areHTbl, MOAXOASLLME MOof
ee ycnoBus. [TOCKOMbKY 3T areHTbl yXe aBTOPr30BaHbI, NMpM 3anycke nocnenyLmnx 3a4a4y OHY
He 6yayT COOTBETCTBOBATb YCMOBUSM 1 HE MOMNaayT B BbIGOPKY.

Ecnu 3agaya He 6bina BbiNoMHEHa Npw NocnegHem 3arnycke, 7o B ctonbue Pe3ynbraToB 6yneT
OTOBpPAaXaTbCs 3HAYOK A Ecrv 3afaya BbINMoMHUAACh, HO BbINN OLWINGKN —

22.2.2. Co3gaHne 3apgaun

> YT06bI CO3AaTb 3agauy:

B rnaBHOM MeHI0 BbiGepuTe @ Cucrema — lMnaHupoBLMK 3afay C areHTaMu.

—t

Haxmunte Co3paTtb 3apgauvy.
BBeounTe HasBaHue 3agaun.

BbiGepuTe, korga HyXHO 3anyckaTb 3agaudy.

a &~ W N

BbibepuTe, ons Kakux areHToB 6yaeT BbiNOSIHATbCS 3aaua.

3a6n0oKMpOBaHHbIe areHTbl He YUNTbIBAOTCS NpU BbIGOPE BCEX areHTOB.
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6. Ecnu Ha npegbigyuiem ware Bbl Bbi6panu nyHKT U3 Bbl6paHHbIX FPYNR, BoibepuTe rpynrbl,
015 areHTOB KOTOPbIX 6yAeT BbINONHATLCS 3aaaya.

7. BBeaunTe gononHuTENbHOE YCrIoBMe BbINOMHEeHNs 3aaaun Ha a3bike PDQL (cm. pasnen 22.2.3).
8. BblbepuTe oencTeme, KOTopoe HeOBXOAMMO BbIMOSIHATL C areHTaMu.

9. Ecnwu Bbl Bbibpanu gectene YCTaHOBUTb Bbi6paHHYI0 BEPCUIO areHTa, BbibepuTe Bepcuio
areHTa, KOTOpYIo HYXXHO YCTaHOBUTb.

10. Ecnu BblI Boibpanu gelicteue NMepemecTuTb B rpynny, BbiGepuTe rpynmny, B KOTOPYIO HYXHO
nepemMecTuTb areHTbl.

1. Haxmute Co3paTb.

22.2.3. CuHTakcuc g3bika PDQL gng dunbTpaunm areHToB

Bbl MOXeTe 3agaBaTb [OMOMHUTENBbHYIO GUbTPAaLMIO areHTOB NMPpK CO34aHnM 3a0a4y Ha 93blke
3anpocos Positive Data Query Language (PDQL). 93bik PDQL paspaboTtaH B Positive Technologies
LNS HanmcaHns 3anpocoB B NpoLecce 06paboTkn COBbITUN, NHUNAEHTOB, AVHAMNYECKNX FPynMn
aKTMBOB 1 TabnunyHbix crnvckoB B MaxPatrol SIEM. Mogpo6Has nHdopmaLmsa npneeneHa B
CnpaBouHuKe no g3biky 3anpocoB PDQL n3 komnnekta noctaBkyn MaxPatrol SIEM.

[ns dunbTpauun areHToB Npu co3naHnmn 3agadn Bbl MOXETe UCronb3oBaTh 6a30Bble onepaTopbl:
=, I=,<,<=,>,>= IN, NOT IN, MATCH, NOT MATCH, LIKE, NOT LIKE, CONTAINS, INTERSECT, NOT.
MapameTpbl areHTOB, MO KOTOPbLIM Bbl MOXETe NX GUIbTPOBaTb, MPUBEAEHbI B TabLe.

MpumeuaHue. He Bce onepatopbl COBMECTUMbI CO BCEMU NapameTpamin. Hanprmep,
onepaTopsbl <, <=, >, >= Bbl MOXETe NCMOMb30BaTb TOMbKO C NapameTpamu
Agent.ConnectedDate n Agent.CreatedDate.

B 3HaueHun napameTpoB Agent.ConnectedDate n Agent.CreatedDate Bbl MOXeTe NCNOMbL3OBaTb
dyHKUMo Now (), KOTopas onpenensaeT TeKYLLMA MOMEHT BPEMEHIW C TOYHOCTbIO 0O CEKYHAbI.
JonycTumblin dopmaT eanHNL, BpEMEHN:

— wmecdy; mo, month, months;
— Hepens: w, week, weeks;
— [eHb: d, day, days;

— wvac: h, hour, hours;

— MuHyTa: mi, minute, minutes.

Ta6nuua 60. MNapameTpbl areHToB

MapameTp OnucaHue Mpumepsbl
Agent.Ips CeTeBble NPOTOKO/bI Agent.Ips intersect [::1/128,
127.0.0.1/8]

Agent.Ips contains ::1/128
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MapameTp OnucaHue Mpumepbl
Agent.Ips like '%fe80::1/64%"
in_subnet(Agent.Ips,
127.0.0.1/8)
Agent.Tags MeTkn Agent.Tags = 'localhost'
Agent.Tags like '%local%'’
Agent.Tags contains 'host'
Agent.UserNames Vims nonb3oBaTens, 3aperu- Agent.UserNames =
CTPVPOBaHHOIO B OrnepaLioH- 'Administrator’
HOW CCTEME KOHEYHOro .
cTDONCTEA Agent.UserNames like
yerp "%Admin%'
Agent.UserGroups ['pynna nonb3oBaTtens Agent.UserGroups contains
"root’
Agent.UserGroups intersect
['root', 'admins']
Agent.ConnectedDa | OatanBpemsa nocnegHero nog- | Agent.ConnectedDate <= Now()
te K/IOUYEHINY K CepBepy areHToB - 1w
Agent.ConnectedDate =
2022-08-29T03:27:17
Agent.CreatedDate | [aTa nBpems nepsoro nogkno- | Agent.CreatedDate <= Now()-
UYeHIs K CepBepy areHToB 5d
Agent.CreatedDate = Now()- 1w
Agent.AuthStatus CraTtyc aBTOpPU3aLUN Agent.AuthStatus in
["authorized', 'blocked']
Agent.AuthStatus = '
unauthorized '
Agent.Description HassaHune Agent.Description = 'test'
Agent.Hostname IMst KOHEUYHOro YCTPONCTBa Agent.Hostname like '%edr%'
Agent.Hostname = 'server'
Agent.Ip IP-agpec Agent.Ip not like '%127%'
Agent.Ip != 127.0.0.1
in_subnet(Agent.Ip,
198.51.100.0/24)
Agent.0sArch ApxuTekTypa onepaLlnoHHON Agent.OsArch in ['amd64',

CNCTEMbI

'386"']
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MapameTp OnucaHue Mpumepbl

not (Agent.OsArch = 'amd64')

Agent.OsName VImst onepaunoHHON cnucTembl Agent.OsName in ['Debian GNU/
Linux 11', 'Microsoft Windows
10.0']

Agent.OsName match '~Deb+'

Agent.0OsType Twun onepaunioHHON CNCTEMDbI Agent.OsType in ['linux',
'windows ']

not (Agent.OsType = 'linux')

Agent.Status [MoaknNoYeH v OTKMoYEH Agent.Status = 'connected'
Agent.Status = 'disconnected’

Agent.Version Bepcus Agent.Version like '%1.0.%'
Agent.Version != 'vl.0.0'

Agent.Version in ['vl1.0.0",
'v2.0.0']

22.2.4. 3anyck n octTaHOBKa 3agaun

[Nocne cospaHus 3agaya 3anyckKkaeTcyd aBToMmaTmnyecKku. Ecnwn BbinonHeHne 3agayn cenyac He
Tpe6yeTc9|, Bbl MOXeTe ee OCTaHOBWTb.

> YT06bl OCTAHOBUTb 3agavy:

1. B rnaBHOM MeHIo BblibepuTe @ Cucrema — MNMnaHMpoBLMK 3aQay C areHTaMum.
2. BbibepuTe 3agavy co cTaTycom 3ansaHupoBaHa 11 BeinonHseTces.

3. Haxmunte OcTtaHOBUTD.

>  YT06bI 3aMyCTUTb OCTAaHOBMEHHYIO 3aaa4y

1. B rnaBHOM MeHIo BblibepuTe @ Cucrtema — MnaHMpoBLMK 3afay C areHTaMum.
2. BblbepuTe 3agady co ctatycom OcTaHOBNEHa.

3. Haxmwute 3anycTuTb.
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22.2.5. [lpocMOTp pe3ynbTaToB 3agaun

> YT06bI NPOCMOTPETb pe3y/ibTaTbl BbINOJIHEHIA 3adaul:

1. B rnaBHOM MeHIO BblibepuTe @ Cucrema — MNMnaHMpoBLMK 3aQay C areHTaMum.

2. HaxmunTte Ha Ha3BaHMe 3agadn.

22.2.6. KonnpoBaHune 3agaun

Bbl MoxeTe co3naBaTb HOBble 3a4a4 Ha OCHOBE NMEIOLLNXCS. DTO NoiesHo B Tex cny4dadax, Kkorga
HY>XHO HEe3Ha4nTesIbHO NBMEeHWTb NapamMeTpbl 3agadil.

> YT06bI CKOMMPOBaTb 3adaudy:

1. B rnaBHOM MeHIo Bblibepute @ Cucrema — MNnaHMpoBLMK 3aQay C areHTaMum.
2. BblbepuTe 3agavy.

3. Haxmute Co3paTtb Konuio.

4. IsmeHnTe napameTpbl 3agayn.
5

Haxmunte Co3paTb.

22.2.7. /lameHeHne NnapameTpoB 3agaun
[MNepen n3mMeHeHneM 3a4aum Bam HY>XXHO ee OCTaHOBUTbL (CM. pasnen 22.2.4).
> YT06bI NI3MEHUTb NapamMeTpbl 3a4a4Kt:

1. B rnaBHOM MeHIo Bblibepute @ Cucrtema — MNnaHMpoBLMK 3aQay C areHTaMum.
2. BblbepuTe 3agavy.

3. Haxmute U3ameHUTD.

4. IsmeHnTe napameTpbl 3agayn.

5

Haxmunte CoXxpaHUTb.

22.2.8. YoaneHne 3apayun

Bbl MoOxeTe yaanuTb 3agady. lNocne aToro faHHble 0 ee pesynbTaTtax 6yayT HeQoOCTYMHbI.
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> YT06bl yOanuTb 3agady:

1. B rnaBHOM MeHIO BblibepuTe @ Cuctema — MnaHuMpoBLMK 3afay C areHTaMu.
2. BbibepuTe 3agauy.

3. Haxmwute YpanuTb 1 nogTBepanTe yaaneHume.

22.3. MoHuTopuHr coctoaHua MaxPatrol EDR

Bbl MmoxeTe oTcnexunBaTb paboTy cepBepa MaxPatrol EDR, areHTOB, Mogynen n BHYyTPeHHUX
KOMMOHEHTOB, aHann3npys cneumanbHble METPUKA 11 JaHHbIe TPacCUpOoBKU. N9 MOHUTOPUHra
cocTtogHunsg MaxPatrol EDR BmecTe ¢ npooykTOM yCTaHaBAMBalOTCH CrneayoLlmne cepBrchl:

— OpenTelemetry — ong nepepaun faHHbIX TPACcCMPOBKY ¢ areHTa Ha cepBep MaxPatrol EDR;
— Jaeger — ong pa6oTbl C AaHHbIMU TPaCCUPOBKI;

— Elasticsearch — onga xpaHeHns gaHHbIX TPACCUPOBKY;

— VictoriaMetrics — ons XxpaHeHns MeTpUK;

— Grafana — gng Bn3yannsauumy, MOHUTOPWHIa 1 aHanmn3a MeTpUK 1 JaHHbIX TPACCUPOBKI;

— Grafana Loki — gng xpaHeHns n npocmMmoTpa XypHarsoB.

88 edr / EDR Agent Server % o8

All ~

v Server resources utilization

CPU usage percent

13:50 14:.00 1410 14:20 14:30 14:40 14:50 15:00 1510 15:20 15:30 15:40 15:50 16:00 16:10 16:20
== process_cpu_usage_percent{job="vxserver’, server_id="3be21e19f74da5e62589ddd39f556e70", service_name="vxserver", service_version="v2.0.0-73f31d90"}

VIRT memory usage bytes RSS memory usage bytes

== process_virtual_memory_bytes{job="vxserver", server_id="3be21e19f74da5e62589ddd39f556e70", service_n == process_resident_memory_bytes{job="vxserver", server_id="3be21e19f74da5e62589ddd39f556e70", service.

PucyHok 14. MonuTtopuHr MaxPatrol EDR B Grafana
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B aTom pa3pene

BknioueHmne nepepnayun gaHHbIX O COCTOSHUN areHTa (cm. pasgen 22.3.1)
MpocMmoTp 3anncen B CUCTEMHOM XypHane (cM. pasaen 22.3.2)
Pa6oTa ¢ paw6oppamu (cm. pasgen 22.3.3)

MocTpoeHue rpadrka meTpukin (cM. pasgen 22.3.4)

CwmeHa naporns yyeTHol 3anucu B Elasticsearch (cm. paznen 22.3.5)

22.3.1. BknioueHne nepegayn gaHHbIX O COCTOSHNN areHTa

Mo YMON4YaHMto nepefnaya gaHHbIX O COCTOAHNK areHTa B CepBuC Grafana Loki oTkntoueHa.

BknioueHne nepepgaum paHHbix B Windows

> YT06bI BKTIOUNTL Nepenadvy AaHHbIX AN areHTa, yctaHoBneHHoro B Windows:
1. HaxmuTe NMyck — BbINOSAHUTD.
2. B none OTkpbITb BBegnTe regedit n Haxmnte OK.

3. B cnucke Boibepnte Mo# komnbiotep »> HKEY_LOCAL_MACHINE - SYSTEM -
CurrentControlSet — Services - vxagent.

4. B 3HauyeHue napametpa ImagePath no6asbTe kntoy -tracer=true.

5. TlepesanycTute areHT:
sc stop vxagent
sc start vxagent

BknioueHne nepepaum paHHbIX B Linux

>  YT06bl BKIIOUYNTD nepenavy gaHHbIX ong areHTta, yCtTaHOBMNEHHOro B Linux:

1. Otkpoute dann /etc/systemd/system/vxagent.service gng pegakTnpoBaHus:
sudo nano /etc/systemd/system/vxagent.service

2. B rpynne napameTpoB Service B 3HauyeHne napameTpa ExecStart no6aBbTe ktoy
-tracer=true.

3. HaxmwuTte knaBuwy F2 n coxpaHuTte nameHeHuns B dane.

4. [lepesanycTuTe areHT:
systemctl daemon-reload
systemctl restart vxagent.service
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22.3.2. [lpocMOTp 3anmcen B CUCTEMHOM XYypHarne
Bbl MOXeTe npocMoTpeTb 3anncu o paboTe cUcTeMbl ¢ NoMoLLbio ceparca Grafana Loki.

> YT06bI NMPOCMOTPETb 3anncu B CAICTEMHOM XypHase:

1. Bongute B Be6-uHTepdelic Grafana no agpecy https://<IP-agpec wnm FQDN
cepBepa>:3000.

2. BeguTe noruiH 1 naponeb.

MpumeyaHwue. JlorvH no ymonyaHuio admin, naposnb 3agaetcs B MaHudecTte (cMm. pasgen 6.3)
npw yCTaHOBKE CUCTEMDbI.

MpumeuaHue. ViIHcTpykuns npnseneHa ang Grafana sepcun 12.3.0. MNMogpobHasa nHpopmaums
no paboTe C CepBMCOM JOCTYIMHa Ha caliTe NPon3BOAUTENS.

3. B naHenun cnesa HaxmunTe Explore.
4. B pacKkpblBaloLLEMCS CMNCKE CBEPXY BbI6epnTe NCTOUYHUK faHHbIX Loki.

5. B 6noke napameTpos Label filters Boibepute MeTKn 1 X 3HAYEHINS, MO KOTOPBIM HYXHO
ncKaTb 3anmncu B XypHarne.

Hanpumep. 4ns noncka sanucein o paboTe cepBepa areHTOB Bbl MOXeTe BblbpaTb
noeHTndunKaTop cepeepa C MOMOLLbIO MeTKn server_id.

6. Haxmwute Run query.

22.3.3. PaboTa ¢ gawbopgamum

Haw6opp B Grafana — 370 cTpaHuua ¢ rpadukamm, gnarpamMmmamim 1 Npoyein CTaTuCTUYECKON
nHbopMaLmen o paboTe To v NHOW IT-cncTemsl.

Mpw yctaHoBke MaxPatrol EDR B Grafana no6aBnsioTCcd HECKOMbKO CTaHOaPTHbIX 4al60paoB g
MOHUTOPUHIa COCTOSHNS NPOAYKTa.
> YT06bI OTKPbITb Aawbéops;

1. Bongute B Be6-uHTepdelic Grafana no agpecy https://<IP-agpec wnm FQDN
cepBepa>:3000.

2. BeguTe norviH 1 naponeb.

MpumeyaHwue. JlorvH no ymonyaHmio admin, naponb 3agaetcs B MaHudecTte (cMm. pasgen 6.3)
npw yCTaHOBKE CUCTEMDbI.

MpumevaHwue. ViIHcTpykuns npnseneHa ang Grafana sepcun 12.3.0. MNMogpo6Hasa nHpopmaums
no paboTe C CepBMCOM OOCTYMNHa Ha canTe Npou3BoanTens.

3. B naHenu cnesa Bbi6epuTe Dashboards.

4. BblbepuTe gawiéopa.
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22.3.4. TlocTpoeHune rpadurika MeTpuKin
Bbl moxeTe aHanuaupoBaTtb MeTpuku B Grafana Ha rpadukax.

> YT06bI NOCTPOUTL rpaduK MEeTPUKIA:

1. Bongute B Be6-uHTepdelic Grafana no agpecy https://<IP-agpec wnm FQDN
cepBepa>:3000.

2. BeguTe noruiH 1 naponeb.

MpumeyaHwue. JlorvH no ymonyaHuio admin, naposnb 3agaetcs B MaHudecTte (cMm. pasgen 6.3)
npw yCTaHOBKE CUCTEMDbI.

MpumeuaHue. ViIHcTpykuns npnseneHa ang Grafana sepcun 12.3.0. MNMogpobHasa nHpopmaums
no paboTe C CepBMCOM JOCTYIMHa Ha caliTe NPon3BOAUTENS.

B nanenu cnesa HaxmuTe Explore.
B packpbiBatoLemMcs crivicke cBepxy BolibepuTe ncTouHmK gaHHbix VictoriaMetrics.

B none Metrics BBegute MeTpuKky nnu BoiGepuTe ee B Crncke.

o o o~ W

Haxmunte Run query.

22.3.5. CmeHa napons yyeTHown 3anuncu B Elasticsearch

MNocne YCTaHOBKW CNCTEMbl Bbl MOXeTe CMEeHWTb NMaposib yquH0|7| 3anncum B cepauce Elasticsearch c
NMOMOLLbIO CrieunasibHOro ckpunTa.

> YT06bI CMEHUTb Naposib y4eTHON 3anucu B Elasticsearch:

1. Tepengnte B Katanor /opt/edr/ Ha ynpaBnsioLem cepBepe:
cd /opt/edr/

2. 3anycTuTe CKpUMT:

sudo ./change_elastic_password.sh
3. BeguTe HOBbIN Naponb 1 HaxmMnTe Knasuly Enter.

MpumeuaHume. Maponb LomkeH 6bITb HEe Kopoye 6 CUMBOJIOB 11 coaepXaTb Kak MUHUMYM OfHY
3arnaBHyIo NaTUHCKYIO B6YKBY, OOHY LbPY 1 OQNH CNELCMBOIN.

CKpunnT 3aMeHUT Naposnb B KOHOUIypaLOHHbIX dalinax 1 nepesanycTuT Heobxoanmble
KOHTEeNHepbI.

4. B wmaHudecTte /opt/edr/manifest.json B 6noke napameTpoB observability B 3HaueHUN
napameTpa MASTER_PASSWORD BBeguTe HOBbIV Naposib.
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22.4. C60p paHHbIX 06 ycTaHoBke 1 paboTte MaxPatrol EDR

C NomMOoLLbIO YCTaHOBOYHOMO CKPUMTa N3 ANCTPUBYTIBA Bbl MOXETE CObpaTh AaHHble 06 YCTaHOBKE 1
pa6oTe MaxPatrol EDR:

— XypHan yCTaHOBKU;

— Bepcun KOMMOHEHTOB 1 Docker-koHTeNHepoB;

— XYypHanbl BCEX CepBNCOB, YKa3aHHbIX B daiine /opt/edr/docker-compose.yml;
— pgamn 6a3bl AaHHbIX PostgreSQL;

— DMI-dainnbl n3 katanora /sys/firmware/dmi/tables/.

OTu paHHble MOTyT MOHAZ06UTLCS NPU O6paLLEeHNN B CNyxOy TeEXHNYeCKOW nogaepxku Positive
Technologies.

BHumaHume! Ha cepBepe, ¢ KOTOPOro BbIMOMHAETCH CO0P AaHHbIX, LOMKHA ObITb YCTaHOBMEHa
yTunuta sshpass. Ecnu ons ayteHTudmKaumm ncnonb3yTcs npuBaTHble SSH-koun, 3T Knoun
TakXe JOMKHbI 6bITb 4OCTYMHbI HA 3TOM CepBepe.

Tabnuua 61. NapameTpbl yCTaHOBOYHOrO CKpUMTa

MapameTp OnucaHune
--logs VicnonbsyeTtcs ons c6opa AaHHbIX
--period Mepuopn, 3a KOTOPbIN 3anpalUnBaTCa AaHHble. [10 ymonyaHuio gaHHbIe

3anpaLLnBaloTCy 3a TeKyLnia aeHb. MNpumepsl: - -period 2h30m (oaH-
Hble 3a nocnegHne 2 yaca 30 MUHYT), --period
2026-05-28T00:00:00Z (c 28 Mast Mo HACTOSLLMNIA MOMEHT)

--1limit Cnucok komnoHeHToB MaxPatrol EDR, ¢ koTopbix Heo6xoamnmo cobpaTtb
paHHble. Ecnn He 3apaH, oaHHble 6yayT cobpaHbl CO BCEX KOMMOHEHTOB
n3 maHudecTa. MNpumep: --1imit "10.0.11.25, dbms".

MpumeuaHue. [1n9 3agaHna cepBepoB areHToB HEO6X0ANMO NCMOb30-
BaTb IP-agpeca unn FQDN 13 nHBeHTapHoro dainna

--use-manifest 3apgaeT nyTb 0o MmaHudpecta MaxPatrol EDR. 3HaueHne no ymonyaHuio /
opt/edr/manifest.json

> YT06bl cO6paTh AaHHbIE:

1. I'Iepe|7u:|,|/|Te B KaTaJjior C YCTaHOBOYHbIM CKPUMTOM:
cd /opt/edr/

2. 3anycTuTe yCTaHOBOYHbIA CKPUMT C NapameTpomMm - - logs:
sudo ./edr_installer --logs
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MpumeuaHwme. Npu HEOH6XOOMMOCTI B KOMaHe 3anycka MOryT 6biTb 3afaHbl mapamMeTpsbl - -
period, --1imit n --use-manifest.

ApXunB C aHHbIMIK ByOeT coxpaHeH B kaTanore /opt/edr collect logs/.

22.5. HacTtpownka otobpaxeHus gaHHbix B MaxPatrol EDR

[ns yno6¢cTBa noncka n NpocMoTpa nHopmauny 06 areHTax, NoanmTnkax, rpynnax 1 3aBUCMOCTSX
B MaxPatrol EDR Bbl MoxeTe dunbTpoBaTh faHHbIe, @ Takxke HacTpaunBaTh X 0TobpaxeHne B
Tabnuuax.

B aTom pa3pene

PunbTpaumns faHHbIX B Tabnuuax (cm. pasgen 22.5.1)

HacTpolika Tabnuu, ¢ gaHHbiMn (CM. pasaoen 22.5.2)

O6HoBneHNe gaHHbIxX B Tabnnuax (cMm. pasgen 22.5.3)

22.5.1. PunbTpaumg gaHHbIX B Tabnuuax

B aToM paszgene npuBegeHa NHCTPYKLMS Mo GUbTpaLUun AaHHbIX B TabnLe areHToB Ha CTpaHuLe
AreHTbl EDR. ®unbTpauuns B Tabnmuax Ha opyrnx CTpaHmnuax BolMoHIETCS TakM Xe CrnoCo60M.

> UYT06bI OTGUNBTPOBATbL areHThl:
1. B rnaBHOM MeHIo BblibepuTe ! AreHTbl.
2. B mnpaBom BepxHem yrfy Crnvcka areHToB HaXMnTe
3. BbibepuTe 3HaueHNs GuNbTPOB.

MpumeyaHme. Bbl MoXeTe OUYNCTUTD 3HAUYEHNS BCeX GUNbTPOB, HaXaB B CTpOKe
dunbTpaumnn.

22.5.2. HacTtpouka Tabnuy, ¢ gaHHbIMY

Bbl moxeTe HaCTpanBaTb OTo6pa>|<eH|/|e [OaHHbIX B Tabnuuax:

— COpTUPOBATb JaHHbIE MO HaXaTlo Ha 3arofIoBKK CTONBLOB (He BCe CTOMGLbI MOAAEPXIBAIOT
byHKUMIO COPTUPOBKI);

—  UN3MEHSTb LUNPUHY CTONBLOB;
— UN3MEeHaTb NopsaoK CnefoBaHnsa CToN6LOB, NepemMellias 3arofloBoK CToN6La;

— 13MEHATb Habop CTONBLOB.
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[anee B pasnene npuBegeHa NHCTPYKLS MO HAaCTpolke Habopa CTON6LOB A5 TabnyLbl areHToB Ha
cTpaHuue AreHtbl EDR. HacTpolika cTon6uoB B Apyriix Tabnmuax BbIMOHAETCS TaknM Xe
Cnoco60oMm.

> YT06bl HACTPOUTb HAbOP CTONBLIOB B TabNMLE:
1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.

2. HaxmwuTte B HVDKHEI YacTn CTPaHWLbI.
3. Bo BcnbiBaloLEeM OKHe BblibepunTe CTON6LbI.

4. HaxmuTe MpUumMeHUTb.

22.5.3. O6HOBNEHNE faHHbIX B Tabnuuax

B aTom pasgene npuBegeHa NHCTPYKLS MO OGHOBMNEHNIO faHHbIX B Tabnunue areHToB Ha CTpaHmue
AreHTbl EDR. O6HOBMEHME faHHbIX B TabnLax Ha Opyrix CTPaHNLax BbINOMHAETCS Taknm Xe
Cnoco60oMm.

> YT106bl OBHOBUTL OaHHbIE:

1. B rnaBHOM MeHIo Bblibepute ! AreHTbl.

2. BblbepuTe BapunaHT O6HOBNEHNS AaHHbIX:
« Ecnu Bbl XOTUTE O6HOBUTL fAHHbIE BPYYHYIO, HAXMUTE

« Ecnn Bbl xoTUTE, YTOGLI Al@aHHbIE O6HOBNSNINCH aBTOMATUYECKM, HAXMUTE : , yCTaHOBUTE
¢dnaxok ABTOMaTUUYeCKuU 06HOBAATDb 1 BbiGepuTe nepuron 0O6HOBEHNS.

22.6. NlameHeHme nogcetn Docker-koHTenHepoB
MaxPatrol EDR

Ecnun nogcetb Docker-koHTelHepoB MaxPatrol EDR coBnagaeT ¢ ogHOW U3 nogceTein npeanpuaTig,
3TO MOXET NMPUBOANTb K CETEBbIM KOHPNMKTaM. B aTom crnydyae BaM HYXXHO N3MEHNTb MOACETb
Docker-koHTenHepoB Ha cepBepe.

BHumaHune! ViameHeHns 3aTpoHyT Bce Docker-koHTelHepbl Ha cepBepe.

>  YT06bl N3MeHNTb NoaceTb Docker-KkoHTENHepoB:
1. Ha cepsepe c MaxPatrol EDR oTkpouTe ¢painn /etc/docker/daemon. json.
2. Brpynne napameTpoB default-address-pools nameHunTe 3HauYeHNe NnapameTpa base.

Mpumep KoHPUrypaunu:
{

"live-restore": true,
"bip": " 192.10.0.1/16",
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"default-address-pools": [{
"base": "192.30.0.0/16",
"size": 16
}]
}

3. TlepeszanycTtute komnoHeHT Docker:

systemctl restart docker

4. Tlepesanyctute cnyx6y MaxPatrol EDR:
edr-stop
edr-start

22.7. YnpaBneHmne TokeHamMun goCTyna

[ns o6ecneyeHuns goctyna npunoxeHnin n cepercos kK MaxPatrol EDR n 6esonacHoli nepenayn
LaHHbIX NPenyCMOTPeHbl TOKEHbI 4OCTyNa. Bbl MOXeTe cosgaBaTb 1 OT3bIBaTb TOKEHbI AOCTYyMNa Ha
ynpasngawowem cepsepe MaxPatrol EDR.

B aTom pa3pene
CozpaHue TokeHa gocTyna (cm. pasgen 22.7.1)

OT3bIB TOKEHa gocTyna (cMm. pasgen 22.7.2)

22.7.1. Co3gaHune TokeHa gocTyna

> YT06bl CO30aTb TOKEH AoCTyna:

1. HaynpaBnsiowem cepBepe nepengute B kKatanor /opt/edr/.
cd /opt/edr/

2. 3anycTuTe CKpUNT ANs reHepauunn ToKeHa:

sudo ./register_client --privileges
pt.edr.ui.services.api.view,pt.edr.ui.groups.api.view,pt.edr.ui.modules.interactive --
client-id <MpeHTuduKaTOp NpuUNOXeHUs, KOTopoe bByaeT UCNONb30BaTb TOKEH>

Hanpumep:

sudo ./register_client --privileges
pt.edr.ui.services.api.view,pt.edr.ui.groups.api.view,pt.edr.ui.modules.interactive --
client-id betman

TokeH coapaH. 13 coobLleHns ckpunTa CKONMpynTe TOKEH AOCTYMNa 1 UCMNoMb3yiTe ero npu
HaCTpoKe NOAKMIOUYEHNS COOTBETCTBYIOLEro npunoxexHnsa k MaxPatrol EDR.

22.7.2. OT3bIB TOKEHa JOCTYNa

Bbl MOXeTe 0TO3BaTb TOKEH AOCTYMa, KOTOPLIA 6bl1 CO3AaH MO OLWNGKE NN 6OMbLIE HE HYXEH.
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> qTO6bIOTOSBaTbTOKekiﬂOCTyﬂai

1. Ha ynpaBngtowem cepBepe nepengnTe B katanor /opt/edr/.
cd /opt/edr/

2. 3anycTuTe CKpUMT ANns OT3blBa TOKEHa:

sudo ./register_client --remove --client-id <WpgeHTuPMKaTOpP NpUNOXEHUA, MCNONb3YHWErOo
TOKEH>

22.8. XypHannpoBaHune nameHeHns napameTpoB
KOHTENHEepPOB

Bbl MOXeTe oTcnexnBaTb N3MeHeHne napameTpoB KoHTelHepoB MaxPatrol EDR ¢ nomoLpsto
KoMnoHeHTa auditd. [1ng aToro Heo6xoanMo 406aBNTb COOTBETCTBYIOLLME NpaBuia
XypHanupoBaHug. XypHan auditd xpaHntca B panne /var/log/audit/audit. log.

MpumeuaHue. IHCTpyKUMS AaHa Ang cepBepoB nog ynpasneHnem Debian.

> YTO6bl HACTPOUTb XYPHANMPOBaHKE:

1. Ha cepBepe MaxPatrol EDR ycTaHoBUTe KOMNOHeHT auditd:
sudo apt-get install auditd

2. 3anyctuTe auditd:
sudo systemctl start auditd
sudo systemctl enable auditd

3. Bdann /etc/audit/rules.d/audit.rules npo6aBbTe crnegyloLie CTPOKN:
-w /run/containerd -p rwxa -k docker_changed
-w /var/lib/docker -p rwxa -k docker_changed
-w /etc/docker -p rwxa -k docker_changed
-w <MonHbii NyTb Ao ¢anna docker.service> -p rwxa -k docker_changed
-w <MonHbii NyTb Ao ¢anna containerd.sock> -p rwxa -k docker_changed
-w <MonHbih NyTb Ao ¢ainna docker.socket> -p rwxa -k docker_changed
-w /etc/default/docker -p rwxa -k docker_changed
-w /etc/docker/daemon.json -p rwxa -k docker_changed
-w /etc/containerd/config.toml -p rwxa -k docker_changed
-w /etc/sysconfig/docker -p rwxa -k docker_changed
-w /usr/bin/containerd -p rwxa -k docker_changed
-w /usr/bin/containerd-shim -p rwxa -k docker_changed
-w /usr/bin/containerd-shim-runc-vl -p rwxa -k docker_changed
-w /usr/bin/containerd-shim-runc-v2 -p rwxa -k docker_changed
-w /usr/bin/runc -p rwxa -k docker_changed

MpumeuaHue. Ecnn Ha cepBepe ycTaHoBneH areHT MaxPatrol EDR ¢ mogynem «YcTaHOBLUMK
auditd», To KoHPUrypaums B daine audit.rules 6ygeTt nepesanncaHa.

4. TlepeszanycTtuTe auditd:
sudo systemctl restart auditd
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22.9. DyHKUNE seccomp

DyHKUMa seccomp gocTynHa ang koHTenHepos MaxPatrol EDR Bo Bcex OC, koTopble
nogaepXxunsaioT Mmoayb 6e3onacHocT SELinux. Ecnu 6mHapHbIn daiin sestatus pacnonoxeH B
kaTanore /usr/sbin/, To yHKLMA sSeccomp Mo yMonyaHuio BkoveHa. Ecnn 6uHapHbin dainn
pacnosfioXeH B OpYyrom KaTasnore, To Ans BKIoYeHNS GYHKLUN HYXHO cOo30aTb CUMBOMMNYECKYHO
CCbIfIKY OT pacnofioxeHuns 6uHapHoro ¢arina sestatus go /usr/sbin/sestatus.
lMpepHacTpoeHHbIn Npodunb seccomp_profile.json pacnonoxeH B katanore /opt/edr/.
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23. [lnarHocTuka n pelleHne npobnem

B aToM paspnene npuBoaaTCs MHCTRYKLUAN MO ANArHOCTMKE N PeLLeHNto Npobnem 1 yCTpaHeHo
owmnboK, Bo3HMKatoLWwx npu pabote ¢ MaxPatrol EDR.

B aTom pa3pene

PacnonoxeHune ¢alinos xypHanos (cM. paznen 23.1)

ABTOMaTUMYeckas oeaBTopu3aunsa areHTa (cm. pasgen 23.2)

ABTOMaTUYecKas 61oKNPOBKa areHTa (cMm. pasgen 23.3)

OnOuH 1 TOT Xe areHT oTobpa)xaeTcs Ha pasHbiX cepBepax areHToB (cM. pasgen 23.4)

Ha onHom cepBepe areHToB 0TO6paxaloTCs ABa OANHAKOBbIX areHTa C pasHbIMU naeHTudrKaTopamm
(cm. pasgen 23.5)

He oTkpbiBaeTCcs KapTouka Moayns (cm. pasgen 23.6)

YnaneHune MaxPatrol EDR 3aBepLunnoch ¢ owmnékon (cMm. pasgen 23.7)

YCTaHOBMEHHbIN areHT He oTobpaxaeTcs B Be6-nHTepderice MaxPatrol EDR (cm. pasnen 23.8)
Ownbka NoaKUYEeHNs areHTOB Nocse NepeyCcTaHOBKY cepBepa areHToB (cMm. pasgen 23.9)

BHyTpeHHs9 owmbka mopyns «C6op aaHHbIX 13 dainnioB XypHanoB» nocne 0o6aBneHns B NoanTuky
(cm. pasgen 23.10)

He 3anyckaeTtca cnyx6a otelcontribcol. EDR-Application.Observability nocne yctaHoBKr npoayKTa
(cm. pasgen 23.11)

He yoanocb 3aBepwnTb o6HoBneHne MaxPatrol EDR B Astra Linux (cm. pasgen 23.12)

Owwmbka nogkoveHns K 6ase pgaHHbIx B PostgreSQL npn o6HoBneHnn MaxPatrol EDR
(cm. pazpen 23.13)

He BbInonHgeTCH ckaHmpoBaHme npoueccos ¢ nomoLlbio YARA-npaBun B Astra Linux
(cm. pazpen 23.14)

He BbinonHaeTcs yctaHoBKa nnmn o6HoBneHne MaxPatrol EDR (cm. pasoen 23.15)

Owwnbka npw 3anycke moaynei B Windows (cm. pazgen 23.16)

23.1. PacnonoxeHune dannos xypHanos

[ns aHann3a BO3HUKLLEN NPOBeMbl CyX6e TEXHNYECKOWN MopaepXK MoryT noTpeboBaTbes daitsbl
XypHanos. [lng c6opa dannoB HEOOXOAMMO X CKOMMPOBaTb, CO30aTb N3 CKOMMPOBaHHbIX Galnos
apxuB (Co cxaTem) 1 OTNPaBUTb €ro B CAYXOY TEXHNYECKON NOAASPXKI.
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Tabnuua 62. PacnonoxeHune dainsioB XypHanos

KomnoHeHT PacnonoxeHue xypHana
YnpaBnsiowmi cepsep /var/log/edr/api-server/api.log
CepBep areHToB /var/log/edr/agent-server/server.log
AreHt Windows C:\Program Files\Positive Technologies\EDR
Agent\agent.log
Linux /opt/vxagent/logs/agent.log
macOS /Library/vxagent/logs/agent.log
AnTuBmpyc | Windows C:\Program Files\Positive

Technologies\Antimal\logs\antimal.log

C:\Program Files\Positive
Technologies\Antimal\logs\detects.txt

C:\Users\<Mma nonb3oBaTe-
na>\AppData\Local\Temp\antimal ui.log

Linux /opt/antimal/logs/antimal.log
/opt/antimal/logs/detects.txt

/home/<UmMsa nonb3oBaTena>/.antimal/antimal ui.log

MpumeuaHue. XypHan ycTaHOBKM NpodyKTa HaxoOUTCs Ha CepBepe, C KOTOPOro BbIMOMHIAachk ycTa-
HoBKa, B danne /var/log/edr_install.log.

23.2. ABTOMaTn4eckas eaBTopmndaung areHTa

NMpo6nema

ABTOPUN30OBaHHbIN paHee areHT oTobpaxaeTcs B Be6-uHTepdelice co ctaTycom He aBTopu3oBaH.

Bo3ModHble MpUYnHbI

AreHT npn nogkoyeHnn Kk cepeepy areHtoB MaxPatrol EDR He npoluen npoBepky 6€30MacHOCTN.
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PeweHne

> YT06bl peLumnTb Npobnemy:

1. HalgunTte npuymHy c60s B XypHane areHTa nimv B XXypHane cepsepa areHtoB MaxPatrol EDR.
dalinbl XXypHanoB pacrnonoXeHbl B KaTanorax ¢ ucnoaHsemMbiMuy dannamum.

2. Vicxomsa n3 onncaHns owmnoKmM, CaMoCTOITENbHO YyCTPaHNTE NPUYHY Ui 06paTnTech B
cnyx6y TexHnyeckom nopaepxkn Positive Technologies.

3. lMoBTOpHO aBTOPU3YITE areHT (cMm. pasgen 15.3.1).

23.3. ABTOMaTnyeckas 6/10KMpoOBKa areHTa

NMpo6nema

ABTOPIN30BaHHbIN paHee areHT oTobpaxaeTcs B Be6-UHTepdelice co cTaTycom 3ab/I0KMPOBaH.

Bo3MOXXHble NpUYnHbDI

AreHT npn nogksoyeHnn Kk ceppepy areHtoB MaxPatrol EDR He npoluen npoBepky 6€30MacHOCTN.

PeweHne

> YT06bl pelumnTb Npobnemy:

1. HalgunTte npuymHy c60s B XypHane areHTa nimv B XypHane cepBepa areHtoB MaxPatrol EDR.
dalinbl XXypHanoB pacrnonoXeHbl B KaTanorax ¢ UcnoaHsemMmbiMuy dannamm.

2. Vicxoms n3 onncaHns owmnoGKmM, CaMoCTOITENbHO YyCTPaHNTE NPUYHY NI 06paTUTech B
cnyx6y TexHnyeckom nopaepxkn Positive Technologies.

3. Pas6nokunpyinTe areHT, no6aBuB ero B rpynny (cm. pasgen 15.3.7).

23.4. OgviH N TOT Xe areHT oTobpaxaeTcs Ha pasHbIX
cepBepax areHToB

Mpobnema

Ha pasHbIx cepBepax areHTOB 0TO6paxaloTcs areHTbl ¢ oguHakoBbiM IP-agpecom.

Bo3MoXHble MNPNYNHDbI

Ha KoHeYyHOM yCTpoicTBe areHT 6bin1 NepeyCcTaHOBIEH, B MapameTpax 6bin 3a4aH HOBbI cepBep
areHToB.

[unarHocTtika 1 peleHne npobnem 199



PeweHne

> YTo6bl pelunTb Npobnemy,

yoanuTe areHT Ha CTapoM cepBepe areHToB (cMm. pa3nen 15.3.8).

23.5. Ha ogHOM cepBepe areHToB O0TobpaxaloTcs ABa
OOMHAaKOBbIX areHTa C pa3HbiMu ngeHTudnkaTopamm

Mpo6nema

Ha ogHOM cepBepe areHToB oTo6paxaloTcs ABa areHTa ¢ OfMHakoBbiMy IP-agpecom n umeHem yana
B Ha3BaHMW.

Bo3MOXHble NPUYNHDI

Takag cnTyauns MOXeT BO3HUKHYTb:

— €ecCJin areHTbl HAXOOATC4H B Pa3HbIX CeTdAX C OONHaKOBbIM IP—anpecouvl N nMeHem yana;

— areHT yCTaHOB/EH Ha BUPTYyasibHOW MaLlnHe, KoTopas Gblna co3aaHa C MOMOLLbIO KITOHNPOBaHMNS
LPYron BUpTyanbHOWN MaLLHbI, HA KOTOPOI TakXe YCTaHOB/EH areHT.

Kpowme Toro, ecnu B ceTu, B KOTOPOU HaxoOdTcs areHTol, IP-agpeca HazHavaloTCs guHaMNUYEeCKn, TO
MOXET BO3HUKHYTb CUTYyaLls, MpWY KOTOPOW B Ha3BaHWN HECKOMbKNX areHToB 6yaeT oanHakoBbil |P-
agpec.

PeweHne

> YT06bI pelwunTb Npobremy,

npw HeEOGXOANMOCTY NMEPENMEHYINTE areHTbI.
23.6. He oTKpblBaeTCd KapTouka Mogyns

Mpo6nema

B 6paysepe Google Chrome He oTKpbIBaeTCs KapTouka Mogyns.

Bo3MOXHble NPUYNHDI

Pacwuperne Kaspersky Protection 6noknpyeTt Heo6xoanmble KOMMOHEHTbI.
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PeweHne

> YTo6bl pelunTb Npobnemy,

po6aBbTe agpec cepBepa MaxPatrol EDR B cnncok cainToB ¢ paspelueHHbIMU 6aHHepamin B
napameTpax «AHTN-baHHepa».

23.7. YopaneHne MaxPatrol EDR 3aBepLunnoch ¢ owmnokomn

Mpobnema

YnaneHune MaxPatrol EDR 3aBepLumnocsk ¢ owmnékori Not found the inventory file.

Bo3MOXHble MPNYNHDbI

Ha cepBepe, ¢ koToporo BbinonHsanack yctaHoska MaxPatrol EDR, 6bi1 yoaneH uHBeHTapHbI daiin
Ansible.

PeweHne

>  YT06bl pelmnTb Npotnemy:

1. Ha cepBepe, ¢ KOTOPOro BbINOMHAMACb YCTaHOBKA, BbIMOAHNTE KOMaHay sudo /opt/edr/
edr_installer --dry-run true.

2. [Ong ynaneHns MaxPatrol EDR BbinonHuTe komaHgy edr-purge.

23.8. YCTaHOBNEHHbIN areHT He oTobpa)xaeTcy B BE6-
nHtepdemce MaxPatrol EDR

Mpobnema

[Mocne ycTaHOBKM areHT He oTobpaxaeTcd B Be6-uHTepderice MaxPatrol EDR, B xypHane
YCTaHOBKM COOBLLEHNE:

level=error msg="an unexpected error occurred while reading messages"”
component=reader_messages error="failed to get connection reader: websocket: close
1000 (normal)" step="connection initialization"

Bo3MOXXHble NPUYNHDI

Bepcung areHta HecoBmecTuMa ¢ Bepcuein cepaepa MaxPatrol EDR.
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PeweHne

> YT06bl peLumnTb Npobnemy:

1. TlepenguTte B Be6-nHTepdelic MaxPatrol EDR.

2. B rnaBHOM mMeHI0 BbibepuTte @ Cucrtema - [UCTpUGYTUBbI areHToOB.

3. CkauvaiTe nogxonswunin UCTPUBYTUB areHTa 1 ycTaHoBuUTe ero (cMm. pasgen 15.2.1).

23.9. Owmnbka NogKIoUYEHNS areHToB Noce NepeyCcTaHOBKY
cepBepa areHToB

Mpobnema

MNocne nonHom nepeyctaHoBKy cepBepa areHToB MaxPatrol EDR (Bkntouyas onepaunoHHyto
cucTemMy) paHee NOAKIIYEHHbIE areHTbl He MOryT NMOAK/IOUNTECS K CEPBEPY, B XypHasie areHToB
COOb6LLEHNE:
level=info msg="connection to the server has not been initialized yet, trying to init
connection"” error="failed to get the connection config: failed to get the TLS config
for the client connection: failed to get the LTAC certificate: failed to get the LTAC
certificate for connection (failed to call the Lua function GetLTAC: script exited

with an error: SSA blob has not been initialized (secure store has not been
initialized)): failed to connect to the server: a connection initialization required"

time="2023-04-20T11:30:32+03:00" level=error msg="an unexpected error occurred while
reading messages" component=reader_messages error="failed to get connection reader:
websocket: close 1000 (normal)" step="connection initialization"

time="2023-04-20T11:30:32+03:00" level=warning msg="vxagent: try reconnect”
error="init connection failed: failed to initialize connection: connection
initialization failed: failed to perform the initial connection: failed to connect to
the server: a connection initialization required (failed to read an init connect
response: read channel is closed)"”

Bo3MOXXHble NpUYnNHbDI

AreHTbl Npy nogknioveHnn kK cepBepy areHToB MaxPatrol EDR He npolunv npoBepky 6e30MacHOCTN.

PeweHne

> YT06bl pelumnTb Npobnemy:
1. TloBToOpHO aBTOPW3YTE areHTbl (CM. pasgen 15.3.1).

2. Ecnwn paHee ycTaHOBNEHHbIE areHTbl He oTobpaxatoTcs B Be6-nHTepdernce MaxPatrol EDR,
nepeycTaHoBuTe X (cM. pasgen 15.2.1).

MpumeuyaHue. AreHTbl MOTyT HE OTOBpaxaTbCy B BE6-UHTepderice, ecnv nx Bepcus
HecoBMecTMa ¢ Bepcueln cepepa MaxPatrol EDR.
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23.10. BHyTpeHHsas owmnbka moaynsa «C60p AaHHbIX 13
dannoB XypHanoB» rnocre gobaBneHns B MONNTUKY

Mpobnema

Mocne pobaeneHns moayns «C60p AaHHbIX 13 GalifIoB XypHaNoB» B MOANTUKY NOSBASETCS OLmbKa
BHyTpeHHsIS owmMbKa B MoAyne, B NoJie reason ykasaHo unexpected exit from worker.

Bo3MOXHble MNPNYNHDbI

Ha cepBepe MaxPatrol EDR ycTtaHoBneHa ctapas Bepcus OpenSSL.

PeweHne

> YT06bl pellnTb Npo6rnemy,

Ha cepBepe MaxPatrol EDR yctaHoBuTe OpenSSL sBepcum 1.1.1f vnn Bbiwe.

23.11. He 3anyckaeTtca cnyx6a otelcontribcol. EDR-
Application.Observability nocne yctaHoBKN NpoaykTa

NMpo6nema

Mocne yctaHoBku MaxPatrol EDR He 3anyckaeTcs cnyx6a otelcontribcol.EDR-
Application.Observability, B XypHane cuctembl COOBLLEHNE:

2025-04-08T16:07:42.016Z info service/service.go:163 Shutdown complete.

Error: cannot start pipelines: failed to load TLS config: failed to load CA CertPool:
failed to load CA /etc/ssl/certs/rootCA.crt: open /etc/ssl/certs/rootCA.crt: no such
file or directory

2025/04/08 16:07:42 collector server run finished with error: cannot start pipelines:
failed to load TLS config: failed to load CA CertPool: failed to load CA /etc/ssl/
certs/rootCA.crt: open /etc/ssl/certs/rootCA.crt: no such file or directory

Bo3MoXHble NMPUYUNHDI

YCTaHOBOYHbI CKPUMT HE CMOr nNofyunTb cepTtudukatel PT MC.
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PeweHne

> YT06bl peLumnTb Npobnemy:

1. CkonupoBaTb Ha CepBep, C KOTOPOro OCYLLLECTBNIETCS yCTaHOBKa, cepTudunkaTtbl N3
kaTanora /var/lib/deployed-roles/mc-application/managementandconfiguration-
<NpeHTudukaTop>/certs/ Ha cepepe c PT MC.

2. B wmaHudecT (cm. pasgen 6.5) B rpynny napameTpoB hosts ons cepsepa, Ha KoTopom 6yaeT
yCTaHOBMEH KOMMOHEHT observability, po6aBute rpynny napameTtpoB mc_otel certs.

3. lMoBTOpPWUTb YCTAHOBKY.

[Nprumep koHPUrypaumm rpynnbel napameTpoB mc_otel certs:

"mc_otel certs": {

"cert": "/home/user/Portal.crt",
"key": "/home/user/Portal.key",
"root_ca": "/home/user/rootCA.crt"

¥

BHumaHwue! Vv dalina kopHeBoro cepTudmkaTa OMKHO 6bITb rootCA. crt.

23.12. He yoanocb 3aBepwmnTb obHoBneHne MaxPatrol EDR B
Astra Linux

Mpo6nema

O6HoBneHne MaxPatrol EDR B Astra Linux npoLunio HeycreLHo, He 3anyckaeTcsl 06bekTHoe
xpaHunuwe MinlO.

Bo3MOXXHble NpUYNHDI

B onepauuoHHon cucteme npesbilleH AnMunT inotify.

PeweHne

> YT06bI pelLmnTb Npobnemy:

1. Bdann /etc/sysctl.conf gobaBbTe cregyowme CTPOKM:
fs.inotify.max_user_instances = 768
fs.inotify.max_user_watches = 824288

2. 3arpysuTe napameTpbl 9opa:
sudo sysctl -p

[unarHocTtika 1 peleHne npobnem 204



3. Bdanne /etc/security/limits.conf ycTaHoBuTe cnegyowme orpaHnYeHns ans
rnosib3oBaTens root:
root hard nofile 500000
root soft nofile 500000

4. T[lepesarpysnte KOMMbOTEP.

5. TloBTOpWTE OGHOBNEHNE.

23.13. Ownbka nogkiyeHns K 6ase gaHHbIxX B PostgreSQL
npw o6HoBneHun MaxPatrol EDR

Mpobnema

O6HoBneHne MaxPatrol EDR npoLuno HeycneLuHo, HeT NogkoyeHns kK 6a3e faHHbIx B PostgreSQL.

Bo3MoXHble MpUYnHbI

B MaHudecTe nameHuncs norviH ons NnogknoveHns K 6ase gaHHbIx (napameTp POSTGRES _USER) n
HOBOW yyeTHoW 3anuncu HeT B PostgreSQL.

PeweHne

>  YT06bI peLwmnTb Npodnemy:

1. Cospante B PostgreSQL yueTHyto 3anuce:
CREATE USER <JloruH> WITH SUPERUSER PASSWORD '<Maponb>';

2. [MoBTOpHO 3anycTTe O6HOBNEHNME.

23.14. He BbINONHYIETCH CKaHNpOBaHME NPOLECCOB C
nomolubto YARA-npaBun B Astra Linux

Mpo6nema

MpoBepka npoueccos ¢ nomoLlubto YARA-npaswn B Astra Linux He BbinonHsgeTcs. B xypHane ownéok
HeT, HO NPOBepPKa 3aBepLUaeTCs MOMEHTaNbHO.

Bo3MOXXHble NpUYNHbDI

B onepauunoHHON cncTemMe akTUBMPOBaH NapameTp astra-ptrace-lock, koTopbil 610KNpyeT
Mcrnofib30BaHNe MexaHn3ma ptrace, He06Xo0AMMOro Ons NPOBEPKN NPOLECCOB C MOMOLLLIO MOLY/S
«YARA-ckaHep».
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PeweHne

> YT06bl peLumnTb Npobnemy:

1. OTkniounTte napameTp astra-ptrace-lock:

astra-ptrace-lock disable

2. [llepesarpysauTte y3en.

23.15. He BbinonHaeTCca ycTaHOBKa N OGHOBMEHWE
MaxPatrol EDR

Mpobnema

YcTaHoBouHbI ckpunT MaxPatrol EDR 3anyckaeTcs, HO HAYEero He MpOVCXOANT, XXypHan yCTaHOBKN
nycTon.

Bo3MoXHble NMPUYUNHDI

Ha cepBepe, ¢ KOTOPOro BbINOMHIETCS yCTaHoBKa, dannosbln nepexsatumk Kaspersky Endpoint
Security 6nokupyeT dalnbl yCTaHOBLUMKA.

PeweHne

> YT06bI pewunTb Npobnemy,

N3MeHnTEe pexum paboTbl GalyIoBOro nepexsaTymka:
kesl-control -T --set-app-settings InterceptorProtectionMode=Notify

23.16. Owwnbka npu 3anycke moayneun B Windows

Mpo6nema

Mpw 3anycke HEKOTOPbIX Moaynel Ha areHTax nop, ynpasneHnem Windows Bo3HMKNa oLL6Ka, B
XYpHase areHTOB MosBUI0Chb COOBLLEHIE:

level=error msg="[Failed to load module: failed to load module: library not found:
The specified module could not be found. (C:\\Program Files\\Positive Technologies\
\EDR Agent\\modules\\vxlua-183690366\\EMDK_Core.dl1l)]" component=lua_module_core
expertise=00000000-0000-0000-0000-000000000000
group_id=ff7827b19fclbed8657e22777a463ff8 last_ update="2026-06-05 14:45:02.627205
+0000 UTC" module=core module_name=core policy id=d9fc62a9laaa2b4e935daf63cf85baasd
tmpdir=vxlua-183690366 version=1.1.46689
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Bo3MOXXHble NpUYnHbDI

YCTaHOBKa areHTa BbIMO/IHAMAach He OT MeHn agMuHucTpaTopa, B OC He yCTaHOBMEH NakeT
eunenmnotek Microsoft Visual C++ 2015—2022 Redistributable.

PeweHne

> YT06bl pellnTb Npo6remy,

nepeycraHoBuUTe areHT (cm. pasgen 15.2.1.1) oT uMeHn agMUHNCTPaTopa NN BPYYHYIO
ycTaHoBuTe nakeT 6ubnunotek Microsoft Visual C++ 2015—2022 Redistributable.
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24. O TexHn4Yeckon nogaepxke

MapaHTUNHag nogaepxka OOCTyMNHa 19 BCex BnagesbLeB AeCTBYOLWNX TNLLEH3NA Ha
MaxPatrol EDR B TeueHue nepriofa npeqocTaB/ieHns O6HOBMEHNIA U BKlOYAET B cebs cnenyoLmnii
Habop ycnyr.

MpepocTaBneHne pocTyna K 06HOBNEHHbIM BEpCUaM NPoAyKTa

O6HOoBNEeHNs NpoayKTa BbiMyCckaloTCs B Mopsake 1 B cpoku, onpegensemslie Positive Technologies.
Positive Technologies noctaBnsieT 06HOBMIEHHbIE BEPCUN NMPOAYKTa B TEYEHMNE OMfTayeHHOro
nepuopa nonyyeHns o6HOBNEHNI, yKa3aHHOro B 6naHKe NMLeH3nn NprnobpeTeHHOoro npoaykTa
Positive Technologies.

Positive Technologies He Npon3BoANT yCTaHOBKY OGHOBMIEHWI NPOQYKTa B paMKkax rapaHTUAHON
NoaaepXKn N He HeceT OTBETCTBEHHOCTU 3a UHLMAEHTbI, BOSHUKLLNE B CBA3U C HEKOPPEKTHOW 1NN
HeCBOEBPEMEHHOI YCTaHOBKOW OGHOBEHNIA MPOaYKTa.

BoccTaHoBneHne paboTocnoco6HOCTN NPOAYKTa

Cneuwnannct Positive Technologies npoBoguT ouarHoCcTuky 3asiBleHHOro cbos n NpefocTaBngeT
pekomMeHZaumnmn ons BOCCTaHOBNEHNS paboTOCNOCO6HOCT NpoaykTa. BocctaHoBneHme
pPaboTOCNOCOBHOCTIN MOXET 3aK/ioyaTbCs B Bbiaye pekoMeHaaLUmnin no yCTaHoBKe NpoaykTa 3aHOBO
C NOTEHLaNbHOM NoTepeil HaKOMEHHbIX faHHbIX 60 B BOCCTAHOBNEHY BEPCU NPOoJyKTa 13
LOOCTYMHOI pe3epBHOIN KoMK (pe3epBHOE KOMMPOBaHE A0/XKHO 6biTb HACTPOEHO
3abnaroBpemeHHo). Positive Technologies He HeceT OTBETCTBEHHOCTI 3a NOTEPIO OaHHbIX B Clly4Yae
HEeBEPHO HAaCTPOEHHOrO PEe3ePBHOMO KOMMPOBAHIIS.

MpumeuaHwme. [oMoLLb OKa3biBAeTCS NP YCNOBWY, YTO KOHEYHbIM MoMb30oBaTeeM NpoayKTa
cobntofeHbl BCce annapaTHble, MporpaMMHble 1 MHble TPeB6oBaHNS 1 OrpaHnYeHusl, OncaHHble B
OOKYMEHTAaLNN K MPOAYKTY.

YcTpaHeHue owmnbok n gedpeKToB B paboTe NnpoaykTa B paMKax
BbiNyCKa O6HOB/IEHHbIX Bepcum

Ecnu B pesynbTaTe AnarHOCTUKM OB6HapYXeH gedekT unm owmnbka B paboTte npoaykTa, Positive
Technologies 0693yeTcs BKIOUNTL UCNpaBieHne B 65mxaline BO3MOXHbIE O6HOBNEHNS MPOAYKTa
(c yueToM pennsHoro umkia NpoaykTa, npuoputeTa gedekta nim owmnbKn, CNOXHOCTN TPpebyeMblxX
N3MeEHEHINIA, a TakKXe 3KOHOMUNYECKON LenecoobpasHoCcTu ncrnpasnerHns). Cpokun Beinycka
OBHOBMEHNI MPOAYKTa OcTalTCcs Ha ycMoTpeHme Positive Technologies.

PaccmoTpeHne npeanoXxeHuin no gopaboTke NpoayKTa

Mpw obpalleHnn c NpeanoXxeHnem no gopaboTke NpoaykTa He06XoaAMMO NOAPOBHO onucaTb Lenb
Takow JopaboTKn. Bbl MoXeTe nogennTbCcs pekoMeH4aunsgMmM rno yayyLleHnio NpoaykTa
onTuMmnsaumn ero dyHKUMoHanbHocT. Positive Technologies 0653yeTcs paccMOTpeTb Bce
npenoXeHns, 0gHaKo He NPUHUMaEeT Ha cebs 0693aTeNbCTB MO peann3aunmn Kaknx-nméo
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popa6oTok. Ecnu Positive Technologies npuHnMaeT pelleHne o gopaboTke NpoaykTa, TO Clocobbl 1
CPOKW ee peannsaunm ocTaloTcd Ha yecmoTpeHume Positive Technologies. 3asBkuy NpuH1MaloTCs Ha
nopTane TEXHNYECKOW NOAAEPXKKN.

MopTan TexHnYeckon NoaaePIKKM

Ha noptane TexHnyeckon NnogaepXki Bbl MOXeTe KpyrnocyTto4yHo co3fgaBaTtb U OB6HOBNATb 3as1BKI U
4YnTaTb HOBOCTW MPOAOYKTOB.

[na nonyyeHns gocTyna K nopTany TEXHNYeCKOol NoAaePXKM HY>XHO CO3AaTb YYETHYIO 3amnnch,
NCrnonb3ys agpec 3NeKTPOHHOWM NoYTbl B 0duLmanbHOM OMEHe Ballel opraHusaunn. Bel moxeTte
yKasaTb Apyrve agpeca anekTPOHHON NMoYThl B KaYecTBe AoMNoHNTENbHbIX. [lo6aBbTe B Npoduib
Ha3BaHVe BaLlell OpraHn3aunm 1 KOHTakTHbIN TefiedoH — Tak Ham 6yAeT NpoLLe C BaMU CBS3aTbCS.

Moppepxka Ha nopTasne NPefoCTaBNSeTCS Ha PYCCKOM U aHMINACKOM 93blKax.

YcnoBus npeaocTaBneHNs rapaHTUAHOWN NOoAAe PXKU

[ng nonyyeHns rapaHTUnHON NOAAEPXKN HEO6XOANMMO OCTaBUTb 3asiBKY Ha NopTasie TEXHNYECKON
NoOfepXKY 1 NMPEeaoCTaBUTb CleayloLmne AaHHbIe:

— HOMep NNLUeH3nn Ha NCnoJib3oBaHme NpoaykTa;
— Cl)al‘/lﬂbl XypHanoB n Ha60pr OnarHoCTn4yeCKnx gaHHbIX, KOTOpble Tpe6y|OTC9| 014 aHannaa,;
— CHUMKW 2KpaHa.

Positive Technologies He 6epeT Ha cebs 0693aTeNbCTB MO OKa3aHMIo YCyr rapaHTUIHON NOAAEPXKIA
B C/lyyae Ballero oTkasa NnpefocTaBuTb 3anpaluviBaeMyo MHPOpMaLMio U oTkasa oT BHeQpEeHNs
NpPefoCcTaB/IEHHbIX PEKOMEHOaLMIA.

Ecnu 3aka3unk He NpefocTaBnseT HeobXxoanmyio nHbopmaumio no npoecTsun 20 KaneHaapHbIX
AHel C MOMeHTa ee 3anpoca, CrneunanmncT TeXHNYECKON NoaaepXK MeeT NpaBo 3aKPbiTb 3asBKY.
Oka3zaHuie ycnyr MoXeT 6biTb BO306HOBIEHO MO Ballel HLMAaTUBeE Npu YCNOoBIN NpeaocTaBneHns
3aMnpOoLLUEHHO paHee NHpopMaLni.

Ycnyrn no rapaHTUIAHON NopaepXke NpoayKTa He BKIIYaloT B cebs yCyrii Mo nepeycTaHoBKe
npoayKTa, pelleHne Npobiem ¢ onepaunoHHON CUCTEMON, MHOPACTPYKTYPO 3aKkasunka unm
CTOPOHHNM NPOrpamMMHbIM 06ecneYeHnem.

3agBKIN MOryT HanpaBnsaTb YNOHOMOYEHHbIE COTPYAHUKI 3aKa34ynka, Blageiowero NpoaykKToM Ha
3aKOHHOM OCHOBaHWK (BK/TlOYas Hanuyme aenctayowein niuueH3nn). CneumanncTbl 3aKka3ymka
LOMMKHbI UMETb [OCTAaTOYHO 3HAHWIA 11 HAaBbIKOB A9 cbopa 1 NpefocTaBNeHNs ONarHOCTUYEeCKON
NHbOpPMaLK, HEOBXOANUMON AN PeLLEeHNS 3asBNEHHON NPOGAeMbI.

Ycnyru no rapaHTUiHOM NoAnepXXKe OKa3blBAOTCS B OTHOLLEHUN NOAAePXBaeMbIX BEPCUIA
npopykTa. ViHpopmaLums o nogaepXmBaeMbix BEPCUAX COQEPXUTCS B «[1o1nTIIKE NOAAEPXKKNA BEpCUin
nporpamMmmMHOro o6ecnedyeHns» 1 (1nn) NHbIX NHPOPMaLMOHHBIX MaTepuanax, pasmMeLLeHHbIX Ha
oduumnanbHom Be6-caliTe Positive Technologies.
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Bpems peakuun n npuoputusaumns sasBok

Mpw NonyyYeHnn 3asBkI el NpUCBanNBaeTCs PErncTPaLiOHHbIA HOMep, CReLnanncT CnyXo6bl
TEXHNYECKOI NoaAepXKn KnaccupuumpyeT ee (MpuceBanBaeT TUM N YPOBEHb 3HAYNUMOCTI) 1
BbIMOSIHSET fanbHelwre waru no ee o6paboTke.

Bpewms peakuum paccumntbiBaeTCs C MOMEHTa MoJly4YeHsl 3asiBKI O MepPBNYHOro oTBeTa
crneumnanncTa TEXHNYECKON NOAOEPXKKIN C yBEAOMIIEHNEM O B3ATUM 3asBKI B paboTy. Bpems peakuun
3aBUNCUT OT YPOBHS 3HAYMMOCTH 3aaBkin. CreumanncT cnyX6bl TEXHNYECKOI NoaaepXK ocTaBnseT
3a cob0li NpaBo NepeonpenennTb YpoBEHb 3HAYMMOCTI B COOTBETCTBIN C MPUBEAEHHBIMI HXE
KpuTepusmu. YkasaHHble CPOKI SBASIOTCS LieNeBbIMM, HO BO3MOXHbI OTKJIOHEHIS! OT HIX MO
06BbEKTUBHBIM MPUYMHAM.

Tabnuua 63. Bpems peakuum Ha 3asBKY

YpoBeHb 3Haun- | Kputepumn sHauMMocCTu 3asiBKN Bpems peakuuu
MOCTH 3asiBKM Ha 3asBKy
Kputunueckuni ABapuiiHble c6ou, NprBoasLLE K HEBO3MOXHOCTI WwTaT- | [o 4 yacoB

HOW paboTbl NpoaykTa (MCKUaga nepBoHadanbHyo yCTa-
HOBKY) N60 OKasblBaloLLE KPUTNYECK 3HaUMOe BNS-
HIVe Ha 613HecC 3aKasuylka

Bbicokuin C6ow, nposBnsaoLmecs B NobbIX YCIOBUAX 9KCMyaTa- [o 8 yacos
LMK NPOAyKTa 1 OKasblBaloLMe 3HaUNTebHOE BINSHNE
Ha BU3HecC 3akasyuka

CpepnHuin C6ou, npogBngoLmecs B crieldunyeckmx ycnosmsax akc- | o 8 yacos
nayatauumm NpogykTa NMbo He okasblBaloLLe 3HaYMTeNb-
HOro BAVSIHNS Ha BU3HEC 3aKa3unka

Huskuni Bonpocbl nHpopmaLmoHHOro xapaktepa 6o céou, He [o 8 yacos
BAVSIOLLME Ha 9KCMlyaTaumio npoaykTa

YKkazaHHble Yacbl OTHOCATCS K paboyemy BpemeHun (padoune gHu ¢ 2:00 go 18:00 UTC+3)
crneumnanncToB TeXHNYeckon nogaepxku. Mog pa6oynm gHem noHnmaeTcs Nto6ol AeHb 3a
NcKIloYeHnem cy660Tbl, BOCKPECEHbS 1 AHEN, ABNSIOLLXCS OPULManbHbIMN HepabounMmn GHSIMN B
Poccuinckon ®enepauuu.

O6paboTka 1 3aKpbiTUe 3a9BOK

Mo Mepe pacCMOTPEHIS 3aIBKI 11 BbINOSIHEHNS HEO6XOAMMbIX AENCTBUI CNeunanncT Cnyxe6bl
nooaepXkn coobLLaeT Bam:

— 0 XOfe OAMarHOoCTVKI Mo 3asiBfIeHHON r|p06ne|v|e N ee pesynbTaTax;

— nNnaHax Bbirnycka 06HOBMNEHHOI Bepcun NpoaykTa (ecnm TpebyeTcs a9 yCTpaHeHns npo6aembl).
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Ecnn no ntoram o6paboTkiy 3asBKN HEOBXOAVMO BHECTU N3MEHEHNS B MpoaykT, Positive
Technologies BkntoyaeT paboTbl MO UCNpPaBAEHIO B 6/1alillee BO3MOXHOE N1aHOBOe O6HOBEHNE
npoaykTa (C y4eToM pennsHoro Uukia npoaykTa, nproputeta gedekTta uim owmnbKr, COXHOCTN
TpebyeMbIX N3MEHEHUIA, a TakKe SKOHOMINYECKON LienecoobpasHocT ncnpaeneHuns). Cpokun
BblMyCcka OGHOBMIEHUI NMPOoAyKTa OCTaloTCcs Ha ycMoTpeHmne Positive Technologies.

Cneunanuct 3aKpblBaeT 3a4BKYy, eCln:

— npepocTaBfieHbl pPeLleHne U BO3MOXHOCTb O60ONTIN Mpobaemy, He BAUSIOLLNE Ha KPUTNYECKN
BaXHYIO GYHKLMOHaNbHOCTb NpoayKTa (no ycmoTpeHuto Positive Technologies);

— [AmarHocTnpoBaH fedekT npoaykTa, cobpaHa TexHnyeckas nHpopmauus o nedekte 1 yCnoBmusx
ero BOCMnpoun3BeneHuns, ncnpaeneHne gedekra 3aniaHNPOBaHO K BbIXOAY B paMkax Ny1aHOBOro
O6GHOBNEHNS NPOAYKTA;

— 3asgBfeHHad npobnema Bbl3BaHa NMporpamMmmMHbIM obecrnedyeHnem nm o60pyaoBaHNEM CTOPOHHNX
NpPon3BOANTENEN, Ha KOTOPbIE HE PacnpPOCTpaHaoTCs obs3aTenbcTBa Positive Technologies;

— 3asgBfeHHad npobnema knaccuounumnpoBaHa creumanuctamu Positive Technologies kak
HernoaaepXneaemasl.

MpumeuaHue. Ecnu npoaykT npuobpeTtancg BMecTe ¢ annapaTHON nnatpopmon B Buae
nporpamMmmMHo-annapaTtHoro komnnekca ([MAK), pelueHne 3asBok, CBI3aHHbIX C OrpaHnYeHneM
N OTCYTCTBUEM PaboTOCMOCOBHOCTI anmnapaTHbIX KOMMOHEHTOB, MPOUCXOANT COrfacHO
YCNOBUSIM 1 CPOKaM, YKa3aHHbIM B FrapaHTUIHbIX 0693aTenbCTBax (rapaHTUiHbIX TafloHax) Ha
Takue anmnapaTHble KOMMOHEHTHI.
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[MpunoxeHune A. [ceBaoHMbI KOMaHA, Ang paboTbl C

MaxPatrol EDR

B TabnuLe HuxXe nprBeneH CrnMcok NCeBaoHNMOB KOMaHA af1s pa6oTtbl ¢ MaxPatrol EDR,
onpepgeneHHbIX B onepaLioHHON cucteme cepeepa.

MceBpoHMM KOMaHAbI

Ta6bnuua 64. NceBOoHMbI KOMaHL,

OnucaHue

edr-compose

OnpepeneHune n 3anyck koHTelnHepoB MaxPatrol EDR. AHanor ko-
MaHgbl sudo /opt/edr/bin/docker-compose -f /opt/edr/
docker-compose.yml_edr_lastUp

edr-clean YnaneHue cnyx6bl MaxPatrol EDR. AHanor komangpl sudo /opt/
edr/edr_installer --clean

edr-purge MonHoe ynanerHune MaxPatrol EDR. AHanor komaHgbl sudo /opt/
edr/edr_installer --purge

edr-ps MpocmoTp cTaTyca komnoHeHToB MaxPatrol EDR. AHanor komaHgb
edr-compose ps

edr-logs MpocmoTp xypHana MaxPatrol EDR. AHanor komaHgbl edr-compose
logs

edr-start 3anyck cnyx6bl MaxPatrol EDR. AHanor komaHgpbl sudo systemctl
start edr

edr-stop OcTtaHoBka cnyx6bl MaxPatrol EDR. AHanor komaHgpl sudo

systemctl stop edr

edr-status

MpoBepka cTaTyca cnyx6bl MaxPatrol EDR. AHanor komaHabl sudo
systemctl status edr

edr-version

MpocmoTp komnoHeHToB MaxPatrol EDR v nx Bepcuia. AHanor ko-
MaHgbl sudo bash /opt/edr/get_versions.sh

edr-update

O6HOoBNEeHMe MakeTa SKCNepPTU3bl I CKauMBaHNe apxmnea C yCTaHo-
BOYHbIM KOMM1ekToM HoBol Bepcumn MaxPatrol EDR. AHanor ko-
MaHpbl sudo /opt/edr/check_updates.sh
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[MpunoxeHune b. KoHpurypaums nokanbHOro
cepBepa O6HOBNEHWI

Hwuxe npuBeneH npumep koHdUrypaumnoHHoro danna /etc/pt-update-mirror/config.jsonc
penoauTtopuamn MaxPatrol EDR. Ecnu Bbl 06HOBNSIeTE Apyre NpoaykTbl C MOMOLLbO STOKabHOroO
3epkana, B 6510k napameTpoB products Bam Hy>XHO f06aBUTb COOTBETCTBYOLLE PENO3UTOPUN.

{
"db-path": "/var/opt/pt/pt-update-mirror",
"log-level”: "INFO",
"logrotate"”: "daily",
"proxy": "",
"proxy-password": "",
"proxy-user": "",
"update-server": "https://update.ptsecurity.com",
"products”: {
"MP.EDR": {
"synchronizer": "ComponentSynchronyzer",
"count_number_on_version_parse": 2,
"minimal_release": "6.0",

"store_release_versions": 1

¥

"MP.EDR.KB.7.0": {
"synchronizer": "DockerSynchronizer",
"count_number_on_version_parse": 2,
"store_release_versions": 1

¥

"MP.EDR.CorrelatorLinuxRules.v27.3": {
"synchronizer": "ComponentSynchronizer",
"count_number_on_version_parse": 2,
"store_release_versions": 1

¥

"MP.EDR.CorrelatorRules.v27.3": {
"synchronizer": "ComponentSynchronizer",
"count_number_on_version_parse": 2,
"store_release_versions": 1

¥

"MP.EDR.NormalizerRules.v27.3": {
"synchronizer": "ComponentSynchronizer",
"count_number_on_version_parse": 2,
"store_release_versions": 1

¥

"MP.EDR.YARARules": {

"synchronizer": "ComponentSynchronizer",
"count_number_on_version_parse": 2,

MpunoxeHue b. KoHpurypaumsa nokanbHoOro cepsepa 06HOBEHNIA 213



"store_release_versions": 1

¥

"MP.EDR.HashChecker": {
"synchronizer": "ComponentSynchronizer",
"count_number_on_version_parse": 2,
"store_release_versions": 1

¥

"MP.EDR.AntimalDatabase": {
"synchronizer": "ComponentSynchronizer",
"count_number_on_version_parse": 2,
"store_release_versions": 1

}
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[MpunoxeHne B.
MaxPatrol EDR

[MpuBMNernn nonb3oBaTenen

Tabnuua 65. Mpueunerun nonsdoatenen MaxPatrol EDR

MpuBunerus OnucaHue

AreHTbl

CoszpaHne He npumeHsieTcs B aTom Bepcumn MaxPatrol EDR

YoaneHune YOaneHune areHToB

ViameHeHmne O6HoBNeHne, Nepesanyck, 651oKMpPoBKa 1 U3MEHEHNE NapamMeTpoB
areHToB

[MpocmoTp [ocTyn K cTpaHuLe AreHTbl

OunctpunbyTtunssl LocTyn k cTpaHuue NCcTpUbyTUBbI areHToB

AKTuBbI

CospaHue VIMnopT faHHbIX 06 akTuBax

ViameHeHmne VIsmeHeHne Habopa MeTOK akTBOB

MpocmoTp [ocTyn K cTpaHuLe AKTUBbI

okenopT OKCnopT AaHHbIX 06 akTnBax

Fpynnbl areHTOB

CospaHue CospaHue rpynn

YoaneHue YpaneHuve rpynn

ameHeHne VIameHeHune napameTpoB rpynn

MpocmoTp [ocTyn Kk cTpaHuLe Mpynnbl areHToB

Moaynu

CospaHue CospaHune moaynen

YpaneHue YpaneHue mogynen

ameHeHne VIameHeHne mopynen

MpocmoTp [ocTyn k cTpanuue Moaynm v K napameTpam Moaynen B NoanTu-
Kax

okenopT OKenopT mopynen

VimnopTt VimnopT mogynei

Cobbitua b He npumeHseTca B aTon Bepcum MaxPatrol EDR

PyuyHoe pearupoBaHune

PyuHoe pearvpoBaHue Ha yrposbl
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MpuBunerus

OnucaHue

[MpocMOTp 3aLMLLEHHbBIX
napameTpoB

npOCMOTp SallnleHHbIX NapameTpoB Mo,u,yne|7| B NOJINTUKaX

I3meHeHme 3almnLLeHHbIX
napamMeTpoB

VIameHeHne 3alnLL,eHHbIX napameTpoB Mo,u,yne|7| B MNOJINTUKaX

MaccoBoe pearnpoBaHune

PyyHoe pearunpoBaHiie Ha yrpo3bl cpady Ha HECKObKNX areHTax
WK rpynnax areHToB

Monutukmn

CospaHue CospgaHune nonnTuk

YpaneHne YpaneHne nonntnk
NameHeHmne VIameHeHne nonuTtumk
[MpocmoTp [octyn k cTpaHuue MonnTukm

HasHaueHune Ha rpynny

HasHaueHne nonnTuk Ha rpynrnbl areHToB

CepBepbl areHTOB

CospaHue He npumeHseTca B aTon Bepcumn MaxPatrol EDR
YoaneHue

ameHeHne VI3ameHeHne napameTpoB CEpBEPOB areHToB
MpocmoTp [ocTyn Kk cTpaHuLe CepBepbl areHToB
Cucrema

PesepBHOEe KOMMpoBaHue 1
BOCCTaHOB/EHMNE KOHIUIY-

paummn

PesepBHOe KONMpoBaHMe 1 BOCCTaHOBMEHNE KOHPUrypaumm
MaxPatrol EDR

3apaum ¢ areHTamMm (N1aHUPOBLYMUK)

CospnaHue CospnaHue 3agau

[NpocmoTp JocTyn Kk cTpaHuLe MnaHMpoBLWMK 3agay
ameHeHne V1ameHeHne 3apay

YnoaneHune YnaneHune 3agav

LLa6noHbl NOAUTUK

[MpocmoTp

HocTtyn k cTpaHuLe Wa6noHbl NOANTUK

Monb3oBaTenbckas JKCcnepTn3a

YnpaBnenue

3arpyska, 06HOBMEHE 1 YaaneHne HabopoB aKCNepTn3bl
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[‘noccapun

areHT

MpunoxeHne, KOTOPOEe YCTaHaBINBaETCH Ha KOHEUYHOM YCTPOWCTBe A1 o6ecneyvyeHns paboTbl
MOoAynen N CBS3N C CepBEPOM areHTOB.

aKTuB
O60pyﬂ.OBaHVIe, nvieroulee LLeHHOCTb o4 opraHm3aunn n nogyexatljee salinte ot K|/|6epyrp03.

rpynna areHToB

OAQWH N HECKOMbKO areHToB, 06beAHEHHbIX MO ornpepgesieHHoOMy npuHUWny ong Ha3Ha4eHunsd v
OOHUX N TeX Xe NONNTUK.

peucrteune Moayna

Onepauus, KOTOPYIO MOAySIb BbINOSHIET Ha KOHEYHOM YCTPONCTBE. 3anyck onepauuy MoxeT
BbIMNOMHSTLCS MO KOMaHAe Nosib30BaTeNs U aBTOMaTUYECKN NMpu perncTpauum Toro Uam NHoro
cobbiTng VB.

3aBUCUMOCTDb

YcnoBue, KOTOpOoe A0/MKHO BbINMOHATLCS A1 KOPPEKTHOW paboTbl MOAY/IA areHTa.

KOHeYyHoOe yCTpOﬁCTBO
O6opynoBaHue, nMetoLLee LEHHOCTb A OpraHmn3auny 1 nogsexallee 3awmnTe oT Knbepyrpos.

MoAyJib areHTa

MpunoxeHne, KOTOPOE 3arnycKaeTcs Ha areHTe 4719 BbINOJIHEHNS OCHOBHbIX GyHKLMIA NpoaykTa. ECTb
NSTb TUMNOB MOAYNER: MOAYN OCTaBKN N YCTaHOBKN, C60pa, MHTErpaLnm, O6HapyxXeHus,
pearvpoBaHus.

nonuTUKa KoOHUrypauum mogynen areHToB

MexaHunam ynpasneHns MocTaBKko Mofyeli areHTOB B 3aaHHON KOHOUrypaLumum Ha KOHEeYHbIe
yCTpoicTBa. MonunTrka COCTONT U3 NepeyHs MoAyNel 1 ONMCcaHns Nx KOHOUrypaLmnm, KOTOpPbIN
Ha3HayaeTCcd rpyrnrne areHToB.

npuopuTeT AencTBuS
YcnoBHag BennynHa, KOTOpa4da onpependeTt Nopanok BbIMOJIHEHNA D,eI7ICTBVII7I npwn perncrtpaunm Toro

VAN NHOro cobbiTng NB.

cepBep areHToB

CepBepHoe NpunoxeHune, NpegHasHayeHHoe As yrpaBneHns areHTaMmm 1 Mogynsmu.
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ynpasnsiowmn cepeep
CepBepHoe NpunoxeHne, NpegHasHa4YeHHoe 419 ynpaBieHns KOHPUrypaumen Cnctemol.
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positive
technologies

Positive Technologies — oguH 13 nuaepoB B 06/1acTh pesynbTaTUBHON
knbepbesonacHocTN. KomnaHus sSBnseTcs BeayLwm pa3paboTunkom
NPOAYKTOB, PELLEHWNIA N CEPBUCOB, MO3BOSAIOLLMX BbISBNATb

1 NpefnoTBpaLLaTh KnéepaTtakiy O TOro, Kak OHN MPUYMHSAT HenprememMbli
yep6 6usHecy 1 LenbiM oTpacnam akoHomuky. Positive Technologies —
nepBas N eAUHCTBEHHAas KOMMaHus 13 cdepbl Knbepbe3onacHOCTH

Ha MockoBckoi 6upxe (MOEX: POSI). KonnuecTBo akLMoHepoB NpeBbillaeT
220 TbICAY.
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