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1. O6 aTOM OOKYMEHTE

PyKOBOACTBO agMUHNCTPaTOpa COQEPXNT CMPaBOYHYIO MHOOPMALMIO 1 MHCTPYKLAN NO
agMmuHucTpupoBaHunio Positive Technologies Network Attack Discovery (oanee takke — PT NAD).
PykoBOACTBO He cogepXnT MHCTPyKUMiA no yctaHoke PT NAD 1 ncnonb3oBaHmO OCHOBHbIX
dYHKLNIA NpopyKTa.

PykoBogcTBO agpecoBaHo cneumanucTam, agMmuHucTpupytowv PT NAD.

PykoBoacTBO NpegnonaraeT Hannume y untatens 6a3oBbiX 3HAHUN O ceTeBblX TexHonorusax, Unix-
nogo6HbIX ONepaLnoHHbIX cucTemax n cuHTakcuce YAMIL.

KomnnekT pokymeHTauun PT NAD BkntodaeT B ceb4 crieqytoline 0OKYMEHTbI:
— OTOT BOKYMEHT.

— PyKkoBOACTBO MO NPOEKTNPOBaHIO — COOEPXNT NHOOPMaLMIO, HeO6XoaNUMYIO ANs NAaHNPOBaHNS
pas3BepTblBaHNS NPoAyKTa B CETW OpraHn3aLuy B COOTBETCTBUN C TOMOOrel, MMeoLWNMICS
annapaTHbIMU pecypcamu 1 3afadvamim Mo BbISIBAEHWIO Yrpo3 MHGOPMaLMIOHHON 6€30MacHOCTH.

— PykoB0oACTBO Mo yCTAHOBKE Ha OfMH CepBep — COAePXUT MHCTPYKUMM no yctaHoBke PT NAD Ha
OOVH GU3NYECKININ cepBep N BUPTYabHYIO MaLUVHY, a Takxe No 06HOBEHWIO NPoayKTa B TaKon
KOHUrypaumn.

— PykoBoACTBO MO yCTaHOBKE Ha HECKOIbKO CEPBEPOB — COAEPXUT NHCTPYKLAN MO YyCTaHOBKE
PT NAD Ha gBa unu Tpu Gpuanyeckinx cepBepa, a Takxe No 06HOBNEHNIO MPOAyKTa B Taknx
KOHbUrypaunsgx.

— PyKOBOACTBO onepaTopa — COAePXUT CLLEeHapUn NCMOb30BaHMS NPOoAyKTa ANs yrpasneHns
NHOOPMALNOHHBIMI aKTUBaMU OPraHn3aLmn N cobbITUSMN NHOPMaLMOHHON 6€30MacHOCT.

— CnpaBouHoe pykoBoacTso no REST APl — cogoepxunTt nHdopmaLumio 0 4OCTYMHbIX GYHKLNGAX
cepsuca REST API B PT NAD.

B aTom pa3pene
YcnoBHble 0603Ha4YeHns (cM. pasgen 1.1)

Opyrue nctounnkn nHeopmaumm o PT NAD (cm. pasgen 1.2)

1.1. YcnoBHble 0603HauYeHnd

B OOKYMeHTe NMPUnHATbI YCITOBHbIEe 0603HaYeHns.

Ta6nuua 1. YcnoBHble 0603HaUeHns

Mpumep OnucaHue

BHumaHwme! MNpu BoikmtoyeHun | MpenynpexaerHuns. CogepxaTt nHPopmMaLmio 0 AeNCTBMSAX U Co-
MOLY/IS CHIKAETCS YPOBEHb | BbITUSX, KOTOPbIE MOTYT MMETb HexenaTe lbHble NoCeacTBMS
3aLUMLLEHHOCTI CeTn
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Mpumep OnucaHue

I'Ipmmeqal-wle. Bbl moxeTe co- ﬂpmmeanmq. Cop,epx(aT COBeTbl, ONnMcaHng Ba>XHbIX YaCTHbIX
30aThb gononHunTeslbHble oT4ve- | cnyyaeB, OOMOJIHUTENbHYIO N CrpaBO4HYIO VIHq)OpMaLI,VI}O, KO-

Tbl TOopast MoXeT BbITb NonesHa nNpu paboTe C NPOAYKTOM
>  YT06bI OTKPbITL dalis: Hayano nHCTpyKuMn BbigeNeHo cneumnanbHbiM 3HaYKOM
Haxmunte OK HasBaHuna anemeHToB nHTepdeinca (Hanpumep, KHOMOK, Nonen,

MYHKTOB MEHI0) BblaeneHbl MONyXNPHbIM WpndTom

BbinonHuTe komangy Stop- TekcT KoMaHOHOW CTPOKKM, MPUMeEpPbI Koga, MpoYyne AaHHble, KOTO-
Service pbl€ HY>XHO BBECTM C KNnaBuaTypbl, BblgeeHbl cneumnanbHbiM
WwpundTom. Takxke BblgeneHbl CreumnanbHbIM WPUGTOM MMeHa
dannos 1 Nyt K darnam n nankam

Ctrl+Alt+Delete Kom6uHaums knasuLl. YTobbl MCMonb30oBaTb KOMOUHALIO, Kia-
BULLN HYXHO HaXumMaTb OAHOBPEMEHHO

<HasBaHune nporpammbl> ﬂepeMeHHbIe 3aKJllo4YeHbl B yriioBble CKOBKM

1.2. Qpyrune nctouHmnkn nupopmavmm o PT NAD

Bbl moxeTe HalnTu gononHuTenbHyo nHbopmauuio o PT NAD Ha cnpaBoyHoM nopTtane
help.ptsecurity.com u Ha [No3nTneBHOM nopTtasne. Yepea No3nTnBHbLIN MOpTan Bbl TAKXe MOXETe
06paTUTbCH B TEXHNYECKYIO Noadepxky (cm. pasgen 12).
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2.0 PT NAD

PT NAD — cucTtema rny6okoro aHanmsa tpaduka s BbiSBEHNS aHOMalbHOW CETEBOW aKTUBHOCTH
1 CNOXHbIX LienieHanpaBfieHHbIX aTak Ha NepuMeTpe 1N BHYTPU CETY OpraHun3aLmm.

Mop aTakol NOHMMAIOTCS CeTeBOE B3aUMOAENCTBIE UMW rpyrna B3anMogencTBIMi, KoTopble no
creumanbHbIM NpaBuiamM onpeaensioTcs Kak LeneHanpaBneHHas yrposa HGopMaLIOHHON
6e30MnacHOCTI.

PT NAD BbinonHgeT cnegyowme GyHKLNN:

— 3axBaT M XpaHeHue ceTeBoro Tpadpumka. 3axeaT Tpadurka C MPONYCKHOWN CMOCOBHOCTbLIO

100 M6uT/c — 10 6wnT/C, ero nHgekcauns n xpaHeHme1 B BUAE UCXOOHOW KoM B popmaTte
PCAP.

— Pas6op 3axBaueHHoro Tpaduka. AHanmnz cooblieHnin (cm. pasgen 2.1) ceTeBbIx NPOTOKOMOB (B
yacTtHocTw, IPv4, IPvé, ICMP, TCP, UDP, HTTP, DNS, NTP, FTP, TFTP) gns nouncka u
paccnenoBaHug nHumaeHToB Vb.

~ 1
— WsBneueHue n XpaHeHue <|>av|noa. V1zBneueHne n XpaHeHne 06BbEKTOB, nepepaBaemMbiX Mo
MPOoTOKONIaM NnpuknagHoro ypoBH4.

— Busyanusauusa paHHbIX. OTo6paxeHne CTaTUCTUKN CeTEBbIX B3aMOOENCTBUN B BUOE OTYETOB
1 rpaduKoB, a Takxe HarnsagHOW KapTbl CETEBbIX B3aMOLENCTBUN.

PT NAD npepocTtaBngeT cnegyioLine BO3MOXHOCTU:

— O6HapyxeHue yrpo3 UB. /lcnonb3oBaHme aBPNCTUYECKIX U HECUTHATYPHbIX MEeTOO0B, a TakxXe
NOBEAEHYECKOro aHanmaa a5 BbIIBAEHNS CETEBbIX aHOMasNIA, CKPbITOro NPUCYTCTBIS,
aKTMBHOCTW BpegoHocHoro [10.

— CamosawmTa oT ckaHupoBaHui, pnyaa n DDoS-aTtak. /Icnonb3oBaHe BCTPOEHHOro
HecurHaTypHOro Mmetofa o6HapyXeHns HenernTuMHbIX ckaHupoBaHui, dnypna n DDoS-aTak ons
3awmTtbl PT NAD oT nepenonHeHns 6a3bl aHHbIX 11 415 NOBbILLEHNs CTabubHOCTN 3axBaTa
Tpaduka.

— MNoppepxka otkpbiToro HTTP API. Bo3MOXHOCTb pa3paboTKnm CTOPOHHIX NMPUIOXEHNA ons
paboTbl C NpoaHanM3npPOBaHHbIM TPabVKOM.

— OrtnpaBka uHpopmauum o6 yrposax Ub B cuctemnbl SIEM. [Nepenaya cBeneHunin o6
O6HapyxeHHbIX yrposax VIb B cnctembl SIEM, B Tom uncne B MaxPatrol 10, ong nHBeHTapusaunm
aKTVBOB 1 MPOBEPKW pe3dybTaTUBHOCTY aTak. VIHTerpaums co cTopoHHuMmu SIEM-cuctemamu
MOXET OCYLLEeCTBNSATbCS MO NPOTOKONY CUCTEMHOIO XypHana (syslog) nnm ¢ nomoLpsio
MexaHnama webhook. B MaxPatrol 10 gaHHble MoryT nepenaBaTbCs HECKOIbKMU crioco6amu,
N3 KOTOPbIX OCHOBHbBIM 11 MpeanoYTMTeNlbHbIM aBnseTcs syslog.

1 XpaHeHue ncxopHoii konun Tpaduka n dainnos He NnpeaycmMoTpeHo B Bepcu PT NAD Sensor (cMm. pazgen 2.3).
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— PearunpoBaHue Ha yrpo3sbl UIB. PyuyHoe pearnpoBaHmne Ha yrpo3sbl MHGOPMaLMOHHON
6€30MacHOCTM NPW NOMOLLM BHELLHUX cucTeM: pelleHns MaxPatrol EDR 1 mexceTeBbIx 3KpaHOB
HoBoro nokoneHns (NGFW). interpauna PT NAD ¢ MaxPatrol EDR ocyLiecTtenseTcs npu
nomowm ero nyénanyHoro API, ¢ NGFW — uepes mexaHn3M AnHaMNYeCKX CrCKOB, OCTYMHbIX
no npotokony HTTP (HTTPS).

— WHTerpaums c BHEWHEeW aHaIMTUYECKOM CUCTEMOMN. [lepeaya N3BNEYEHHbIX N3 CETEBOIO
Tpaduka dannos Ha npoepky B PT MultiScanner ons BbINONIHEHNS aHTUBUPYCHOTO
CKaHNpOBaHNS N penyTaunoHHOro aHanmnaa, B PT Sandbox ansg BbINONHEHNS aHTUBUPYCHOTO
CKaHNPOBaHWS, 9KCMEePTHOWN OLEHKIN N MOBEAEHYECKOro aHannaa, nim B Nobyto CTOPOHHIOK
CUCTEMY, MO3BOSIOLLYIO MPUHMMAaTBL dalisibl Ha NPoBepKy NMo npoTokony ICAP.

— Mepepava akcnepTu3bl B NPOAYKT. /Icnonb3oBaHme pa3paboTaHHol B Positive Technologies
6a3bl 3HaHWIN 06 aTakax, HaLeNeHHbIX Ha yAaneHHyIo SKCrayaTaumnio ya3BUMOCTel, 1 O
6e3onacHocTn IP-agpecoB, OMEHHbIX IMEH, CCbISTOK 1 ¢alinoB.

— PeTpocnekTUBHbIN aHanu3. PerynspHblil MOBTOPHbIN aHaNn3 MeTagaHHbIX 3aXBa4eHHOr o
Tpadurka 4ns o6HapyXeHNs HOBENLLINX NHONKATOPOB KOMMAPOMETaL/ C UCMO/Ib30BaHNEM
aKTyaslbHOWM 3KCMepTHOW 6a3bl 3HAHWIA 1 BO3MOXHOCTb OTMPaBsaTb pa3obpaHHbIi paHee Tpaduk
ceccu Ha MOBTOPHbIN pa3top A5 noncka HoBbIX yrpo3 Vb.

— WmnopT Tpaduka pna aHanusa. BoaMoXHOCTb aHann3npoBaTb Tpaduk, MONyYEeHHbIN B BUAE
PCAP-dainnoB 13 CTOPOHHUX CUCTEM U NPOrpamMm.

— YBepomneHus. OnoBeLlleHne onepaTtopoB O pedynbTaTax PeTPOCNEKTNBHOIO aHanm3a 1 o
NOCTYMIEHUN VAN HEMOCTYMAEHNN B NHPOPMALMOHHYIO MHDPACTPYKTYPY OpraHn3aLumm
onpeneneHHoro Tpaduka. YBegoMIeHNs MOryT 6biTb MOyYeHbl Ha SNIEKTPOHHYIO MOYTY UK C
MOMOLLbIO CUCTEMHOIO XYypHana (cm. pasgen 10.12), a Takke MoryT oTobpaxaTbcs B MHTepdelice
PT NAD.

— O6HapyxeHue DGA-gomeHOB. [Torick DGA-0OMEHOB Npu aHann3e JOMEHHbIX MeEH
OTNpPaBUTENs 1 Nony4YaTens, a Takxke npu paspeLueHnn nveH ¢ nomoulbio DNS. MNouck pa6oTtaeT
B peanibHOM BpeMeH A9 3axBauyeHHOro Tpadurka, a Takke BbINONHIETCH B Tpaduke,
nmnopTnpoBaHHoM B dpopmaTte PCAP.

B aTom pa3pene

Pas6op Tpadwuka (cm. pasgen 2.1)

Apxutektypa n anroputm paboTel PT NAD (cm. pasgen 2.2)

PT NAD Sensor (Tonbko gns MaxPatrol 10) (cm. pasgen 2.3)

2.1. Pasbop Tpaduka

OpHoin 13 ocHoBHbIX dyHKUMA PT NAD gaBnsgeTcs pa3bop NCXOQHOW KON Tpaduika opraHnsauunn.
Pas6bop Tpaduka No3BonseT nosyyatb geTanbHylo MHGOPMaLMIO O CETEBbIX B3aNMOLENCTBUSX 1
OBHapyXumBaTb aTaku B ceccusx. Kaxpgas ceccusg cooTBeTCTByeT ceaHCy 06MeHa CeTeBbIMI
naketTammn mMmexay AByMs y3namu (KnmeHTom 1 cepBepoM) — ycTporcteamu B ceTt TCP/IP, koTopble
OTNPaBAKIOT U MNOyYaloT AaHHble 1 MEeloT CO6CTBEHHbIE IP-agpeca.
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B xone pas6opa Tpaduka PT NAD aHanuanpyeT 3arofioBki U COQePXMMOe CeTEBbIX MakeToB
(6nokoB faHHbIX, N3 KOTOPbIX COCTOUT TpaduK):

1. PacnosHaeT B 06LeM NoToke Tpadurka OTAeNbHbIE COEANHEHUS 1 PEKOHCTPYMPYET ceccuun. [ng
pacnosHaBaHug otaenbHbix coeguHeHnin PT NAD ncnonbayeT IP-agpeca, nopTbl 1 NPOTOKOSbI U3
ceTeBbIX NakeToB. B cnyyae pa3bopa TyHHennpoBaHHoOro Tpadwuka n Tpaduka B cetax VLAN ons
KoppekTHOW pekoHCTpykuun ceccum PT NAD Takxe UCnonb3yeT COOTBETCTBEHHO NHOPMAaLLIO
06 agpecax TyHHenen n tern VLAN.

2. OnpenengeT, Kakwne npoToKOsibl 6blN 3a0eICTBOBaHbI B CECCUSX Ha YPOBHAX Mogesn OSl ot
KaHanbHOIro oo npuknagHoro.

3. AHanmsmpyeT COObLLEHNS MPOTOKOMOB — OT 3aMpOCOB Ha NOAK/OYEHNE [0 NepenaBaemMbixX Mo
ceTn ¢alinoB, YTo NMO3BOSISIET ONepaTopamM COCTaBUTb MakCIMasbHO MOHYIO KaPTUHY
MPOVICXOASILLEro B CETY OpraHn3auunu.

4. O6HapyXuBaeT aTaku B CECCUSX NMPW MOMOLLY NpaBu.

Ha aTane pas6opa Tpaduka PT NAD nonydyaeT Takne gaHHble, Kak:

— [aTa 1 Bpems Hayana 1 OKOHYaHuns ceccuu;

— |P-agpeca y3n0B, UHNLUMNPOBABLLWX Nepegavy HbopMauumn (oTnpasuTenen);
— |P-agpeca y3noB, KoTopbiM NepegaBanach nHbopmauns (nonyyatenen);

— MOpTbl OTNpPaBUTENEN N NonyYaTenen;

— HanmeHOBaHWe TPaHCMOPTHOro NPOTOKONa;

— HanMeHOBaHKe NPOTOKOMNa NPUKIagHOMO YPOBHSY;

— [eTanm B3auMOOeNCTBUY Y310B Ha NPUKIagHOM YPOBHE;

— KONNYeCTBO NepenaHHbIX 1 NoyYeHHbIX 6aiTOB 1 MaKeTOB;

— Ha3BaHWe NPUIoXeHNs, KOTOpOe NCMOob30BaNoCh Npu Nepefave Tpaduka;

nepenaHHble daisbl.

PeaynbTathl paszbopa Tpaduka PT NAD coxpaHgeT B BuOe MeTagaHHbiX B daifibl popmaTta JSON.
OnepaTopbl MOTyT NCMOJIb30BaTb NMosyYeHHble Galnbl Npw paccnengoBaHun nHungeHTos Ub, a
MexaHW3Mbl noncka 1 ubTpaunn obecrneydnBatoT HaBUraLMio B MacCBaxX COXPaHEeHHbIX OaHHbIX.

2.2. ApxntekTypa n anroputm padéotbl PT NAD

PT NAD nmeeT mogynbHyto apxutekTypy. OHa N03BONYET yCTaHaBNMBaTb MPOAYKT B
pacnpeneneHHon CeT 1 BHeAPSTb ero B opraHnsaumax moboro pasmepa.

Mopynn npopykTa 06befMHSAOTCS B CliefytoLie NoagcucTemMbl:
— nopcucTema 3axBaTa (cM. pasgen 2.2.1);
— nopcucTema oboralleHns (cMm. pasgen 2.2.2);

— noacucTema xpaHeHus (cm. pasgen 2.2.3);
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— nofcucTemMa nofib3oBaTenbckoro nHTepdelica (cm. pasnen 2.2.4);

— noacucTema ynpasnenus (cm. pasgen 2.2.5);

— nofcuctema MOHUTOpuHra (cm. pasgen 2.2.6).

Kak nogcuctembl PT NAD pa6oTtaloT ¢ Tpadukom

CeTeBoll Tpaduk opraHuzaumm — 1o, ¢ Yem pabotaeT PT NAD. B aToMm npouecce 3ageicTBOBaHbI
BCE MOACUCTEMbI, KpOME NMOACUCTEMbI MOHUTOPUHra. Anropntm pa6oTsl PT NAD ¢ Tpadukom
n3ob6paxeH Ha anarpamme Huxe. CTpenky NokasblBaloT HanpaBAeHys MOTOKOB HGopMaLni.

< (0)
~~— ( )
Mopcuctema
Onepatopsbl
oboralleHus
(0)
—
CeTb Mopcuctema
3axBaTa
Mopcuctema
yrpaBJ/ieHus
Mopcuctema MNopcuctema
XpaHeHus No/Ib30BaTENbCKOro
UHTepdeinca

PucyHok 1. Pa6oTa PT NAD c Tpadukom

Pa6oTa ¢ Tpadukom oenntcs Ha cnegytoLle atanbl:

1.

2.

MoacucTtema ynpaBneHns BKloYaeT NOACUCTEMY 3axBaTa.
MopocncTema 3axBaTa 3axBaTblBaeT KOMUIO CeTeBOro Tpadrika opraHn3aunm.

MopcncTema 3axBaTa o6pabaTbiBaeT 3axBaueHHYI0 KOMMIo Tpaduka: BbINONHIET ee pa3bop
(cm. pazgen 2.1) n ogHOBpPEMeHHO ¢ 3TUM 3anuceiBaeT ee B dopmate PCAP B nogcuctemy
XPaHeHus.

MoacrcTema 3axBaTa NepenaeT pesy/bTaThl paséopa Tpaduka, B TOM Ynce nHdopmaumio o
O6HapYXeHHbIX aTakax, B BUae MeTafaHHbIX B MOACUCTEMY O60raLleHIs.

Moacuctema oboralleHns 4oMNoNHIeT MeTafaHHble Tpaduka ceccuin HPopmMaLumen O JOMEHHbIX
NMeHax 1 CTpaHax OTrnpaBuTenen 1 nojlydatesnei 3anpocoB, a Takke NHAnKaTopamMmin
KOMMpOoMeTaLnn.
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K nHomkaTopam KoMApoMeTaLmmn OTHOCATCS O6bEKTbI UV CBONCTBA O6BbEKTOB, KOTOPble
yKasblBaloT Ha MOQO3PUTENBHYIO U BPEOAOHOCHYIO aKTUBHOCTb B MHPOPMAaLNOHHON
nHbpacTpykType opraHuzaumm. PT NAD MmoxeT o6HapyXunBaTb Takyto akTUBHOCTb NP MOMOLLN
penyTaLOHHbIX CMINCKOB 1 MeXaHn3ma BbigBneHns DGA-0OMEeHOB, a Takxe nonyyaTb
nHdOPMaLMIO O Takol akTUBHOCTU OT Apyrux npoayktoB Positive Technologies. PT NAD cTtasut
METKWN NHONKATOPOB KOMMPOMeTaLUun Ha O6HapyXeHHble B aTpnbyTax cCeccum OMEHHbIE MeHa,
IP-agpeca n URL, a Takxe Ha dalinbl, n3BrneyYeHHble 13 Tpaduka.

6. TMopcucTtema oboralleHns aHannsnpyeT MeTagaHHble Tpadrka CecCuiin Ans noucka CobbITUN
NHbOPMALNOHHON 6€30MacHOCTI.

7. TloocucTtema oboralleHns nepefaeT MeTafaHHble Tpaduka, BKIoYas peaynbTaTbl o6oralleHns, B
NMOACKCTEMY XpPaHeHNs, a HPopMaLmio 06 06HapyXeHHbIX cobbiTusx 1B — kak B nogcuctemy
XpaHeHUs, Tak 1 B 6a3y AaHHbIX MOACUCTEMbI MONb30BaTENbCKOro MHTepdeiica.

8. [lMogcmuctema Nnonb3oBaTeNbCKOro nHTepderca nonyyaeT N3 NOACUCTEMbI XPaHEHNS MeTafaHHble
Tpaduka n ncxogHyto konuio Tpadrka B Buge dannos PCAP.

MeTagaHHble Tpaduka NCNofb3yTCs NOACUCTEMON NMONb30BATENbCKOro nHTepdeinca:

* [ONg aBTOMaTN4eCKOro peryngapHoro noncka onacHblX N NOTeHUasibHO OnacCHbIX aKTUBHOCTEN
B CeTwh opraHmnsauunu;

«  OTO6paxeHus faHHbIX o Tpaduke B Be6-HTepdelice (cMm. pasnen 7);
«  COOpPKM OTYETOB.
PCAP-dainbl MoryT 3anpalunBaTbcs (9KCNOPTUPOBaTbCS) U3 MOACUCTEMbI MOS1Ib30BaTENIbCKOro
NHTepdelca onepaTopamMu ang peTpocnekTnsHoro aHannsa 8 PT NAD 1 nvinopTa BO BHELLHNE
nporpamMmei.

B aTom pa3pene

MNMopcncTema 3axBaTa (CM. pasgen 2.2.1)

Moacuctema o6oralleHuns (cm. pasgen 2.2.2)

Moacuctema xpaHeHns (cMm. pasgen 2.2.3)

MopcucTema nonb3oBaTelbCKOro nHTepdenca (cm. pasgen 2.2.4)

Mopcuctema ynpasneHus (cm. pasgen 2.2.5)

MopcncTema MOHUTOPUHra (M. pa3aen 2.2.6)

BesonacHocCTb XpaHeHns 1 Nepegayn gaHHbIX (CM. pasnen 2.2.7)

2.2.1. Nlogcnctema 3axBaTa

Moacuctema 3axBaTa — NOACUCTEMA NPOAYKTA, KOTOpas 3axBaTblBaeT KOMMo Tpaduka u
o6pabaTbiBaeT ee: bUNbTPYeT 1 aHaNM3NpPyeT CeTeBble NakeTbl, pasbupaeT NPOTOKObI, M3BeKaeT
daiinbl 1 NPUBOANT AaHHbIe K egnHoMy dopmMaTy AN9 CO30aHNga 3anmceil O CeCCUgX.

Mopcmnctema 3axBaTa COCTOUT U3 Moaynen ptdpi n pcap-reader.
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Mopynb ptdpi
Mogaynb ptdpi BbINOMHAET OCHOBHblE GYHKLMM NOACUCTEMbI 3axXBaTa:

— 3axBaTblBaeT Konuto Tpaduka c ceTeBoro uHTepdelca, ykazaHHoro npu yctaHoske PT NAD n
BKJIIOYEHHOIO Ha y3ne ¢ moaynem ptdpi;

— COXpaHgeT nosy4yeHHyio konuio Tpaduka B dopmate PCAP B NOACMCTEMY XPaHEHNS;
— pasbupaet Tpaduk (cm. pasgen 2.1);
— BbIGBNSET aTaky Ha OCHOBe MpaBuJT;

— nepepaeT pe3ynbTaThl pasbopa Tpaduka B popmate JSSON mopaynio ptdpi-broker
(cm. paspen 2.2.2).

Mopaynb pcap-reader

Mogaynb pcap-reader n3pnekaeT UCXogHyto kKonuto Tpaduka ns xpaHunuwa eannos PCAP. Moaynb
3arnyckaeTcs Mo 3anpocy Ha ckaunBaHue gamna Tpaduka B popmate PCAP 1z nogcmncremsl
NoNnb30BaTeNbCKOro nHTepdenca. 3anyck n paboTy MOAyNs KOHTPONMPYET NnoacucTemMa
ynpaBneHus.
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2.2.2. Nogocnctema oborawleHmns

Moacuctema oboralleHns 4oMNoSHIeT MeTafgaHHble Tpaduka ceccuil HPpopMaLMein, KoTopas NCMoNb3yeTcs B fasibHenweM kak npoaykTomM ois noncka
yrpos VB, Tak n onepatopamu 4ns CaMoCTOSTENbHOro aHanmnsa nHunaeHToB. Kpome Toro, nogcncteMa oboralleHns NWeT onacHble 1 NoTeHUnanbHO
oracHble akTUBHOCTM, @ TakXe NHONKATOPbl KOMMPOMEeTaLN.

Mopacuctema cocTonT M3 ogHoro mogdyng ptdpi-broker n Heckonbkux ptdpi-worker.

Mopaynb ptdpi-broker

Mopgynb ptdpi-broker mapLpyTunanpyet nuHbopmMaLmio Mexay NOACUCTEMON 3axBaTa 1 Mmogynamm ptdpi-worker:

— npuHUMaeT oT Moayns ptdpi (cm. pasgen 2.2.1) uHbopmaumio o peadynbTaTax aHanmsa Tpaduka B popmate JSON;
— paccbinaeT aty nHdopmaunio mogynsam ptdpi-worker;

— nony4yaeT oT moaynein ptdpi-worker peaynbTathl 060raLeHns;

— nepefaeT fAaHHble Mexay MOAyISMI NoacUCTEMbl MOHUTOPVIHIa (CM. pasgen 2.2.6).

Mopaynun ptdpi-worker

Mogynwn ptdpi-worker o6oratiatoT MeTagaHHble Tpadurka. B obem cnydae oHu nprH1MatoT oT Mmoayns ptdpi-broker nHdopmaumio o pesynbratax aHanmsa
Tpaduka, oboraLlaloT ee 1 Bo3BpaLllaloT moaynio ptdpi-broker. Kaxabin Mmogynb ptdpi-worker paboTtaeT ¢ nHdbopmaumen onpeaeneHHoro Tuna. Takoe
pacnpeneneHe No3BosgeT perynnpoBaTb HarpysKy Ha HUX.

Mo Tuny o6pabaTbiBaemMor MHGopMaummn Mmogynu ptdpi-worker pensTcs Ha HECKOJIbKO TUMOB.
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Moaynb

Uto nonyuaet ot ptdpi-broker

Ta6nuua 2. Mogynu ptdpi-worker

Kyna oTnpaBnsieT pe3ynbrar

ptdpi-worker@ad

VweT aHoManbHoe noeegeHne B MHPOPMAaLMIOHHON NHPPACTPYKTYpe
opraHmnsaumm

[aHHble 0 ceTeBbIX COeaNHEHNSAX

VIHpopmaLumto 06 06HapyXeHHbIX ak-
TUBHOCTAX — Mogy/to nad-web-
server (onga 3anncn B 6asy AaHHbIX),
06 aTakax — mogynio ptdpi-broker

ptdpi-worker@alert

YpandgeT oy6avkatbl aTak 1 3anvcu o6 atakax, nognagatoLue nop ycno-
BUSI NCKJTIOYEHNIA N3 MpaBun

Cnmncok aTtak

Mogynto ptdpi-broker

ptdpi-worker@dns

BbinonHgeT cnepytoLwme GyHKUMN:

— Ha ocHoBaHun DNS-Tpaduka, pazobpaHHOro NogcncTeMoin 3axaeaTa,
cocTaBngeT BHyTpeHH DNS-kaLw;

— wuncnonbays BHyTpeHHMI DNS-kaw, onpegenget no IP-agpecam
OTNPaBUTENS 1 NofyYaTesNs CeCCUN X AOMEHHbIE UMEHa;

— onpepengeT reorpad®unyeckoe NoaOXeHNE y3n0oB OTNPaBUTENS 1
noslyyatens ceccuu, ncnonbays nx IP-agpeca n 6a3y gaHHbIX
reonokauun GeolP;

[aHHble 0 ceTeBbIX COeaNHEHNAX

Mogynio ptdpi-broker

O PT NAD
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Moaynb

Yto nonyuaet ot ptdpi-broker

Kyna oTnpaBnsieT pe3ynbrar

— CBepseT C penyTaunoHHbiMy cnvuckamm IP-agpeca, LOMeHHble
nmeHa, URL n dainnbl, KOTOpble MCMONb30BanuCh v nepefaBannch
B ceccuu;

— 06HapyxuBaeT DGA-LOMEHbl Cpeayn AOMEHHbIX IMEH OTMpaBUTENs 1
nonyyaTens ceccuu, a Takxe npu paspeLleHnn MeH C MOMOLLbIO
DNS

ptdpi-worker@es

3anuncbiBaeT Bce pes3yibTaTthbl oboralleHns B noacucTemMy XpaHeHusd

Bcto o6oralleHHyo nHdopmMaumio

B XxpaHunuiie meTagaHHbIX
Elasticsearch (cm. pasgen 2.2.3)

ptdpi-worker@hosts

. 2
Pa6oTaeT ¢ nHpopmaLmel o6 yanax ", KOTopble y4aCTBYIOT B CETEBbIX
B3aIMOOECTBUSX:

— noeHTndnUMpyeT nx;

— romeyaeT ceccum ngeHTdrKaTopamm y3nos, KOTOpble B HIX
y4yacTBOBau;

— HakKanvBaeT faHHble O KaXaoM yasne (B YaCTHOCTU NCMOoNb3yemble
M MPOTOKOJ1bI, ONepPaLMOHHbIE CUCTEMbI, NIOTHbI 1 6aHHEPbI);

— Npw AMHaMUYeCKO agpecaumnm y31oB aHannmanpyeT coobLLeHNS
DHCP-npoTokona n onpenenseT, korga y3en meHseT IP-agpec

[laHHble O ceTeBbIX COeQNHEHNAX

VIHdpopmaumio 06 yanax — Moayio
nad-web-server (o5 3anucu B 6a3y
LaHHbIX), 06 naeHTNdUKaTopax y3noB
B ceccuax — mogynio ptdpi-broker

2 [ng BknioyeHns y3na B cTaTuctuky ero IP-agpec nponxeH exogutb B rpynny HOME_NET.
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Moaynb Yto nonyuaet ot ptdpi-broker Kyna oTnpaBnsieT pe3ynbTtaT

ptdpi-worker@icap

Mony4yaeT nHdopMaLmio 06 ornacHOCTX GaisioB, KOTopble NepenalnTcs B | VIHpopmaumio o MecTonooxXeHnn Mogaynio ptdpi-broker
ceccugx. [nsg aToro mopgynb oTnpaensgeT dalnbl Ha NPOBEPKY BO BHeL- | dalifioB, KOTopble NoAcucTemMa 3a-
HIOK aHaNMTUYECKY CUCTEMY 1 MOMyYaeT OT Hee pe3y ibTaTbl 3TON XBaTa N3BNeKaeT N3 CECCUI 1 3anu-
npoBepkn — TN o6HapyXeHHoro BpenoHocHoro MO 1 npnsHak onac- CblBaeT Ha Anck

HOro NOBEAEHNS, BbISIBNEHHOIO B XOA4e NoBeAeHYeCKoro aHannsa.

[nga cBS3M ¢ BHELUHEN aHannTN4YeCKOM CUCTEMOW NCNONb3yeTCs NPOoTo-
kon ICAP. Mogynb BbicTynaeT B ponu ICAP-knneHTa, KOTOpbI NOOK0-
vaeTtcs kK ICAP-cepBepy BHELLUHen aHanuTnyeckorn CUCTeMbl

ptdpi-worker@mpx n nad-mpx-reader (B cnyuae uHterpauum ¢ MaxPatrol 10)

Mogynb nad-mpx-reader nonyyaet n3 MaxPatrol 10 noeHtndukatopbl 1 | [daHHbIe O CETEBbIX COEQNHEHNSX, Mogynio ptdpi-broker
rPynnbl akTMBOB, B KOTOPbIE BXOOAT y3/bl CETEBOro B3aMOLENCTBINS, @ | AaHHble 06 aTakax
Takoke FQDN a1nx ya3nos. lNMony4yeHHble gaHHble had-mpx-reader nome-
LaeT B crneumnanbHbIi TaBNNYHbIA CNMCOK, OTKYAa NX 3abnpaeT Moaynb
ptdpi-worker@mpx ois o6oraLleHns Mn MeTafaHHbIX Tpaduka cec-
cuin
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Moaynb

Yto nonyuaet ot ptdpi-broker

Kyna oTnpaBnsieT pe3ynbrar

ptdpi-worker@notifier

Paccbinaet B CTOPOHHME CUCTEMbI 1 NPOAYKTbl UHPOPMaLMO 06 O6Ha-
PYXeHHbIX yrposax b

[aHHble 06 aTakax, akTUBHOCTSX,
NHOMKaTopax KoMrnpomeTaLm, Co-
6bITNS ayguTa

B cTopoHHIO0 crcTemy criegyowmnmm
crnocobamu:

— no npoTokofy syslog;
— C MNOMOLLbIO MexaHnsma webhook;

— c nomoLubio API-3anpocos (B
TeKyLeln Bepcuin NpoayKTa
oTnpaBnseTcs MHPopmaL s
TONbKO 06 aKTVBHOCTSIX 1
NoALEPXMBAOTCS 3aNpPOCh! TOMbKO
MaxPatrol 10)
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2.2.3. NogcuncTema xpaHeHus

[Mogcmctema xpaHeHNs — MeCTO XpPaHEeHs NCXOOHOW Konuy Tpaduka 1 ero meTtagaHHbix. CoctonT
n3 xpaHunnwa dannos PCAP n xpaHunmwa meTagaHHbix Elasticsearch.

XpaHunuwe ¢annos PCAP

XpaHunuiie dannos PCAP — kaTanor B dainfioBon cucteme, B KOTOpbI Moay b ptdpi 3anuceiBaeT
ncxofHyto Konuio Tpaduka B dopmate PCAP.

YT06bI N36€eXaTh NepenonNHeHns ANCKOBOro NPOCTpaHCTBa, dannbl B XxpaHunuie dannos PCAP
POTUPYIOTCY, KOraa nx o6bem HaunHaeT 3aHnmaTtb 90% OT [OCTYMHOrO ANCKOBOro NPOCTPaHCTBa.
OTOT NPOLLEHT MOXET 6bITb 3MeHeH agmMmuHucTpaTopom PT NAD.

XpaHunuwe meTtapaHHbix Elasticsearch

XpaHunuiie meTagaHHbix Elasticsearch — nonckoBas cuctema, B 6a3y gaHHbIX KOTOPOW Mofgy/b
ptdpi-worker@es 3anucbiBaeT MeTagaHHble Tpaduka B popmaTte JSON (Tak HasbiBaemble
LOKYMeHTbI). COCTOUT 13 ANCKOBOro MPOCTPaHCTBA 11 MOUCKOBOIO 11 aHaNIMTUYeCKOro ABuXKa
Elasticsearch. bnarogaps cBoel MHOrornoOTOYHOCTY 1 MacLUTabnpyeMOCTV NO3BONSET B6bICTPO
Haxo4uTb 1 GUNbTPOBaTb NHPOPMAaLMIO B 6OMBLUNX MacCUBax MeTagaHHbIX.

[aHHble B Elasticsearch opraHnaoBaHbl B BUge NHOEKCOB — JTOMMYECKNX KOHTENHEPOB, B KOTOPbIX
XPaHATCS AOKYMEHTbI 11 MO KOTOpbIM BbinonHgeTcd nomnck. B PT NAD gng kaxgoro gHg cos3gaeTcsd
oTOEeNbHbIN NHOEKC.

UTo6bI N36eXaTb NepenoiHeHNS ANCKOBOrO NPOCTPAaHCTBA, MO YMONYaHMio MeTafaHHble Tpaduka
XpaHaTCcs ABe Hegenu. Bpemsa xpaHeHns HacTpanBaeTcs B xofe yctaHoBk PT NAD v B 6yayLuem
MOXeT 6blTb U3MEHEHO agMUHNCTPATOPOM.

B Bepcunax PT NAD Humxe 12.1 ucnonbzoancs Elasticsearch 5.6. HaunHag ¢ Bepcun 12.1 npn HoBol
yCTaHOBKe NMpoayKTa ycTaHaBnnBaeTcs Elasticsearch 8.13, a npu o6HoBneHUN faeTcs BbIGOP:
npogosxatb ncrnonb3oBaThb Elasticsearch 5.6 ¢ coxpaHeHnem yxe 3anncaHHbIX MeTagaHHbIX
Tpaduka unmn nepentn Ha Bepcuto Elasticsearch 8.13, Ho ¢ yoaneHnem aTux gaHHbIX. HoBas Bepcus
Elasticsearch gaeT psg npenmyLLecTB, B YaCTHOCTW — o6ecrieunBaeT 6onee BbICOKYI CKOPOCTb
paboTbl C MeTagaHHbIMUN Tpaduka.
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B xpaHunuiie metagaHHbIx Elasticsearch ecTb MexaHnam ons 6anaHCUpPOBKA HarpyaKul.
BanaHcmpoBKy BbIMOMHSAOT NPOLECChl, KOTopble HadbiBatloTcs y3namu (nodes) Elasticsearch. im
MOryT 6bITb MPUCBOEHbI CeayoLmne posu:

— [ naBHbIl y3en (master node). KoHTponupyeT 3anyck 1 paboTy ocTanbHbIx y31oB Elasticsearch.

— KnueHnTtckum ysen (client node). O6pabaTtbiBaeT 3anpocChl K XpaHWILLYy MeTaaaHHbIX
Elasticsearch:

+ Ha 3anucb — oT moayng ptdpi-worker@es;
« HauTeHme — oT Mmopynein nad-web-server, nad-task-server n ptdpistat.

— Y3en paHHbIx (data node). PaGoTaeT HenocpeACTBEHHO C AaHHbIMU: 3amMCbiBaeT,
NHOEKCUPYET, COXPaHSET, BbIMONTHIET YTeHne, MOVCK 1 arperauuio.

Ha6op yanos Elasticsearch, nvetoLx mexgy coboi ceTeByto CBA3b, Ha3blBaeTCS KIaCTepoM
Elasticsearch. B knactepe 0o/mkHO paboTaTb MUHUMYM MO OQHOMY Y3y Kaxnon ponu. KonnyecTtso
Y3N0B faHHbIX 3aBUCUT OT MHTEHCVBHOCTM TpadumKa 1 AOCTYNMHOro ob6bema onepaTnBHON NaMATH.
dopmyna ong pacyeTa KONMYECTBA Y3M0B AaHHbIX MpuyBeOeHa B annapaTHbIX TpeboBaHuax. Knactep
Takke MOXET COCTOSATb BCEro U3 0O4HOro yana. B Takom cnyyae aTOT y3en BbIMOSHAET BCe TpU PO,

Moapo6Has nHpopmaums o6 Elasticsearch npuBeneHa Ha caliTe ero paspaboTyuka.

Cm. Takxe

IameHeHmne poTaumm gaHHbIX B MOTOKOBbIX XpaHunuwax (cm. pasgen 10.11)

2.2.4. Tlogcnctema nonb3oBaTENbCKOro MHTEPdenca

MopcrcTema nosb3oBaTeNbCKOro NHTepdenca COCTONT N3 CreayoLwmnx KOMMNOHEHTOB:
— Be6-npunoxeHue. [penoctaBnsgeT Nonb3oBaTeNIbCKU BE6-NHTepdeliC.

— bBbasa paHHbIX nop ynpaBneHnem PostgreSQL. XpaHut npaBuna n penyTaunoHHble CINCKN,
XypHan ayauta, dunbTpbl 3axBaTta Tpaduka, Nonb3oBaTenbckue gaHHble (mapameTpbl GUbTPOB,
OTYETOB, yBEeAOM/IEHNIA, TabnuL, fa60PA0B 1 BUOKETOB), AAHHbIe 06 y3nax, XpaHuimwax, a
TaKxe nHdopmauumio 06 o6HapyXeHHbIX cobblTuax NB.

— Mogaynb nad-web-server. O6ecneunBaeT B3anMogencTamne Be6-nHTepderica C ocTanbHbIMM
mogynamm n npegoctasnset API:

« 0719 Noncka No ceTeBbIM B3aUMOLENCTBUSAM U O6HapPYXEHHbIM atakam 1 NX aHanmaa;
« ynpaBfieHns penyTaunoHHbIMU CICKaMI 1 CINCKaMU NpaBun;

+  yMpaBneHns NOAKMIOYEHHbIMI MoaynsamMu ptdpi NOAcCMCTEMbI 3axXBaTa;

«  VIMMOpPTAa, 3KCrnopTa Tpaduka 1 n3snedyeHns Gannos,;

«  yrpaBfeHNd y4eTHbIMIY 3anuCcamMuy Nonb3oBaTenell.

Mopynb nad-web-server, Hapsay ¢ mogynem ptdpi-worker@ad nogcucTembl 06oralleHuns,
TaKxe OTBeYaeT 3a MONCK OMacHbIX 1 MOTEHLMANbHO OMacHbIX akTUBHOCTEWN B CETW OpraHn3aLun.
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— Mopaynb nad-task-server. BoinonHIeT perynspHble 1 OTNOXEHHbIE 3adayn, Takne Kak:
«  MMOpPT Tpaduka;
« 9KCnopT Tpaduka;

+  CUHXPOHM3auus 6a3bl 3HAHWIA C NpaBUIamMmn o o6HapyXeHns aTak, npaBuiaMmu ons
OBHapYXeHNs aKTUBHOCTEN, penyTauMOHHbIMI crckamu, 6asamm reosiokauui, a Takxe
crnmnckamuy fOBEPEHHbIX JOMEHOB, NCMOMb3yeMbIX Npu o6HapyXxeHnn DGA-fLoOMeHOB.

— Redis. XpaHUT K3LL, BbINOMHSET pPOJib areHTa o6MeHa BHYTPEHHVIMU COOBLLEHNSMI MeXY
mopgynamun nad-task-server n nad-web-server.

— Mopaynb nad-reporter. OTBeyaeT 3a reHepaLuio OTYETOB O CETEBbIX B3aMOLAENCTBUSX B
dopmartax DOCX n PDF.

2.2.5. Nlogcncrema ynpaBneHnd

[NogocucTema ynpaBneHnd BbINONHIET creyloLlme KoMmaHabl yrnpasneHuns komrnoHeHTtamu PT NAD:
— 13BneYb Gaiisibl, KOTOPble NepefaBancChb B CECCUSIX;

— BKJIIOYUTb WX BbIKNTIOYNTb 3axXBaT Tpad)VIKa;

N3MeHnTb GuNbTp 3axBaTa Tpaduka;
— MNPUMEHNTb N3MeHeHnd napameTpoB komnoHeHToB PT NAD.
KomaHgbl oTApaBngioTcyd 13 NogCUCTEMbI MOIb30BaTENbCKOrO UHTepdenca onepaTopamu.

Mopgcuctema ynpasneHmns coctonT n3 mogynein nad-mgmt-server n nad-mgmt-client. Mogynb nad-
mgmt-server nony4aeT KOMaHbl 13 NOACUCTEMbI NONb30BATENbCKOro NHTepdenca n oTnpasngeT nx
mogyno had-mgmt-client gng BbiInoAHEHNS.

2.2.6. Nlogcnctema MOHUTOPWVHIa

MopgcucTema MOHUTOPUHIA — HAabop CNyxX6, KOTopble cobupatoT MHPOPMaLMIO O TOM, Kak paboTatoT
komnoHeHTbl PT NAD, n npegocTtaBngioT nHTepdeinc ong npocMoTpa aTon nHdopmMaumm n ons
KOHTPOMY 3a COCTOSIHMEM PaboThl MPOAYKTa B PEXIMME peanbHOro BpeEMeHN.

Moaocuctema cocTonT U3 Moaynen ptdpistat u ptdpistat-server. Mogynu ptdpistat cobupaloT gaHHble
MOHUTOPWHIra 1 nepegatoT nx mogynto ptdpistat-server. Mogynb ptdpistat-server npegocrtasnget
Be6-nHTepdenc Grafana, B KOTOPOM agMUHUCTPATOPbI MOrYT NPOCMaTpuBaTh rpadukn
MOHUTOPUHra. 3a XpaHeHne fgaHHbIX oTBeYaeT kommnoHeHT Graphite B cocTtaBe moayns ptdpistat-
server.

MpumeuaHwue. Npun HeobxoammocTy agMmuHUcTPaTop PT NAD MoXeT HaCTpouUTb OTMpPaBKy
LaHHbIX MOHUTOPWHIa BO BHELLHIOK cucTemy. B kauecTBe Takol CUCTEMbl MOXET BbICTyMNaTb
Zabbix n (nnn) Graphite. Mpwn nogknoveHnn BHewHero Graphite mogynb ptdpistat-server
CTaHOBUTCH HEOOCTYMHbIM.
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Ha onarpamme Hue nokasaHo, kak mogcrncTeMa MOHUTOPVIHIa B3aUMOAENCTBYET C ApYriaMM
KOMMOHeHTaMu NpoaykTa (MoAcBeYeHHble 610K 0603HaYalT KOMMOHEHTbI MOACUCTEMbI

MOHUNTOPUHra).
OcHoBHOM cepBep JononHuTenbHble cepBepbl
ptdpi-broker = 1 ptdpistat ]
1)(2
ptdpistat e ) N - > BHelUHUe cucTeMbl
/\ MOHUTOpPUHra
4 3 Zabbix
/ \ Graphite
nad-web-server ptdpistat-server
4:1 Graphite
4 Grafana

Be6-mHTEepdenc

PucyHok 2. Bsanmopgencteue NnogcncteMbl MOHUTOPUHIA ¢ gpyrumu mogynsmu PT NAD

Pa6oTa nogcucTemsl MOHWUTOPWHIa OenminTCd Ha cnenytoline atanbl.

1. Mogynb ptdpistat cobupaeTt nuHdopmauuio o pabote komnoHeHToB PT NAD Ha Tom cepBepe, Ha
KOTOPOM OH 3anyLieH. Mogynb Takxe cnegut 3a COCTOSHNEM ONepaLiOHHON CUCTEMbI, B
KOTOpPOW OH patoTaeT. CobpaHHyto nHdopmauuo moaysb ptdpistat nepenaet mogynio ptdpi-
broker.

2. Mogynb ptdpi-broker nepeHanpaBnsieT co6paHHyto MHGOPMAaLMIO OCHOBHOMY Mogynto ptdpistat
(B MHOrOCEpPBEpPHOI KOHPUIYpaL — TOMY, KOTOPbIN paboTaeT Ha OCHOBHOM cepBepe).

3. OcHoBHol Moaynb ptdpistat nepenaeT cTaTUCTKy, CO6paHHY0 UM 1 Mopynamu ptdpistat Ha
LOMONTHUTENbHbIX CepBepax:

« mogynio ptdpistat-server;

+ B CUCTEMbl BHELIHEro MoHuTopuHra Zabbix n (nnun) Graphite (ecnu nHterpauus ¢ aTumMmn
cuctemamu 6bina HacTpoeHa).

4. Tlogcuctema MOHWNTOPWHIa NnokKas3bliBaeT AaHHble MOHUTOPWHIa NoJsib30BaTesito:

« B rnaesHom meHio nHtepdelica PT NAD (cocTogHmne paboTbl NpoaykTa 1 oLneKy B paboTe
KOHKPETHbIX Moaynen).
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[ns oTo6paxeHns gaHHbIX MOHUTOpWHra B MHTepderice PT NAD moaynb nad-web-server
obpalllaeTcs K OCHOBHOMY Mopaynio ptdpistat.

« B uHTepdence Grafana mogyns ptdpistat-server.

B nHTepdeiic Grafana MOXHO BOWTY, HaXaB Ha NHAMKATOP COCTOAHNS NPOoayKTa
(cm. pasgen 7.4) n nepengd no ccolnke MouuTopuHr PT NAD Bo BCnbiBaloLLLEM OKHeE.

MpumeyaHue. Ytobbl y Nonb3oBaTens 6bi1 4oCTyn K nHTepdency Grafana, emy gomkHa 6biTb
NMPVCBOEHa POJib C COOTBETCTBYIOLLEN NMPUBUSIErEN.

2.2.7. be3onacHoOCTb XpaHeHns 1 nepegadn gaHHbIX

Mpw paboTe ¢ nHTepdencom Bce NepenaBaemble AaHHble 3aluiiatoTes npu nomowm HTTPS ¢
ncnonb3loBaHnem SSL-cepTtudukaTa Positive Technologies. 3anpochl, agpecoBaHHble nopTy 80
(HTTP), aBTOMaTu4eckn nepeHanpasnsaioTcs Ha nopT 443 (HTTPS).

MpumeuaHue. Bmecto cTtaHgapTHOro SSL-ceptunduikata Bbl MOXETE UCNONb30BaTb
CaMOMOAMVCAHHBIA U BbIGAHHbIN opuumanbHbiM LLEHTPOM cepTudunkaumm (cMm. pasgen 5.7.1).

BezonacHOCTb XpaHeHns faHHbIX 06ecneynBaeTCs C MOMOLLbIO MPOBEPKM LLeIOCTHOCTU MPOAYKTa
(cm. pazgen 5.8).

[ns npepoTBpalleHns HeCaHKLMOHMPOBaHHOro gocTyna K npoaykty PT NAD ysBegomngeT
agMUHNCTPaTopPa O HeycneLlHbIX NonbiTkax Bxoga (cm. pasnen 10.6).

2.3. PT NAD Sensor (tonbko gnga MaxPatrol 10)

[Onga nHterpaunmn ¢ MaxPatrol 10 ncnonbayetcsa nnu nonHas, unm ynpotleHHas sepcus PT NAD.
MocnegHas HasbiBaeTcd PT NAD Sensor. o cpaBHeHuto ¢ nonHon Bepcuen PT NAD Sensor
No3BONSET CHN3UTb TPEO6OBaHNS K annapaTHbIM pecypcam 3a CYET OTKIOYEHNS NN OrpaHNYeHns
YHKLUNIA, HEe nMeloLLX 3HaueHns ong paboTtbl B MaxPatrol 10:

— 3axBayeHHbI TpadrK He coxpaHgeTcs Ha anck (HeT xpaHunnuwa dannos PCAP);

— nony4yeHHble B Xxofe 06paboTky Tpadrka MeTafaHHble Tpaduka XpaHaTca He 60Mblue OfHOro
OH4,

— CKOPOCTb 3axBaTa Tpaduka orpaHnyeHa 1Ieumt/c.
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3. Yto HoBoro B Bepcun 13.0

Hyxe npnBoanTCs CAnMcoK HOBbIX BO3MOXHOCTEN 1 yy4lleHnia, KoTopble nossunucs B PT NAD
Bepcum 13.0.

3.1. VIHTerpaumsa co CTOPOHHUMIN aHaNNTNYeCKNMI
cucTemMamm ong nposepkin ¢anios

®aiinbl, kotopble PT NAD nssnekaet n3 Tpaduka, MOXeT NPOBePSATb BHELLHSAS aHaNNTn4eckas
cucTema. PaHblUe B ee pony MOr BbICTyNaTb TOMbKO OAUH 13 NpoaykToB Positive Technologies —
PT Sandbox nnun PT MultiScanner.

Tenepb PT NAD mMoxeT 6bITb UHTErPUPOBaH 1 C 06bIM OPYTrM peLleHneM, COCOBHbIM MPUHNMATb
dannbl Ha npoeepky no npotokony ICAP, Hanpumep Kaspersky Anti Targeted Attack, Trend Micro
Deep Discovery Analyzer unn FortiSandbox. [1ns 9Toro B OKHO HaCTPOWNKN MHTErpaunn Gbin
nob6asneH BapuaHT fipyroi. Camo okHO Tenepb HasbiBaeTcs HacTpoiika uHterpauuu no ICAP.
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HacTtpoika uHterpauun no ICAP

CTaTyc MHTEr paLum

MpoaykT

ICAP-cepeep ©

Tunkl Gainos 4NA Nepegadn Ha
npoeepky

Pexum

MyTk K cnyxb6e REQMOD ©

MyTk K cnyx6e RESPMOD ©

LaBnoH CCbiNKKU Ha pesynbTathl
npoeepkn @

MUHUMaNbHBIR pasmep daiina
(8 MB)

MakcMManbHbli pasmep gaina
(8 MB)

O lMpoBepuTb coeanHeHWe

CoxpaHuTb OTmeHa

Bkn
PT Sandbox PT MultiScanner [pyro#n
file-scanner.example.org:1344
Java-dainel jar, jnlp > ewesS @

A Yewm Gonbwe TUNOE dainoe Bl BLIGEpETE, TEM BhIlLE
GyneTt Harpyzka Ha PT MAD W cTOpOHHMA NpogyKT

AstTo REQMOD RESPMOD
favireqmod
favfrespmod

https://file-scanner.example.org/file/{sha256}

HeobAsaTensHo

100

PucyHok 3. Mpumep HaCTPONKN NHTErpaL co CTOPOHHEN CUCTEMON ANs NPoBepKn painsioB

B HoBow Bepcun agmuHncTpaTop PT NAD mMoxeT Takxke HacTponTb 6onee rubkue npaBusa
nepenavu dainnoB Ha NpoBepky. [119 3Toro 6611 paclupeH Habop TUMNoB $GaloB 1 Ao6aBeHbI
napameTpbl 415 yKazaHns MUHUMAaNbHOro 1 MakClMarbHOMO pa3MepoB.
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3.2. HoBble BO3MOXHOCTW A/14 pa6OTbI C CObObITUAMN ayanTa

PT NAD npoTtokonupyeT cobblTus ayamnTa. 3anncb aTX cobbITUI MOMOraeT paccienoBatb
NHUNOEHTbl 6€30MacHOCTM, KOHTPONNPOBATL MNOMb30BaTeNIbCKe OeNCTBUS 1 COOTBETCTBOBATb
TpeboBaHusaM perynatopos. B Bepcum 13.0 nosBunnce HoBble BO3MOXHOCTH, CBSA3aHHbIE C 3TON
dyHKUMEN.

CoxpaHeHue B xypHan PT MC

PaHblue PT NAD coxpaHsn cobbiTyig ayauTa TONbKO B JIOKabHbIN XypHan (cm. pasgen 10.5),
OOCTYMHbIN Ha cTpaHuue XXypHan ayauTa.

HaunHag ¢ Bepcum 13.0 BMeCTO ToKanbHOro CoxpaHeHus Bbl MoXeTe HacTpouTb (cm. pasanen 10.5.6)
OTnpaBKy co6bITuI ayanTa B xypHan PT MC — cepBuca, KoTopblil o6ecneyrBaeT eanHyto cpeny ans
ayTeHTuduMKaL My Nonb3oBaTtenen, ynpaBneHns y4eTHbIMI 3anucamMin U MHTerpauum NnpoaykKTos
Positive Technologies. Ecnun Bbl ncnonb3yeTe aTOT CEpBUC, TEMEPDb Bbl MOXETE B €ANHON CUCTEME
paboTaTb C COBbITMAMY ayanTa 3 pasHbix NponykToB Positive Technologies, B Tom uncne PT NAD.

HacTtponka xypHana aygura X

Cnocob xpaHeHus 3anucein @ NokanbHo PTMC

CoxpaHutb OTMeHa

PucyHok 4. HacTpolika coxpaHeHus cobbiTuin ayauTa B XypHan PT MC

Mpw xpaHeHUn cobbiTnin ayanTa B XypHane PT MC nokanbHbii XypHan PT NAD ckpbiBaeTcs.

OTnpaBKa B cucTemMy ynpaBneHus XXypHanamm cobbiTui

B HoBoOW Bepcum nosiBiiacb BO3MOXHOCTb OTMNPaBASATb COBbITUS ayanTa BO BHELLIHME CUCTEMBI
ynpaBneHus xypHanamu (Log Management Systems, LMS) — Hanpumep, Elastic Stack, Splunk nnn
EventLog Analyzer. [Ing aToro npuHumaloLwas CTopoHa Ao/XHa NoAaepPXBaTb NPremM COOBLLEeHNIA
JSON no npotokony syslog (cm. pazgen 10.12.1) unmn ¢ nomoLplo MexaHnama webhook

(cm. pasgen 10.13).
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HAo6aBneHune syslog-nogkniovyeHus

HasBaHne nogknoyeHuns OTnpaska cobbiTuit ayguTta B LMS
MonyyaTens syslog-coobuweHunin @ tcp://logs.example.org:514
Tunb! syslog-coobuieHumn CobbiTKs ayguta x (%]
KaTteropusa cybbekTta daemon

HeobsasatensHo
MeTka MO ptdpi-syslog-notifier

HeobsasatensHo

A3blK AaHHbIX B Syslog-coobLeHunsax AHIMUACKMIA  PycCKWid

© lMpoBepuTb coegnHeHune

Do6asuTtb OTmeHa

PrcyHok 5. MNpumep HacTpoliku oTnpasky cobbiTuin ayauta B LMS no npoTtokony syslog

OTnpaBka cobbiTuin ayanTta B LMS noet napannenbHO ¢ CoxpaHeHnem 3annceli B SIoKasbHbIiA
xypHan nnu xypHan PT MC.

OkcnopT B CSV-dann

B Bepcun 13.0 go6aBmnnacb BO3MOXHOCTb BbIrpyxaTb cobbiTus ayanTa B dann CSV

(cm. pasgen 10.5.5). ng sTtoro Ha cTpaHuuy XXypHan ayauTa 6bi1a fo6aBneHa KHorka
OkcnopTtupoBatb B CSV.

Yto HoBoro B Bepcum 13.0
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m NAD Oaw6opap! Ceccumn ATakun CeTeBble CBA3N JleHTa aKTMBHOCTEN Yanel [ ] P [7] -
XypHan ayauta @ 3anucs cobeinit @ Ypanuts A& 3kcnopTuposath B CSV Q
Bpems cobbiTua v Monb3oBartenb [Hencrene Twun obbekTa ObbekT PesynbTat Oetanu
23 nionq, 11:21:51 Administrator create filter Files success {"filter": "files", "type": "private"}
23 niong, 11:03:58 Administrator login system success {"ip": "198.51.100.11", "username exists": false}
23 mong, 11:00:40 Administrator login system success {"ip": "198.51.100.30", "username exists": false}
23 niong, 10:48:39 system modify system pcap_drops[ak-13-...  success {"message": ", "status": "green"}
23 nonsi, 10:48:39 system modify system task-server_unavail...  success {"message": ", "status": "green"}
23 niong, 10:48:39 system modify system no_traffic[ak-13-0-...  success {"message": ", "status": "green"}
23 nons, 10:48:39 system modify system capture_drops[ak-1...  success {"message™: ", "status": "green"}
23 mong, 10:48:22 system modify system no_traffic[ak-13-0-... success {"message": "(ak-13-0-2722-1-all-in-one) No traffic for la...
23 nonsi, 10:48:22 system modify system capture_drops[ak-1...  success {"message": ", "status": "unknown"}
23 nionn, 10:48:22 system modify system task-server_unavail...  success {"message": "Component nad-task-server is not available...
23 nions, 10:48:22 system modify system pcap_drops[ak-13-...  success {"message ": "unknown"}
23 mons, 10:47:25 system modify system mgmt-client_unavai...  success {"message " "green”}
23 nions, 10:47:25 system modify system ptdpi_unavailable[a...  success {"message " "green"}
23 nonsi, 10:47:25 system modify system capture_drops[ak-1...  success " "green”}
23 wiona, 10:47:25 system modify system no_traffic[ak-13-0-...  success "1 "green”}

Bcero 130 cobbiTuit. Beibparo 1
PucyHok 6. JlokanbHblin XypHan ayguTa

OKCNOPTUPOBaHHbIN daiil MOXHO NCMOb30BaTb A1 CAMOCTOATEIbHOrO aHansa, MMnopTa B
Lpyrve NpopyKTbl U O apXUBNPOBaHNS XYypHana ayauTa B M30NNPOBaHHOM XPaHUINLLE.

3.3. [lonroBpemMeHHoe XpaHeHne MmeTagaHHbIX Tpaduka

PT NAD xpaHuT MmeTagaHHble Tpadurka B XpaHunuile Elasticsearch — nonckoBon cucteme ons
6bICTPOro noncka 1 epunbTpaunn 60MbLINX MacCUBOB AaHHbIX. [10 ymMonyaHmio meTagaHHble
XPaHATCS ABe Hedenu, nocne Yero aBToMmaTnyeckn yaoanaiTcs npu potaunn. B npeablayLimnx
BepCUSIX BOCCTAHOBUTb yaaneHHble MeTafaHHble OblT0 HEBO3MOXHO: eCru AN pacc/iefoBaHNS

NHUWOeHTa nnn peTpoaHannisa 6blnn HY>XXHbl JaHHble 3a yaaneHHble nepnoibl, OHN 6blnn HeOOCTYMHbI.

Tenepb exxegHEeBHO CO30al0TCS CHUMKYM MeTafgaHHbIx (cMm. pazaen 10.18). Bbl MoxeTe BOCCTaHOBUTb
MeTagaHHble 3a HyXHble gaTbl, ncnonbdoBaTb X B PT NAD, a 3atem yganuTtb. YNpaBasaTb CHAMKaMWU
MOXHO C MOMOLLbIO KOHCOJSIbHOW YTUANTBI s -snapshot. py. BoccTaHOBNEHHbIM MeTagaHHbIM
HagdHaudaeTcsa Npedunke restored_, N OHW IaLLULLEHbI OT YAaneHns Npu poTauuu.

3.4. YkasaHue nopta PT MC npu HacTpounke nHTerpaumn

Tenepb npu HacTpolike nHTerpauun (cm. pasgen 5.1.3) ¢ PT MC B gonofnHeHnn K agpecy ero
cepBepa MOXHO ykasaTb NOpT, Hanpumep ptmc.example.com:443. PaHee nopT 6bin GrKCMpoBaH
(3334). BoamoxHOCTb yKasbiBaTb NOPT PALOM C afpecomM nosBuiach B cBs3u ¢ nepexogom PT MC
Ha HOBbIN NopT — 443. 370 3HaueHne 6yaeT ncnonb3oBaTbes B byayLmx sepcusx PT NAD no
YMOJYaHMIO, eC/N MOPT He yKa3aH sBHO. [1oka xe nopTom no ymonyaHuio octaetcs 3334.

Yto HoBoro B Bepcum 13.0
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MpumeuaHue. B HoBbix ycTaHoBkax PT MC ncnonbayetcd nopt 443. [Npu 06HOBNEHNN STOrO
npopykTa ¢ 6osiee HUIKNX BepPCUii MopT ocTaeTcs npexHum — 3334. MNogpobHas nHdopmaLlums o
PT MC npunBegeHa B cnpaBke K 9TOMY MPOAYKTY.
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4. lnueHsnpoBaHmne

[ns pa6otbl PT NAD, ero 3awwuTbl OT HeflerasbHOro CNosib30BaHNS I O6HOBNEHNS 6a3 3HaHWIA
HY>XHa OeNCTBYOLas NMLEH3VS.

OpHa nuueHsns MoXeT 6bITb akTUBMPOBaHa ToMbko B ogHoM ak3emnnspe PT NAD. B ogHom
akzemnnape PT NAD moxeT oeincTBoBaTh TOMbKO Of4Ha NuLEeH3ns. B nepapxunm sk3emMnngapos ang
LLeHTPaIbHOW KOHCOJ BbIMYCKAeTCs INLEH3NS 0CO60ro Tuna, KoTopas npegHa3HavyaeTCs TONbKO
LN POANTENbCKON CUCTEMbI 1 HE MOXET BblTb aKTUBMPOBaHa B [OYEPHUX U HE3aBUCUMbIX
CUCTEMaX.

JlnueHsns orpaHnymBaeT MakCrMabHYl0 CKOPOCTb 3axBaTa Tpaduka. [Npun pacyeTe TekyLlen
CKOPOCTW YYNTbIBAETCS BECb O6BbEM faHHbIX, KOTOPbIN N3HaYanbHO NOCTynaeT B NpoaykT —
dunbTpaumg 3axBaTta Tpaduka He BANGET Ha NNLLEH3NOHHbIE OrpPaHNyYeHus.

Ecnu B TeueHmne nocnepHunx cemu gHel 3abnkCnpoBaHbl HEOOHOKPATHbBIE NPEBbILLEHNS AOMYCTUMO
CKOPOCTW 3axBaTa, 0TO6paxaeTCs COOBLLEHNE O NPEBbLILLIEHNN NNLEH3VOHHbIX OrpaHNYeHNIA.
Coob6LueHre ncyesaeT aBTOMaTNYECKU, Koraa Taknx NpeBblileHNn He 3adrKCPOBaHO CeMb AHEN
noapsa.

MpumeuaHue. B PT NAD 13.0 coobLieHne HocuT nHGOpMaLOHHbBIN XapakTep: 3axBaT Tpaduka
He orpaHun4nBaeTcy. [loBefeHne NpoaykTa Npv NPEeBbILLEHNN INLEH3VIOHHbIX OrPaHNYEH A
MOXeT N3MEHNTbCH B MOCMEQYIOLLX BEPCUSX.

Cm. Takxe

AkTnBauMg nuueHsnn (cm. pasgen 5.3)

MpocmoTp nHdopmaumn o nuueHsum PT NAD (cm. pasaoen 8)

3ameHa nuueHaun PT NAD (cm. pasgen 9)
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5. NepBoHavanbHasg HacTpouka PT NAD

Mocne yctaHoBkn nnn o6HoBneHns PT NAD Bam HyXHO BbINOMHNTL €ro NepBoHavanbHyio
HaCTPOIIKY.

B aTom pa3pene

HacTpolika ayteHTudukaumm (cm. pasgen 5.1)

HacTtpouka nogkntoueHunsa PT NAD Kk npokcu-cepsepy 14 MnLeH3NpoBaHNG 1 MoSydYeHns
O6HOBMNEHNI 6a3bl 3HaHUN (cM. pasgen 5.2)

AKTnBaUMs nuueHsnn (cm. pasgen 5.3)

YkasaHue agpeca Beb-nHTepdenca PT NAD (cm. pasnen 5.4)

HacTpolika oTnpaBkn yBeooMAEHWI Ha 91EeKTPOHHYI0 nouTy (cM. pasaen 5.5)
HacTpoiika o6HoBNEeHNs 6a3 3HaHWiA (CM. pazgen 5.6)

HacTpolika nonb3oBaTenbckoro Beb-nHtepdenca (cm. pasgen 5.7)

HacTpolika npoBepkin LenocTHOCTN NpoaykTa (cMm. pasgen 5.8)

OTknoveHre nepegadn ctatuctukmy o pabote PT NAD (cm. pasgen 5.9)
BknioueHne cepTudrkata opraHn3aLmnm B CMCOK AoBepeHHbIX (cMm. pasaen 5.10)
HacTpoiika rpynn yanos (cm. pasgen 5.11)

MpoBepka cocTosiHng komrnoHeHToB PT NAD (cm. pasgen 5.12)

5.1. Hactpowka ayTeHTndmnKaumm

Mocne yctaHoBkK unu o6HoBneHus PT NAD BaM Hy>XHO HAacTpPOUTb ayTeHTUdUKaLMIO
nonb3oBaTenen B NpoayKTe.

B aTom pa3pene
CwmeHa cTaHgapTHOro napons agMuHucTpaTopa (cMm. pasgen 5.1.1)
HacTpolika cpoka oencTBrg Naposen yueTHbIX 3anuncei (cm. pasgen 5.1.2)

HacTpoiika ayteHTudukaummn yepes PT MC (cm. pasgen 5.1.3)

5.1.1. CmeHa cTaHgapTHOro naponsg agMuHucTpaTopa

Cpaay nocne yctaHoBkiy PT NAD B Liensix 6€30MacHOCTN HYXHO CMEeHUTb CTaHAapTHbIV Naposb Ans
YYETHOWN 3anncu agMUuHncTpaTopa.
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> YTO6bl CMEHNTb CTaHAAPTHbIA Naposb agMUHUCTpaTopa:

1. B appecHoln cTpoke 6pay3epa BBeanTe |IP-agpec nnv gomMeHHoe nvs yana ¢ yCTaHOBEHHbIM
Be6-cepBepPOM Nginx.

2. Ha cTpaHunue Bxofa B kayecTBe NnorunHa 1 napons Beegute administrator n Administr@ter
COOTBETCTBEHHO.

3. HaxmunTte BonTu.

B rnaBHOM MeHI0 BbiGepuTe — CMeHa napons.
B none Ctapbit naponb BBeauTe Administr@tor.

[Baxnabl BBEOWTE HOBbIV Maposb.

N o o &

Haxmunte CoxpaHuUTb.

5.1.2. HacTpowka cpoka gencTeung naponen y4eTHbIX 3arnmncein

Mo ymon4YaHuo Naponn Nonb3oBaTenbCKnx yueTHbIx 3anucen B PT NAD gelicTByoT 6ecCpoyuHo. Bebl
MOXETe YCTaHOBUTb CPOK AENCTBIS Maponell CoracHo NoNnTUKe yCTapeBaHns naposiein Ballen
opraHmsaumnu.

I'Ipwmeanwe. OnucaHHag B aTOM pasnene q)yHKLJ,VIFI HeOOoCTyrMHa, eCcnu B npouecce yCtaHOBKN

PT NAD 6bina HacTpoeHa ayTeHTudUKaLms ¢ noMoLLbio cepsuca eguHoro Bxoga PT MC.

> YT06bl HACTPOUTb CPOK OENCTBUS Naponeln:

1. B rnaBHOM MeHo Bbibepute - LleHTp ynpaBneHus.

2. B 6noke napameTpos 3awmura cucTeMbl B Nosie Bpems XxusHu napons (B AHSX) yKaxuTe
CPOK OeNCTBUNS Mapons.

MpumeuaHwue. [1ns Bo3BpaTa 6€CCPOYHOro AeNCTBUS Naposieli HyXXHO BBECTH ©.
3. Haxmunte MpumeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.
VIsmeHeHns 6ynoyT NpuMeHEHbI Yepe3 HEKOTOPOE BPeEMSI.

Mpwn nonbiTke BonTn B PT NAD c ycTapeBLM Naponem noib3oBaTe b He CMOXET MPoao/IXnTb
paboTy, Moka He CMeHUT Naposnb Ha HoBbln. PT NAD Takxe oTnpaBuT yBeaoMieHne o6 nctekem
Cpoke AeliCTBUS Naposis Ha agpec 3MeKTPOHHO NOoYTbl, YKasaHHbI B INYHOM KabuHeTe
nonb3oBatens. [Nonb3oBaTen MOryT y3HaTb, CKOJIbKO OHEN OCTanoch 40 CMEHbI X Naponen, B
NMYHOM KabuHeTe Ha Bknagke CMeHa naponsi.
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pt NAD Jaw6opapb! Ceccnm Atakn CereBble cBA3M JenTa aktvBHocTeid  Yansi ra @ -

TnuHblEe AaHHble
CmeHa naponsa
| CMeHa naponsa Cpok aedcTeuA Balwero Napons ucTekaeT Yepes 251 geHb
Hacrtpoiika uHTepderica Crapblit napone | srmreseeseees @
HacTpoiika yseaomnenui .
Hosolit napone | seeeeseeeses @

Hacrtpoiika oTueTos « OT 8 A0 64 CUMBONOBE

« OfHa cTpouHan natuHckan Gyksa
« OfIHa 3arnasHasn NaTMHCKan Gykea
v OpHa undpa

+ OfH cneucrMBon

« Kawapiii cumson we Gonee gsyx pas

MosTopWTe Napone | =e=seeeseers @

CoxpaHuTb OtmeHa

PucyHok 7. MpocmoTp nHdopmaumm o cpoke AencTBus napons

5.1.3. Hactpowka ayteHTndunkaumm yepes PT MC

Bbl moxeTe HacTpouTb ayTeHTudrKaumo nonb3osatenent PT NAD ¢ nomolpsio cuctembl Positive
Technologies Management and Configuration (PT MC), koTopas o6ecrieunBaeT eaniHbIii BXOA 019
Bcex npopnyktoB Positive Technologies.

MpumevaHwue. MNogpobHasa nHpopmaums o PT MC npencrtaBneHa B cnpaBke K 9TOMY NPOAYKTY.

YueTHble 3anucu nonb3osaTenen, cosngarHHble B PT NAD, He nepeHocatca B PT MC aBTomaTunyecku.
Ho nocne HacTpolikn ayTeHTndukaunm yepes PT MC Bbl MoxeTe co3aaTb yueTHble 3anucu B PT MC
C TeMW Xe flormHamu n Habopom npas., 4yto 1 B PT NAD. B aTom cnydae Brnagenblpl y4eTHbIX 3annceri
COXpPaHAT CBOV MoJIb30BaTENbCKME NapaMeTpbl (NpaBnia yBeaoOMIEHNIA, MapaMeTpbl OTYETOB,
COXpaHeHHble GUNbTPLI 1 falGopabl).

Nepefq BbINOAHEHNEM NHCTRYKLMN HYXHO yKasaTb agpec Beb-nHTepdeiica (cm. pasgen 5.4) n
BKJIIOUMNTb B CMCOK AOBepeHHbIX (cM. pa3aen 5.10) cepTudukaTt opraHmsaumm, KOTopbiM NognmcaH
ceptndukat cepBepa PT MC.

MpumeyaHune. Ecnu Bbl HacTpanBanu nHterpaumo ¢ PT MC no ycTapeBLUen MHCTRYKLUINK (C
MOMOLLIbIO KOMaH[, KoHconn) yxe nocne obHoBneHns PT NAD no Bepcuu 13.0, BaMm HyXHO
nepeHecTy napameTpbl MHTerpaum N3 KOHGUrypaunoHHbIX ¢arnoB B 6a3y AaHHbIX C MOMOLLbIO
kKomaHabl sudo /opt/ptsecurity/nad/bin/manage settings migrate --iam-cookie /
opt/ptsecurity/etc/iam_cookie.json, nocne yero BbiNOAHUTL KOMaHOy sudo /opt/
ptsecurity/nad/bin/manage settings sync.B npoTmBHOM clyyae nHTerpauns paboTtaTb He
oyger.

> YT06bI HacTpoUTb ayTeHTudukauuto nons3osatenen PT NAD ¢ nomowbto PT MC:

1. B rnaBHOM MeHto Bblibepute - LleHTp ynpaBneHus.
2. BbibepuTe Bknagky MHTEerpauus ¢ BHEIWWHUMU CUCTEMaMM.

3. B 6noke napameTpos UHTerpaumsa ¢ PT MC no kHornke HacTpouTb OTKpOITe OKHO
HacTpoiika unterpauum ¢ PT MC.
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4. YxaxuTe IP-agpec nnmn gomeHHoe ums cepeepa PT MC n yepes gBoetoune ero nopr,
Hanpumep ptmc.example.com:1111.

MpumeyaHue. Ecnn He ykasbiBaTb MNOPT, 6yAeT NCMOMNb30BaH CTaHAAPTHbIN MOPT A1
npoTokona (3334).

5. Ecnn TpebyeTcs, ykaxute ngeHtndukatop aksemnnapa PT NAD.
Ecnun none He 3anonHeHo, ngeHTndrKaTop ByAeT CreHeprnpoBaH aBTOMaTNYECKN.

BHumaHwue! Mpu perunctpaunn Heckonbkunx akzemnngpos PT NAD B ogHOM ak3emnnspe
PT MC ngeHTudunkaTopbl 4OMKHbI 6bITb YHUKAIbHBIMU.

MpumeuaHwme. [JonycTumbie CUMBOSbI B naeHTUdMKaTope — BYKBbI TAaTUHCKOro andasnTa B
HVDKHEM perucTtpe, undpsbl, ToUka, 3Hak nogyepkrBaHung n geduc.

6. Ecnn B PT MC peructpupyetca Heckonbko akdemnngpo PT NAD, cmeHnTe Ha3BaHme
3aK3eMnaapa, YTo6bl OHO BbISIO YHIMKABHbIM.

7. Ecnun Bam He HyxHo, uTobbl PT NAD npoBepsin ceptuduxat PT MC, oTkntounTe NpoBepKy
cepTndukaTa.

Ecnn akzemnnspbl PT NAD o6benunHeHbl B nepapxuio, TO B LLeHTpasibHOW KOHCOMN NpoBepkKa
BbINONIHAETCH He Tonbko ans ceptudunkaTta PT MC, Ho u ong cepTudunkaTtoB OOYEPHMX
CUCTEM, C KOTOPbIMI yCTaHaBABaETC CETEBOE B3aUMOLENICTBIE.

8. Haxmute CoxpaHuThb.

B PT MC 6ygeT oTnpasneH 3anpoc Ha peructpaumnio akzemnnspa PT NAD. OHa moxeT
3aH4ATb HekoTopoe Bpems. CTaTyc pernctpauum oTobpaxaeTcs B 6510ke NapameTpoB
UHTerpaumsa ¢ PT MC.

MpumeyaHwme. YTo6bl Nocne NpYMeHeHNs N3MeHeHI NapameTpbl MHTErpauun BCTyNnIn B
cuny, pernctpauns gomkHa nvetb ctatyc MoareepxaeHa. Ecnn B PT MC BkntoueHo
NoATBEPXOEHNE PErMCTPALIN MPUIOXEHNA, TO HEOBXOOMMO BPYUYHYIO MOATBEPANTD
pernctpaumio PT NAD B aTom cepsuce. VIHCTpykuma npuBedeHa B PykoBoacTee
agMuHucTpaTopa PT MC B pasgene «YnpasneHne npuioXeHnsamMmm».

9. Haxmunte MpumeHUTb BCE 1 NOATBEPANTE NMPUMEHEHNE.
NameHeHns 6ynyT NpuMeHeHbl Yepes3 HEKOTOPOe BPEMSI.

AyTeHTndukauns nonszosatenen PT NAD c nomousio PT MC HacTpoeHa. YTo6bl HauaTb
MCMoIb30BaTb BO3MOXHOCTU MHTerpaunm ¢ PT MC, nonb3oBatensam NoHago6buTcy nepesanti
nop, CBOel yY4eTHOW 3anncbio C MOMOLLbIO 9TOro cepaiica (cM. pasaen 6.2).

Tenepb Bbl MOXeTe ncnonb3oBaTb ponu 1 npusunerun PT NAD npwn HacTpolike ayTeHTUuKaumm B
PT MC. Hanpumep, Bbl MoxeTe HasHadyaTb posit PT NAD y4eTHbIM 3anucsivM, KOTopble yxe Bblin
cosgaHbl B PT MC gng ayteHTudunkaumnm nonb3osatenen B MaxPatrol 10.
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5.2. HacTtpounka nogkntoueHus PT NAD k npokcun-cepsepy
019 NNLEH3NPOoBaHNS U MOJSIyYEHNS OOHOBNEH 6a3bl
3HaHUW

Ecnu y3en c yctaHoBneHHbIM MofyfieM nad-task-server nogknioyaeTcs K UHTEPHETY Yepes NpoKCu-
cepBep, TpebyeTcs ykasaTb NapamMeTpbl MOOKIIOYEHNS K 3TOMY Npokcu-cepaepy. B aTom cnyyae
HacTpolika HeobxoaumMa A1 NoslyYeHns O6HOBEHNIA 6a3bl 3HaHWIA (CM. pasgen 5.6) N3 BHeLlHero
NCTOYHIKA, a TaKXe AJ19 aKTUBaUMn 1 MPOBEPKN NnLeH3nn (cM. pasnen 4).

>  YT06bI HACTPOUTb NOAKIIIYEHNE K MPOKCU-CEPBEpY:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. BbibepuTe Bknagky O6HoBneHue 6a3 3HaHUM.

w

B 6noke napameTtpoB MoakniouyeHne K npokcu-cepBepy rno kHornke HacTpouTtb oTkpoliTe
okHo HacTpoliika noaknioueHus K NpoKCU-cepBepy.

BbibepuTe NpoTOKON ANg NOAKTIOYEHNS K MPOKCM-CEPBERY.
B none Appec ykaxuTe IP-agpec nnm goMeHHOe 1Ms NpoKcu-cepaepa.

B none MopT ykaxuTe NopT Ans 4ocTyna K NpoKcu-cepeepy.

N o o &

Ecnun npokcu-cepeep TpebyeT ayTeHTNdMKaLNN MOOKIIOYAIOWNXCS K HEMY KIIMEHTOB, B MOSAX
JloruH n Maponb yKkaxunTe yyeTHble OaHHbIe 019 ayTeHTdnKaLmm.

8. Ecnu tpebyeTtcs, no kHorke MpoBepuTb coeANHEHMne 3anyCcTTe NPOBEPKY COEANHEHIS C
NPOKCN-CepBEepPOM.

9. Haxmunte CoxpaHUTb.
10. HaxxmuTe MpumeHUTb BCe 11 NOATBEPOUTE NPUMEHEHME.

N3ameHeHns BynyT NpUMeHEeHbl Yepes HEKOTOPOEe BpeMs.

5.3. AKTnBaumga nnueH3nm

Mocne yctaHoBkK ak3emnnsgpa PT NAD BaM Hy>XHO akTUBUPOBaTb NNLEH3NIO, MPUOBPETEHHYIO
BalLel opraHusaunen ans aToro akaemnngpa. [nsg aToro HyXHo 3arpy3nTb danni NnueH3nm
license-access-token.key B npogykT. Bl MOXeTe HalTu 3TOT dali Ha yCTaHOBOYHOM ANCKE 13
KOMMJIeKTa NOCTaBKN LN B 3N1EKTPOHHOM MCbME, MOCTYMMUBLLEM Ha afpec, yKasaHHbI Npu 3akase
NALEH3NN.

PT NAD npoBepseT nuueH3unio npn o6HoBneHnn 6a3bl 3HaHun Positive Technologies. Korga
OGHOBJEHME OCYLLECTBNSETCS HanpsmMyio ¢ NybnanyHoro cepsepa (cm. pasgen 5.6.8), npoBepka
npomcxoguT Ha canTe update.ptsecurity.com. Ecnu B Bawen opraHnsauun ncnosnbdyetcs MO,
orpaHun4yrBaloLLLee CeTeBOWN OOCTYM, Nepen akTusaumnen NMMLEeH3NN HyXHO y6eamnTbCs, Y4To C y3M0B C
yCTaHOBNEHHbIM Moayfnem nad-task-server paspelueH goctyn no HTTPS k update.ptsecurity.com.
OTO MOXHO coenatb, HarnpuMep, NPy NoMoLLM KomMaHgpl wget -Sq -0 /dev/null https://
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update.ptsecurity.com/test. Ecnu goctyn ecTb, pe3ynbTaT BbINOSIHEHNS STOW KOMaHAbI
HaunHaeTcs co CTPOKM HTTP/1.1 200 OK.Kpome TOro, ecnm gocTyn K BHELLHM pecypcam OOMKEH
OCYLLECTBNSTLCS Yepes NPoKCU-cepBep, HEOBXOANMO HAaCTPOUTb K HEMY MOAK/IIOUYEHne

(cm. pazgen 5.2).

>  YT06bl aKTVBNPOBATL NTNLEH3NIO:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. BblbepuTe Bknagky JinueHsus.

3. Haxmunte lo6aBUTD.

4. Tlo ccbinke Boi6paTb Ppain BbiGepuTe daiif NLEH3NN Ha CBOEM KOMMbIoTepe.
5

HaxmunTe [lo6aBUTD.

Cm. Takxe

InueHsnposaHme (cm. pasnen 4)

5.4. YkazaHune agpeca Beb6-uHtepdenca PT NAD

Anpec Be6-uHTEepderica Hy>XHO yKasaTb s Toro, Ytobbl nonb3oBaTenn mornuv nepenti B PT NAD 13
BHELLHNX CEPBNCOB 1 MPOrpamMm, HanprumMep 13 NOYTOBbLIX YBEAOMIEHNIA.

> YT06bI yKa3aTb agpec Be6-uHTepdelica PT NAD:

1. B rnaBHOM meHI0 BbibepurTe - LleHTp ynpaBneHus.

2. B 6noke napameTpos Be6-uHtepdeiic B nosne Agpec Beb6-uHTtepodeica ssequnte IP-agpec
N DOMEHHOe UMs, No KoTopomy gocTtyneH Beb-nHTepdernic PT NAD. MNopT yka3biBaTb He
HY>XHO.

3. Haxmute MpumeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.
IsmeHeHNns 6yayT NpuMeHeHbl Yepes HEeKOTOPOe BPeMs.

Anpec Be6-uHTepderica PT NAD ykasaH.

5.5. HacTpovika oTnpaBKku yBeOOMNEHWNI Ha 3N1EKTPOHHYIO
nouTy

YUto6bl PT NAD mMor oTnpaBngaTb YBEOOMIEHNS Ha agpeca 3/1eKTPOHHON NoYTbl MoNb3oBaTeneln, Bam
HyXxHo ykazaTb PT NAD napameTpbl gocTtyna k SMTP-cepBepy Ballen opraHusauunm.

Mepen BbINOMHEHNEM NHCTPYKLMN HYXHO YKa3aTb afpec Beb-nHTepdelica (cm. pasgen 5.4).
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>  YTO6bl HACTPOUTb OTNPABKY YBEAOMIIEHUI Ha DNEKTPOHHYIO MOYTY:

1. B rnaBHOM meHI0 BbibepuTe - LleHTp ynpaBneHus.

2. B 6noke napameTtpos MogknioueHne K NOUTOBOMY cepBepy Mo kHorke HacTpouTtb
OTKpOITE OKHO HacTpolika nogKkioueHUst K NOYTOBOMY CepBepy.

B none Appec ykaxunTe IP-agpec nnn gomeHHoe nmva SMTP-cepBepa opraHusauunu.
B none MopT ykaxuTe nopT ang nogknodeHns k SMTP-cepsepy.
B none JloruH ykaxunte noruH ang ayteHtudbnkauum Ha SMTP-cepsepe.

B none Maponb ykaxuTe naponb gng ayteHtndukaumm Ha SMTP-cepBepe.

N o o~ W

Bbibepute cnocob wndpoBaHns coeguHeHns ¢ SMTP-cepBepom unm oTkiounTe
WindpoBaHme, ecny cepBep He NOAAEPXBaAET ero.

8. B none dnekTpoHHas NouTa OTNpPaBUTENS YKaxMTe afpec 3NeKTPOHHON NoYTbl ANg 3annucu
B none From 3aronoBkoB coobLeHnin ¢ ysegomneHunsmu ot PT NAD.

9. Ecnu tpebyeTcs, no kHorke MpoBepnTb coeanHeHUe 3anycTTe NPOBEPKY COEANHEHNS C
SMTP-cepBepom.

10. HaxmuTe kHonky CoXpaHUTb.

1. HaxmuTe MpumeHUTb BCe 11 NOATBEPOUTE NPUMEHEHME.
VismeHeHNns 6ynyT NpuMeHEeHbl Yepes HEKOTOPOE BPeMS.

OTnpaBka yBeOOMEHNIA HA 3MIEKTPOHHYIO MOYTY HAaCTpOeHa.

Bbl MoXxeTe npoBepuTb KOPPEKTHOCTb HACTPOWKY C MOMOLLbIO KOMaHAb!:

sudo /opt/ptsecurity/nad/bin/manage sendtestemail <Baw agpec 31eKTPOHHOW MOYTbI>
Hanpumep:

sudo /opt/ptsecurity/nad/bin/manage sendtestemail username@example.com

Ecnn noutoBble yBeoOMNeHNa HaCTpPOeHbl MNpaBubHO, Ha yKa3aHHbIIz agpec npuoet TeCtoBoe
NMNCbMO.

5.6. HacTpowka o6HOBNEHNS 6a3 3HAHU

Bbl MOXeTe HacTponTb O6HOBMIEHNE CriMcKa NPaBW 1 PenyTaLMOHHbIX CMINCKOB.

B aTom pa3pene

HacTpoiika nonyyeHuns nHankatopos komnpomeTauum oT PT Threat Intelligence Feeds
(cMm. pasgen 5.6.1)

I3meHeHne yacToTbl NPOBEPKN 06HOBAEHNA A9 6a3 3HaHWI (cM. pasnen 5.6.2)
HacTpolika aBToo6HoBneHus npaswn Proofpoint ET (cm. pasgen 5.6.3)

HacTpoiika nctouyHmka o6HoBneHuin npasun Proofpoint ET (cm. pasgen 5.6.4)
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HacTpolika aBTOO6HOBNEHNS 6a3bl 3HaHNI MONb30BaTEIbCKOro BeHaopa (cM. pasanen 5.6.5)
BknioueHune n oTk/loueHne NpoBepKn cepTudrkata Be6-cepBepa (cM. pasgen 5.6.6)

HacTpolika o6HoBneHns 6a3bl 3HaHUI Positive Technologies ¢ nomoLLbto nokanbHOro 3epkana
(cMm. pasgen 5.6.7)

HacTpolika o6HoBNeHns 6a3bl 3HaHWI Positive Technologies Hanpsimyto ¢ Ny6nnyHoro cepeepa
(cm. pasgen 5.6.8)

5.6.1. Hactpouka nony4yeHuns nHanKaTopoB KOMMpoOMeTaL Ny
ot PT Threat Intelligence Feeds

Ecnu B ceTeBon nHPpacTpykType Ballen opraHmnsaLumm yctaHoBneHa cuctema MaxPatrol 10, Bbl
MOXeTe HaCTPOUTb NOMyYeHne NHANKaTOPOB KOMMIpOoMEeTaLun oT komnoHeHTa PT Threat
Intelligence Feeds (PT Feeds) atoll cuctemsl.

MpumeuaHue. Ecnu skzemnnspbl PT NAD o6beanHeHbl B Mepapxunio, NHCTPYKLUMS BbINOSIHIETCS B
NHTepdence LLeHTpanbHOM KOHCOSN.

KomnoHeHT PT Feeds aBToMaTyecku nonyyaeT MHANKATOPbl KOMIpOMeTaLmy 13 6a3 3HaHWA
aKcnepTHoro LeHTpa Positive Technologies n CTOpoHHNX BeHOOPOB. IHAnKaTopbl KOMApOMETaLnn
— 9TO0 ceTeBble apTedakTbl, yKa3biBaloLe Ha NOTEHLMaNbHy0 BPeAOHOCHYIO aKTUBHOCTb B
NHOOPMAaLIOHHON CUCTEME OpraHn3aLnin.

Mepeq HaCTPOWKOW BaM HyXHO y6eaunTbcs, 4To KomrnoHeHT PT Feeds B MaxPatrol 10 ycTtaHoBneH n
HacTpoeH. VIHcTpykums npmnBegeHa B PykoBoacTtee no BHegpeHnto MaxPatrol 10 B pasgene
«YCTaHOBKa 11 NepBOHayasibHas HacTpolika KomrnoHeHTa PT Feeds».

> YT06bl HACTPOUTL MOSyYEeHNe NHONKATOPOB KoMMipomMeTauumn ot PT Feeds:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.
2. BbibepuTe BKnagky MHTerpauus ¢ BHEWWHUMM CUCTEMaMM.

3. B 6noke napametpos UHTerpaums ¢ PT Threat Intelligence Feeds no kHonke HacTpouTb
oTkponTe okHo HacTpouka uHterpauum ¢ PT Threat Intelligence Feeds.

4. Bnone Appec cepBepa ykaxuTe IP-agpec nnm gomeHHoe nms ysna, Ha KOToOpom
ycTaHoBneH PT Feeds.

5. B none MopT cepBepa ykaxunTte nopt 2443.

6. Ecnun Bam HyxHo, uto6bl PT NAD npoBepsan cepTtudmkaT, KoTopbiMm nognuceiBaetcs PT Feeds,
BK/IIOUNTE cepTudurkaT opraHn3aLm B CnMCoK oBepeHHbIx (cM. pa3gen 5.10).

7. Ecnun Takag npoBepka He Hy>XHa, BbIK/lounTe NpoBEPKY cepTudukaTa.

8. Ecnu tpebyeTcs, no kHorke MpoBepnTb coeanHeHUe 3anycTiTe NPOBEPKY COEANHEHNS C
cepBepom PT Feeds.
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9. Haxmunte kHonky CoxpaHUTb.

10. HaxmuTe MpumMeHUTb BCe 11 NOATBepanTe NpriMeHeHue.
VIsmeHeHNns 6ynyT NpuMeHeHbl Yepes HEKOTOPOE BPeMS.

MonyyeHne nHAMKaTopPOB KoMNpomeTaunm ot PT Feeds HacTpoeHo.

VingukaTopbl kKomnpomeTaunn 3arpyxatotca B PT NAD B Buge penyTaunoHHbIX CMCKOB.
O6HOBNEHNS MPOBEPSIOTCS pa3 B MUHYTY.

5.6.2. /IameHeHne 4acToTbl MPOBEPKN OOGHOBNEHUN 019 6a3
3HaHUW

Mpumeuanue. Ecnu skzemnngpbl PT NAD o6befnHeHbl B Mepapxuio, NHCTPYKLUS BbINOSIHAETCS B
NHTepdence LLeHTpanbHOM KOHCOSN.

Mo ymonuaHuio PT NAD npoBepsieT Hanuumne o6HoBAEHWI Ana 6a3 3HaHWI pas B Yac. Bbl MoxeTe

N3MEeHNTb 3Ty 4acCTOTYy.

>  YT06bl N3MEHUTb YaCTOTY MPOBEPKN 06HOBMEHWI ANg 6a3 3HaHWIA:

1. B rnaBHOM MeH0 Bbibepute - LleHTp ynpaBneHus.

2. Bbl6epuTe Bknagky O6HoBNeHne 6a3 3HaHUM.

3. B 6noke napameTpoB O6wme napameTpbl 06HOBNeHUs Haxmunte HacTpounTb.
4

B none YacTota npoBepku o6HOBNeHU (B ceKyHAax) ykaxuTe 4acToTy NPOBEpPKI
OB6HOBNEHNN.

MuHnmanbHoe 3HaveHune — 300.

5. Haxmute CoxpaHuTb.

6. Haxmunte MpumeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.
IsmeHeHNns 6yayT NpuMeHeHbl Yepes HEKOTOPOe BPeMs.

YacToTa NpoBepky 06GHOBMEHWI ONs 6a3 3HAHWUA N3MEHEHa.

5.6.3. HacTpowka aBToobHoBNeHUs npasnn Proofpoint ET

MpumeyaHwue. Ecnun akzemnngpbl PT NAD o6bednHeHbl B nepapxuto, MHCTPYKLIAS BbIMOMHIETCS B
NHTepdence LLeHTPanbHOM KOHCON.

PT NAD nopgepxusaeT npasuna Proofpoint ET ana o6HapyxeHuns atak. Bol MoXxeTe HacTpouTb
aBTOMaTumyeckyto 3arpy3ky B PT NAD npaBun kak n3 o6LenocTynHoro Habopa Proofpoint ET Open,
Tak 1 n3 nnatHoro Proofpoint ET Pro. B nocnegHem cnyyae Bam HY>XXHO CaMOCTOSATENIbHO KyMNinTb
3TOT Habop 1 NoAroToBUTb Kof (oinkcode), monyyeHHbI Npu 3akase aTux Npasu. bonee nogpobHas
nHdopmaums o npasunax Proofpoint ET gocTynHa Ha calTe proofpoint.com.
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HacTpoiika aBToo6HoBneHus npasun Proofpoint ET Open

> YT06bI HACTPOUTL aBTOOBHOBEHWE NpaBwun Proofpoint ET Open:

1.

2.

B rnaBHOM MeHI0 BbiGepuTe - LleHTp ynpaBneHus.
Bbi6epuTe Bkagky O6HOBNEeHMe 6a3 3HaHUMN.

B 6noke napameTtpoB Basa 3aHaHu ETOpen no kHonke HacTpouTb OTKPONTE OKHO
HacTpoiika 6a3bl 3HaHuu ETOpen.

BknounTte 06HOBNEHNE OT MCTOYHIIKA.
B napameTpe Tun nctouHuka Boibepute BapnaHt HTTP-cepBep.

MpumeuaHwme. MNpu Bbi6paHHoM BapraHTe HTTP-cepBep 3HaueHMne rno ymoa4aHuio ois
napamveTpa URL uctouHuka — https://rules.emergingthreats.net/open/
suricata-7.0.3/emerging.rules.tar.gz.

Ecnn Bam He HyxHO, uTo6bl PT NAD npoBepsn ceptudumkaT Be6-cepBepa, C KOTOPOro
3arpyxaroTcs npasuna, OTKIUMTE NpoBepKy cepTudnkara.

Ecnn TpebyeTcs, no kHornke NMpoBepuTb coeguHEeHue 3anycTTe NPOBEepPKY COeQUHEHNS C
HTTP-cepsepom.

HaxmunTte kHonky CoXpaHUTb.
HaxmunTte MpuMeHnTb BCe 1 MoaTBepauTe NpuMeHeHme.

NameHeHns 6yayT NpUMeHeHbl Yepes3 HEKOTOPOe BPeMs.

ABToO6HOBNEHMe Npasun Proofpoint ET Open HacTpoeHo.

HacTpoiika aBToo6HoBNneHusa npasun Proofpoint ET Pro

> YTo6bl HacTpouTb aBTOO6HOBNEHNE nNpasun Proofpoint ET Pro:

1.

2.

B rnaBHOM MeHI0 BbiGepuTe - LleHTp ynpaBneHus.
BbibepuTe Bknagky O6HOBNeHne 6a3 3HaHUM.

B 6noke napamveTtpos Monb3oBaTenbckue 6a3bl 3HaHUM Mo kHornke [lo6aBUTb OTKpONTe
okHo [lo6aBneHve nonb3oBaTeNIbCKOU 6a3bl 3HaHUMN.

B napameTpe Tun nctouHuka eoibepute BapuaHt HTTP-cepBep.

B none BeHpgop BBeanTe Npon3BobHOE Ha3BaHMe BeHaopa (Hanpumep, Proofpoint
ET Pro).

B none URL ncrouHuka seeaunte https://rules.emergingthreatspro.com/

<oinkcode>/suricata-7.0.3/etpro.rules.tar.gz nBmecTto <oinkcode> ykaxuTe KO,

nony4YeHHbIn Npu 3akase npasun Proofpoint ET Pro.
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7. Ecnu Bam He HyxHO, uTo6bl PT NAD npoBepsin cepTudukaTt Be6-cepBepa, C KOTOPOro
3arpyxatoTcd npasuia, oTKoUMTe NPoBepKy cepTudrkaTa.

8. B none ®ann c npaBunamu gns atak Beegute etpro.rules.tar.gz.

9. Ecnu tpebyeTcy, no kHonke MpoBepuTb coeguHEeHUe 3anycTnTe NPOBEPKY COEAMHEHMS C
HTTP-cepsepom.

10. HaxmuTe kHonky Jlo6aBuUTb.
1. HaxmuTe MpumMeHUTb BCe 11 NOATBEPANTE NPUIMEHEHNE.
N3meHeHuns 6yanyT NPpUMEHeHbl Yepes3 HEKOTOPOE BPEMS.

ABTOO6HOBNEHMe NpaBun Proofpoint ET Pro HacTpoeHo.

5.6.4. HacTponka NCTOUYHNKA OOHOBEHWNI MPaBW
Proofpoint ET

Mpumeuanue. Ecnu skzemnnspbl PT NAD o6beanHeHbl B Mepapxunio, NHCTPYKLUMS BbIMOSIHIETCS B
NHTepdence LLeHTPaNbHON KOHCOSN.

Mo ymonyaHuio o6HoBneHue npasun Proofpoint ET oTkntoueHo. Bbl MoxeTe HacTpouTb
aBTOMAaTMYECKYIO 3arpy3Ky 3TUX NpaBua 13 yaaneHHoro nctouHrka (cm. pasgen 5.6.3).

NMonyyeHne o6HoBneHun Proofpoint ET Open n3 nokanbHoro
KaTanora

Ecnn nonutunka nHdopmauoHHoN 6e30MacHOCTI OpraHn3aLmn 3anpeLaeT oCTyn B MIHTepPHEeT ANs
PT NAD wnnu ecnu y cepBepa C yCTaHOBMEHHbIM Mogynem nad-task-server oTCyTCTBYeT KaHan CBA3u
C NHTEPHETOM, Bbl MOXeTe HaCTpOoUTb NofydyeHne obHoBneHun npasun Proofpoint ET Open n3
nokanbHoro kaTtasnora. [lng nepenaun ¢aninoB 06HOBNEHUI Bbl MOXETe NM60 BPY4HYIO KOMMPOBaTb
NX B JIOKasbHbIA KaTasor Npu MOMOLLY BHELUHEro HOCUTENS, NM60 HaCTPOUTb aBTOMaTUYECKYO
nepenavy 06HOBMEHWI BHELLHUMI CPEACTBaMU.

> YT06bI HaCTPOUTL O6HOBNEHME NpaBun Proofpoint ET Open 13 nokanbHOro katanora:

1. B rnaBHOM MeHIO BblibepuTe - LleHTp ynpaBneHus.
2. BbibepuTte BKagky O6HoBneHne 6a3 3HaHUM.

3. B 6noke napameTpos Baza 3HaHuit ETOpen rno kHornke HacTpouTb 0TKponTe OKHO
HacTtpoiika 6a3bl 3HaHuii ETOpen.

4. Y6enunTtecb, UTO OBHOBMEHME OT UCTOYHIKA BKITIOUYEHO.
5. B napameTpe Tun UCTOYHUKA BbibepunTe BapnaHT JIoKanbHbIA KaTanor.

6. MMpwn HeobxogumocTy B nose MyTb K NoKanbHOMY KaTanory n3MeHuTe nyTb K JIoKaSbHOMY
KaTanory ¢ O6HOBNEHNSMU.
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7. HaxmunTe kHonky CoXpaHUTb.
8. Haxmwute MpumeHuTb BCE 1 NOATBEPANTE NPUMEHEHNE.
VIsmeHeHNns 6ynyT NpuMeHeHbl Yepes HEKOTOPOE BPeMS.

O6HoBneHwme npasun Proofpoint ET Open 13 nokanbHOro katasora HaCTPOeHo.

MonyuyeHune o6HoBneHun Proofpoint ET Pro ns nokanbHoro karanora

Ecnu nonutnka nHopmaumnoHHoN 6€30nacHOCTI OpraHn3auny 3anpeLlaeT OCTyn B MHTEPHET Ang
PT NAD wnun ecnn y cepBepa ¢ ycTaHOBMEHHbIM Mogynem nad-task-server oTCyTCTBYET KaHan CBA3N
C NHTEPHETOM, Bbl MOXeTe HaCTPOUTb NofydYeHne obHoBneHun npasun Proofpoint ET Pro ns
nokanbHOro Katasnora. [Ang nepegayn ¢alinoB 06HOBMEHNI Bbl MOXETE NM60 BPYUHYIO KOMMPOBaTb
NX B NOKasbHbIV KaTanor Npu NOMOLLN BHELLUHEro HOCUTENS, TG0 HaCTPONTbL aBTOMaTNYECKYIO
nepenavy 06HOBAEHWI BHELUHUMY CPeacTBaMu.

Mepen BbINOHEHNEM VHCTPYKLMN HY>XHO HAaCcTPOUTb aBTOO6HOBNEHMe nNpasui ET Pro
(cm. pasgen 5.6.3).

> YT06bl HaCTPOUTb 0O6HOBNEHMe nNpaBun Proofpoint ET Pro 13 nokanbHoro kaTtanora:

1. B rnaBHOM MeHIO BblibepuTe - LleHTp ynpaBneHus.
2. Bbi6epuTte BKkagky O6HoBneHne 6a3 3HaHUM.

3. B 6noke napameTpos Monb3oBaTenbckue 6a3bl 3HaHUK B cekLuy BeHaopa Proofpoint
ET Pro no kHonke HacTpouTb oTKpoiiTe okHO HacTpolika nonb3oBaTenbckomn 6a3bl
3HaHUW.

4. Y6enunTtech, UTO OBHOBMEHME OT UCTOYHIKA BKITIOYEHO.
5. B napameTpe Tun UCTOUYHUKA BbibepunTe BapnaHT JIoKasbHbIA KaTanor.

6. Tpwn HeobxognumocTuy B nose MyTb K NoKanbHOMY KaTanory N3mMeHuUTe MyTb K JTOKabHOMY
KaTanory ¢ O6HOBNEHNSMN.

7. HaxmuTe kHonky CoXpaHUTb.
8. Haxmute MpumMmeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.
VIsmeHeHNns 6yayT NpuMeHeHbl Yepes HEKOTOPOEe BPeMsl.

O6HoeneHune npasun Proofpoint ET Pro ns nokanbHoro katanora HacTpoeHo.

NMonyyeHne o6HoBneHun Proofpoint ET Open n3 yaaneHHoro
MCTOYHMKA

> YT06bl HAaCTPOUTb aBTOO6HOBNEHMe NpaBu Proofpoint ET Open 13 yoaneHHoro MCToYHuKa:

1. B rnaBHOM MeHIo BblibepuTe - LleHTp ynpaBneHus.

2. Bbi6epuTte BKnagky O6HoBneHne 6a3 3HaHUM.
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B 6noke napameTtpoB basa sHaHuin ETOpen rno kHornke HacTpouTb OTKpoOMTEe OKHO
HacTtpoiika 6a3bl 3HaHuii ETOpen.

Y6enntech, UTo OBGHOBMIEHNE OT NCTOYHIMKA BKITIOUYEHO.
B napameTpe Tun nctouHuka eoibepute BapuaHt HTTP-cepBep.

MpumeuaHwme. MNpun Bbi6paHHoM BapriaHTe HTTP-cepBep 3HaueHne rno ymoa4aHuio ois
napameTpa URL nctouHuka — https://rules.emergingthreats.net/open/
suricata-7.0.3/emerging.rules.tar.gz.

Ecnu Bam He HyxHO, uTo6bl PT NAD npoBepsn cepTudumkaTt Beb-cepBepa, C KOTOPOro
3arpyXxatoTcs npaBnia, OTKIUNTE NPOBEpKy cepTudmkara.

Ecnn TpebyeTcs, no kHorke NMpoBepuTb coeguHEeHue 3anycTTe NPoBepPKY COeQUHEHNS C
HTTP-cepsepom.

HaxmunTte kHonky CoXpaHUTb.
Haxmute MpuMeHnTb BCe 1 NOATBEPANTE NPUMEHEHNE.

NameHeHns 6yayT NpUMeHeHbl Yepes3 HEKOTOPOe BPeEMS.

ABTOO6HOBNEHMe npasun Proofpoint ET Open 13 yoaneHHoro MCTOYHMKa HaCTPOEHO.

MonyyeHne o6HoBneHun Proofpoint ET Pro us yganeHHoro
MCTOYHUMKA

Mepen BbINOMHEHNEM NHCTPYKLMNN HY>XXHO HAaCTpPOWTb aBTOOBHOBMEHMEe npaBun ET Pro
(cm. paspen 5.6.3).

> YT06bl HACTPOUTb aBTOOBHOBNEHMe NpaBu Proofpoint ET Pro n3 yganeHHOro NCTouHumKa:

1.

2.

B rnaBHOM MeHI0 BblGepunTe - LleHTp ynpaBneHus.
Bbi6epuTe Bkagky O6HOBNEeHMe 6a3 3HaHUMN.

B 6noke napameTpos MonbsoBaTenbckue 6asbl 3HaHUI B cekLun BeHaopa Proofpoint
ET Pro no kHonke HacTpouTb oTkpoliTe okHO HacTpolika nonb3oBaTenbckom 6a3bl
3HaHWA.

Y6enntech, 4To OGHOBMIEHNE OT NCTOYHMKA BK/IIOUYEHO.
B napameTpe Tun nctouHuka eoibepute BapnaHt HTTP-cepBep.

Ecnu Bam He HyxHO, utobbl PT NAD npoBepsn cepTudumkaTt Beb-cepBepa, C KOTOPOro
3arpyxatoTcd npasua, oTKoUMTe NPOoBeEpPKY cepTudrKaTa.

Ecnn TpebyeTcy, no kHomke NMpoBepuTb coeguHeHue 3anycTTe NPOBEPKY COeQUHEHNS C
HTTP-cepsepom.

HaxmuTe kHonky COXpaHUTb.

Haxmunte anlIMeI'II/ITb BCe I noarsepaunTe npnmeHeHmne.
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NameHeHns 6yayT NpUMeEHeHbl Yepes3 HEKOTOPOe BPeMS.

ABTOO6HOBNEHMe npaun Proofpoint ET Pro n3 yganeHHoro nCTo4YHmnka HacTpOEHO.

5.6.5. HacTporka aBTOO6HOBNEHNS 6a3bl 3HAHNIA
NONb30BaTENbCKOro BeHO0Pa

Mpumeuanue. Ecnu akzemnnspbl PT NAD o6beanHeHbl B Mepapxuio, NHCTPYKLUMS BbIMOSIHIETCS B
NHTEpdEence LeHTPaNbHOW KOHCOSN.

PT NAD nosBonsgeT HaCTpOWUTb aBTOMaTn4Yeckoe 06HoBeHNe 6a3bl 3HaHWIA, MOCTaBNSIEMON NOBbIM
BeHOopOM. baga 3HaHMIl MOXeT cogepxaTb NpaBua o o6HapyXXeHNs aTtak 1 pernyTaunoHHble
criuckn. MpaBuna ang atak noctaensioTca B PT NAD kak ¢ yaaneHHoro HTTP-cepsepa, Tak 11 13
noKanbHOro KkaTtasnora. PenyTaunoHHble Cnncky 06HOBASIOTCS TONBKO N3 STOKaNbHOro kaTasnora.

MpumeuaHue. VIHCTpyKLUUN B 9TOM pasfersne He OTHOCATCS K 6a3am 3HaHui Proofpoint.
Moppo6Hble Warn rno HacTpolike aBTOOBHOBNEHS MPaBus 3TOFO BEHA0PAa NpuBeaeHbl OTAENbHO
(cm. paspgen 5.6.3).

dainn c onncaHnem o6HOBNEHUSA

B ogHoM kaTanore psaaom ¢ apxvBamim 6a3bl 3HaHWIA OOMKEH HAXoAUTbCS dalin ¢ onucaHnem
OBHOBNEHN:

— Ecnwn 6a3a 3HaHuin noctaBnsgeTca ¢ yoaneHHoro HTTP-cepBepa, dalin ¢ onncaHnem o6HOBEHNS
[O/TXEH HasblBaTbCd version.txt n cogepXaTb TONbKO HOMEpP Bepcui 6a3bl 3HaHWNA.

— Ecnn PT NAD nony4yaeT 06HOBNEHNS N3 NOKaNbHOro katasnora, dann MoxeT nmeTb notoe
Ha3BaHWe, a ero COAePXMoe OOMKHO 6bITb 3anuncaHo B cnepywolem dopmarTe:

version: <Homep Bepcuun>
release _date: <[laTta Bbinycka Bepcunm B dopmaTte rrrr.MM.an>

Mpumep danna manifest.yaml c onncaHnem O6GHOBNEHNS:
version: 1.2.3
release_date: 2024.06.29

Bepcus n nata ns danna c onucaHnem o6HOBNEHNS OTobpaxatoTcs Ha Bklaake Ba3bl 3HaHUIA
LeHTpa yrnpaBneHus.

dopmaT nocTaBku NnpaBua ans atak

3
MpaBnna ong o6HapyXeHNs atak 4OMKHbI 6blTb HAaMMCaHbl Ha Cneunann3npoOBaHHOM 93blke
CoXpaHeHbl B dalisbl C paclumpeHnem .rules n 3anakoBaHbl B apxuB TAR, cXaTbili C MOMOLLbIO gzip
(Hanpumep, rules.tar.gz). ApXvB He [OMKEH cogepXaTb KaTanoros.

3 Monpo6Hoe onncaHre 93blka NPUBEeaeHo B NpunoxeHun « CUHTaKCKC Npasui Ans obHapyxeHus atak» B PykoBoactee
onepartopa
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B ogHOM KaTanore psagom ¢ apxvmBOM C MpaBuiaMm GOMKEH HaxognTeed dann <HasBaHue apxuBa c
npasunamu>.md5, cogepxawmin xew-cymmy MDS apxuBa ¢ npasunamn. Hanprnmep, xew-cymma
apxvBa C Ha3BaHneM rules.tar.gz oomkHa 6biTb 3anncana B dann rules.tar.gz.md5. OHa
HY>XHa 49 NPOBepPKM akTyaslbHOCTW NakeTa C 06HOBMNeHNeM. Ecnu apxmnB ¢ Tako xe XeLl-CyMMON
6bin 3arpyxeH paHee, To PT NAD npourHopupyeT ero.

Mpw HeobxooMMoOCTK kKnaccubrKaLg aTak n NpaBui MoXeT BbITb paclunpeHa. Hanprmep, ecnn
apX1B COAEepPXUT NpaBua c Knaccamm, kotopble oTcyTcTBYOT B PT NAD, B TOT Xe apXuB HY>XHO
nomecTuTb dann classification.config B dopmate Suricata ¢ nHpopmaLmen 0 HOBbIX Kilaccax.

MpumeuaHune. Painn He moxeT nepeonpenenunTb cyulecTaytowme B PT NAD knaccbl atak n
npasus.

Mpumep dalna classification.config:

# config classification: <KopoTkoe Ha3BaHue>,<[losiHOe Ha3BaHWEe>,<YpOBEHb OMACHOCTHU
aTak>

config classification: web-application-attack,Web Application Attack,1
config classification: not-suspicious,Not Suspicious Traffic,3

BoamoxHble ypOBHM OMAaCcHOCTM aTak:

— 1 — BbICOKWIA;

— 2 —cpegHun;

— 3 — HUBKWIA;

— 4 — yHdopmaung.

MNprmep cogepXnmoro kaTanora ¢ npaBunamMmm gng atak Ha yganeHHom HTTP-cepsepe:
— rules.tar.gz:

- 1234.rules;

1235.rules;

«+ 1236.rules;

+ classification.config.
— rules.tar.gz.md5;

— version.txt.

dopmaT nocTaBKku penyTaLMOHHbIX CIUCKOB

PenyTaunoHHble CNCKN [OMKHbI 6bITb COCTaBMNEHbl B popmMmaTe «ofgHa CTpoka — OOUH S1EMEHT»,
COXpaHeHbl B TEKCTOBbIE dalisibl C N06bIMN HAa3BaHNSMI 1 pacLUPEHEM 1 3anakoBaHbl B apXyB
TAR, cxaTblll ¢ nomMoLpto gzip (Hanpumep, replists.tar.gz). B kaxgom TekcToBOM daline gonxkHbl
6bITb 31EMEHTbI TOJIbKO OQHOro TUNa, Hanpumep IP-agpeca. ApxXunB He [OMKEH codepXaTb
KaTasnoros.
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B apxuB ¢ penyTaunmoHHbIMU CrIMCKaM TakXe MOXET 6bITb BKoYeH dann reputation-
mappings.json, onpegenaowmia napaMmeTpbl penyTaunoHHbIX cnuckoB. Popmat danna
reputation-mappings.json:

{
"<Haz3BaHue ¢aina c penyTauumoHHbIM cnuckom>": {
"type": "String",
"cat": "String",
"color": "String",
"comment": "String"
}s
"<Haz3BaHue ¢aina c penyTauumoHHbIM cnuckom>": {
¥
}
Ta6nuua 3. MNMapameTpbl penyTaunoHHOro Crincka
MapameTp O6g93aTenbHbln | OnucaHue donycTumble Mo ymonuaHuio
3HauYeHus
type Het Twn penyTtaun- ip —IP-agpeca; Twn onpepeng-
OHHOrO crnmcka eTcy aBTomaTu-
dn — nomMmeHHble
yecku rno copep-
NMeHa; y
xumomy dainna
md5 — xeLww-cym-
mbl MD5;
uri—URL
cat Het HasBaHue peny- | Tonbko na- CoBnapgaeT ¢ Ha-
TaLMOHHOro TUHCKME 6YKBbI, 3BaHvem danna
crnncka undpbl, CUMBONbI
- VI _
color Het LiBeT penyTtaun- | @ — 6enbini; 2

OHHOTO Cnncka

1 — KpacHbIiA;

2 — YepHbIi;
3 — cepblif;
4 — XenTbli;
5 — CUHWI;

6 — 3eneHbli;

7 — OopaHxXeBbll
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MapameTp O6g93aTenbHblin | OnucaHue donycTumble Mo ymonuaHuio
3HaYeHus
comment Het Onuncanne peny- | Mo6oe —
TauUNOHHOro
crnmncka

Mpumep danna reputation-mappings. json:

{

}

"ip.list": {
“type": "ip",
"cat": "IP addresses Example.org",
"color": "6",
"comment"”: "Uncommon activities (IP)"

¥
"files.list": {

"type": "mds",

"cat": "Files Example.org",
"color”: "6",
"comment": "Uncommon activities (MD5)"

Mpumep coaepXnMOoro Katasora ¢ penyTaunoHHbIMy cnnckamm gns noctaeku B PT NAD:

— replists.tar.gz:

ip.1list;
files.list;
md5.1list;
url.list;

reputation-mappings.json.

— manifest.yaml.

ABTOO6HOBNEHME npasun gngd atak U3 yaaneHHoro nCToyHuka

> YT06hI HaCTpOuTb aBTOOB6HOBMNEHNE npasui Nonb3o0BaTes/IbCKOro BeHgopa n3 yagajieHHoOro
NCTOYHMKa:

1.

2.

B rnaBHOM MeHI0 BbiGepuTe - LleHTp ynpaBneHus.
Bbi6epuTe Bknagky O6HoBNeHue 6a3 3HaHUMN.

B 6noke napameTtpos Monb3oBaTenbckue 6a3bl 3HaHUI Mo KHorke [Llo6aBUTb OTKpoOWiTE
OokHO [lo6aBsieHMe nosib3oBaTe/IbCKOM 6a3bl 3HaHUMN.

B none BeHngop BBeanTE NPON3BOSIbHOE Ha3BaHMe BeHO0PAa.
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5. B napameTpe Tun uctouvHuka sbibepute BapnaHt HTTP-cepBep.
6. B none URL uctouHuka seegute URL apxusa .tar.gz ¢ npasunamu BeHgopa.

7. Ecnu Bam He HyxHo, uTobbl PT NAD npoBepsin cepTnduxkat Be6-cepBepa, C KOTOPOro
3arpyxaroTcs npasunia, OTKIUMTe NpoBepKy cepTudmkara.

8. Ecnun tpebyeTcs, no kHonke MpoBepuTb coegUHEeHUe 3arnycTTe NPOBEPKY COEANHEHMS C
HTTP-cepsepom.

9. HaxmwuTte kHorky [lo6aBUTb, OCTaBVB 3HAYE€HNS OCTasIbHbIX MapaMeTPOB 6€3 N3MEHEHNIA.
10. HaxxmuTe MpumeHUTb BCe 11 NOATBEPOUTE NPUMEHEHME.
VIsmeHeHns 6ynoyT NpuMeHEHbI Yepe3 HEKOTOPOE BPeEMSI.

ABTOOB6HOBNEHNE npaBwJ1 NoOSIb30OBaTE/IbCKOro BeHaopa HaCcTpOeHO.

ABTOO6HOBNEHNE 6a3bl 3HAHUN U3 NOKaNIbHOIro KaTasiora

B cnyyae o6HOBNEHNS 13 NTOKanbHOro KaTtanora 6a3a 3HaHU BeHOopa MOXeT BKJIloUaTb B cebd Kak
npaBuna ong atak, Tak 1 penyTaunoHHbie Cnckn. Ecnm B mocTaBky BKIlOYaETCd U TO 1 Apyroe, To
npasuia 1 CANCKN OOMKHbI MOCTaBNSTbCS B pasHbiX apxuBax. [pun aTom daiin ¢ onucaHmnem
OGHOBJEHUS CUMTAETCS OBLLNM AN O60NX apXMBOB.

> YT06bl HACTPOUTb aBTOOBHOBIEHMNE 6a3bl 3HAHNIA NOIb30BaTEIbCKOro BEHAOPA 13 NTIOKaNbHOMo
KaTanora:

1. B rnaBHOM MeH Bblibepute - LleHTp ynpaBneHus.
2. Bbl6epuTe Bknagky O6HoBNeHne 6a3 3HaHUM.

3. B 6noke napameTpos Monb3oBaTtenbckue 6a3bl 3HaHUM Mo kHorke Jlo6aBUTb OTKpoTe
OokHO [lo6aBneHue nonb3oBaTeNbCKON 6a3bl 3HAHUMN.

4. B none BeHpop BBeOuTE NPON3BOSIbHOE HAa3BaHNE BEHOOPA.

5. B none MyTb K noKanbHOMY KaTasnory BeeguTe nyTb K JIoKanbHOMY KaTasnory ¢ dannamm
6a3bl 3HaHWI, Hanpumep /home/updates/example vendor.

6. Ecnun tpebyeTcy, nsmeHute HasBaHue dalina c onnucaHnem o6HOBNEHNUS B none Paun ¢
onucaHuem o6HOBNEHMS.

7. Ecnwn 6a3a 3HaHui BeHOOpa BKJIlO4YaeT B cebs apXuB C penytTaunoHHbIMK CrCKamMn, B none
daiin c penyTauMoHHbIMU CNNCKaMM BBelTe Ha3BaHe 9TOro apxmsa.

MpumeyaHue. Ecnu HazBaHNe apxBa MEHSETCS OT BEPCUW K BEPCUI, Bbl MOXETE
NCMNoMb30BaTb CMMBOS * BMECTO YKa3aHus KOHKPEeTHOro Homepa. Hanpumep, co sHaueHnem
replists.*.tar.gz PT NAD 6yneT nony4yaTb O6HOBMNEHNS N3 apXBOB
replists.143.17.tar.gz, replists.143.18.tar.gznT. L.

8. Ecnun 6aza 3HaHuin BeHOopa BKIOYaeT B cebs apxuB C nNpaBuiaMim gis atak, B none Paun c
npaBuJaMu QN1 aTak BBEVTE Ha3BaHNe 3TOro apxnea.
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MpumeuaHue. Ecnv Ha3BaHMe apxriBa MEHAETCS OT BEPCUN K BEPCUM, Bbl MOXETE
NCNonb30BaTb CMMBOS * BMECTO yKa3aHus KOHKPeTHOro Homepa. Hanpumep, co sHaueHnem
rules.*.tar.gz PT NAD 6yneT nosny4aTb O6HOBNEHNS 13 apxnBoB rules.143.17.tar.gz,
rules.143.18.tar.gzunT.0.

9. HaxmwuTte kHorky [lo6aBUTb, OCTaBVB 3HAYEHUNS OCTasIbHbIX MapaMeTPOB 6€3 N3MEHEHNIA.
10. HaxxmuTe MpumeHUTb BCe 11 NoaTBEPANTE NPUMEHEHME.
NameHeHns 6ynyT NpuMeHeHbl Yepes3 HEKOTOPOe BPEMSI.

ABTOO6HOBNEHME npaBwJ1 NoJsib30BaTe/IbCKOro BeHaopa HaCcTpOeHO.

5.6.6. BktoyeHme 1 OTKIoYEHE NPOBEPKIN cepTudukaTa
Beb-cepBepa

Mpumeuanue. Ecnu skzemnnspbl PT NAD o6beanHeHbl B Mepapxuio, NHCTPYKLS BbIMOSIHIETCS B
NHTEpdence LeHTPanNbHOW KOHCOSN.

Bbl MOXeTe BKOUNTb UK OTKOUNTL MPOBEPKY NPOayKToOM cepTudrkaTa Beb-cepBepa, C KOTOpPOro
3arpyxatotcsa npasunia Proofpoint ET.

> YT06bI BKOUNTD UK OTKIOUNTL MPOBEPKY cepTudrkaTa Be6-cepaepa:

1. B rnaBHOM MeHIo Bblbepute - LleHTp ynpaBneHus.
2. BbibepuTe Bknaoky O6HoBneHue 6a3 3HaHUM.

3. Ecnwm HacTpoliKy Hy>XXHO BbIMONHUTb Ang 6a3bl 3HaHu Proofpoint ET Open, B 6n1oke
napamveTpoB ba3a 3HaHun ETOpen no kHonke HacTpouTb oTkpoliTe okHo HacTpoika
6a3bl 3HaHui ETOpen.

4. Ecnmn HaCTPOWKY HYXHO BbINOHNTL ANs 6a3bl 3HaHUn Proofpoint ET Pro, B cekumn BeHaopa
Proofpoint ET Pro no kHornke HacTpouTb oTkpoliTe okHo HacTpoiika nosb3oBaTe/IbCKOM
6a3bl 3HAHUW.

5. BknouunTte unam oTKounTe NPoBepKy cepTudrkaTa.
6. Haxmunte KHonky CoXxpaHUTb.
7. HaxmuTe MpumeHUTb BCE 11 NOATBEPOUTE NPUMEHEHME.

N3meHeHns 6yayT NpUMeHeHbl Yepes3 HEKOTOPOe BPEMS.

5.6.7. Hactpowka o6HoBNeHnd 6a3bl 3HaHUM Positive
Technologies ¢ nomoLLblo NToKanbHOro 3epkana

MpumeyaHue. Ecnun akzemnngpbl PT NAD o6bednHeHbl B nepapxuto, MHCTPYKLIAS BbIMOMHIETCH B
NHTepdence LLeHTPanbHOM KOHCON.
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PT NAD moxeT paboTaTb Ha CepBepe B N30/IMPOBaHHOM OT MHTEpPHEeTa cermMmeHTe ceTu. B aTom
cnyyae ons nony4YeHnst o6HOBEHWIA NPaB 1 penyTaunoHHbIX cninckos Positive Technologies
HY>XHO HaCTPOWTb NloKasibHOe 3epKano o6HoBMeHWN. OHO OOMKHO pacrnonaraTbCs B
pemunutapunaoBaHHon 3oHe (OM3) n 3arpyxaTtb 06HOBNeHNS ¢ caliTa Positive Technologies (cm.
pUCYHOK Huxe). [1ng nepegayn o6HOBNEHWI ¢ NokanbHoro 3epkana B PT NAD Bbl MoxeTe 6o
BPYYHYIO KOMMPOBAaTb NX NP MOMOLLN BHELUHErO HOCUTENS, NGO HAaCTPOUTL NX aBTOMaTNYECKYIO
nepenavy.

CeTb opraHunsauuu

( 7

5| —8—

PT NAD

JlokanbHbIN CepBep 06HOBJIEHU
cepBep Positive Technologies
O6HOBEHWIN
3akpblTas ceTb aM3
o J

PucyHok 8. O6HoBneHne 6a3bl 3HaHuin Positive Technologies B 3akpbITOM cermeHTe ceTn

[ng o6bHOBNEHMS NpaBun 1 penyTaunoHHbIX crnnckoB Positive Technologies uepes nokansHoe
3epKano HYXHO YCTaHOBUTb SIOKabHbIV cepBep 06HOBEHWI (CM. pasgen 5.6.7.2) n akTBUpoBaTh Ha
HeM NnueH3nto, NprobpeTeHHyto opraHnsaumen (cm. pasnen 5.6.7.4).

Ecnun mexay nokanbHbIMU cepBepamm OTCYTCTBYET CeTeBasi CBA3HOCTb, HY)XHO TakXe CMEHUTb
NCTOYHMK 06HOBMeHMI (cMm. pasnen 5.6.7.6) ons 6a3bl 3HaHuUn Positive Technologies ¢ yoaneHHoro
cepBepa Ha NoKaslbHbI KaTanor, Nocne Yyero o6HOoBMAATb 6a3y 3HaHWUN Bpy4UHYIO (cM. pasnen 5.6.7.7).
Ecnu ceTeBas CBA3HOCTb MeXay CepBepamMi eCTb, Bbl MOXETEe HaCTPOUTb aBTOMaTUYeCKoe
nony4yeHne obHoBneHui (cm. pasgen 5.6.7.8).

BHumaHwue! Ecnun oTcyTCTBYET CeTeBas CBA3HOCTb MeXAY /TOKabHbIMN CepBepamMu, He paboTaeT
B3aumogeuncteme ¢ PT Expert Cloud.

B aTom pa3pene

CuncTtemHble TpeboBaHNS NOKaNbHOro cepBepa 06HOBNEHN (CM. pa3aen 5.6.7.1)

YcTaHOBKa flokanbHOro cepBepa o6HoBMeHWI (CM. pasgen 5.6.7.2)

HacTpoiika nogkntoueHns nokanbHOro 3epkarna kK npokcu-cepsepy (cm. pasgen 5.6.7.3)

AKTVBaLNS NNLEH3M Ha NToKalbHOM cepBepe 06HOoBNeHN (CM. pasgen 5.6.7.4)

[eakTnBauns nuueH3nn Ha NokanbHOM cepBepe 06HoBNeHWI (CM. pasaen 5.6.7.5)
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HacTpoiika o6HoBNeHns 6a3bl 3HaHUI Positive Technologies 13 nokanbHOro katanora
(cm. pasgen 5.6.7.6)

PyuHoe ob6HoBNeHne 6a3bl 3HaHuN Positive Technologies B 3akpbITOM CermeHTe ceTn
(cm. pasgen 5.6.7.7)

HacTpoiika aBTOMaTn4yeckoro o6HoBneHns 6a3bl 3HaHu Positive Technologies B 3aKkpbiTOM
cermeHTe ceTu (cMm. pasgen 5.6.7.8)

IameHeHne yacToTbl NpOBEepPKY OGHOBEHWNI AN 633 3HAHWIA Ha TOKalbHOM 3epkKare
(cm. pasgen 5.6.7.9)

5.6.7.1. CuctemHble TpeboBaHMs NOKaNbHOro cepeepa
OBGHOBNEHU

JlokanbHbIl cepBep 0O6HOBNEHWI MOXET 6bITb YCTaHOBMEH Kak Ha Gun3nYeckom cepeepe, Tak 1 B
BUPTYanbHOW cpege.

AnnapaTtHble TpeboBaHUS

[ins pa6oTbl NoKanbHOro cepBepa 06HOBNEHNI NOTPEBYIOTCS Cefylowe MIHMabHbIe
annapaTHble pecypchbl:

— 24ppa npoueccopa;
— 47TE onepatuBHOn NamaTu;

— 150 I'b cBOGOOHOIrO MecTa Ha ANCKe.

NMporpammHble TpeboBaHUS

JlokanbHbIl cepBep O6HOBNEHWI PEKOMEHAYETCS YCTaHaBAVBaTb Ha YNCTYO 64-paspsaaHyto
cepBepHyto Bepcuto Debian 13 Trixie, Debian 12 Bookworm wnu Astra Linux Special Edition 1.8.6,
1.8.5,1.7.10, 1.7.9.UU1.

5.6.7.2. YcTaHOBKa NoKanbHOro cepBepa 06HOBMEHWNI

B aTom pa3pene NpuBOANTCS MHCTPYKLS MO YCTaHOBKE JTOKanbHOro cepBepa OGHOBNEHNI B
OEMUINTAaPN3OBAHHOWN 30HE.

[Mepen BbINOMHEHNEM NHCTPYKLUAN HYXHO Y6eaouTbes, UTo Gn3nYecknin cepeep 1iv BUpTyasbHas
MalLluHa, Ha KOTOopble Bbl MIaHNPyeTe yCTaHaBAMBaTb NTOKaNbHbI CepBEP OOHOBEHNI,
YOOBNETBOPSIOT annapaTHbIM 1 MporpamMmMHbIM TpeboBaHusM (cMm. pasnen 5.6.7.1), a Takxe
BbIMOSHNTb MOArOTOBUTENbHbIE AENCTBNS Ha STOM CepBepe U BUPTYyanbHON MaLlnHe.

> YT06bI yCTAHOBUTD STOKaMNbHbIA CepBEP OGHOBEHNIA:

1. TlepenguTe B katanor repos/additional packages kaTtanora c pacnakoBaHHbIM
ONCTPUBYTVBOM.
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Hanpumep:

cd /home/user/ptnad-installer/repos/additional_packages
2. 3anycTuTe yCTaHOBKY JIOKaNlbHOro cepBepa O6HOBNEHMIA:

sudo dpkg -i pt-update-mirror-*.deb
JlokanbHbI cepBep 06HOBMEHI YCTAHOBIEH 1 3aMyLLeH B BUAe Cnyx6bl nogcuctemMsl systemd.
Bbl MOXeTe NpoBepsaTb COCTOSHINE CepBepa C MOMOLLbIO KOMaHabl systemctl status pt-

update-mirror n npocmaTtpuBaTb €ro XypHasnbl B ¢anne /var/log/pt-update-mirror/
mirror.log.

Tenepb BaM HYXHO aKTVBUPOBATb JINLEH3NIO Ha YCTaHOBIEHHOM SI0KafIbHOM cepBepe O6HOBMNEHWIA
(cm. pasgen 5.6.7.4).

5.6.7.3. HacTpowuka nogknovyeHns nokanbHOro 3epkana K
NPOKCN-cepBepPy

Ecnn nokanbHblli cepBep 06HOBAEHWI AOXKEH NOAKIIIOYATLCS K MHTEPHETY Yepes Npokcu-cepeep,
HYXXHO yKa3aTb napameTpbl NOOKTIOYEHNS K STOMY NPOKCU-CepBEepY ANs akTUBaLn NLEH3UN 1
nonyyeHns o6HOBNEeHNI 6a3bl 3HaHWIA C My6IMYHOro cepBepa obHoBneHun Positive Technologies.

>  YT06bl HACTPOUTbL NOAKIIIOYEHNE TOKANIbHOO CepBepa O6GHOBMNEHII K MHTEPHETY Yepes NpoKCu-
cepBep:

1. OtkpounTte dann /etc/pt-update-mirror/config. json:
sudo nano /etc/pt-update-mirror/config.json

2. B kauyecTBe 3HauyeHWs NapameTpa proxy BBeauTe agpec (1 npu HeO6XoANMMOCTI MopT)
NpoKcu-cepBepa, Hanpumep:
"proxy": "http://proxy.example.com:3128",

3. Ecnwn npokcu-cepsep TpebyeT ayTeHTUdUKaumnm, ykaxmnTe JOrvH 1 naposib Ang nogknodeHns
B MapameTpax proxy-user u proxy-password COOTBETCTBEHHO, HaNpumep:

"proxy-user": "username",
"proxy-password": "P@ssword ",

4. CoxpaHuTe nameHeHuns B panne /etc/pt-update-mirror/config. json.

5. lMepeszanycTuTe nokanbHbIi cepBep OGHOBNEHNIA:
sudo systemctl restart pt-update-mirror.service

MopakoyeHe NoKanbHOro cepeepa 0O6HOBEHI K IHTEPHETY Yepes MPOoKCU-cepsep
HaCTPOEHO.

MepBoHayanbHas HacTporika PT NAD 54



5.6.7.4. AKTnBaUna NULEH3NIN Ha TOKaNIbHOM cepBepe
OBGHOBNEHU

Mocrne yCcTaHOBKM NTOKaSIbHOro cepBepa O6HOBNEHNIA HYXHO aKTUBUPOBaTb Ha HEM JINLIEH3NIO,
NPUoBPETEHHYIO OpraHn3aunen. JInueH3ns HyxHa ons ayTeHTudunkaLmm nokanbHOro cepeepa
OGHOBMEHNI Ha Ny6nYHOM cepBepe o6HoBNeHu Positive Technologies. AkTuBaLMs BbINOHAETCH
C nomolLLblo danna nuueHsum license-access-token. key. Bbol MOXeTe HanTn aTOT dalin Ha
yCTaHOBOYHOM [MCKE 13 KOMTIEKTa MOCTaBKN UK B 3NIEKTPOHHOM MCbMe, MOCTYNMBLUEM Ha agpec,
yKa3aHHbI Npu 3aKase NNLEH3NN.

Ecnu nokasnbHbI cepBep 06GHOBNEHWNIA [OKEH MNOAKIOYATLCS K MHTEPHETY Yepes NpoKCu-cepeep,
nepen akTuBauunen NMUeH3nn HyXHO HaCTPOWTb MOAKIOUYEHE K 9TOMY MPOKCU-CepBepy
(cm. pasgen 5.6.7.3).

>  YT06bl akTUBNPOBATL NNLEH3MNIO Ha TOKaNIbHOM cepBepe 06HOBNEHWN,

BbIMOMHNTE KOMaHAy.

sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror license activate --license-token
<MonHbil NyTb K ¢anny AuueH3uun>

Hanpunmep:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror license activate --license-token /home/
user/license-access-token.key

MosenTtcd cooblleHne Buga License from file = [<MyTb Kk ¢anny nuueHsum> |
activated.

JlnueHsnsg akTnBmpoBaHa.
Bbl MOXeTe npocMoTpeTb NapamMeTpbl aKTUBUPOBaHHOW NNLEH3UN NMPY NOMOLLI KOMaHAabl sudo /
opt/pt/pt-update-mirror/bin/pt-update-mirror license view.
Cm. Takxe

[eakTnBauus NMUeH3nn Ha TokanbHOM cepBepe 06HoBMeHUN (cMm. pa3gen 5.6.7.5)
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5.6.7.5. [leakTnBaums NnUeH3nn Ha nokanbHOM cepBepe
OBGHOBNEHU

Ecnn Bam TpebyeTcqa NpekpaTnTb paboTy C akTUBMPOBaAHHOW NLIEH3VEN Ha JIoKanibHOM cepBepe
OBHOBMEHNIA, Bbl MOXETe 0eakTUBMPOBaTb LEH3NI0. [leakTBaLmsg MOXeT NMoHagobuTbea nepes
3aMEeHOWN NNLLEH3NN B CNEAYIOLLIX CllyYasax:

— [NprnobpeTeHa NnuUeH3ns ¢ 06HOBNEHHbIM CPOKOM AencTBuS. [Npn 3akaze nnueHanm
yCTaHaBnMBaeTCsa fata OKOHYaHNS cpoka ee fencTBus. Ecnm cpok nogxoamT K KOHLY UIn NCTEK,
Bbl MOXeTe 06paTUTbCS B TEXHNYECKYIO MOAAEPXKKY, YTOBbI NPOANTD €ro U 3aka3aTb HOBYIO
nuueHsmo. B nocnenHem cnyyae nocne nonyyeHns dainna HOBOWM NMLEH3UN BaM HY>XHO
3aMEeHUTb NIMLEH3IO B MPOAOYKTE.

— OpHa 1 Ta Xe NuueH3ns 6blna akTUBMPOBaHa B Heckobkix ak3emnngpax PT NAD. Mockonbky
OfHa NNLEH3NS MOXET MCMOIb30BaTbCH TObKO B OAHOM SK3eMMigpe MPoayKTa, BaM HY>XHO
3aMEHUTb NNLEH3NI TaK, YTO6bI B KaXAOM 9K3eMnspe 6blna akTUBMpoBaHa CBOS NMLEH3NS.

MpumeuaHwme. [Npy HexBaTKe NMLIEH3NI BaLLE OPraHn3aumnmn HyXHO SOKYMNTb NX.
[eakTmBaums BbINOAHAETCS € MOMOLLblo danna license-access-token.key, KOTOpbI

NCMonb30BasCs 419 akTBaLuy 9TON nuueH3un (cm. pasgen 5.6.7.4).

> YT06bl 4eakTUBMPOBaTb INLEH3MNIO Ha TOKaNbHOM cepBepe O6HOBNEHNI,

BbIMOMHNTE KOMaHAy-:

sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror license deactivate --license-token
<MonHbIM NyTb K ¢anny AuLeH3un>

Hanpumep:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror license deactivate --license-token /
home/user/license-access-token.key

MosiBnTCH cooblueHne Buga License from file = [<MyTb Kk ¢anny nuueHsum> |
deactivated.

Hanpumep:
License from file = /home/user/license-access-token.key deactivated

JInueHsauns neakTmnBmpoBaHa.

[Nocne geakTnBaLUn NNLEH3NS Ha JTOKaANbHOM cepBepe OBGHOBNEHNI 6yp,eT aBTOMaTn4yeCKu ygaseHa.

5.6.7.6. Hactpowka o6HOBNeHNd 6a3bl 3HaHUW Positive
Technologies n3 nokanbHOro kaTtasnora

Mo ymonuyaHumio PT NAD o6HoBnsgeT 6a3y 3HaHun Positive Technologies ¢ nyénnyHoro cepeepa
Positive Technologies. [1ng 06HOBAEHNS BPYYHYIO C MOMOLLbIO JIOKa/IbHOMO 3epKasna Hy>XHO CMEHUTb
NCTOYHIVK OBHOBMIEHS Ha NTOKaNbHbIN KaTanor.
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> YT06bl HaCTPOUTbL OB6HOBNEHME 6a3bl 3HaHUI Positive Technologies ns nokanbHoro kaTanora:

1. B rnaBHOM meHI0 BbibepuTe - LleHTp ynpaBneHus.

Bbi6epuTe Bkagky O6HoOBNEeHMe 6a3 3HaHUMN.

B 6noke napameTtpoB Basa 3HaHun PTSecurity HaxmnTe HacTpouTb.
Y6enmntech, YTO O6HOBEHME OT NCTOYHMNKE BKTIOYEHO.

B napameTpe Tun uctouHuka BoibepunTe BapraHT JIokanbHbIA KaTanor.

o oA W N

Mpwn HeobxoaumocTy B none MyTb K IoKanbHOMY KaTanory n3MeHnTe nyTb K TOKaribHOMY
KaTanory ¢ O6HOBMNEHUSIMU.

~

HaxmunTte kHonky CoOXpaHUTD.
8. Haxmute MpumMeHUTb BCE 1 NOATBEPANTE NPUMEHEHIE.
VIsmeHeHns 6ynyT NpuMeHeHbl Yepes HEeKOTOPOE BPeMS.
O6HoBneHmne 6asbl 3HaHWI Positive Technologies 13 nokanbHOroO KaTanora HaCTPOEHO.

Tenepb Bbl MOXeTe 06HOBNATL 6a3y 3HaHu Positive Technologies BpyuHyto (cm. pasaoen 5.6.7.7).

CM. TaKkxke

HacTporika o6HoBneHns 6a3bl 3HaHWI Positive Technologies HanpsmMyio ¢ ny6nnyHoro cepsepa
(cMm. pasgen 5.6.8)

5.6.7.7. PyyHoe obHOBNeHne 6a3bl 3HaHUM Positive
Technologies B 3akpbITOM cermeHTe ceTu

Ecnn mexgay nokansHbiM cepBepomM o6HoBneHunin B AM3 1 PT NAD B 3akpbITOM CErmMeHTe ceTn
OTCYTCTBYET CeTeBas CBA3HOCTb, BaM HYXHO NMepeHecTn 06HOBNeHNs 6a3bl 3HaHWIA Positive
Technologies B 3aKpbITbIl CEFMEHT CETY BPYYHY!IO.

Mepen BbINOMHEHNEM VHCTPYKLUMN HYXHO YCTaHOBUTb SIOKasbHbIN CepBep 06HOBMNEHNI
(cm. pasgen 5.6.7.2), akTuBNpoBaTb Ha HeM NunLeH3uno (cM. pasaen 5.6.7.4) n HacTPoOUTb MonyYeHne
OGHOBIEHNIA N3 TOKanbHOro kaTtanora (cm. pasgen 5.6.7.6).

MpumeuaHue. Bbl MoxeTe y3HaTb NOCNeOHIon OOCTYMNHYIO A5 06HOBNEHNS Bepcuto 6a3bl
3HaHui Positive Technologies npn nomoLwum komangpsl sudo /opt/pt/pt-update-mirror/bin/
pt-update-mirror repository view.Bepcuio 6a3bl 3HaHWUN, YCTAaHOBMNEHHYIO B NpoaOyKTe,
MOXHO MOCMOTpPETb Ha Bkiiaake Baabl 3HaHuM cTpaHuLbl LileHTp ynpaBneHus (0OCTynHa no

KHOMKe B FMaBHOM MEHIO).
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>  YT06bI BpY4YHYt0 06HOBUTL 6a3y 3HaHWI Positive Technologies B 3akpblTOM cermeHTe ceTu:

1. Ha nokanbHom cepBepe o6HoBNeHWI B [IM3 3anycTuTe noslydeHne o6HOBNEHWI C
nyénuyHoro cepeepa Positive Technologies:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror repository update

Ecnun cepep nonyunT nHbopmaLumio 0 4OCTYMHbIX OGHOBNEHNSX, MOSBUTCS COObLLeHne New
data available for update.

BHumaHue! CoxpaHunTe TeKCTOBbIV pedybTaT BbiMoNHeHNs koMaHabl. OH NoHago6buTcs Bam B
panbHenwem.

2. Ha aTom xe cepBepe akcnopTupynTe noay4yeHHble 06HOBAEHNS B dalil aKcnopTa-umMnopTa
OGHOBEHNIA:

sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror repository export --only-data-bases
<MyTb K dainy sKcnopTa-uMnopTa C ero HasBaHUEeM>

Hanpumep:

sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror repository export --only-data-bases /
home/user/tmp/update.tar.gz

MosenTtcd cooblueHne Export has been completed.

3. Ha atom xe cepBepe umnopTupynte 06HOBNEHNs 13 darina akcrnopTa-nmnopTa BO
BpeMeHHbII7| KaTanor:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror --db-path <MyTb K BpemeHHOMYy KaTanory>

repository import <MyTb Kk ¢daitny skcnopTa-umnopTa C ero Ha3BaHWeMm>
Hanpumep:
sudo /opt/pt/pt-update-mirror/bin/pt-update-mirror --db-path /tmp/update-2022-05-16
repository import /home/user/updates/update.tar.gz
4. TllopTBepamTe MMNOPT, HaxaB kKnasuwn Y, Enter.
MosenTtcd cooblieHne Import has been completed.

5. Ckonupyite BpEMEHHbIN KaTanor ¢ ero cogepxumbiv Ha cepsep PT NAD B 3akpbiTom
CermMeHTe CeTl C MOMOLLbIO BHELLUHEro HOCUTENS.

6. Ha cepsepe PT NAD B 3aKpbITOM CErMEHTE CeT CKOMMPYITE apXmBbl C 06HOBNEHNSMY 6a3bl
3HaHWUIN N3 BPEMEHHOr 0 KaTasnora B flokallbHbI KaTanor ¢ o6HoBneHusMun (cM. pasnen 5.6.7.6):

sudo cp <MyTb K BpeMeHHOMY KaTafiory, B KOTOpbI1 6bIM MMNOPTUPOBAHbI obHOBNeHua>/products/
PTNAD.KB/<Bepcua 6a3bl 3HaHuin>/download/*.tar.gz <MyTb K NOKaNbHOMY KaTanory c
obHOBNEHMAMU >

Hanpumep:
sudo cp /tmp/update-2022-05-16/products/PTNAD.KB/7.2.749/download/*.tar.gz /opt/updates

Bepcuto 6a3bl 3HaHMIN MOXHO MOJyYaTh N3 Pe3yNbTaTOB BbIMNOMHEHWS KOMaHAbI, YITOMSHYTOI
Ha NepBoOM Lare. Bepcus 3anncbiBaeTcsa B CTPOKY CregyloLwero Buaa:
PTNAD.KB downloaded <Bepcua 6a3bl 3HaHUI>.

MepBoHayanbHas HacTporika PT NAD 58



Hanpumep:
PTNAD.KB downloaded 7.2.749.

7. ,D,O)K,D,I/lTer cnenyroulero no pacnmcaHmio aBTomMmaTnyeckoro 06HOBNEHNS 6a3 3HaHWIA
(cm. pasgen 5.6.2) nnn 3anyctute npouecc obHoBneHns Ha cepepe PT NAD BpyuHyio:
sudo /opt/ptsecurity/nad/bin/manage update --source fs -V PTSecurity

Basa 3HaHunm Positive Technologies 06HOBNeHa B 3aKpPbITOM CErMEHTe CeTu.

CM. Takxke

HacTpoiika aBTOMaTn4yeckoro o6HoBneHns 6a3sbl 3HaHu Positive Technologies B 3aKkpbiTOM
cermeHTe cetu (cMm. pasgen 5.6.7.8)

HacTpoiika o6HoBNeHns 6a3bl 3HaHUI Positive Technologies Hanpsamyto ¢ ny6an4HOro cepsepa
(cm. pasgen 5.6.8)

5.6.7.8. HacTtpowka aBToMaTnyeckoro ob6HoBneHuns 6asbl
3HaHuM Positive Technologies B 3aKpbITOM CErMeHTE CeTU

Ecnn mexay nokanbHbiM cepBepom o6HoBneHunn B AM3 n PT NAD B 3akpbITOM CErMmeHTe CeTil eCcTb
ceTeBasl CBA3HOCTb, Bbl MOXETE HaCTPOUTb aBTOMAaTNYECKYIo nepegady 06HOBNEHNIA C My6ANYHOrO
cepBepa Positive Technologies Ha cepsep PT NAD uepes nokanbHbill cepBep 06HOBNEHWIA.

JNokanbHoe 3epkano B [IM3 3anpalunBaeT 06HOBNEHNS ¢ Ny6nnyHoro cepsepa Positive
Technologies B 13, 27, 42 n 58 MnHYT KaXgoro 4Yaca, Bbl MOXeTe N3MEHUTb 3Ty YacTOTy Ha
niokanbHOM cepBepe o6HoBeHun (cm. pasnen 5.6.7.9). PT NAD npoBepseT Hanuumne o6HOBEHNIA
ong 6a3 3HaHWUIA pa3 B Yac, 3MEHNTb YacTOTy MPOBEPKMN MOXHO Ha OCHOBHOM CepBepe

(cm. pasgen 5.6.2) B 3aKpbITOM CErMmeHTe.

MNepen BbINOAHEHNEM NHCTPYKLAN HYXHO:
1. YcTaHOBWUTb NOKanbHbIN cepBep 06HOBNEHMN (CcM. pasnen 5.6.7.2).
2. AKTMBMpPOBaTb Ha HeM nLeH3nto (cMm. pasgen 5.6.7.4).

3. TMonyuntb dpannbl cert.crtn cert.key ceptndukaTa, BbigaHHOO LLEHTPOM cepTudukaunmn
BalLeln opraHm3aunm gng nokanbHoOro cepepa 06HOBNEHWIA.

Ecnn y Bac eCTb NpoMexyToUHble cepTudrKaTbl, KOTOPbIE HYXXHO NCMOb30BaTb, OHU AOMKHbI
6blTb COXpPaHeHbl B 0AHOM dalifie BMecTe ¢ cepTudukaTomM OTKPbITOro kitoya (3anmncaHbl nocne
Hero).

CepTudukaT gomKeH CoOoTBETCTBOBAaTb ClieAyoLLnM TPpe6oBaHUSIM:
«  unmeTb popmaT PEM;

«  1ICMONb30BaTh anroputm nognucu SHA-256;

«  MCNoJIb30BaTb anropuTMm WindpoBaHns Knodein RSA;

«  UMeTb OJINHY 3aKpbITOro Koya He meHee 2048 6uT;
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«  BKJOYaTb 06nacTb NpuMeHeHuns cepTudukaTta Digital Signature nnn Key Encipherment;

« B pacwupeHum Subject Alternative Name (SAN) conepxaTb 3anncb 0 JOMEHHOM VIMEHU WK
IP-agpece nokanbHOro cepBepa O6GHOBNEHNIA.

4. CkonupoBaTb Nony4YeHHble dannel cert.crt n cert.key Bkatanor /etc/pt-update-mirror/
https certs Ha nokanbHOM cepBepe O6HOBEHNIA.

5. TMepeszanycTuTb NokanbHbIN cepBep 0O6HOBNEHMI C MOMOLLbIO KOMaHabl sudo systemctl
restart pt-update-mirror.service.

6. Ha ocHoHOM cepBepe PT NAD BkitounTb B CNcok goBepeHHbIX (cM. pasgen 5.10) ceptudnkat
opraHumsaunm, KOTOpbIM 6bl/1 MoAncaH cepTudmKaT NoKanbHOro cepBepa O6GHOBMEHII.

> YT06bl HACTPOUTbL aBTOMAaTNUYeCKoe 0bHoBIeHe 6a3bl 3HaHui Positive Technologies B
3aKPbITOM CErMmeHTe CceTu:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.
BbibepuTe Bknagky O6HOBNeHne 6a3 3HAHUM.

B 6noke napameTpos O6wme napameTpbl 06HOBNEHUS HaxMnTe HacTpounTb.

W

BmecTo agpeca ny6nuuHoro cepeepa Positive Technologies ykaxunTe agpec nokanbHOro
cepBepa o6HoBneHni B [IM3, Hanpumep 198.51.100.78.

BeBenute nopT cepBepa 06HOBNEHNI 8743,
Haxmunte CoxpaHuUTb.
B 6noke napametpoB Ba3sa 3HaHun PTSecurity HaxmnTe HacTpouTb.

Y6eaunTtechb, YTO OBHOBMEHME OT NCTOYHIKA BKTIOYEHO.

0 © N o o

B napameTpe Tun uctouHuka Boibepute BapraHT CepBep o6HoBneHumn Positive
Technologies.

10. Haxxmute CoxXpaHUTb.
1. HaxmuTe NMpumeHnTb BCE 11 MOATBEPONTE MPUMEHEHME.
VIsmeHeHns 6ynoyT NpuMeEHEHbI Yepe3 HEKOTOPOE BPeEMSI.
Bbl MOXeTe NpoBepuTb COCTOSIHNE aBTOMAaTNYECKOro 3arnycka O6HOBEHWIA Ha TOKalbHOM 3epKane
C NoMoLLblo KOMaHabl sudo systemctl status pt-update-mirror-update.timer.
CwM. Takxe

PyuyHoe ob6HoBNeHne 6a3bl 3HaHuN Positive Technologies B 3akpbITOM CermeHTe ceTn
(cm. paspen 5.6.7.7)

HacTpoiika o6HoBNeHns 6a3bl 3HaHUI Positive Technologies Hanpamyio ¢ ny6in4HoOro cepsepa
(cm. pasgen 5.6.8)
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5.6.7.9. /IameHeHne 4yacToTbl NPOBEPKIN OBHOBMEHNI 4N 6a3
3HaHNW Ha 1oKanbHOM 3epkarne

Mo ymonuaHuio nokanbHoe 3epkano B [IM3 3anpalunBaeT 06HOBMEHNS C NMy6NYHOrO cepBepa
Positive Technologies B 13, 27, 42 n 58 MunHyT Kaxgoro Yaca. Bbl MoXeTe N3MeHNTb 3Ty 4acToTy.

>  YT106bl NI3MEHUTb YaCTOTY NPOBEPKY OBHOBNEHWIA 415 6a3 3HAHWIA Ha JIoKalbHOM 3epKare:

1. OtkpownTte dpann /etc/systemd/system/pt-update-mirror-update.timer:

sudo nano /etc/systemd/system/pt-update-mirror-update.timer

2. B6noke napameTpoB Timer B 3Ha4yeHWUn napameTpa OnCalendar nameHnTe Bpems
nony4yeHns o6HoBneHUN. Bpems 3agaetcs B dopmaTte systemd.timer (Hanpumep,
OnCalendar=*-*-* *:15 25 45, 50:00).

3. CoxpaHute pann pt-update-mirror-update.timer.

4. TpyMmeHnTe N3MEHEeHISs:

sudo systemctl daemon-reload

YacToTa npoBepKn O6HOBMEHUI AN 6a3 3HAHWUIN Ha NOKabHOM 3epkKasie NSMeHeHa.

5.6.8. HacTpownka o6HOBNeHNS 6a3bl 3HaHM Positive
Technologies Hanpamyio ¢ Ny6nMYHOro cepBepa

MpumeuaHwue. Ecnun akzemnnspbl PT NAD o6befnHeHbl B epapxuto, MHCTPYKLAS BbINOMHIETCS B
NHTEepdence LEeHTPaNbHOW KOHCOSN.

Mpn HEOBXOOAMMOCTI Bbl MOXETE BEPHYTb NapamMeTpbl 06HOBNEHNS 6a3bl 3HaHWA Positive
Technologies k 3Ha4YeHNSM MO YMOMYaHNIO — K OBHOBMEHNIO HanpsiMyio ¢ Ny6InYHOro cepeepa.

> YT06bI HaCTPOUTL OBHOBMEHME 6a3bl 3HaHMI Positive Technologies Hanpgamyio ¢ Ny6ANYHOro
cepsepa:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. BbibepuTe Bknanky O6HoBneHue 6a3 3HaHUM.

3. B 6noke napameTpos Basa 3HaHun PTSecurity Haxmute HacTpouTb.
4. Y6eonTtecb, YTO O6HOBMNEHNE OT NCTOYHIMKA BK/TIOYEHO.
5

B napameTpe Tun uctouHmka BoibepnTe BapnaHT CepBep o6HoBneHun Positive
Technologies.

o

HaxmunTte kHornky COXpaHUTD.
7. B 6noke napameTtpos O6wme napameTpbl 06HOBNEHUS HaxMTe HacTpouTb.

8. B none Appec cepBepa o6HoBneHun Positive Technologies Beeante
update.ptsecurity.com.
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9. OuncTtute none MopT cepBepa o6HoBneHun Positive Technologies.

10. Ecnu TpebyeTcs, no kHorke MpoBepuTb coeanHEeHne 3anycTuTe NpoBepky CoeanHEHNs C
cepBepom o6HoBneHui Positive Technologies.

1. HaxmunTe kHonky CoxpaHUTb.
12. HaxmuTe NMpumMeHUTb BCe 11 NOATBEPANTE NPUIMEHEHNE.
N3ameHeHuns 6yanyT NPpUMEHeHbl Yepes3 HEKOTOPOE BPEMS.

O6HoBneHmne 6a3sbl 3HaHUI Positive Technologies Hanpsamyio ¢ Ny6an4HOro cepeepa HaCTPOEHO.

5.7. HacTponka nonb3oBaTenbCckKoro Beb-nHtepdenca

Bbl moxeTe HacTpouTtb Beb-nHTepderic PT NAD nop HyXabl nonb3oBaTenel NpoaykTa: Lo6aBnTb
SSL-cepTndukat, IAMEHUTb MakcManbHO 4OMNYCTMbIN Mepuom, B 3anpocax K 6a3e OaHHbIX, @ Takke
N3MEHUTb CPOK XPaHEeHNs faHHbIX 06 y3nax.

B aTom pa3pene

[o6asneHune SSL-cepTudukata (cm. pasgen 5.7.1)

NameHeHne makcmasbHO ONMyCTUMOro Nepuoda B 3anpocax k 6ase aaHHbIx (cM. pasgen 5.7.2)

VIsmeHeHmne cpoka XxpaHeHns gaHHbIX 06 y3nax (cm. pasgen 5.7.3)

5.7.1. lo6aBneHne SSL-cepTndunkaTta

SSL-cepTudukaT Hy>XeH ang Toro, ytobbl nonb3osateny PT NAD nmenn goctyn K cTpaHuuam Be6-
nHTepdenca nponykta yeped HTTPS-coennHenue. MNpu yctaHoBke PT NAD ycTaHaBnnBaeTcs
camonognucaHHblin ceptudnkat Positive Technologies. MoaTomy npu nogknoyeHnmn K Be6-
NHTepdercy Nob3oBaTENMN MO YMOMYaHMIO MOMyYatoT NpeayrnpexneHmne o ToM, YTO co3naBaemMoe
NOAOKIIOYEHME HE 3aLUMLLEHO.

BmecTo ceptudunkata Positive Technologies Bbl MoxeTe 0o6aBuTb CO6CTBEHHbIN [OBEPEHHDIN
ceptnodunkaT. OH JOMKEH OTBEYaTb CrneayLnM TPe6oBaHNSM:

— unmeTb dopmat PEM vinu DER;

— ucnosnb3oBaTb anroputm nognucu SHA-256;

— MCMoJ1b30BaTb afiropuT™M LWindpoBaHns Krtodein RSA;

— VIMETb OJIMHY 3aKPbITOro kitoya He meHee 2048 6urT;

— BKJOYaTb 06nacTb NpuMmeHeHuns ceptudukaTta Digital Signature nnn Key Encipherment;

— B paclwwupeHum Subject Alternative Name (SAN) copepxaTb 3anncb 0 LOMEHHOM UMeHN unu |P-
appece cepBepa C yCTaHOBNEHHbIM BE6-NHTEpPdENCOM NPOAyKTa.
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MpumevaHue. Ecnu nonb3oBaTeny 4OKHbI MOOKMOYATLCS K BE6-UHTEPPENICY C TOro Xe
cepBepa, Ha KOTOPOM OH ycTaHoBSeH, B nonsx SAN Takke [o/mMKHbI 6bITb MponncaHbl JOMEHHoe
nms localhost n IP-agpec 127.0.0.1.

Ecnuny Bac ecTb NpoMexyTOouUHble cepTudrKaTbl, KOTOPbIE HYXXHO NCMONb30BaTb, OHW AOMKHbI ObITb
coxpaHeHbl B ogHOM daiine BMecTe ¢ cepTndnKaTOM OTKPbITOrO Kftoya (3anncaHbl Nocse Hero).

> YT06bI LO6aBUTL SSL-cepTndukar:

1.

2
3.
4

B rnaBHOM MeHI0 BbiGepuTe - LleHTp ynpaBneHus.
Boibepute Bknagky Ceptudukatbi.
B 6noke napameTpoB SSL-cepTudpumkat HaxmumTe [lo6aBUTb.

MepeTawmTe dann SSL-cepTrdukaTa OTKPbITOrO Kfoya B 06/1acTb 3arpy3ku nnv go6asbte
€ro o cchblinke Bbibepure.

MepeTawumTe daiin 3aKkpbITOro Koya B 06/1aCTb 3arpy3ku UM Lo6aBbTe ero No CCbinke
Bbl6epuTe.

HaxmunTe [lo6aBUTD.
Haxmute MpUMeHnTb BCe 1 NoaTBEpanNTE NpUMeEHeHIe.

NameHeHns 6ynyT npuMeHeHbl Yepes3 HEKOTOPOe BPeMS.

Bbl MoXxeTe npoBepuTb paboTOCNOCOGHOCTb A06aBNEHHOrO cepTudukaTa, nepesarpysns CTPaHuLYy.

B apnpecHoli cTpoke 6pay3epa, cresa OT agpeca, Ao/IKeH NOoSBUTbLCS 3HAYOK

CM. Takxke

3ameHa SSL-cepTtudukata (cm. pazgen 10.14)

5.7.2. lameHeHne makCcumanbHO JONyCTUMOro rnepunoga B
3anpocax K 6a3e aaHHbIX

Mo ymonuaHuto nepurogd, 3a kotopbirt PT NAD 3anpalwmnBaeT nHGopMaLnio 13 6asbl AaHHbIX,
orpaHunyeH 10 gHamn. Bbl MoOXeTe yBenmunTb ero. 9To No3BONT NOMNb30BaTENIM MPOAYKTa:

— yKasblBaTb 60bLUNA Neprof ang GuabTpaunn gaHHbIX Ha cTpaHuuax Jaw6éopabl, Ceccum,
ATtaku n CeTeBble CBSI3M;

— HacCTpauBaTb 60/bLUVIA Nepuoa B yCNOBUSX AN cpabaTbiBaHNS yBeAOMAEHNI Mo unibTpam;

— HacTpaunBaTb eXeMeca4yHoe NoflydeHre aBToMaTYecKnx OTYeToB (ecn HOBbIN Nepuof paseH 31
OHIO).
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>  YT06bl N3MEHNTL MaKCMabHO .D,OI'IyCTVIMbIVI nepunon B 3arnpocax K 6a3e faHHbIX:

1. B rnaBHOM meHI0 BbibepuTe - LleHTp ynpaBneHus.

2. B 6noke napameTpos Pa6oTa ¢ AaHHbIMMU I3MEHNTE MakCMasibHO OOMYCTUMbIV Nepuog, B
3anpocax K 6a3e OaHHbIX.

BHumaHue! YMmeHbLUeHre neproga nprieefeT K HepaboTOCMNOCOBHOCTI CYLLECTBYIOLLINX
npaBus reHepauu OTYETOB 1 YBEOOMSIEHIIA, NapamMeTpbl KOTOPbIX He COOTHOCATCS C HOBbIM
nepuogom. [Nocne ymeHbLUeHNs nepuoaa yBeaomMuTe nosnb3osaTeneli 0 HeO6XoANMOCTH
06HOBEHNS TaKNX NPaBJl.

MpumeuaHue. [lnanasoH gonyCcTUMbIX 3Ha4YeHU napameTpa — oT 7 go 31.
3. Haxmute MpumeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.

N3meHeHns 6yayT NpUMeEHeHb! Yepes3 HEKOTOPOE BPEMS.

5.7.3. /IameHeHne cpoka XpaHeHns gaHHbIX 06 y3nax

Mpw aHannse Tpaduka PT NAD cobupaeT nHbopmauumo o6 yanax, KoTopble y4acTBOBas B CECCUSIX.
Monb3oBaTenun MoryT NnpocmMaTprBaTb 3Ty MHGOPMaLMIO Ha cTpaHuLe Y3nbl. [1o ymonyaHuio

PT NAD ypanset 3anucu o6 yanax nocne 30 gHel X HeakTUBHOCTI. Taknm xe o6pas3om yaanseTcs
nHbopMaLMs 06 oTAeNbHOW akTBHOCTY y3na. Hanpumep, PT NAD yganut nHdopmaumio 06
NCNOb30BaHMN OrnepaunioHHON cucTemMbl y3nom Yeped 30 gHeln nocne nocnegHen ceccum, B
KOTOPOW y3en NCnonb30oBan 3Ty ornepauyioHHYI0 CUCTEMY. Bbl MOXeTe N3MEeHUTb CPOK XpPaHeHMs.

MpumeuaHwme. Ecnu akzemnnspbl PT NAD o6befnHeHbl B iepapxumto, TO OMCaHHbIE B 3TOM
pasfene BO3MOXHOCTIY OTCYTCTBYIOT B MHTepdelrce LeHTPaibHOW KOHCOIN.

> YT06bl NISMEHUTb CPOK XPaHEHWS Y3/10B:

1.  OTkpounTe KOHPUrypaumoHHbln dann /opt/ptsecurity/etc/nad.settings.yaml Ha yane
C yCTaHOBNEHHbIMU Moaynsgmun nad-task-server n nad-web-server:
sudo nano /opt/ptsecurity/etc/nad.settings.yaml

2. BcekuumHosts management packommeHTnpyinTe napameTp hosts.tracking timewus
KayecTBe ero 3Ha4YeHns yKaxmnTe CPOK XpaHeH s y3noB B AHSX:
hosts.tracking time: <KonuyectBo gHeri>d

Hanpumep:
hosts.tracking_time: 30d

MpumeuaHwme. MNpun o6HoBNeHU PT NAD c Bepcun 10.0 1 H1Xe NapamMeTp OTCYTCTBYET B
darne n Bam HyXHO ero 0o6aBnTb CaMOCTOSATENBbHO.

3. CoxpaHute dpann nad.settings.yaml.

4. Tlepesarpya3ute mogynu nad-task-server n nad-web-server:

sudo systemctl restart nad-task-server nad-web-server
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5.8. HacTpounka npoBepku LeNOCTHOCTW NPOAYKTa

MNpoBepka LenoCTHOCTI MOMOraeT BbISIBNSATb HECAHKLIMOHNPOBaHHbIE N3MEHEHS B1HAPHbIX 1
KOHOUrypaLnoHHbIX GalioB NPoayKTa.

lMpoBepKa LenoCTHOCTN OCYLLEeCTBAFETCS NpY NOMOLM yTuAnTbl checksum, BXOASLLEN B KOMMAEKT
noctasku PT NAD. B xoge nepBu4HOI HaCTPOIKIM NPOBEPKI LleNIOCTHOCTN YTUANTa BblUNCASET 1
3aMnuncbiBaeT B TEKCTOBbIE dalifbl 9TanoHHble Xell-cyMMbl SHA-256 61HapHbIX 1 KOHOUIYPaLNOHHbIX
dannos npoaykTa. B ganbHenwem Bbl MOXeTe 3anyckaTtb yTunnty checksum, yto6bl cpaBHBaTb
nMeloLmecs xeL-cymMmmbl GalnnioB C 3TalIOHHBIMK 1 TaKM 06pa30M y3HaBaTb, U3MEHSNCS N
NpPOoJYKT B 06Xx0[ ero cuctembl 6e3onacHoOCTU. [11s 3amnTbl 3TaNOHHbIX CMNCKOB XeL-CYyMM OT
n3meHeHnn dannbl C STUMIK CNCKaMM NOAMNCHIBAOTCS KpUNTOrpaduyeckKnm KioYom.

B aTom pa3pene
CozpaHue kyen gns npoBepki LenocTHocTy (M. pasgen 5.8.1)

"eHepauns xell-CyMM BUHapHbIX 11 KoHPUrypaumnoHHbix danos PT NAD (cwm. pasgen 5.8.2)

MpoBepka LenocTHoCTN NpoaykTa (cM. pasgen 5.8.3)

5.8.1. CosnaHue knoyein onis npoBepkn LENOCTHOCTH

Mepen reHepaLumeln CNMCKOB C Xel-cyMMamu GainioB NpoaykTa BaM HYXHO coafaaTb Kiouu,
KOTOpble 6yayT NCMOb30BaTbCS A MOAMNUCU N Bannaumm 3TUX CrINCKOB.

>  YT06bl CO30aTb K/OUM AN4 npoBepKn Le/TIOCTHOCTN npoaykKTa:

1. Tepengunte B Katanor ¢ ytunnton checksum:
cd /opt/ptsecurity/nad/bin

2. CreHepupyiTe Knoun g nognnci 1 Banmgaumm Crivckos;

sudo ./checksum keygen

B kaTanore /opt/ptsecurity/etc/.checksum nosBaTca aBa dalina Kodei: MpuBaTHbINA
Koy key . pem gas nognmncy faHHbIX 1 Ny6nnyHbIA Koy key . pub . pem ong Bannpaunn
OaHHbIX.

BHumaHue! HacTtosatenbHO pekoMeHayeTCcsl CKONmpoBaTb dalisibl Ko4Yelr Ha BHELLHNNA
HOCUTeNb NS 3alTbl OT U3MEHEHWIA.

BHumaHwue! He yganaiite dalnbl kioyen n3 katanora /opt/ptsecurity/etc/.checksum.
OHM 6yayT NCnosb3oBaHbl 415 NoANNCU OGHOBNEHHbIX CMIMCKOB MNPV U3MEHEHN NapamMeTpoB
npopykTa B nHTepdeiice.

3. Tlepesarpysute mogynu nad-task-server n nad-web-server:
sudo systemctl restart nad-task-server nad-web-server
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5.8.2. [ eHepaumng xelw-cyMmm BMHaPHbIX 1 KOHOUTYPaLNOHHbIX
¢dannos PT NAD

Bbl MOXeTe creHepupoBaTb CINCKMN C XeL-CyMMaMmn GUHAPHbIX N KOHOWIYpaLOHHbIX Galinos
npoaykTa 1 NoanmncaTh X 3aLLMLLIEHHbIM KtodoM. [NonyyeHHble cnuck 6yayT MCMOMb30BaHb! B
KauyecTBe 3TaNIOHHbIX NMPY NPOBEPKE LLeNoCTHOCTY npoaykTa (cMm. pasaen 5.8.3).

Mepen BbINOMHEHNEM VHCTRYKLMN CO30aNTe KMoYM NMpu nomMoLLm yTuanTel checksum
(cm. pasgen 5.8.1).

>  YT06bI CreHeprpoBaTh XeLL-CyMMbl BUHAPHBIX 1 KOHPUIYpPaLMOHHBIX GalifioB NPOAYyKTa:

1. Tepengnte B KaTanor ¢ ytunnton checksum:
cd /opt/ptsecurity/nad/bin

2. 3anycTute reHepaumio CrNCKOB XeL-CyMM 1 MOAMNNCh STUX CMUCKOB KITIOYOM,
CreHepurpoBaHHbIM yTunAnTon checksum:

e MPW NOMOLLN Kto4a, HaxoggdLllerocyd B Katanore no ymosi4aHuio:

sudo ./checksum generate

e Mpwn NOMOLLNM KJlio4a, Haxo4gdllerocyd B Apyrom Kartasore (Hanpvuvlep, Ha BHELWIHeM HOCVITeﬂe)Z

sudo ./checksum generate --private-key <nyTb Kk dainy knwya>

Hanpumep:
sudo ./checksum generate --private-key /media/keys/key.pem

MosiBnTCH cnepytoLee CoobLleHue:
INFO - "binaries" signed

INFO - "configs" signed

INFO - "geoip" signed

INFO - "signatures" signed

INFO - "replists" signed

INFO - "dga_model" signed

INFO - "dga_whitelist" signed

B kaTanore /opt/ptsecurity/etc/.checksum 6yoyT cosnaHbl palinibl C paclupeHem .sign, B
KOTOPbIX BYAYT 3anncaHbl xel-cyMmbl SHA-256 6uHapHbIX 11 KOHOUIYpPaLUOHHbIX GalinoB
npopykTa.

5.8.3. [lpoBepka LenoCTHOCTM NpoayKTa

B no601i MOMEHT rnocrie reHepaLn CANCKOB 3TaIOHHbIX XeLll-CyMM (CM. pasgen 5.8.2) Bbl MoxeTe
NPOBEPUTb, HE MOABEePrancs N NPOAYKT HECAHKLOHNPOBAHHbLIM N3MEHEHUSIM.
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>  YTO6bl NPOBEPUTL LLEIOCTHOCTb BMHAPHBIX 11 KOHPUIYpPaLMOHHbIX haiinoB NpoayKTa:

1. TMepengute B kKaTanor ¢ ytunnton checksum:
cd /opt/ptsecurity/nad/bin

2. 3anycTtuTe NpoBepKy LLeSIOCTHOCTH:

e Mpwn NOMOLLN KJlio4a, HaxodgdLerocyd B Katasnore no ymona4aHunio:

sudo ./checksum validate

e NPn NOMOLLUKW Knto4a, Haxodulerocyd B Apyrom Katasore (Hanpwvlep, Ha BHeLWlHeM HOCI/ITeJ'Ie)Z

sudo ./checksum validate --public-key <nyTb K ¢ainy knwya>

Hanpumep:
sudo ./checksum validate --public-key /media/keys/key.pub.pem

Mpw ycnewHon Banugauny nosBUTCS CoOobLLEHNE:

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

binaries validated successful
configs validated successful

geoip validated successful
signatures validated successful
replists validated successful
dga_model validated successful
dga_whitelist validated successful
Validation successful

5.9. OTKnoyeHne nepegaym ctatucTukm o pabote PT NAD

Ons ynyywenunsa PT NAD Positive Technologies co6upaeT faHHble 0 ero pa6oTe B MHGOPMaLIOHHON
NHOPaCTPYKTYypE OpraHmn3aLmn:

— 1nHbOpMaLKMIO O KoSIMYecTBe cpabaTbiBaHWI MpaBul BEHAOPOB;

— nofpo6Hble AaHHble 06 aTakax;

—  VHPOPMaLMIO O COCTOSAHI MPaBu1 BEHOOPOB (Kakune npaBuia BKIoUYEHbI, Kakiie NpuopuTeThl
yCTaHOBMEHbI 415 NPaBus, Kakne OeliCTBUS HadHauyeHbl Npy cpabaTbiBaHN NpaBnn);

— KOIn4ecTBO Cpa6aTbIBaHVIIh penyTauOHHbIX CTTNCKOB;

— cTaTucTrky Tpadurka, KoTopas BKloYaeT B cebs 06beM Tpaduka, KONMYeCcTBO Y3/oB,
pacnpepneneHne Tpaduka no NPoToKonam 1 CTaTUCTIKy OLINGOK Npu c6opke Ceccuin;

— WHbOpMAaLMIO O OENCTBUSX Nofib3oBaTeNen B Be6-HTepdelice.

MpumeuaHue. Bce naHHble nepepatoTca B Positive Technologies B 3alundpoBaHHOM BUAE.

Ecnun nonuTrka nHPopmMaLMOHHON 6€30MacHOCTN OpraH3aLnmn 3anpeLLaeT OTNpaBaTb AaHHbIE B
CTOPOHHE KOMMaHWK, Bbl MOXETE OTK/IIOUNTb Nepeaavy CTaTUCTUKN.
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>  YT06bl OTKITIOUNTD nepepavy CtatuCTukn:

u—y

B rnaBHOM MeHI0 BbiGepuTe - LleHTp ynpaBneHus.
OTkntounTe OTNPaBKy faHHbIX onga akcnepTos no Vb.

OTkntounTe oTnpaBky NMHPOPMaL O AeNCTBUSX NONb3oBaTeneln B Beb-nHrepoelice.

Ll

Haxmunte anIMEI'IIIITb BCe 1 noareBepanTe npnmMmeHeHumne.

NameHeHns 6ynyT npuMeHeHbl Yepes3 HEKOTOPOe BPeEMS.

5.10. BkntoueHmne cepTtudunkaTta opraHmsaumm B Crmcok
OOBEPEHHbIX

YTto6bl 06ecneunTb Blanmogericterne PT NAD ¢ KOMNOHeHTaMy 1 CUCTeMaMK, YyCTaHOBEHHbIMU Ha
OPYrux cepBepax, Hy>XHO 006aBUNTb KOPHEBOW cepTudukaT opraHnsaLmm, KOTOPbIM MOANMMCbIBAIOTCS
cepTndunKaTbl 3TNX KOMMOHEHTOB 1 CUCTEM, B CNNCOK foBepeHHbix cepTudukatos PT NAD. Ecnu B
Lernoyke mexay KOpHeBbIM CePTUPMKATOM 1 CepTUPrKaTaMm KOMMNOHEHTOB N CUCTEM €CTb
NPEOMeXyTouHble, TO dain cepTudrkaTa GOMKEH BKtoUaTb B ce65 BCIO LenoyKy 3TUX cepTndukaTos.

MpumeuaHue. OTa HCTPYKUINS Hy>XHa npu HacTpolike nHTerpauun PT NAD ¢ PT MC n
MaxPatrol EDR, HacTpoiike nonyyeHns nHankaTopoB komnpomeTauum oT PT Feeds, HacTpolike
aBTOMaTnYeckoro o6HoBMeHns 6a3bl 3HaHUI Positive Technologies B 3akpbITOM cermeHTe ceTu,
a Takxke NMpu HaCTPOIKe 061a4HOr0 XpaHeHs MeTagaHHbIX.

>  YT06bI BKIIOUNTD CEPTUGUKAT OpraHn3aLn B CRNCOK LOBEPEHHbIX:

1. B rnaBHOM MeHIo Bblbepute - LleHTp ynpaBneHus.
2. BblbepuTe Bknaoky CepTudmukaThbl.
3. B 6noke napameTpos KopHeBble cepTUuduKaTbl opraHusauum Haxvute [lo6aBuTb.

4. TlepeTawumTte dain ceptudukata B 061acTb 3arpysku uim obaBbTe ero no ccbljike
Bbl6epurTe.

5. Haxmunte lo6aBUTD.

5.11. HacTpowka rpynn y3nos

Mocne yctaHoBku PT NAD n 6a3bl 3HaHui Positive Technologies He06X0aMMO HacTpouTb Fpynmnbl
Y310B /19 KOPPEKTHOWN paboTbl NpaBu 415 O6HapyXeHns aTak.

>  YTO6bl HACTPOUTb FPYMMbl Y3/0B:

1. B rnaBHOM meHI0 BbibepurTe - MpaBuna ang atak v rpynnbi.
2. BbibepuTe Bknagky Fpynnbl y2nos.

3. Brpynne HOME_NET ykaxuTe Bce npuBaTHble 1 ny6anyHble IP-agpeca opraHusaumn.
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MpumevaHue. Ecnu cmexHble nogpasgeneHns opraHnsaunm pacnosioXeHbl B OO4HOM
cermeHTe ceTun, B HOME_NET pekomMeHayeTcs ykadaTb CTaHOapTHble (10.0.0.0/8,
172.16.0.0/121n192.168.0.0/16) n cneundurnyeckmne grmanasoHbl npreaTHbIx IP-agpecos
(Hanpumep, ¢ opyron MacKoi noaceTn), a Takxke 0o6aBuTb BCce nybnnyHble IP-agpeca.

MpumeuaHwme. MNpu go6aBneHNN 3N1eMEHTOB B IrPyMmy Bbl MOXeETe NCMOob30BaThb
crneucumBonbl (Cm. Taénuuy 4).

4. Brpynne EXTERNAL_NET BBeamTe !$HOME_NET.

5. Brpynne DC_SERVERS ykaxuTte IP-agpeca BCex KOHTPOIepOB AOMEHA, MOAKIIOYEHHbIX K
ceTu opraHmnsaunmn (Bktovasi CMexHble nogpasfneneHuns).

6. Haxmute MpumeHUTb BCe.

Cneucumson

Ta6nuua 4. CneucumBosbl 015 31€MEHTOB rpynmnbl

HazHaueHue

Mpumep ucnonb3oBaHus

VlckntoyeHne anemeHTa

180

J

PaspeneHune sanemeHTOB

192.0.2.3,192.0.2.6

[ ]

O6bennHeHne anemMeHToB

[21,25,110,80]

$<HazBaHue rpynnbi>

Ccblfika Ha gpyryto rpynny ane-
MEHTOB Takoro xe Tuna (B
rpynne y310B MOXHO CCbllaTb-
CS TONbKO Ha rpynnbl Y3508, B
rpynne NopToB — Ha rpynmbl
nopToB)

$DNS_SERVERS

[nana3oH noptoB

80:84

[wnana3soH IP-agpecos y3nos

192.0.2.3-192.0.2.11

IP-apgpec nogceTu y3nos

203.0.113.0/24

5.12. [NpoBepka cocTodHNa komnoHeHToB PT NAD

Mocne yctaHoBkn 1 HacTponky PT NAD Bbl MOXeTe NpoBepuTb COCTOSHNE €ro KOMMOHEHTOB.

> YT06bI NPpOBEPUTL COCTOSHME KOMMoHeHTOoB PT NAD,

BbIMOMHNTE KOMaHAy.

sudo nad-status

PeaynbTtaT BbinonHeHns komangpl cogepxunt Bepcuto PT NAD n BapmnaHT ero KoHdUrypauum, a Takxe
YCTaHOBMEHHbIE PO 1 KOMMOHEHTbI C X COCTOSHMNEM.

MNpumep pesynbTaTa:

version: 12.4.124

server-role:
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server-components: Core, Sensor, Storage
Status of the services:
carbon-cache.service OK
elasticsearch.service OK
grafana-server.service 0K
graphite-api.service OK
nad-mgmt-client.service OK
nad-mgmt-server.service OK
nad-reporter.service OK
nad-task-server.service OK
nad-web-server.service OK
nginx.service OK
postgresql.service OK
ptdpi-broker-srv.service OK
ptdpi-broker.service OK
ptdpi-networking.service OK
ptdpi.service OK
ptdpistat.service OK
pyfpta.service OK
redis-server.service 0K
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6. Bxoo B PT NAD

Monb3oBaTenbckuin HTepdeic PT NAD goctyneH B 6paysepe. [NpenyCcMoTpeHo aBa BapnaHTa
BXofa B nHTepdenc npoaykra:

— Bxog Hanpamyto B uHTepdeinc PT NAD ¢ yyeTHbIMU JaHHbIMIK, HACTPOEHHbIMW BaMU UK APYTriAM
agMmuHucTpaTopom PT NAD.

— Bxopn uepes cepsuc Positive Technologies Management and Configuration (nanee takxe —
PT MC), o6ecneunBatoLLmin equHbI BXOL AN15 Bcex NpoaykToB Positive Technologies.

Cepsuc PT MC gocTyneH Toflbko B TOM Crly4Yae, eCni MHTerpauns ¢ HUM 6blfia HacTpoeHa
(cm. paspgen 5.1.3).

B aTom pa3pene

Bxon B PT NAD 6e3 cepBuca equHoro exofa (cm. pasgen 6.1)

Bxon B PT NAD uepes PT MC (cm. pasgen 6.2)

6.1. Bxog B PT NAD 6e3 cepBuca egnHoro Bxoga

MpumeyaHue. Ecnv HacTpoeHa ayTeHTUudrKaums (cm. pasgen 5.1.3) ¢ nomolLbio cepBrica eanHoro
Bxoga PT MC, To no ymonuaHmio BXod B UHTEpdENC NpoaykTa BbIMONHAETCS Yepes 9TOT CepBlC.

Ona apmuHucTpupoBaHng PT NAD Bam HyXXHO BOWTY B €ro MHTepdeinc, NCrnonibays yY4eTHYI0 3anncb
C pofbio agMUHUCTpaTopa.

> YTo6bl BOoT B PT NAD:

1. B appecHon cTpoke 6pay3epa Beeante URL Buga:
https://<IP-agpec wnn pomeHHoe umsa Beb-cepBepa PT NAD>

Hanpumep:
https://ptnad.example.com

2. BBeguTe norviH 1 Naposb yYeTHOW 3arnmncu.

3. HaxmuTte Bontn.

6.2. Bxog B PT NAD uepes PT MC

MpumeyaHue. Ecnv HacTpoeHa ayTeHTUudrKaums (cm. pasgen 5.1.3) ¢ nomolLbio cepBrica eanHoro
Bxoga PT MC, To no ymonuaHmio BXod B MUHTEPGdENC NpoayKTa BbIMOMHAETCS Yepes 9TOT CepBlC.

Mepen Bxogom B PT NAD 3anpocute y agMmunucTtpatopa PT MC ccbinky ans Bxoga B nHtepdeinc
NPOAyKTa, a TakxXe NIOrMH 1 Naposib Balleln Yy4eTHOM 3anuncul.

Mepen BbINONHEHNEM NHCTPYKLMN HYXXHO Y6eanTbes, UTo B 6pay3epe paspeLleHbl BCrsblBatoLme
OKHa.
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> Yro6bl BonTn B PT NAD:
1. B appecHol cTpoke 6pay3epa BBeaAnTe CCbInky s BXxofa B uHtepdenc PT NAD.
OTkpoeTca cTpaHuua Bxoga B PT MC.
2. BeepguTe normH 1 Naposnb y4eTHOWN 3anuncu.

MpumeuaHune. CtaHgapTHaga ceccug nonb3osatensa B PT NAD pgnutcs 12 yacos. Bl moxeTe
NPOONTb CECCULD, YCTaHOBMB piaxkok 3anOMHUTb MEHS: Tora oHa 3aBepLUNTCS TONTbKO
yepes 7 oHen 6e30encTBeims.

3. HaxmunTte BouTm.
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/. NIntepdenc PT NAD

Bce penictaug B PT NAD Bbl MOXETE BbINOMHATD C MOMOLLbIO rpadryeckoro noib3oBaTeNbCKoro
nHTepdenca. B aTom pasgene npuBOANTCS ONMcaHne OCHOBHbIX aniemeHToB nHTepdeinca PT NAD,
OocTynHbIx nocne Bxoga B PT NAD.

[ns pa6oTbl B nHTepdeinice PT NAD pekomeHpyeTcs ncnonb3osaTb 6paysep Google Chrome nnu
Mozilla Firefox.

B aTom pa3pene

"naBHOe MeHto (cM. pasgen 7.1)

CTpaHuubl nHTepdeiica n pabodaa o6nactb (CM. pasgen 7.2)

OneMeHTbl ynpaBneHns ois KOHTPOS OTo6paxeHns AaHHbIX (CM. pasgen 7.3)

ViHoukaTop cocTosiHMS NpoaykTa (cMm. pasgen 7.4)

Cm. Takxe
Moacuctema Nonb3oBaTeNbCkoro uHTepdenca (cm. pasoen 2.2.4)

HacTpoiika nonb3oBaTenbckoro Be6-nHTepderica (cMm. pasgen 5.7)

7.1.  naBHOE MEeHIo

B BepxHen yacTu no6oi ctpaHnubl nHTepdenca PT NAD pacnofioxeHo rnaBHOE MEHIO.

pt NAD Hawbopgbl Ceccumn ATakm CeTeBble CBA3N JeHTa aKTUBHOCTEA VENT

PucyHok 9. naBHoe meHio PT NAD

(NaBHOE MeHIo o6ecneunBaeT JOCTYMN K OCHOBHbIM ¢yHKUnsgMm PT NAD.

Ecnun sksemnnapsl PT NAD o6beguHeHbl B nepapxuio, TO B rTaBHOM MEHIO LLIeHTPasibHOW KOHCOMNN
oTo6paxaeTcs Hagnuch LLeHTp. KOHconNb, a B rMaBHOM MEHIO [LOYEPHEN CMCTEMbI — Ha3BaHNe 3TON
cuctembl, nonyyeHHoe ot PT MC.

NAD

LiewTp. KoHcons

pt

Maw6opgb! Ceccumn Atakm CeTesble CBA3M IeHTa aKTMBHOCTEH Yanbl

PncyHok 10. TnaBHoe meHio PT NAD Central Console

Mepexoa K ApYyrumM NpUIoXKeHUIM

Ecnn B PT NAD HacTpoeHa nHTerpaums (cm. pasgen 5.1.3) ¢ Positive Technologies Management and

Configuration (PT MC), B neBoii 4acTu F1aBHOro MeHI0 OTo6paxaeTcs KHomMka AN nepexopa B
npunoxeHuns Positive Technologies.
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= pt NAD Naw6opabi

Management and Configuration
Knowledge Base

MaxPatrol 10

PT NAD

PucyHok 11. MeHio nepexopfa B gpyrue npunnoxeHus Positive Technologies

Kpowme Toro, ecnu skaemnngpbl PT NAD o6beanHeHbl B nepapxuio, TO Mo KHOMKe MOXHO
nepekioYaTbCs Mexay Beb6-nHTepdericaMmm aKk3eMnasapoB 6e3 NOBTOPHON ayTeHTnduKaLun.

I'Iepexon K CTpaHUUaM npoaykKTa

CNaBHOE MeHIO COQePXNT pasaesbl ANs nepexofa k CTpaHuLam npoaykTa (cMm. pasaen 7.2):

Aaw6opabl — cCTpaHMLa co CTaTUCTUYECKUMMN OaHHBIMIN O TpaduKe B CETU B HarSAHOM
npencTaBneHun (Hanpumep, Ha kapTe, rpaduke, B Tabnmue).

Ceccuu — CTpaHuLLa CO CMNCKOM CEeCCUn 1 MHPOpPMaLEn O HNX.
ATakKm — cTpaHuLa co CnncKom cpabaTbiBaHWIA NpaBna 1 nHGOpMaLen O HIX.
CeTeBble CBS3M — CTPaHuLa C TOMOMornern ceTil, MokasblBatoLas CBS31 Mexay y3namu.

JleHTa aKTMBHOCTEN — CTpaHMLa CO CMINCKOM OBHapPYXEHHbIX MOAO3PUTENbHbIX aKTVBHOCTEN B
NHOOPMALMOHHON NHPPACTPYKTYpPE.

Mpwn HaNNYMN HEMNPOCMOTPEHHbIX BaMU akKTVBHOCTEN PSAOM C Ha3BaHeM pasaena
0TO6PaxaeTCsl CYETUMK HOBbIX 1 OBHOBMIEHHbIX aKTUBHOCTENA.

Y3anbl — cTpaHuLa C nepeyHem o6HapyXeHHbIX Y3/0B.
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Mpoune sanemeHTbl ynpaBfeHus

Cpefam Npoyero B rf1aBHOM MEHIO TakXe HaXOAMTCs NHONKATOP COCTOSHNS NpoaykTa
(cm. pasgen 7.4), a cnpaBa OT Hero — crepyoLne afeMeHTbl yrpaBieHns:

pacKkpbiBaeT MeHIO An9 nepexofa K CTpaHuuam, npegHasHa4yeHHbIM A9 HAaCTPONKMN paboTbl 1
agMmunHucTpuposaHma PT NAD.

packpbiBaeT MeHio ¢ Homepom ycTaHoBneHHon Bepcunt PT NAD u ccbinikamun Ha
NoNb30BaTENbCKYIO JOKYMEHTALNIO.

NMo3BOMSEeT MPOCMOTPETb U U3MEHUTbL JINYHbIE AaHHble NOIb30BaTeNs, HACTPOUTb NHTepdeNc,
yBEOMJIEHNS 1N PaCChIIKy OTUETOB MO pacrnucaHuio, a Takxe 3aBeplunTb paboTy B PT NAD ¢

TekylLeln y4eTHon 3anucblo. o HaBeaeHno Kypcopa Ha 3Ha4yoK & oTobpaxaloTcs ums 1 pamunms
nonb3oBatend, kotopblin Bowen B PT NAD.

7.2. CTpaHuupbl nHTepdenca n paboyas obnactb

[(naBHOE MeHI0 COOepPXNT pasfesbl angd nepexoda K CTpaHmuam rnpoaykra. CTpaHVILI,bI no
Ha3Ha4YeHnto OendaTcy.

— Ha CTpaHuLbl AN MOHUTOPUHra Tpaduka: fawéopabl (OTKPbIBAETCS MO YMOMYaHNIO NP BXOAE B
nHTepodelic) n JleHTa akTUBHOCTEM;

— CTpaHuubl 019 aHanmsa meTtagaHHbIx Tpaduka: Ceccum, Ataku, CeTeBble CBA3U 11 Y3nbl;
— CTpaHuUbl ANg agMUHUCTPUPOBaHNS NMpoaykTa (KHomnka B rNTaBHOM MEH!I0);

— CTpaHuLbl oNg yrnpasneHna y4eTHOI 3anncblo (KHorka B rNTaBHOM MEHIO).

Pa6ouas obnacTtb

Copepxunmoe 1 B paboyelt 0651acT 3aBUCAT OT BbIBPaHHOW CTPaHuLbl, 1 MOXeT 0To6paxaTbCs B
BUOE:

— Tabnuubl;

—  BUOXETa;

—  KapTOuKW;

— JeHTbl aKTUBHOCTEM;

— KapTbl CETEBbIX B3aVMOAENCTBUIA.

Copepxunmoe paboyeli 061acTy Takxke 3aBUCUT OT BbIAEIEHHOr 0 y4acTka Ha anarpaMmme
NHTEeHCcMBOCTY Tpaduka 1 GUNbTPOB, MPUMEHEHHbIX B NaHenn bunbTpaumnm.
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7.3. OnemeHTbl ynpaBneHnsa ang KOHTPONS 0To6paxeHNs
[0aHHbIX

Mop anarpamMmon MHTEHCUBHOCTU Tpaduka HaXOAATCS 3N1eMeHTbl YyNpaBAeHUs, C MOMOLLbIO KOTOPbIX
Bbl MOXeTe KOHTPOJIMPOBaTb OTOGPaXeHne faHHbIX O 3aXBaYeHHOM TpaduiKe:

BbIBOAMT CMMCOK XPaHWNLL, MO3BONASET BbibpaTh XpaHUIuLLa Onsg 0To6paxeHns Nx CoaepXnmMmoro
B NHTepdelice, a Takxe JaeT BO3MOXHOCTb MMMOPTMPOBaTh B XpaHuIuLwa gamnbl Tpadurka B
dopmaTe PCAP. B nHTepdernce LeHTpanbHON KOHCONN BMECTO CNMCKa XPpaHUNLL, BbIBOOUT CMNCOK
poyepHux cuctem (cm. pasgen 10.4), no3songeT BbibpaTh JOUYEpHUE CUCTEMbI 415 paboTbl C
OaHHbIMMU.

LiBeT anemeHTa CUrHanmsumpyeT O COCTOAHUN NOJKMNOYEeHNa AOYePHNX CNCTEM:
5 BCe Bbl6paHHble Oo4YepHme CUMCTeMbl OOCTYMHbI,

BCe Bbl6paHHbIe Jo4YepHme CMCTemMbl HeOOCTYIMHbI;

cpean BbI6paHHbIX OOYepHMX Cuctem eCTb HeOCTyMHble Ui oTBeYalLlle C owméKamu;
5 BCe Bbl6paHHbIe Oo4YepHme CMcTtemMbl OTBEeYaloT C owméKamu.

cbpacbiBaeT GUbTPbI MO NEPUOAY K 3HAUYEHMIo No yMmonyaHuto (Bce cobbitus V1B 3a nocnegHmi
yac). Tekywuin neprog dunbTpaLm faHHbIX 0TobpaxaeTcs c/ieBa OT 3/1IeMeHTa.

BbIBOANT CMNCOK paHee Bbl6paHHbIX nepwmnoaos gyivd cbvmpraLme OaHHbIX.

MpumeuaHue. SnemeHTbl yrpaBneHus 4 KOHTPOS OTO6paXKeHs gaHHbIX O Tpaduke
OOCTYMHbI TONBbKO Ha CTpaHuLax ¢ Takumu gaHHbiMy (Jaw6éopabl, Ceccuun, ATakm 11 CeTeBble
CBSI3M).

7.4. V/lnonkaTop COCTOSHNS NPOoAyKTa

CnpaBa OT 9/1IeMEHTOB yrNpaBieHns A1 KOHTPOSIS 0TOBPaXeHNs AaHHbIX 0 Tpadrke HaxoanTCs
WNHAMKATOP COCTOSHNS NPOayKTa:

© curnannasupyet o npo6nemax nnn oLMGKax B paboTe NPOAYKTA;

npepynpexgaeT o NpuGAnKeHnn HabgaemMbix NapameTpoB (Hanpumep, 3arpyskiu LIM) k
NOPOroBbIM 3HAYEHUNSIM;

® cooblaet o Tom, uto PT NAD paboTaeT 6e3 oWmnboK;

yBeoomngdeT O TOM, 4YTO CI)yHKLl,I/Iﬂ MOHWTOPWHIa He 6blna HaCTpOoeHa agMNHNCTPaTOpPOM
npoaykKTa, OTK4YeHa Ui He 3anylleHa.

Mo HaxaTunio Ha MHAKKATOP OTKPbIBAaETCS BCMblBaloLee OKHO C HdOopMaLmen o TekyLem
COCTOSIHUW NPOAYKTa.
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MonuTopudr PT NAD 4 CkayaTb CHMCTEMHbIE XYpHansl

He ynanoch Nony4YuTe MHAMKATOPb! KOMNPOMETAaLWK: HET
coefMHeHna ¢ KoMmnoHenTom PT Cybsi Provider

He ynanock o6HoBUTE Gasy 3HaHui Bedaopa PTSecurity:
HET COeIMHEHMA C cepBepOM 0BHOBNEHUIA

HE‘KDTOFJI::IE‘ W3 Npagyn cojepxaTt M3MEHEHWA, KOTOPbIE HE
Bblnm NpUMEHEHI. HDHMEHHTE‘ W3IMEHEHHWA HNKW OTMEHMWUTE
WX

PucyHok 12. CocTogHne npogyKta
Mo HaxaTwio Ha ccbinky MouuTopuHr PT NAD BbinonHAeTCS Nepexof K BHELLHEN cucteme
MOHUTOPUHra (3Ta BO3MOXHOCTb MOXET 6bITb HE HAaCTPOEeHa agMUHNCTPATOPOM NPOAyYKTa).

Mo HaxaTuio Ha ccbinky CkadaTb CUCTEMHbIE XXypPHalbl Ha Ball KOMMbIOTEP CKaYMBaETCs apXuB C
XypHanamm npoaykTa (cm. pazgen 11.2). 3ta ceblfika OCTYMHa TOIbKO TeM NoMb30BaTeNsaM, y
KOTOPbIX €CTb MPaBO AOCTYMa K LLeHTPY yrpaBieHus.
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8. NpocmoTp nHdopmaumm o nuueHsnum PT NAD
Bbl moxeTe NMPOCMOTPETb NapamMeTpPbl NMUeH3nN, aKTI/IBlllpOBaHHOI‘/'l B npoaykTe.

>  YT06bl NPOCMOTPETL MHPOPMaLKmo o nuueH3nn PT NAD:

1. B rnaBHOM MeHIO BblibepuTe - LleHTp ynpaBneHus.

2. BblbepuTe Bknaagky JineHsus.

pl: NAD awbGopgpbi Ceccun Atakn CeTeBble cBA3N TNewra akTHBHOCTEN Yanbl < @ -
LleHTp ynpaeneHuna
06une napameTphbl

JInueH3na  # 3amenuTb

06HoBNeHWe 6a3 3HaHWA 608

PTNAD-1000-***DZ0O5kK
27 aBrycra 2024

MHTerpauma ¢ npogykramu Positive
Technologies

CpeficTBa MHTerpawmm
Ba3sbl 3HaHWiA 1Tréut/c

I Tnyensua PaspelueHo

0 cucteme

PucyHok 13. TpocMoTp nHPopmaumm o NnuLeH3nm

Cm. Takxe

JlnueHsnposaHue (cm. pasaoen 4)
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Q. 3ameHa nnueH3num PT NAD

3ameHa NMUEeH3nn MOXeT NoTPeb0oBaTbCH B CNEAYIOLLNX CyYasX:

— [probpeTeHa NMUEH3Ns C O6GHOBMIEHHbBIM CPOKOM AelicTBUS. [Npn 3akase nmueH3nn

yCTaHaBnMBaeTCd faTa OKOHYaHN4 CpPOKa ee pencteug. Ecnn CpoK nogxognT K KOHLY nnn NCTek,

Bbl MOXETe 06paTNTbCS B TEXHNYECKYIO NOAAEPXKY, YTOBbI MPOQNTL €ro NN 3aKkasaTb HOBYIO
nuueHanio. B nocnegHem cnyyae nocne nonydyeHus daiina HOBON NMNLEH3NM BaM HYXHO
3aMeHNTb NNLIEH3NIO B NPOAYKTE.

— OgpHa 1 Ta Xe NnueH3uns 6blna akTuBupoBaHa B Heckonbkux ak3emnngpax PT NAD. Nockonbky
OfHa NNLEH3NS MOXET MCMOIb30BaTbCH TObKO B OAHOM 3K3eMMsgpe NPOoayKTa, BaM HY>XHO
3aMeHNTb NNLEH3MNN Tak, YTOObI B KaXA0M 9K3eMMsipe bblfa akTUBMPOBaHa CBOS INLLEH3NS.

MpumeyaHue. MNpun HexBaTke NNLEH3NI Ballel OpraHn3aun HyXxHO AOKYMTb UX.

>  UYT06bl 3aMEHNTb NNLIEH3WIO:

—t

B rnaBHOM MeHI0 BbiGepuTe - LleHTp ynpaBneHus.

2. BbibepuTe Bknagky JiuueHsus.
3. Haxmute 3ameHuUTb.
4. TlepeTtawumTe dan HOBOW NNLLEH3NN B 061aCTb 3arpy3Ku v fobaBbTe ero rno cChifike
Bbi6paTtb dpann.
5. Haxmute 3aMeHUTb.
Cm. Takxe

JlnueHsnposaHe (cm. pasgen 4)

3ameHa nuueHsnn PT NAD
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10. AopmunHucTpuposaHue PT NAD

Bbl moxeTe ynpasngatb paboton PT NAD npu Hannymm y BaC COOTBETCTBYIOLLX MPUBUIET .
YnpaBneHne oCyLeCcTBASETCS Ha CTpaHnLax, OCTYMHbIX B F1aBHOM MEHIO MO KHOMKe <.

MpumeyaHne. OTOT pasgen cogepXnT NHCTPYKLIN MO paboTe C XypHanom ayauTta,
NMoNb30BaTENbCKUMU YYETHBIMU 3aMNCIMU, PONSMU 1 MPUBUIErMSMY, MO aBTOOBHOBMEHMIO
penyTaunoHHbIX CANCKOB 1 MpaBui. VIHCTpyKLUMK, CBA3aHHbIe C 3agadamMi ornepaTopa,
npusoasaTcs B pa3gene «YnpasneHne paboton PT NAD» B PykoBoacTse onepatopa.
B aTom pa3pene
YnpasneHne pongmu n npusuneruamm (cm. pasgen 10.1)
YnpaBneHne y4eTHbIMYK 3anucsamu nosib3oBatenein (cm. pasgen 10.2)
YnpaBneHne aBTOO6HOBAEHEM MNPaBU 1 penyTaLnoHHbIX crnckoB (cM. pasnesn 10.3)
YnpasneHne goyepHMmu cuctemamu (cm. pasaoen 10.4)
Pa6oTa c xypHanom ayguta (cm. pasgen 10.5)
YnpaBneHne yBeLOMMAEHNSMIN O HeCaHKLMOHpoBaHHOM gocTyne (cm. pasgen 10.6)
HacTporika ¢yHkLMM aBToMaTudeckoro Bbixoga 13 PT NAD (cm. pasgen 10.7)
PezepBHoe konnpoBaHue n BocctaHoBreHne PT NAD (cm. pazoen 10.8)
HacTpolika neprnofa 3anycka peTpocnekTBHOro aHanuaa (cm. pasgen 10.9)
HacTpolika numntoB 06paboTkn Tpaduka (cm. pasgen 10.10)
VIsmeHeHmne poTaummy gaHHbIX B MOTOKOBbIX XpaHunuwax (cm. pasgen 10.11)
HacTpolika 3anucu n oTnpaBki coobLLeHnn no npoTokony syslog (cm. pasnen 10.12)
HacTpolika oTrnpaBKuy COOBLLEHNI NPY MOMOLL MexaHu3ma webhook (cm. pasgen 10.13)
3ameHa SSL-cepTtudukata (cm. pasgen 10.14)
YnpaBneHne CcblfikaMi Ha BHELLHE aHanuTn4eckne pecypcbl (cm. pasgen 10.15)
3ameHa nokanbHOro XxpaHunulia MmeTagaHHbIx Tpadrka Ha obnayHoe (cm. pasgen 10.16)
C6poc faHHbIX 06ydeHNs NpaBun 4ns akTusHocTen (cm. pasagen 10.17)

[onroBpemeHHoe XpaHeHne MeTagaHHbIX Tpaduka (cm. pazsnen 10.18)

10.1. YnpaBneHwe pongamu v npuBuierngamm

B PT NAD ncnonb3yeTtcs poneBas MOgesb ynpasneHns GocTynom. Ponb — 3To Habop npuBuierni,
onpegengoLx npasa 4ocTyna K GyHKLUNGM NpoayKTa.
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Mo ymonyaHuto B PT NAD cyliecTByoT ponn agMunHUCTpaTopa 1 onepatopa. ADMUHNCTPATOP UMeeT
nosHble NpaBa Ha [OCTYN K GyHKUMaM npodykTa. OnepaTop nmeeT BCe npasa, KpoMe npas Ha
agMUHNCTPUpPOBaHne. Bbl He MoXeTe yaanaTb Ui U3MeHSTb 3T POSK.

Bbl MoXxeTe co3faBaTb COBCTBEHHbIE ponn, HacTpamBaTb X NpuBuNernn N HasHa4vaTtb PO yY4EeTHbIM
3anmcsm rnosib3oBaTenei.

MpumeyaHune. OnncaHHag B 9TOM pasfene yHKUNS HEQOCTYMHa, eCn B NpoLecce yCTaHOBKY
PT NAD 6bina HacTpoeHa ayTeHTUdUKaLns ¢ MoMoLLbio cepsuca eguHoro sxoga PT MC.

B aTom pa3pene

CospgaHue nonb3oBaTenbckon ponu (cm. pasgen 10.1.1)

VismeHeHme nonb3oBaTenbckon ponu (cm. pasgen 10.1.2)

YnaneHune nosbdoBaTtenockol ponu (cm. pasgen 10.1.3)

CucTteMmHble ponu 1 nx npusunerun (cm. pasgen 10.1.4)

CM. Takxke

YnpaBneHne y4eTHbIMY 3anucsamu nosibdoBatenein (cm. pasgen 10.2)

10.1.1. CosgaHune nonb3oBaTebCKom Posun

> YT06bI CO30aTb NONIb30BATENbCKYIO POSb:

1. B rnaBHOM MeHIo Bblbepute - Ponun n npuBuneruvu.
2. HaxmuTte kHornky [lo6aBUTb ponb.
B Tabnuue nosieutcsa ctonbeu, HoBag ponb.
3. TMpn HeOBXOAMMOCTI N3MEHINTE CTaH4APTHOE Ha3BaHWe POosIK.
4. YcTaHoBuUTe pnaxku NpuBUIernin ois cCosnaBaemMon posu.
5. Haxmunte KkHonky CoXpaHUTb.

lNonb3oBaTenbckas POJ1b CO3aaHa.

10.1.2. /IameHeHne nonb3oBaTeslbCkon ponn

Bbl MOXeTe n3MeHUTb Ha3BaHne ponu 1 Habop ee NpuBunernid. Hanprmep, ecnmn nocne n3aMeHeHur
B ALO/HKHOCTHOW NHCTPYKLIN COTPYAHMKA TPebyeTcs paclumpuTb npasa 4OCTyna K GyHKUUSM
npoaykTa.

MpumeyaHune. CrcTemMHble POnn agMUHNCTPATOPa 1 onepaTopa He MOryT GbiTb 3MEHEHDI.
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> YT06bl NI3MEHUTD Nnosib30BaTEIbCKYIO POb:

1. B rnaBHOM meHI0 BbibepuTe - Ponu u npusunerum.
2. B naHenn nHCTpyMeHTOB HaxmuTe KHornky UISMeHuTb.

Tabnuua ponen n NpUBUAErA CTaHET OOCTYMHOWN AN N3MEHEHNS.

3. Ecnun Bam HyXHO N3MEHUTb Ha3BaHWe Ponn, HaBeaMTe Ha Hero Kypcop, Haxmute & 1 B

OTKPbIBLLEMCY MOSe BBEAMTE HOBOE Ha3BaHue.
4. Tlpun HeO6XoaMMOCTHY NepeonpenenuTe Habop NPUBUAETAIA POSN.
5. Haxmute kHonky CoxpaHUTb.

lMonb3oBaTenbckas POb N3SMeHeHa.

10.1.3. YoaneHne nonb3oBaTebCkon ponn

Bbl MOxeTe yoanatb ponu nonb3osaTtenein. MNpun yoaneHnn ponm y4eTHble 3anucu nosb3osBaTenei,
KOTOpPbIM 3Ta posib 6blla HagHauyeHa, aBTomMmaTyecky 6noknpytoTcs. CucTeMHble ponn

agMUHUCTPaTOpa 1 ornepaTopa He MOryT GbiTb YAaneHbl.

>  YTo6bl yOanuTb Nob30BaTENIbCKYIO POSb:

1. B rnaBHOM MeHo Bbibepute - Ponu n npusBuneruvu.
2. B naHenn nHCTpyMeHTOB HaxmuTe KHornky USMeHuTb.

Tabnuua ponei n NpuBWUAErni CTaHeT AOCTYMHON AN U3MEHEHNS.

3. HaBeguTe Kypcop Ha HasBaHne Posv 1 HAXMUTE

4. Haxmute kHornky CoXxpaHUTb.

[Nonb3oBaTenbckas POonb yoaneHa. YueTHble 3anncum nonb3oBaTenen, KOTOPbIM 3Ta POJb 6blna

Ha3Ha4yeHa, 3861'IOKI/IpOBaHbI.

10.1.4. CncrtemHbie ponum n nx npusmniernn

B Tabnuue Huxe npuseneHbl NPUBUIEr Nob30BaTeNen C CUCTEMHBIMI PONSIMI aaMUHUCTPaTopa

1 oneparopa.

Ta6nuua 5. CuctemMHble ponn 1 nx NpyBuaerin

AgmuHMucTpaTop Onepatop
Pa6oTta c Tpadpukom
MpoCMOTP OBLLMX CBEAEHNI O TpaduiKe @) @)
MpocMOTp NOAPO6HbIX CBEAEHWA O Tpaduke @) @)
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AamuHucTpaTop Onepatop

[MpocMOTp yyYeTHbIX 3amnucein B Tpaduke

SkcnopT PCAP-daiinos

mnopt PCAP-dainnos

CkaumnBaHune $painnoB, N3BreyYeHHbIX N3 Tpaduka

GHCHOHONS

MepeHoc 3axBavyeHHOro Tpaduka B XpaHuImLLe

PearmpOBaHme Ha Yyrpo3bl

AaMUHUCTPUpPOBaHue

lameHeHne napamMeTpoB B LLEHTpe yrnpaBfieHns

MpocMOoTp crmncka CeHCopoB

YnpaBneHune ceHcopamu

[MpocmoTp XypHana ayauTa

YnpaBneHune xypHanom ayanTa

YnpaBneHne npasunamMmm

SHOHOHONONONIEIONONONONONS

CkaynBaHune CUCTEMHbIX XYPHAaN0B 1 MOHUTOPVIHT B
Grafana

10.2. YnpaBneHune yyeTHbIMI 3arnncamin nosibdoBaTenen

Kaxpomy nonssosatenio PT NAD npucBanBaeTcs yyeTHasa 3anncb. Bol moxeTe cospnaBathb,
N3MEHSTb, yoansTb 1 6110KMPOBaTh yYeTHbIe 3anncu Nosib3oBaTeneil.

MpumeyaHune. OnncaHHag B 9TOM pasfene yHKUNS HEQOCTYMHa, eCn B NpoLecce yCTaHOBKY
PT NAD 6bina HacTpoeHa ayTeHTUdUKaLmns ¢ MoMoLLbio cepsuca eguHoro sxoga PT MC.

B aTom pa3pene

CospgaHue yyeTHOW 3anmncu nosb3oBaTens (cm. pasgen 10.2.1)

VIsmeHeHme yueTHoR 3anucu nonb3oBaTtens (cm. pasgen 10.2.2)

BnoknpoBka yyeTHol 3anncuy nonb3oBaTtens (cm. pasgen 10.2.3)

AKTVBaLS y4eTHON 3anncu nonb3oBaTens (cMm. pasgen 10.2.4)

YpaneHue yyeTHOWN 3anuncu nosnb3oBaTensd (cMm. pasgen 10.2.5)

CM. TaKke

YnpasneHne ponsmu 1 npueunerusmu (cm. pasgen 10.1)
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10.2.1. Co3gaHune yyeTHOW 3anmcin Nonb3oBaTend

[na npepoctaBneHns nonb3oBaTento goctyna k uHtepdency PT NAD HyXHO co3gaTtb yYeTHYIo
3anuncb nonb3oBaTens. lNepepn co3paHnemM y4eTHOW 3anmncn HyxHo yéegutbcs, uto B PT NAD ecTb
ponb (cm. pasgen 10.1) ¢ HeobxooMMbIM ANS NOMb3oBaTeNss HABOPOM MOSTHOMOUNIA.

> YT06bl CO30aTb YUYETHYIO 3aMnnChb NONb3oBaTeNS:

1. B rnaBHOM MeHIO HaxmunTe N B pacKkpblBLUEMCS MeHIo BbibepuTe nyHKT Monb3oBaTenu.
OTkpoeTca cTpaHuua Monb3oBaTenu.
2. B naHenn nHcTpymMeHTOB HaxmuTe KHornky Jlo6aBuUTb.

OTKpoeTcs okHO HoBbI nonb3oBaTesnb.
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HoBbIW Nonb3oBaTenb x
Pone | Onepartop ~ ‘

Norwvn | username ‘

Mapons | /3n_90s,-=4z16Rqw8 & ‘ CreHepupoBaTb

+ He meHee 8 ciMBONOB

+ 3arnaeHan NaTuHckan Oykea
+ Uwnippa

» Cneucumeon

« Kawgbi# cumeon He Bonee geyx pas

[ ] CMeHMTL Naponk NpW Bxoge

3n. nouta | username@example.com ‘
Tenedon | 79000000000 |
HeobazaTenbHo

NuyHble faHHbIE

Qamunua | MeaHoB ‘

Wma | WMeaH ‘

Ot4yecTBO | MBaHoBKUY ‘
HeobAsaTenbHo

=

PucyHok 14. CosgaHue y4yeTHOI 3annci nonb3oBaTens

3. B packpbiBatoemcs crnvcke BbibepuTte ponb (cMm. pasgen 10.1).
4. B none JlornH BBegunTe NOrMH y4eTHOIW 3anucul.

MpumeyaHue. JTorvH gonxeH 6bITb YHUKalIbHbIM 1 MOXET COAepXXaTb TOJIbKO NAaTUHCKNe
6yKBbI, LLVId)pr VI CUIMBOJTbI €.», «=», «_», K@» N «+».

5. B none Maponb BBeanTe naponb Ans y4eTHOWN 3annci Nob3oBaTens.
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MpumeuaHume. Maponb LomKeH 6bITb HE KOpoYe 8 CUMBOJIOB 11 coaepXaTb Kak MUHUMYM OfHY
CTPOYUHYIO 1 OQHY MPOMMCHYIO NAaTUHCKYIO 6YKBY, OOHY LdpY 1 0anH crieucrmson. Kaxabli
CUMBOJT He JOIXEH NOBTOPSATLCS 6osiee ABYX pa3. Bbl MoxeTe creHepupoBaTh Naposib,
COOTBETCTBYIOLLMI TPeboBaHNSM, MO KHornke CreHepupoBaTb.

6. Ecnun nonutuka nHdopmaLoHHON 6e30MacHOCTN Ballel opraHn3aumm TpebyeT, YTobb!
nonb3oBaTesib CMEHW Naposib NpY NEPBOM BXOAE B MPOAYKT, yCTaHOBUTE dnaxok.

Mpwn nepsom Bxofe B PT NAD nonb3oBaTesfib HE CMOXET UCNONb30BaTb MPOAYKT, MOKa He
CMEHUT CBOW NMaposib.

7. BepuTe agpec an1eKTPOHHOW NoYThl, daMuamo 1 nMs Nosb3oBaTens.

8. [Mpn HeobxoaMMoCTy BBEOAUTE OTYECTBO 1 HOMEp TesiedpoHa Nonb3oBaTers.
MpumeuaHune. Homep TenedoHa MOXeT cogepxaTb TONbKO Ldpbl.

9. Haxmute kHonky CoxpaHUTb.

Y4yeTHad 3anncb Nonb3oBaTens cosnaHa.

Bbl MOXeTe 3a610KMpOBaTb CO3OaHHYIO yYeTHyIo 3annch (cM. pazsgen 10.2.3).

10.2.2. /IameHeHune y4yeTHOW 3anmncuy nosb3oBaTend

Bbl MoXxeTe BHOCUTb N3MEHEHNS B y4yeTHble 3anmncnm nonb3oBaTenei. Hanpl/nvlep, eclnin nocne
N3MeHeHnd OO/IKHOCT COTPpYyOHMKa Tpe6yeTC9| Ha3Ha4yTb HOBYIO POJib.

>  YT06bl NI3MEHUTb YYETHYIO 3aMnCh MNOb30BaTENS:

1. B rnaBHOM MeHIO HaxXmMunTe N B pacKkpblBLUEMCS MeHIo BbibepuTe nyHKT Monb3oBaTenu.
OTkpoeTca cTpaHuLa Monb3oBaTenu.
2. BblbepuTe yUYeTHyIO 3anuchb.
MpumeyaHwue. Bbl MoxeTe HaliTy Nofib30BaTENS, BBEAS B Mose Noncka obble N3 ero AaHHbIX.
3. B naHenun nHCTpyMeHTOB HaxmuTe KHornky USMeHuTb.
OTkpoeTca okHo UsMeHeHue napamMeTpOB Nosib3oBaTeNs.
4. BHecuTe naMeHeHus.
5. Haxmute kHonky CoxpaHUTb.
YyeTHad 3anncb NoOMb30BaTeNs N3MEHeHa.

V1ameHeHuns BCTYN4T B CUy, KOrga noJsib3oBaTteslb B Cﬂe,D,yIOLLI,I/IIz pas BOWOET B NnpPoaAyKT.

10.2.3. bnokunpoBka y4eTHOW 3anuncu rnosib3oBaTens

Bbl MOXxeTe 6noknpoBaTh y4eTHble 3anncu Nosib3oBaTenein. Nocne 6noKMPOBKM NOSIb30BaTENb He
cmoxet BonTun B PT NAD.
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MpumeyaHue. Bbl He MoxeTe 3a6/10KMPOBaTb CO6CTBEHHYIO YYETHYIO 3aMKCh.

> YT06bl 3a610KMPOBaTb YYETHYIO 3aMCb Nob30BaTeNS:

1. B rnaBHOM MeHI0 HaxmunTe 1 B packpblBLLUEMCS MeH!o BbibepuTe nyHKT Monb3oBaTenm.
OtkpoeTca cTpaHuua NMonb3oBaTenu.

2. B cTpoke ¢ yuyeTHO 3anncbto Nob30oBaTeNs BKOUYMTE ee 6/10KMPOBKY B CTON6Le
3abnokupoBaH.

MpumeuaHue. Bbl MoXxeTe HaliTy Nofib30oBaTeNs, BBEAS B Mosie Noncka /obble 13 ero AaHHbIX.
YyueTHag 3anuncb 3abnoknpoBaHa.
Kpome Toro, Bbl MOXeTe 3a610KMPOBaTh YYETHYIO 3anncCh NoSIb30BaTENS NPU N3MEHEHUN ee
napameTpoB (cm. paznen 10.2.2), ycTaHoBUB dnaxok 3abnoKUpoBaH.
Cm. Takxe

AKTNBaLMS y4eTHON 3anuncu nosib3oBaTens (cm. pasgen 10.2.4)

10.2.4. AKTnBaLuns y4eTHOW 3anmncim nonb3oBaTend
Bbl moxeTe aKTnBMpOBaTb paHee 3a6110KVIpOBaHHbIe y4yeTHble 3anmncn nosib3oBaTenen.

> YT06bI aKTBMNPOBaTb YYETHYIO 3arnncb NnoJib3oBaTesd:

1. B rnaBHOM MeH0 HaxmuTe 1 B packpblBLUEMCS MeHIo BbibepuTe nyHKT Monb3oBaTenum.
OtkpoeTca cTpaHuua NMonb3oBaTenu.

2. B cTpoke c yyeTHOI 3anncbio Monb3oBaTens BbikovnTe ee 610KNPOBKY B CTONBLE
3abnokupoBaH.

I'Ipmmeqal-wle. Bbl MoxeTe HanTwv Nonb3oBaTens, BBeAs B Mosie rnoncka nobble N3 ero gaHHbIX.
YyeTHas 3anmcb Nonb3oBaTens aKTnBmpoBaHa.

Kpome Toro, Bbl MOXeTe akTUBMPOBaTb yYETHYIO 3anncCb NoMb3oBaTens nNpu N3MeHeHn ee
napameTpoB (cm. pazagen 10.2.2), cHaB dnaxok 3abnoKUupoBaH.

CM. TaKxke

BroknpoBka yyeTHol 3anncuy nonb3oBaTtens (cm. pasgen 10.2.3)

10.2.5. YganeHune yyeTHON 3anncim noib3oBaTend

MpumeyaHue. Bbl He MoxeTe yaanuTb CO6CTBEHHYIO YYETHYIO 3amnuch.
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> YT06bI yOoannTb YY4EeTHYIO 3anncCb Nnonb3oBaTens.

1. B rnaBHOM MeH0 HaxmuTe N B packpblBLLUEMCS MeH!o BbibepuTe nyHKT Monb3oBaTenm.
OtkpoeTca cTpaHuua NMonb3oBaTenu.
2. BblbepuTe yYeTHyIO 3anuceo.
MpumeuaHme. Bbl MoxeTe HalTy Nonb3oBaTesNs, BBEAS B NoJie Novcka obble N3 ero AaHHbIX.
3. B maHenun nHCTpyMeHTOB HaxmuTe KHOMKY YAanuTb 1 NOATBepanTe yoaneHume.

YyeTHasa 3anmcb nonb3oBaTens yoaneHa.

10.3. YnpaBneHne aBTOOOHOBAEHNEM MpaBi 1
penyTauMOHHbIX CMNCKOB

Bbl MOXeTe ynpaBnsTb aBTOMaTNYeCKUM OBHOBEHEM NpaBu 1 penyTaunoHHbix cnnckos. PT NAD
nonyyaeTt o6HOBMNEHNS 13 6a3bl 3HaHWI dKCNepTHOro LeHTpa Positive Technologies (PTSecurity), a
Takxe 3arpyxaeT npasuna Proofpoint ET, ecnin nx 3arpyska 6bi1a HacTpoeHa (cm. pasgen 5.6.3).
Kpowme Toro, 6asa 3HaHun PTSecurity Bk/toYaeT B cebs 06HOBMEHNS CMPaBOYHOrO LeHTpa 1
akTyasnbHylo 6a3y reonokaumm Geolite2 ot MaxMind, koTopas Mcnosib3yeTcs Anst o6oraleHns
ceccuin nHbopmaumen o reorpadnyeckinx gaHHbIX y30B.

Mo ymonyaHuio aBTOO6HOBMEHME BKITIOYEHO. Ero BbIK/IOUEHEe MOXET NMOHaA06UTLCS Ha BPEMS
HaCTPOWIKI NlIoKaslbHOrO 3epkasa 06HoBNeHWI (CM. pasgen 5.6.7) unmn npyn Hanu4ynum Npobrem ¢
NOAK/IOYEHNEM K cepBepy O6HOBEHMWIA.

>  YT06bl BKNIOUNTD N BbIKMIOUNTE aBTOOBHOBMEHNE npasun n penytauoOHHbIX CIMTNCKOB:

1. B rnaBHOM MeHIO BblibepuTe - LleHTp ynpaBneHums.

Bbi6epuTe Bknagky O6HoBNeHue 6a3 3HaHUMN.

B 6noke napameTpos O6wme napamMmeTpbl 06HOBNEHUS HaxMTe HacTpouTb.
BkniounTe nnm BbIKMoYNTE aBTOOBGHOBNEHNE.

Haxmunte CoXpaHUTb.

o oA w N

Haxmute MpuMeHUTb BCe 1 NoaTBepanTe NpuMeHeHe.
N3meHeHns 6yayT NpUMeHeHbl Yepe3 HEKOTOPOe BPEMS.

Ha ctpaHuue LleHTp ynpaBneHus Ha Bkiagke Basbl 3HaHUI oTo6paxaeTcsa nHdopmaumsa o 6asax
3HaHWIA: Ha3BaHNS BEHOOPOB, KOTOPbIE NX MOCTaBNSAIOT, BEPCUM, 4aTbl BbiMyCKa 1 yCTaHOBKM B
PT NAD.

Cm. Takxe

HacTpoiika o6HoBNeHNs 6a3 3HaHWiA (CM. pazgen 5.6)
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10.4. YnpaBneHne goyepHUMmn cuctemMamu

Ecnun akzemnnapbl PT NAD o6beguHeHbl B nepapxuto, To B MHTepdelce LLeHTPpanbHOM KOHCOSI Bbl
MoXeTe paboTaTb C faHHbIMU (aKTUBHOCTAMI, CECCUSIMI, aTakaMu, y3namu) 13 NOAKTIOUYEHHbIX
LOYepHUX cuctem. [1ns aToro Heo6Xxoa4MMo:

— CdopmupoBaTtb crnncok goyepHux cuctem (cm. pasgen 10.4.1). Cnucok popmMupyeTcs U3 CUCTEM,
3apernctpupoBaHHbix B PT MC.

— WHununanunsnpoBaTtb goyvepHune cuctembl (cm. pasgen 10.4.3). MNMop nHnumnanmnsaumnen noHnmMmaeTcs
NoAroToBKa AOYEPHEN CUCTEMbI K CETEBOMY B3aUMOLENCTBUIO C LIeHTPaIbHON KOHCOJbIO.

— Ecnu tpebyeTcs, nogkniounTb AoYepHne cnctemsl K nepapxun. [ng paboTbl C AaHHbIMY Ha
cTpaHuuax nHTepdelica flaw6oppabl, Ceccum, Ataku, CeTeBble cBS3U, JleHTa aKTUBHOCTEMN
1N Y3nbl MOXHO Bbl6paTh TOMbKO MOJK/IOYEHHbIE CUCTEMBI.

B aTom pa3pene

dopmunpoBaHre crnncka goyepHux cuctem (cm. pasgen 10.4.1)

MpocmoTp cnncka goyepHux cnctem (cm. pasnen 10.4.2)

ViHnunanusaumsa goyepHnx cuctem (cm. pasgen 10.4.3)

OTkNoYeHne [oYepHEen CUCTEMbI OT LIeHTpanbHoN KoHconn (cm. pasaen 10.4.4)

Pa6oTa ¢ npodunsgmu (cm. pasgen 10.4.5)

10.4.1. PopmurpoBaHMe CNNCKa AOYEPHNX CUCTEM

[Mpwn NepBOM BXOAE AaHHbIE B LIEHTPanbHOM KOHCOMW OTCYTCTBYIOT. [119 X NoAyYeHns Hy>XKHO
chopMMpoBaTb CNCOK JoYepHUX cuctem. [Npu dopmrnpoBaHUM CNncKa LeHTpanbHasg KOHCOMb
nony4yaeT oT PT MC cnucok Bcex ak3emnnsgpoB PT NAD. [Ing nHnumanusaumm v NogkMoyYeHns K
nepapxum 4OCTYrHbl 9K3eMMaapbl Bepcun 12.2 nnn Bbille.

Ecnu nocne ¢popmmposaHng cnncka B PT MC 6yayT 3aperncTpmnpoBaHbl HOBblE 9K3eMMIspbl
PT NAD, To ong nony4yeHuns gaHHbIX BaM HY>XHO CHOpMUPOBaTb CANCOK MOBTOPHO.

Kpome Toro, noBToOpHO chopMmnpoBaTb CANCOK HYXXHO NOCe N3MEHEHNS METKI AOYEPHEN CUCTEMBI,
NMOOK/TIOUYEHHOI K Mepapxum.

MpumeyaHue. MNepeq BbINONHEHNEM NHCTPYKLNN BaM HYXHO Y6EeANTbCS, UTO 9KIEMMISPbI
PT NAD zaperuncTpupoBaHsbl (cMm. padgen 5.1.3) B ogHom akzemnnape PT MC, a Takxe 4To
LeHTpasnbHas KOHCOb foBepseT cepTudrnkatam gOYEPHNX CUCTEM.

>  YTo6bl cHOPMMPOBATL CMNCOK AOYEPHUX CUCTEM:

1. B rnaBHOM MeHIO BblibepuTe - [loyepHue cucTembl.

2. Haxmute ChopmupoBaTh.
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Cnucok 6yneTt chopMmnpoBaH Yepes HekoTopoe BpemMsl. Bbl MoxeTe chopMmpoBaTb CrMCokK
NOBTOPHO, HaxaB

10.4.2. [lpocMOTp cnncka Ao4YepHNX CUCTEM
B nHTepdelice LeHTpanbHOM KOHCOMW Bbl MOXETe MpoCcMaTpmnBaTb MHPOPMaLIO 06 NMEIOLLIXCS
LOYepHNX cucTemax. [Ing 3Toro cnncok 4OYEepHNX CUCTEM [OMKEH 6biTb CHOpMIPOBaH

(cm. pazgen 10.4.1).

> YT06bI MPOCMOTpPETb CMNCOK A0YEepPHNX CUCTEM,

B rMaBHOM MeEHIO Bbl6epI/ITe - ﬂ.ouepl-me CUCTEeMbl.

Aaw6opabl Ceccuu ATakn CeTeBble CBA3K JeHTa aKTUBHOCTER Yanb!

[NouepHue cuctemnbl  Mpodunn c Q Touck No ACYEPHIM CHCTEMaM

fAocTynHocTs HazBaHue Anpec API Metka Bepcusa Mpoduns OBHOBNEHME CNPABOUKMKOS U ... JTueHaMs A0

[ ¢ = 20mc PT NAD Example-3 NAD-3 ptnad-3.example.com example-3 Basosbiit v @ 26 ceH, 16:40 23 map 2034, 23:59

[ & S 145 mc PT NAD Example-2 NAD-2 ptnad-2.example.com example-2 Basosbiit v © 26 cen, 16:40 23 map 2034, 23:59
] PT NAD Example-4 NAD-4 ptnad-&4.example.com example-4 BasoBbli v = 23 map 2034, 23:59

PT NAD Example-1 NAD-1 ptnad-1.example.com example-1 Basosbii v

Beero 4 gouepkme cucTems!

PuncyHok 15. TpocMOoTp cnucka AoYepHNX CUCTem

[lnsa Kaxpgon goyepHel cucTeMbl yka3aHbl MapameTpbl:

— CraTtyc:
«  MOAKJ/IOYEHa K nepapxun @ v otkniouena ot Hee ;
«  [OOCTynHa ong nHuumanmnsauum (cm. pasgen 10.4.3) @;

* HepnoCTyrnHa ong nHndnanndaunn , Hanpumep ecnm CnctemMa camMa 9BJIAeTCH Ll,eHTpaJ'IbHOI‘/]
KOHCO/J1blIO.

— [AocTynHOCTb — NHANKATOP COCTOSIHNS 11 BPEMS OXIAAHNS NOCneaHero oteeTa oT CUCTEMbI.
— HasBaHue — Ha3BaHue gouepHein cucTembl, nonyyeHHoe ot PT MC.
— Appec API — no ymonuyaHuio agpec Be6-uHTepdernca, nonydyeHHbin ot PT MC.

— MeTtka — yHuKanbHbIN NAeHTNPUKATOP CUCTEMbI B MEpapXum, KOTOPbIV 3aaeTcs Ha CTOPOHe
OOYEepPHeN CUCTEMDI.

— Bepcusa — Bepcug cucTembl.
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— Mpodunb — HaseaHue npoduna (cm. pazsnen 10.4.5), NpnCBOEHHOrO AoYepHel cnucTeme.

— O6HOBNEeHMe cnpaBOYHUKOB U 6a3 3HAHWUI — [laTa 1 BpeMs NocnefHero 06HOBMEHS
CMPaBOYHNKOB 1 6a3 3HaHu (cMm. pasgen 10.3).

— JluueH3us go — BpeMs, Nocsie KOTOPOro NCTekaeT NLeH3ns (CM. pa3nen 4), akTuBMpOBaHHas B
OoYepHen cucrteme.

MNocne q)OpMI/IpOBaHI/l‘;l Cnncka BCe OOCTYrHble N NHNLNann3npoBaHHbIe OO4YepHe CUCTEeMbI
NnogkKto4atloTCyd K nepapxXxmm aBTomMmaTmnyeckin. yl'lpaBﬂﬂTb nogknto4veHmem ,uoulepHe|7| CnNCTembl K
nepapxmm MOXXHO No HaXaTuto Ha CTaTyC ee NoaKJIIo4YeHN4.

Bbl moxeTe nameHnTb agpec API goyepHein CucTeMbl Mo HaxaTuio Ha Hero. 9To NOHa40BUTCS,
Hanpumep, ecnu agpec Be6-nHTepdelnca, nonyyeHHblin o PT MC, oTnnyaeTcs oT BHELHero agpeca

API gpouepHeln cucTtembl. INpn HEOBXOANMOCTY MOXHO BEPHYTb NCXOOHbIN agpec, HaxaB

YT06bI HAlTN HYXHbIE BaM [OYEPHNE CMCTEMbI, Bbl MOXETE BOCMONb30BaTbCH NOEM Nouncka, ykasas
B HeM Ha3BaHwue, agpec APl unn meTky.

10.4.3. NHnunannsaymng oo4epHnX cucTem

[na nepegayn meTagaHHbIX Tpadrika Mexay LeHTPanbHON KOHCOMbIO 1 AOYEPHUMN CCTEMAaMN
ncnosbayloTcs 3alniLieHHble TLS-coeanHeHns. [ns nx cosgaHns Heobxoanma NHLManmn3aLuns
KaXXdow goYepHen CUcTeMbl CO CTOPOHbI LLIeHTPabHOW KOHCON Yepes crieunansbHbin APL. B
NHTepdence LeHTpanbHON KOHCONW A0OYEPHNE CUCTEMDI, AN KOTOPbIX MHULVaNn3aumns He

BbINOJSIHEHA, OTOBPAXAOTCS CO CTAaTyCOM @ Bbl MOXeTe NHNLMANn3npoBaTh NX BPYYHYIO.

> YT06bI NHNUnanmn3nmpoBaTb oo4YepHme CNCTeMbl:

1. B rnaBHOM MeHo Bbibepute - [ouyepHue cCUCTEMBDL.
2. BbibepuTe goyepHue cuctembl n Haxmute UHMLManuaupoBaThb.

[oyepHune cucTembl 6yayT MHNLNANN3NPOBaHbI Yepes3 HEKOTOPOE BPEMS.
NHunumannanpoBaHHble CUCTEMbI MOAKNOUYATCS K MepapXunn asToMaTu4ecku.

Kpome Toro, Bbl MOXeTe NHNLMANN3NPOBaTb OAHY KOHKPETHYIO [OYEPHIO CUCTEMY, HaXaB @
HanNpPOTUB Hee B CrCKe.

10.4.4. OTKNIOUEHNE OOYEPHEN CUCTEMBI OT LIEHTPaIbHOW
KOHCONN

Bbl MOXeTe OTKI0UNTb LOUYEPHIOI0 CUCTEMY OT NepapXun. 3TO MOXET NOHaf06UTbLCS, Hanpumep,
€Cnu BaMm HyXHO npussasaTb ak3emnnsgp PT NAD k gpyroi LeHTpanbHOW KOHCONN U caenatb ero
He3aBUCKMbIM NMOCe TOro, Kak POAMTeNbCKas CUCTeMa nepecTana CyLLecTBOBaTb.

AomuHnctpuposaHue PT NAD 91



>  YT06bl OTKITIOUNTD OOYEepPHIOI CncTtemy ot ueHTpaanon KOHCONNW:

1. B rnaBHOM mMeHI0 fouepHen cuctembl BbibepuTe - LleHTp ynpaBneHus.
2. Haxmunte OTKNIOMUTLCS OT KOHCOJMM 1 MOATBEPANTE OTKIOUEHNE.

[aHHble 13 goYepHel CUCTEMbI CTaHYT HEQOCTYMHbIMI 419 MPOCMOTPA B LeHTpaibHON
KOHconW. 3anncuy B CrpaBOYHMKaXx, NOy4YeHHbIe OT LIeHTPabHOIM KOHCOAW, BYAyYT yaaneHbl 13
OTKJ/IIOUEHHOI OT Hee foYepHen CUCTEMBI.

3. B rnaBHOM meHI0 u,eHTpaanon KOHCOJIN Bbl6€p|/|Te - ﬂoqepl-wle CUCTEMbI.

4. B CTpOKe C Ha3BaHnem OTK/TIOYEHHON ,u.oqepHe|7| CNCTEeMbl HaXmMunTe A N BO BCrnJibiBaloLlem
OKHe HaxXmnTe OTMEeHUTb MHULMANTN3aLMIo.

I'Ipmmeanme. [lng BoccTaHOBNEHNS NOOK/IIOYEHNS MeXxagy cnctemamm Hy>XHO HaXaTb
nOBTOpVITb WHULIMaIn3aLumio.

10.4.5. PaboTta ¢ npodungamm

Mpodunb — 370 Habop NapamMeTPoB, MPUMEHSEMbI K Fpyrne AoYepHUX cuctem. B Hero Bxooat
CNPaBOYHIKIN 1 MepeonpeneneHns Nnpasni 4ng atak, NpaBun gng akTMBHOCTEN, penyTaunOHHbIX
CMUCKOB U Fpynn y3/10B 1 NOpTOB. Vicnonb3oBaHne npodunen ynpoLlaeT ynpasneHne o6paboTKou
Tpaduka B Mepapxmyeckon CTpykType. Hanpumep, MOXHO OTKOUNTL onpefeneHHoe Npasuio ang
aKTVBHOCTEN B TEX AOYEPHIMX CUCTEMAX, FAE OHO HE MPVIMEHUMO U PErYNSPHO BbI3bIBAET JIOXHbIE
cpabaTblBaHUS.

Kaxgbii npodunb nMeeT yHIKanbHoe UMS 1 Heo6s3aTesibHoe onuncanre. [Npun NH1Lnann3aung
(cm. pasgen 10.4.3) poyepHell cucTeMbl el aBTOMaTYeCKn NpucBanBaeTcs 6a30Bbil Npodub,
npegycTaHOBEHHbIN B NpoaykTe. basoBbiil Npodub He MOXET 6biTb U3MEHEH U yaaneH.

Pa6oTa ¢ npodunsmm BbinoHAeTCs B MHTepdeice LeHTpanbHon koHconu. Cnncok npodusner
LOCTyneH Ha Bknagke Mpodunm ctpaHuubl [louepHUe cUCTEeMbl, JOCTYMHOW U3 MEHIO

agMUHNCTPUPOBaHNS (KHOMKa B rTaBHOM MEHIO).

CospaHue npojuns

> YTo6bl co3naTb Npodusb foUepHen cCucTembl:

1. B rnaBHOM MeHIo Bbibepute - [ouepHue cCUCTEMBDL.
2. Bbibepute Bknagky Mpodpunn.

3. Haxmwute Cospatb.

4. BseguTe HasBaHme Npoduns.

5

Haxmute Co3gaTb.
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Tenepb Bbl MOXeTE NPUBSA3bIBaTb K CO3AaHHOMY NMPOdUIo 3anmncul B CpaBoYHIKaX,
nepeonpenensTb B HEM NapamMeTpbl MpaBua 41 atak 1 NpaBui 415 akTUBHOCTENR, rpynnbl Y3108 1
NMOPTOB, CTaTyCbl penyTaLNOHHbIX CMINCKOB.

CmeHa npoduns gouepHUX cuctem

MNo YMONYaHWNIO OoYepHNM CMCTemMamM rnpuncBarBaeTCcyd 6a30Bblli I'IpOCI)VU'Ib. Bbl moxeTe cmeHuTb ero
Ha nosb3oBaTenbckuin. Kaxagon ,D,oqepHe|7| CUCTEME MOXET 6bITb Ha3Ha4YeH TONbKO OAVH ﬂpOd)I/U'Ib.

[1ns BO3MOXHOCTU CMeHbI Mpodus LoYepHss cuctemMma 4o/kHa 6biTb VHULANN3npoBaHa
(cm. pas3gen 10.4.3).

>  YT06bl CMEHUTb NPOdUSIb AOUYEPHUX CUCTEM:

1. B rnaBHOM MeHIo Bblibepute - [louepHue cucTemoi.
2. BblbepuTe goYepHme CNCTEMDI.
3. B naHenun nHcTpymeHToB HaxmuTe CMeHuTb npodunb > <HassBaHue HoBoro npoduns>.

CmeHnTb Npodusib OQHOI AoYepHEN CUCTEMbI MOXHO Takxe B cTonbtue Mpodunb.

N3meHeHne npodpuns

rlpI/I HeOoB6XOANMOCTW Bbl MOXETE N3MEHNTb Ha3BaHMe 1 ornmncaHne I'IpOCI)VIJ'IFI.

>  YT06bl N3MEHNTL NPObUIIb:

1. B rnaBHOM MeH0 Bbibepute - [oyepHue cUCTEMBL.
2. BbibepuTe Bknaagky Mpodpunu.

3. HaxmwuTte Ha HasBaHume npodnns.

4. BHecuTe n3aMeHeHus.
5

Haxmunte CoxpaHuUTb.

KonnposaHue npojuns

Bbl MoxeTe co3paTtb Npodunb Ha OCHOBE cyLlecTByoLwero. MNapameTpbl 06paboTku Tpaduka 6yayT
CKOMMPOBaHbI N3 CTapOoro Npodub B HOBBIIA.

> YT06bI CKOMMPOBaTb NPOdUIIb:

1. B rnaBHOM MeHIo Bblibepute — [louepHue cucTemsoi.
2. Bbibepute Bknaoky Mpodunmu.

3. BbibepuTe npodunb, KOTOPLIA HYXHO CKOMMPOBAaTb.

4

B naHenwu NHCTPYMEHTOB HaXXmMmunTte Co3pgaTb Konuio.
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5. Ecnn Heobxogumo, n3aMeHnTe HasBaHue 1 onncaHmne Konum npoduns.

6. HaxmuTte Co3gaTthb.

YpnaneHue npodunen

Mepen yoaneHnem npoduns Hy>XHO y6eauTbCs, UTO OH HE NMPUBS3aH K JOYEPHNM CCTEMAaM.
KonunuecTBO npmBa3aHHbIX CUCTEM OTobpaxaeTcs B cTonbue Cuctemsl Ha Bknaake Mpodpunu

CcTpaHuubl [louepHUue cUCTeMbl, LOCTYMHOM N3 MEHIO aaMUHNCTPUPOBaHNS (KHoMKa B rTaBHOM
MeHi0). Ecnn 310 uncno 6onblue Hyns, HEO6XOANMO B [OUYEPHNX CUCTEMAX CMEHNTb
(cm. pasgen 10.4.5) npodunb, KOTOPLIN Bbl XOTUTE YOANNTb, Ha OPYro — Hanpumep, 6a30BbIil.

> YT06bI YOanuTb Npodunu:

1. B rnaBHOM meHI0 BbibepuTe - [loyepHue cUcTeMbl.
2. Bbibepute Bknaoky Mpodunmu.
3. BblbepuTe npodpunu n Haxmute Yaanurb.

BmecTe ¢ BbibpaHHbIMU NpodunsMmmn 6yayT yaaneHbl 3ancy CNpaBoYHNKOB, CBSI3aHHbIe C
STUMU NpobuUNaMM.

10.5. PaboTa ¢ XxypHanom ayguTta

AyounT — oTCcnexvBaHmne 4encTBUI NONb30BaTeNel C LLeNbio OLEHKN UX AeaTeNbHOCTU WK aHanmaa
paboTbl NPOoayKTa B LIESIOM.

Ons uenein ayonta B PT NAD ecTb XypHan, LOCTYMNHbIA N3 MeHI0 AGMUHNUCTPUPOBaHUe (3Ha4oK
B rNTaBHOM MEHIO).

PT NAD 3anucbiBaeT B XypHan ayanta nHGopmaLmio 060 BCeX onepaLsx, KoTopble nonb3oBaTenu
BbIMOJHSIOT B MPOAYKTE, KPOME nepexofa Mexay cTpaHuuamu, a Takxke bunbtpaumy, npocMmoTpa 1
nomncka gaHHbIX.

B 3aBncumocTn oT npegocTaBneHHbix Npas (cm. pasgen 10.1.4) nonbzosatenu PT NAD moryT
BbIMOJIHATB C XYpPHanom ayguTa clefywolwme oencTBIg:

npocMaTpuBaTh XypHarn;

— BKJ/OYaTb 1 BbIK/OYaTb 3aMnCb COBbITUI;
— u1cKaTb 3anucu;

— ygangTb 3anucuy;

— BbIrpyXxaTb 3anucu B popmate CSV.

Bbl MOXeTe HacTpouTb aBTOMaTUYECKYIO OTAPAaBKY 3anuncer XXypHana BO BHELLHNE CUCTEMbI, B TOM
yncne B PT MC. Ecnn 3anucn otnpasnstotes B PT MC, panbHeiwas paboTta ¢ XypHanom ayguTa
BO3MOXHa TOMbKO B 3TOM npopgykTe. OTnpaBKy 3anvcen B 4pyrne CUCTeMbl MOXHO HaCTPOUTb Mo
npoTokony syslog (cm. pasgen 10.12.1) n ¢ nomoLubio MexaHnama webhook (cm. pasgen 10.13).
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MakcumarnbHbI 06beM XypHasna ayanTa no ymondaHuo — 10 Teicay 3anucein. Potauns sanncen
xypHana (cm. pazgen 10.5.3) BknoyeHa No yMonyaHmio: cCamble CTapble 3anvcn yaansioTcs
aBToMaTmyeckun. Ecnm oTknioumnTb poTauuto, TO NPu GOCTMXEHU MaKCManbHOro o6bema XypHasa
PT NAD npuocTaHaBnnBaeT 3anmncb HOBbIX COBbITUI 11 OTNPaBNSET yBeOOMIEHNE NONIb30BaTENIO
(cm. pasgen 10.5.4). YTo6bl BOZOGHOBWTb 3aMNCh, BaM HYXXHO OUYNCTUTL XypHan (cm. pazsnen 10.5.2) n
BKJTIOUNTb 3anunch cobbiThii (cMm. pasgen 10.5.1).

B aTom pa3pene

O6 ynpaBneHny 3anncbio cobbITUIA B XypHan ayauTta (cm. pasgen 10.5.1)

YnaneHue 3anucein n3 xypHana ayguta (cm. pasgen 10.5.2)

HacTpolika poTauum 3anucen xypHana ayanTta (cm. pasgen 10.5.3)

HacTpolika yBegoMIeHNin 0 3anonNHEHNN XypHana ayanTa npu oTKIOUYEHHOW poTauum
(cm. pasgen 10.5.4)

Bbirpyska xypHana ayanta B CSV-dann (cm. pasgen 10.5.5)
MepeBop xypHana ayauta B PT MC (cm. pasgen 10.5.6)

CoxpaHeHue 3anucein xypHana ayanTa fokanbHo (cm. pasgen 10.5.7)
Tunbl 06BEKTOB B COBLITUSIX XYypHana ayamTta (cm. pasgen 10.5.8)

[encteung B cCobbITUSX XYypHana ayauTa (cm. pasgen 10.5.9)

10.5.1. O6 ynpaBneHumn 3anncbio COObITUN B XypHan ayguTta

Mpumeyvanue. VIHbopmaLysa akTyanbHa TONbKO NPW NOKaNbHOM XpaHeHUn 3anmncen

(cm. pasgen 10.5.7).

BbikntoyaTb 3anncb COBbITUI 1 BO3OGHOBNSTL €8 MOXHO Ha cTpaHuue XKXypHan ayauTa, 4OCTYMHOW
13 MeHio AAMUHUCTPUPOBaHME (3HAYOK & B rNTaBHOM MEHIO).

Mo ymonyaHuio 3annch COBbITUIA B XYpHas ayanTa BKIOYEHa.

Bbl MOXeTe 0CTaHOBUTb €€, HanpuMep, Ha BpemMs NnyckoHanagouHbix paboT. Kpome Toro, 3anmch
COBbITUIN OCTaHaBNNBAETCS aBTOMATNYECKI, KOTAa XypHan 3anofHSeTCs Npu OTKITIOUYEHHOW poTaunn
(cMm. pasgen 10.5.3).

BHumaHue! OTkntoueHne nokanbHO 3anncuy cobbITU He OCTaHaBNNBAET OTMPAaBKY COOBLLEHWN
C 3anuncsMu XypHasna ayanTa Bo BHeLHe cucteMbl. YTobbl 3TO coenatb, Ha Bkiiagke Syslog m
webhook LieHTpa ynpaBneHns oTKMoYNTE NHTErpaLuio UM yaanuTe HeakTyallbHoe
NOAK/OYEHNe.

[Mocne nio6ol OCTaHOBKM 3aMnCb COBbITUN aBTOMaTUYECKN HE BO3OGHOBSIETCS — BaM HYXHO
caoenaTb 3TO CaMOCTOSTENBbHO.
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10.5.2. YoaneHune 3anncen ns xypHana ayaonuta

MpumeyaHwue. lHdbopmaLg akTyanbHa TONbKO NPV IOKaIbHOM XpPaHeHUn 3anmnceii
(cMm. pasgen 10.5.7).

> YT06bI YOannTb 3arnncn n3 XypHasa aygnta:

1. B rnaBHOM MeHIO BblibepuTe - XypHan ayauTa.
2. BbibepuTe 3anucn.

MpumeuaHue. Bbl MoxeTe Bbi6paTb HECKOMNbKO 3anuncel, yaepxneas knasuwy Ctrl unm Shift.
[ns Bbi6opa Bcex 3anmncen Hy>XHO BbI6paTb OOHY N3 HUX U HaXaTb KOMBUHAaLMIO KnaBuL
Ctrl+A.

3. Haxmwute YpanuTb 1 nogTBepanTe yaaneHume.

10.5.3. HacTpowka poTauunmn 3anucen XxypHana ayanuTta
MpumevaHue. VIHbopmaLms akTyanbHa TOMbKO NpW SIOKaNbHOM XPaHEeHUN 3anmncein
(cm. pasgen 10.5.7).

PoTauus 3anncelt xypHana ayanTa BkoUyeHa no ymonyarmo. Camble cTapble 3anicu yaansioTcs
aBTOMaTUYECKU, €CNN MPEBbILLIEH MakC/MasbHbIi 06bEeM XypHasia U MakciMasbHbI CPOK
XpaHeHus 3annceii. 3anncb HOBbIX COBLITUIA He ByaeT NPUOCTaHaBAVBATLCS, U MNONb30BaTE b He
6yneT nony4yatb YBEAOMSIEHUNS O 3aMNO/IHEHUN XypHana.

>  YT06bl HACTPOUTb POTALMIO 3annCceln XypHana ayguTa:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.
[anbHeiwaga HacTpolika BbinonHaeTcs B 6rioke napameTpos XXypHan ayguTa.

2. B none MakcumanbHOe KOJIMMECTBO 3anucen ykaxmnte MakcrumanbHoe KOmyecTBo
3anncen B XypHarne ayguTa.

3HaueHue No ymonyaHumio — 10000.
3. Ecnu tpebyeTcq, OTKNOUATE K BKIOUNTE POTaLMIO 3anCeil XypHana ayaunTa.

MpumeyaHue. Ecnv oTKNOUNTD POTaLMIO 3aMCen, TO HEOBXOAMMO BPYYHYIO O4MLLLaTb
XypHan (cMm. pazgen 10.5.2) npu ero 3anosHeHny. g nonyyeHmns yBedoMAEHUN O CKOPOM
3anoSIHEHNI XYpPHarna Wi OCTaHOBKE 3anncil COBbITUN HYXXHO HAaCTPOUTb YBEAOMIIEHNS
(cm. paspgen 10.5.4) xypHana ayguTa.

4. B none Cpok xpaHeHus 3anucen (B AHAX) yKaxmTe MakCumaibHOe KONM4YeCcTBO AHEN
XpaHeHNs 3anuncei XypHarna ayauTa.

3HaueHune no ymonyaHuio — 30. MuHumansHoe 3HaueHne — 1.
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MpumeuaHwme. NapameTp paboTaeT TONbKO MpK BKIKOUEHHOW poTaLmy XypHana ayguTta.
5. Haxmute MpumMmeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.

NameHeHns 6ynyT NpuMeHeHbl Yepes3 HEKOTOPOe BPeMS.

10.5.4. HacTpowka yBegoMIeHN O 3arofIHEHU XY pHara
ayauTa rnpw OTKAYEHHON poTaunn

MpumevaHue. ViIHbopmaLng akTyanbHa TOMbKO NpW SIOKaNbHOM XpaHeHUn 3anncen
(cMm. pazgen 10.5.7).

Ecnun Bbl oTklounAn poTauuto xypHana ayguta (cm. pasgen 10.5.3), To npn gocTxkeHnmn
MaKCUMabHOro o6bemMa XypHana 3anmcu HeobxoaumMo yoanaTe Bpy4dHyto (cm. pazgen 10.5.2). B
NPOTUBHOM Cly4ae 3amnucb COBbITUI B XYPHas OCTAHOBUTCY, 1 €e HYXHO byaeT BKIoUNTb

(cm. pasgen 10.5.1).

YBeOoMIeHns 0 TOM, YTO XypHas CKOPO 3anoNHUTCS UK yXe 3anofIHEH 1 3amnnCb OCTaHOBMEHaA,
oTobpaxatotcs B MHTepderice PT NAD 1 oTrnpaBnsioTcs Mo 3/1€KTPOHHON NnoyTe (OnumMoHansHo).
Kpome Toro, Bbl MOXeTe HaCTPOUTb 3aMCb COOBLLEHINI O 3aMOIHEHI XypPHana ayanTa no
npoTokony syslog (cm. pasgen 10.12.2.2).

> YT06hI HaCTpOuUTb YBeOOMJIEHIWS O 3arnoOJIHEHUW XYpPHana ayguTa.

1. B rnaBHOM MeHIo BbibepuTe - LleHTp ynpaBneHus.
[anbHeiwas HacTpolika BbiNoHaeTcs B 6rioke napameTpos XXypHan ayauTa.

2. B none MakcumanbHOe KOIMYECTBO 3anucem yKaxunTe MakCumManbHoe KoNnm4ecTBo
3anucei B XypHane ayguTa.

3HauyeHue No ymonyaHuio — 10000.
3. BknwouunTe nnm oTkounTe yBegOMIEHNS O 3aMONHEHUN XypHana.

MpumeyaHue. MNepeq BKIOYEHNEM NMapamMeTpa Hy>XXHO HaCTPOUTb OTMPaBKY YBeAOMIEHNI Ha
9NEKTPOHHYI0 NoYTy (CMm. pasgen 5.5).

4. Bnone MoporoBoe KoNMYecTBO 3annucen AN yBeAOMIEHUS YKaXnTe KONMYeCTBO
3anuceli B XypHarne ayamTa, no NpeBbleHNN KOTOPOro AOSIXHO cpabaTbiBaTb YyBeAOMIIEHMNE O
CKOPOM 3amnofIHEHNI XypHarna.

3HaueHue rno ymonyaHumio — 9000.
5. Haxmute MpumMmeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.

NameHeHns 6ynyT npuMeHeHbl Yepes3 HEKOTOPOe BPeEMS.
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10.5.5. Bbirpyska xypHana ayamnta B CSV-daunn

MpumeyaHwue. lHdbopmaLg akTyanbHa TONbKO NPV IOKaIbHOM XpPaHeHUn 3anmnceii
(cMm. pasgen 10.5.7).

Bbl moxeTe akcnopTupoBaTh XypHan ayanTta B dann ¢opmarta CSV. Bnocnenctsum a10T dainn
MOXHO MCMOMb30BaTh /19 CAMOCTOSTE/IbHOrO aHanuaa, UMnopTa B Apyrne npoaykKTbl U ois
apXVBUPOBAHIS XYypHana ayanTa B N30/MPOBaHHOM XpaHUInLLE.

> YT06bl BbIFPY3UTb XypHan ayanta B CSV-dann:

1. B rnaBHOM MeHIo BbibepuTe - XypHan ayauTa.
2. Haxmwute dkcnopTtupoBaTtb B CSV.

BbirpyxeHHbin CSV-daiin nmeeT nong, onncaHHble B Tabnuue HnxXe.

Tabnwnua 6. MNMong B CSV-daine

Mone OnucaHue

id VigeHTndukatop 3anncu

created [aTa n Bpems gencrTeuns

user_id VipeHTudurkaTop nonb3oBaTend, KOTOPbI BbINOMHUA AeACTBUe. 3HaYeHne He

3anmncbiBaeTCcy, ecnn gencTeme 6bio BbinonHeHo PT NAD

username Vima nonb3oBaTens, KOTOpbI BbIMOAHUA gencTeune, unn system, ecnn gen-
cTBue 6b1n0 BbinonHeHo PT NAD

object_type Tun o6bekTa, Hag KOTOPbIM 6bIN10 BbINONIHEHO aelicTere (cMm. pasgen 10.5.8)

object_name HasBaHne o6bekTa, Hag KOTOPbIM 6b110 BbIMOMHEHO OeNCTBME

event [encteune, koTopoe 6blS10 BbINOMHEHO Hag 06bekToM (cM. pasgen 10.5.9)

result PesynbTat BbiNONHEHNS AeNCTBUS. BO3MOXHbIE 3HaUeHUs: success (ycnex)

unn fail (oTkas)

details [JononHutensHasa nHdopmaums o 3anncu B dopmate JSON

10.5.6. INepeBopn xypHana ayanta B PT MC

Bbl MoXxeTe coenaTb Tak, UTo6bl BMECTO JiokanbHoro coxpaHeHns B PT NAD co6biTus
npoTtokonupoBanuch B PT MC. 3To MoxeT NoHafobutbcs Ans LLeHTPann3oBaHHOro ayauTa
Nofb30BaTENbCKNX AeNCTBUI HECKONbKIX NpoaykToB Positive Technologies, pa3BepHyTbix B
opraHusaunm, Hanpumep PT NAD n MaxPatrol 10.

Mepen cmeHol crnocoba xpaHeHns Ha PT MC HyxXHO HacTpouTb ayTEHTUDMKALNIO C MOMOLLbIO 3TOrO
cepsuca (cm. pasgen 5.1.3).
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BHumaHume! MNocne nepesopa xypHana B PT MC cywecTtsytowme B PT NAD 3anucn He
nepeHecyTcsd B 9TOT cepBuC. ECnm Bam HY>XHO COXpaHUTb UX, Nepem, BbiNOSIHEHNEM UHCTPYKLAN
BbIrpy3ute ux B CSV-dainn (cm. pasgen 10.5.5).

MpumeuaHue. MNepeBog xypHana B PT MC He BNngeT Ha OTNpaBKy 3anuncein xypHana ayanta Bo
BHELLHMe cucTeMbl No npoTokony syslog (cm. pasnen 10.12.1) unu ¢ noMoLLbio MexaHu3ma
webhook (cm. pasgen 10.13).

> YT0o6bl NepeBecTn XypHan ayguta B PT MC:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. B 6noke napameTtpoB XXypHan ayauTa Boibepunte PT MC B kauecTBe cnocoba XpaHeHus
3anucen.

3. Haxmute MpumMeHUTb BCe 1 NoaTBepanTe NpuMeHeHe.
NameHeHns 6ynyT NpuMeHeHbl Yepes3 HEKOTOPOe BPEMS.

CrtpaHuua XXypHan ayauTta B PT NAD ckpbiTa. Bbl MoXxeTe npogomkuTe paboTy C XypHasniom ayanTta
Ha cTpaHuue XXypHan gecTtBui nonb3oBaTtend B PT MC. [NogpobHas MHCTPYKUMS NpuBedeHa B
crnpaBke K 3TOMYy NponykTy. Ecnu Bbl oTkntounTe nHterpaumio ¢ PT MC, cobbiTug cHoBa 6yayT
MPOTOKONNPOBATLCS JIOKASbHO.

10.5.7. CoxpaHeHune 3anunucen xypHana aygunta nNokanbHO

Ecnu Bbl paHee nepesoannn xypHan ayguta B PT MC n pelunnn oTkasaTbCsa OT UHTErpauum ¢ aTum
CepBNCOM, Bbl MOXeTe CHOBa NpoTokonmnpoBaTtb cobbitua B PT NAD.

> YT06bl COXpaHSTb XypHas ayanTa noKanbHo:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.
2. B 6noke napameTpoB XypHan ayauTa BoibepunTe NokKasnbHbIl CNOCo6 XpaHeHNs 3annce.
3. Haxmute MpumMmeHUTb BCE 1 NOATBEPANTE MPUMEHEHNE.

NameHeHns 6ynyT NnpyMeHeHbl Yepes3 HEKOTOPOe BPeEMS.

CtpaHunua XypHan ayguTta B PT NAD cHoBa gocTynHa.

10.5.8. Tunbl 06BLEKTOB B COObLITUSX XYpPHana aygnta

B TabnuLe Huke nepeymncneHbl TUMbl O6bEKTOB, Haf KOTOPbIMU MOTYT BbIMOMHATLCS OeCTBIS
(cm. pazgen 10.5.9). Tunbl 06beKTOB OTO6PaxaloTCs B cTonbLe Tun o6beKTa xypHana ayauTa un
BKJIlOUaloTCH B none object type Boirpyxaemoro CSV-daina (cm. pasoen 10.5.5) n JSON-
COOBLLEHNIA, OTNPaBsSeMbIX BO BHELLIHME CUCTEeMbI Mo npoTokony syslog (cm. pazsnen 10.121) nc
nomMoLLpblo MexaHnama webhook (cm. pasgen 10.13).
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Tun o6bekTa B PT NAD

Tun o6bexkTa B PT MC

Ta6nuua 7. Tunbl 06bEKTOB

OomeH B PT MC

action

[encTtBrne ons pearnpoBaHns

PearnposaHue Ha yrpo3sbl N1b

ad-workers

Mogaynb ptdpi-worker@ad

Basza sHaHUM

audit

CobbiTne aygnta

BesonacHocTb

ca_certificate

KopHeBoun cepTundukaT opra-
HU3auun

YnpaBneHne cuctemon

child_system [ouepHaga cnctema Viepapxus
data PCAP-dannbl n ceegeHns o Tpadwnk
Tpaduke
detection AKTUBHOCTb JleHTa akTnBHOCTEN

detection_rule

I'Ipanmo 0N aKTUBHOCTN

Basza sHaHuUM

dga DGA baza 3HaHui
file dann Tpadwnk
filter dunbTp Tpadwnk
geoip "eonaHHble no IP-agpecy Basa 3HaHu®
group ["pyrna y3noBs nam nopTos Basa 3HaHuI
help CnipaBka Basa 3HaHu®
host Y3en Yanbl
incident VHumnpoeHT MaxPatrol 10 PearunpoBaHue Ha yrposbl b
license JITnueHsng YnpaBneHne cuctemon
profile Mpodunb govepHen cuctemsl | Viepapxug
replist PenyTauUnOHHbIN CNCOK baza 3HaHuIn
report OTtueT 0 ceTeBOM B3aumopen- | Tpadunk
CTBUM
report_task MpaBuno reHepauun otyetoB | Tpadunk
no pacnucaHnio
role Ponb BesonacHocTb
rule [NpaBuno gna ataku Basa 3HaHuin
sensor CeHcop YnpaBneHne cnctemoi
session Ceccusa Tpadwnk

ssl certificate

SSL-cepTtudunkat

YnpaBneHne cuctemon

storage

XpaHunumwe

Tpaduk
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Tun o6bekTa B PT NAD

Tun o6bekTa B PT MC

OomeH B PT MC

system

Cucrtema

YnpaBneHne cuctemolni

tabular_list_record

3anunch cnpaBoYHMKa

Basza sHaHuM

user

[Monb3oBaTenb

BesonacHocTb

10.5.9. [lencTtBng B COGLITUAX XYypHana ayamTa

B Tabnue Huxxe nepeymncneHbl GeNCTBIS, BbINONHIeMble Hag o6bekTamu (cm. pasgesn 10.5.8) n
duKcrpyemble B BuOe COBbITUN B XypHane ayauta. [lencteng oto6paxatotcs B cTonbue flencteue
XypHasa ayanTa 1 BKoYaloTes B none event Boirpyxaemoro CSV-danna (cm. pasgen 10.5.5) n
JSON-co06LeHNiA, oTRpaBnseMbiX BO BHELLHNE CUCTEMbI MO NpoToKosy syslog (cm. pasgen 10.12.1) n
C nomoLLpblo MexaHuama webhook (cm. paznen 10.13).

Tabnuua 8. [lencTBus B COBLITUSIX XYypPHana ayanta

OenctBue 3HaueHue

apply MpumeHeHne
block bnoknposka
create CosgaHne

delete YpaneHune

export kenopT

import VimnopTt

install O6HoBneHne

load OTnpaBka B XxpaHunuiie
login Bxon,

logout Bbixog,

modify V13meHeHmne
reject C6poc n3meHeHNin
start 3anyck

stop OcTaHoBka
unblock AkTunBaung
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10.6. YnpaBneHune yBegoMAeHNSIMIN O
HeCaHKLUVOHNPOBaAHHOM OOCTYNe

YBeOoMeHns o HeyCneLlHbIX nomnbiTkax Bxoda B nHtepdenc PT NAD otnpaBnsioTca Ha
SNEKTPOHHYIO MOYTY MoJIb30BaTENEN, MMEIOLLIMX MpaBa Ha MPOCMOTP XypHana ayguTa. o
YMOMYaHNIO yBeJOMEHNE OTNPaBNsaeTCs, eCnv nofb3oBaTeNb TpY pasa Noapsa, BBEN
HernpaBW/bHbI NAPOsb C OAHUM 11 TeM Xe NOrnMHOM. B cooTBeTCTBIN C MOANTUKON
NHbOPMaLOHHON 6€30MacHOCTY Balleil OpraHn3aLy Bbl MOXeTe N3MEHNTb KOMNYECTBO MOMbITOK
BBOLA Mapong UM OTKMOYNTb YBEOOMIIEHIS.

[ns paccCblJiIKn yBeﬂ,OMJ'IeHI/lIh O HeyCneLwlHbIX NonblITKax BXOOa AO0JIKHa 6bITb HaCTpOeHa OTrnpaBKa

yBEOOMJ/IEHNI Ha SNEKTPOHHYI0 NouTy (CMm. pasgen 5.5).

>  YT06bl N3MEHNTb KOMNYECTBO MOMbITOK NN OTKOUYNTD yBeOOMNEeHNS:

1. B rnaBHOM MeHto Bblibepute - LleHTp ynpaBneHus.

2. B 6noke napameTpos 3awmTta cucteMbl B rnosie MonbITok Bxoga B CUCTEMY YKaxmTe
KOMMYECTBO MOMbITOK BBOAA MapOons Uan @, YTobbl OTK/IOUNTL YBEAOMIIEHNS.

3. Haxmunte MpumeHUTb BCE 1 NOATBEPANTE NMPUMEHEHNE.

VIsmeHeHns 6yayT NpuMeHeHbl Yepes HEeKOTOopOoe BpeMsl.

10.7. HacTponka pyHKUNM aBTOMaTNYECKOro Bbixoaa 13
PT NAD

[ng 3amTbl NONb30BaTENBCKUX YUYETHbBIX 3anncell 0T HECaHKLMOHNPOBaHHOMO AOCTYMa Bbl MOXETe
HacTpouTb GYHKLMIO aBTOMAaTUYECKOro Bbixoga 13 npogykTa. PyHkuns 6yaeT paboTaTb TONBKO AN
Tex Nonb3oBaTeneln, KOTopble BKoYaT ee B CBOEM TIMYHOM KabuHeTe. Ecnu Takon nonb3oBaTtenb
6e3nencTByeT B TeUeHMne 3aaHHoro agMmmHucTpaTopom Bpemenu, PT NAD 3aBepLuaeT ceccuto
ayTeHTnduKaumm n TpebyeT NOBTOPHOIO BXOAa B MPOOYKT.

MpumeuaHue. Ecnu HacTpoeHa NHTerpaLms ¢ CepBNCOM eanHoro Bxoda (cm. pasgen 5.1.3),
aBToMaTuyeckunin Bbixod 13 PT NAD Takxe KOHTPONMPYEeTCS C MOMOLLbIO 3TOMO CepBuca.

>  YT06bl HAaCTPOUTb GYHKLIIO aBTOMaTnYeckoro Boixoda 13 PT NAD:

1. B rnaBHOM MeHIo Bblbepute - LleHTp ynpaBneHus.

2. B 6noke napameTpoB 3awmTa cuctembl B nosie MakcumanbHasi NPOAOC/IHKUTENIbHOCTb
nosib3oBaTeNbCKON ceccumn (B MUHYTaX) yKaxXnTe, MO NUCTEUYEHUNN CKOMbKNX MUHYT
6e30eliCTBUS Mosib3oBaTeNs NPOAYKT AO/MKEH 3aBepLUaTh ero Ceccuio.

Hpmmeanme. [ng oTknoyeHns beHKLJ,VlVI aBTOMaTN4YeCKOro BbiXxofa HY>XHO BBECTU 0.

3. Haxmute MpumMeHuTb BCE 1 NoaTBEPANTE NPUMEHEHNE.

AomuHunctpuposaHue PT NAD 102



NameHeHns 6yayT NpUMeEHeHbl Yepes3 HEKOTOPOe BPeMS.

®yHKuna aBToMaTdeckoro Boixoga 13 PT NAD HacTpoeHa.

10.8. PesepBHoe konnpoBaHune n socctaHosnenne PT NAD

Bbl moxeTe cospaBatb pesdepBHble konun PT NAD n BoccTaHaBnmBaTb NPOAYKT 13 HMX. Onepauun
BbINONHSI0TCS B KOHCoNM Ha cepBepe PT NAD (B MHOrocepBepHO KOHbUrypaLumm — Ha OCHOBHOM
cepBepe).

Pes3epBHOE KONMpoBaHme pekoMeHayeTcs aenatb nepeq KaxabiM O6HOBNEHNEeM NPoayKTa nin
onepaLnoHHON CUCTEMDbI.

B aTom pa3pene

CozpaHue pezepsHoin konuu PT NAD (cm. pasgen 10.8.1)

BocctaHoBneHne PT NAD n3 pesepsHol konun (cm. pasgen 10.8.2)

10.8.1. CospaHune pesepsHoun konun PT NAD

PesepBHas konus PT NAD BknoyaeT B cebs KoHUrypaLunoHHble dalinbl poaykTa 1 gamn 6a3sbl
LaHHbIX (6e3 MeTagaHHbIX Tpadwka). Ecnv gamn He HyXeH, Bbl MOXeTe CO3faTb KOMuto TOSbKO C
KOHPUrypaLnoHHbiMuy darinamu.

PesepBHasl KOMms 3anakoBbliBaeTC4 B tar-apxums, CXaTbl No meTony GZip.

> YT06bl co3naTh pesepBHyto konuto PT NAD:
1. [lepenguTe B KaTanor, B KOTOPbIA BaM HY>XHO COXPaHNTb PE3ePBHYIO KOMKIO.

Hanpumep:
cd /media/usb/backup

2. 3anycTuTe NpoLecc co3naHng pe3epBHON KOMNN;

sudo /opt/ptsecurity/nad/bin/backup create <Ha3BaHue apxuBa C pe3epBHON Konuen>.tar.gz
Ecnun pamn 6a3bl AaHHbIX He NOTpebyeTcs, B KOMaHAy HYXHO 006aBuTb kitod - -without-db.

I'Ipvuvlep KOMaH[Obl /19 CO30aHN4 apXmnBa C AaMrnom:
sudo /opt/ptsecurity/nad/bin/backup create backup_2026-03-28.tar.gz

Mpumep KOMaHabl 419 co3naHns apxmnsa 6e3 gamna:
sudo /opt/ptsecurity/nad/bin/backup --without-db create backup 2026-03-28.tar.gz

HauHeTcd cospgaHune pesepBHoi konuu. o 3aBepLueHn nogaBnTcsa coobuleHne Creating
backup complete.

BHumaHune! CoxpaHnte apxmnB C pe3epBHOIW KOMMen Ha BHELLHWIA HOCUTESb.
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10.8.2. BoccTtaHoBneHne PT NAD n3 pesepBHOIN KOMnA

BHumaHue! BocctaHanusalite PT NAD 13 pesepBHoOI Konunn, KoTopas 6blfla co3naHa B TON Xe
Bepcun npoaykTa. B npotueBHoM cnydae pa6otocrnoco6HocTe PT NAD He rapaHTupyeTcs. Y3HaTb
TeKYLLYIO BEPCUIO MOXHO B nHTepdelice (cm. pasgen 11.1), a Bepcuto konum — B danine META BHyTpKY
apxuBa.

BHumaHue! He BoccTaHaBnmBanTe 6a3y faHHbIX U3 famna, ecim MaxopHas Bepcus PostgreSQL, ¢
MOMOLLbIO KOTOPOW OH 6bl1 CO3AaH, oTnnyaeTcs oT Bepcumn aTont CYB[ B Tekylem ak3emnnaspe

PT NAD. Tekywyto Bepcuio PostgreSQL MOXHO y3HaTb N0 KOMaHae psql --version, a Bepcuio
famna — B camMoM Havane ¢parina POSTGRES . DUMP BHYTpW apxvBa pe3epBHOI Konum (Hanpumep,
PGDMP7~nad13.18).

> Yt06bl BoccTaHoBUTL PT NAD 13 pe3epBHON KOMUK:

1. OcTtaHoBuTe BCe 3anyLieHHble cnyx6bl PT NAD:
sudo ptdpictl stop-all
sudo systemctl stop nad-web-server
sudo systemctl stop nad-task-server
sudo systemctl stop ptdpistat
sudo systemctl stop nad-reporter
sudo systemctl stop pyfpta

2. TllepengnTe B KaTanor ¢ apxmBoM pe3epBHOW KONun, Hanpumep:
cd /media/usb/backup

3. 3ar|y<:T|/|Te BOCCTaHOBJIeHNe N3 pe3epBHO|7| Konmnwn:
sudo /opt/ptsecurity/nad/bin/backup restore <HasBaHue daina c pesepBHOW Konuen>

HauHeTcd BoccTaHoBneHne PT NAD n3 pesepBHo konuu. 1o 3aBepLUeH MOosSBUTCS
coobleHne Restoring from backup complete.

4. 3anycTuTe OCTaAHOB/IEHHbIE paHee ClyX6bl:
sudo ptdpictl start-all
sudo systemctl start nad-web-server
sudo systemctl start nad-task-server
sudo systemctl start ptdpistat
sudo systemctl start nad-reporter
sudo systemctl start pyfpta

10.9. HacTtpowika nepunopga 3anycka peTpocnekTuBHOro
aHannsa

[ns o6HapyxeHns HoBelwnx yrpos V1B B nHdopMaLnoHHON nHppacTpykType opraHnsaummn PT NAD
nepuognyecky aHann3npyeT paHee 3aBEepPLUEHHbIE CECCUN B MOTOKOBOM XPaHUNLLE C
NCMOb30BaHNEM HOBbIX 1 UBMEHEHHbIX penyTaLOHHbIX CMINCKOB. Takon aHann3 Ha3blBaeTcs
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pPEeTPOCNEKTNBHbBIM. B peTpocnekTnBHOM aHanmae y4acTBYIOT TOSIbKO Te penyTaLOHHbIE CAINCKMN,
KOTOpble cogepxaTt NOACTPOKY -manual- B Ha3BaHWK (C y4eTOM perncTpa), Hanpumep
customReplist-manual-99.

Mo ymMmonyaHuio peTpoCneKTUBHbIN aHanna 3amnyckaeTcs oavH pas B Yac. Bbl MoxeTe nsmMeHnTb
nepwuog 3anycka, Hanpumep Aas CHUXeHNs Harpyski Ha cepsep ¢ PT NAD — unu gns Toro, 4to6bbl
NPUBECTN 3TOT NEPUOL B COOTBETCTBUE C NONUTUKON NHOPMALIMIOHHON 6€30MacHOCTI B BaLLEl
opraHnsaumm.

MpumevaHwue. Ecnu skzemnngpbl PT NAD o6befnHeHbl B nepapxuto, To OnncaHHble B 3TOM
pasgene BO3MOXHOCTU OTCYTCTBYIOT B MHTEpPdence LeHTpanbHON KOHCON.

> YT06bI HACTPOUTbL NEPNOL 3amnycka PeTPOCMNEKTUBHOMO aHanaa:

1.  OTkpounTe KOHPUrypaumoHHbin dann /opt/ptsecurity/etc/nad.settings.yaml Ha y3ne
C yCTaHOBMAEHHbIMU Mogyngmun nad-task-server n nad-web-server:
sudo nano /opt/ptsecurity/etc/nad.settings.yaml

2. B napametpe retrospective search_period ykaxuTe HOBbI Nepuog 3anycka
PEeTPOCMNEKTUBHOIrO aHann3a B CekyHpax, Hanpumep:

retrospective_search_period: 7200
3. CoxpaHuTte damn nad.settings.yaml.

4. Tllepesarpysunte moaynn nad-task-server n nad-web-server:

sudo systemctl restart nad-task-server nad-web-server

ﬂepmousanyCKapeTpocneKTMBHoroaHanmsaHaCTpoeH

Cm. Takxe

YnpaBneHne 3anncbto syslog-coobLueHnin ¢ peaysibTaTaMu peTPOCTNeKTUBHOMO aHannsa
(cm. pazgen 10.12.2.1)

10.10. HacTpowika numnToB 06paboTkn Tpadurka

Bbl MOXeTe HacTpaunBaTb OrpaHndeHns ong aHannsa coeguHeHunia, 3anucu PCAP v o6HapyXeHns
aTak.

MpumeuaHwue. Ecnu akzemnngpbl PT NAD o6befnHeHbl B nepapxuto, To ONMcaHHbIe B 3TOM
pasnene BO3MOXHOCTU OTCYTCTBYIOT B MHTepdence LeHTpanbHON KOHCOMN.

B aTom pa3pene

HacTpolika numnToB aHanmnaa coegunHeHni (cm. pasgen 10.10.1)

HacTpoika numunTtoB 3anucu PCAP (cwm. pasgen 10.10.2)

HacTpoiika numuntoB obHapyxeHus aTak (cm. pasgen 10.10.3)
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10.10.1. HacTpoinka numMmnToB aHanmsa coeguHeHnn

Bbl MmoxeTe HacTpouTb orpaHnyeHns aHanmnsa coeguiHeHnin B PT NAD. OrpaHunyeHns HacTpanBaloTCs
NPV NOMOLLM TMNTOB ANS1 KOHKPETHbIX MPOTOKOS10B, MO KOTOPbLIM NepepaeTcs Tpaduk, nnn
NIIMUTOB, OBLLMX 15 BCEX NN HepacMno3HaHHbIX MPOTOKONOB. Ecnn o6bem gaHHbIX, nepefaHHbIX B
coegunHeHunn, gocturaet numuta, PT NAD npunoctaHaBnmBaeT aHann3 3TOro COeANHEHINS 1
po6asnget dpnar PARSE_LIMIT B cBOMCTBa ceccun.

MpumeyaHwme. 1o ymonyaHmo NTMMNT HACTPOEH A1 OaHHbIX, NepenaBaemMblx To/Ibko No DHCP, n
paBeH 32 Kb.

MpumeyaHue. 3HaueHre O C eguHMLIEN U3MepeHNs (Hanpumep, @kb) cHMaeT
COOTBETCTBYIOLLEE OrpaHNYeHe.

> YT06bI HaCTpPOWUTb INMWNTbI aHann3a COeNHEHNIA;

1. Otkponte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Ecnun BaM HyXHO HaCTpOWTb INMUT AN KOHKPETHbIX MPOTOKOOB, O6aBbTe B Nto60e MecTo B
daline CTPOKN criegytoLero smaa:

- Ecnun HasBaHme npoTokona NpucyTCTBYET B cekummn protocols danna /opt/ptsecurity/
etc/current/ptdpi-logger.yaml:
ptdpi-logger.yaml.protocols.<Ha3BaHue npoTokona>.parse-limit: <JiumuTt AnA
npotokona><EanHuua usmepenua: kb, mb wan gb>
Hanpumep:
ptdpi-logger.yaml.protocols.sip.parse-limit: 10kb
ptdpi-logger.yaml.protocols.tls.parse-1limit: 15kb

- Ecnun Ha3BaHng npoTokona HeT B cekumn protocols danna /opt/ptsecurity/etc/
current/ptdpi-logger.yaml:
ptdpi-logger.yaml.protocols.<Ha3BaHue npotokona>: {parse-limit: <JumuT ana
npotokona><Eaunnua usmepenua: kb, mb unm gb>}
Hanpumep:
ptdpi-logger.yaml.protocols.mysql: {parse-limit: 1@kb}

MpumeyaHue. Bbl MoxeTe NonyuYnTb CMMCOK Ha3BaHWIA NPOTOKOMOB, BbIMOMHNB KOMaHay /
opt/ptsecurity/dpi/ptdpi --list-app-layer-protos.

3. Ecnwm Bam HyXHO HaCTPOUTb MMMUT ag NpoTokonos, koTopble PT NAD He MOXeT pacnosHaTb,
no6aBbTe B Nio60e MecTo B paline CneayloLLyto CTPOKY:
ptdpi-logger.yaml.cfg-tags._undetected_.parse-limit: </umut><EgmHmua uamepexuna: kb, mb wuaun
gb>
Hanpumep:
ptdpi-logger.yaml.cfg-tags. undetected_.parse-limit: 30kb
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4. EcnwuBam HY>XHO HaCTpOuUTb IMMWT ON4 NPOTOKOJIOB, NMMMNTbI AN19 KOTOPbIX He 6blnn YyKa3aHbl
OTAENbHO, fo6aBbTe B N060e MeCTO B paiinie CneayoLLyo CTPOKY:
ptdpi-logger.yaml.cfg-tags. defaults_.parse-limit: </lumut><EgnmHuua uamepenusa: kb, mb wnu

gb>
Hanpumep:
ptdpi-logger.yaml.cfg-tags. defaults_.parse-limit: 4@kb

5. CoxpaHute n3ameHeHund B paimnne /opt/ptsecurity/etc/ptdpi.settings.yaml.

6. [lepeszanycTtute mogynb ptdpi:
sudo ptdpictl restart

ITnmunTbl aHanusa coegmnHeHnin HaCTpPOEeHbI.

10.10.2. HacTpownka numutoB 3anucm PCAP

Bbl moxeTe HacTpouTb orpaHudeHns 3anucu PCAP B PT NAD, 4to6bl CHU3UTb Harpysky Ha
LOMCKOBYIO NofacucTemy cepBepa. OrpaHnyeHns HacTpansaloTCs NPy MOMOLLM IMMUTOB A5
KOHKPETHbIX MPOTOKOJSIOB, MO KOTOPbIM NepeaaeTcs Tpaduk, ninm MMMNTOB, OBLLX OS5 BCEX Wn
Hepacno3HaHHbIX MPOTOKONOB. Ecnn o6bem gaHHbIX, nepefaHHbIX B COeQUHEeHnN, OCTUraeT NMMnTa,
PT NAD npunocTtaHaBnuaeT 3anucb PCAP aToro coeguHeHunsa n po6asngaet dnar PCAP_LIMIT B
CBOICTBa Ceccuum.

MpumeyaHue. 3HaueHne @ Cc eguHNLEN N3MepeHns (Hanpumep, Okb) cHumaeT
COOTBETCTBYIOLLEE OrpaHnyeHme.

>  YT06bI HaCTpOUTb NMKTLI 3anncu PCAP:

1. OtkponTte dainn /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Ecnun BaM HyXHO HaCTpPOWTb INMUT AN KOHKPETHbIX MPOTOKOOB, f06aBbTe B Nto60e MecTo B
daline cTpokm cregytoLlero Buaa:

« Ecnun Ha3BaHne npoTokona NpucyTCcTBYET B cekuumn protocols danna /opt/ptsecurity/
etc/current/ptdpi-logger.yaml:

ptdpi-logger.yaml.protocols.<Ha3BaHue npoTokona>.pcap-limit: <Jiumut ans npoTtokona><EauHuua
nsmepenua: kb, mb namn gb>

Hanpumep:
ptdpi-logger.yaml.protocols.sip.pcap-limit: 10kb
ptdpi-logger.yaml.protocols.tls.pcap-limit: 15kb

- Ecnun Ha3BaHns npoTokona HeT B cekuum protocols danna /opt/ptsecurity/etc/
current/ptdpi-logger.yaml:

ptdpi-logger.yaml.protocols.<HasBaHue npoTtokona>: {pcap-limit: <dumuTt ans
npotokona><EauHuua usmepenusa: kb, mb unm gb>}
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Hanpumep:
ptdpi-logger.yaml.protocols.mysql: {pcap-limit: 1@kb}

MpumeyaHwme. Bbl MoxeTe NoyunTb CNNCOK Ha3BaHWI MPOTOKOMOB, BbIMOMHNB KOMaHay /
opt/ptsecurity/dpi/ptdpi --list-app-layer-protos.

3. Ecnu Bam Hy>XHO HacTpouTb MMMUT Ang npoTokonoBs, Kotopble PT NAD He MoxeT pacno3HaTb,
po6aBbTe B 1l060e MecTo B dalinie ceayioLLyio CTPOKY:
ptdpi-logger.yaml.cfg-tags._ undetected_.pcap-limit: <JiumMuT><EanMHuua usmepenua: kb, mb wau
gb>
Hanpumep:
ptdpi-logger.yaml.cfg-tags. undetected_.pcap-limit: 30kb

4. Ecnu Bam HyXHO HaCTPOWUTb UMUT A9 NPOTOKOSOB, TIMMUTbI A5 KOTOPbIX HE BblIn yKasaHbl
oTOenbHo, [o6aBbTe B N060e MecTo B daline crefyoLLyio CTPokKY:

ptdpi-logger.yaml.cfg-tags._defaults_.pcap-limit: <JiumuT><EanHuua usmepenua: kb, mb wnau
gb>

Hanpumep:
ptdpi-logger.yaml.cfg-tags. defaults_.pcap-limit: 40kb

5. CoxpaHute nameHeHuns B panne /opt/ptsecurity/etc/ptdpi.settings.yaml.

6. TllepeszanycTtute mogynb ptdpi:
sudo ptdpictl restart

NumnTbl 3anucn PCAP HacTpoeHb..

10.10.3. HacTpownka nuMnToB OBGHapYXeHNs aTak

Bbl MoXxeTe HacTpouTb orpaHnyeHns obHapyxeHus atak B PT NAD. OrpaHunyeHns HacTpanBatoTcs
npv NOMOLLM MNTOB 4151 KOHKPETHbIX MPOTOKOSOB, MO KOTOPbLIM NepegaeTcy Tpaduk, nnn
NVIMUTOB, OBLLNX s BCEX U Hepacno3HaHHbIX MPOTOKONOB. Ecnn o6bem gaHHbIX, nepefaHHbIX B
coeguHeHun, gocturaet numuta, PT NAD nprnocTtaHaBnneaeT o6HapyXeHne atak B paMKax 3Toro
coenuHeHns n gobaensget ¢énar RULES DETECT_LIMIT B cBOMCTBa ceccun.

MpumeyaHne. 3HaueHne @ C eguHKLIE n3mMepeHns (Hanpumep, Okb) cHumaeT
COOTBETCTBYIOLLEE OrpaHNYeHNe.

>  YT06bl HACTPOUTD NMNMUTbI OBHAPYXEHWS aTak:

1. Otkponte dainn /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Ecnun BaM HyXHO HaCTPOWTb INMUT AN KOHKPETHbIX MPOTOKOOB, 06aBbTe B Nto60e MecTo B
daiine cTpokm cnegytoLlero Buga:

« Ecnn Ha3BaHme npoTokona NpucyTcTBYeT B cekumm protocols danna /opt/ptsecurity/
etc/current/ptdpi-logger.yaml:

ptdpi-logger.yaml.protocols.<Ha3BaHue npoTtokona>.rules-detect-limit: <Jiumut ansa
npotokona><EavHuua uamepenua: kb, mb wnmn gb>

AomuHunctpuposaHue PT NAD 108



Hanpumep:
ptdpi-logger.yaml.protocols.sip.rules-detect-1limit: 1@kb
ptdpi-logger.yaml.protocols.tls.rules-detect-1imit: 15kb

« Ecnn Ha3BaHug npoTokona HeT B cekumn protocols danna /opt/ptsecurity/etc/
current/ptdpi-logger.yaml:
ptdpi-logger.yaml.protocols.<Ha3BaHue npoTtokona>: {rules-detect-limit: <JumuT ana

npotokona><EavHmua usmepenua: kb, mb wam gb>}
Hanpumep:
ptdpi-logger.yaml.protocols.mysql: {rules-detect-limit: 10kb}

MpumeyaHwme. Bbl MoxeTe NoNyynTb CNNCOK Ha3BaHWI NPOTOKOMNOB, BbIMOMHNB KOMaHAy /
opt/ptsecurity/dpi/ptdpi --list-app-layer-protos.

3. Ecnm Bam HYXHO HaCTPOUTb MMMUT ng NpoTokonos, koTopble PT NAD He MOXeT pacrnosHaTh,
po6aBbTe B flob6oe MecTo B daline crnefyioLLyto CTPOKY:
ptdpi-logger.yaml.cfg-tags. _undetected_.rules-detect-limit: </iumnT><EauHunua unsmepeHuna: kb,

mb wnun gb>
Hanpumep:
ptdpi-logger.yaml.cfg-tags. undetected_.rules-detect-limit: 30kb
4. EcnwuBam HY>XHO HaCTpOUTb TMMUT ONg NPOTOKOJIOB, NMMMNTbI OJ19 KOTOPbIX He 6bln YKa3aHbl

OTAEeNbHO, fo6aBbTe B No60e MeCTO B daiinie CneayoLLyo CTPOKY:

ptdpi-logger.yaml.cfg-tags._defaults_.rules-detect-1limit: <Jiummt><EanHuua usmepenua: kb,
mb wnn gb>

Hanpumep:
ptdpi-logger.yaml.cfg-tags._defaults_.rules-detect-limit: 4@kb

5. CoxpaHute nameHeHund B painne /opt/ptsecurity/etc/ptdpi.settings.yaml.

6. [lepeszanycTtute mogynb ptdpi:
sudo ptdpictl restart

JInMuTbl OBHApPYXEHNS aTak HaCTPOEHbI.

10.11. IameHeHmne poTaumm gaHHbIX B MOTOKOBbLIX XpPaHWUANLLLaXx

YUTo6bI N36€eXaTh NepenonHeHns anckooro npocTtpaHctea, PT NAD yganseT cTapble faHHble 13
NMOTOKOBBIX XpaHuauw,. Mo ymonyanuio PCAP-daiinbl ¢ ncxogHom konnen Tpaduka poTrpyoTcs,
Korga nx o6bem HaumHaeT 3aHumaTb 90% OT 4OCTYMNHOro AMCKOBOro NPOCTPAHCTBA, @ MeTafdaHHble
TpaduKa XxpaHaTCS ABe Hepenu. Bbl MoXxeTe Nn3MeHnTb NPOLLEeHT MecTa B GpalnoBon cucteme,
BblaeneHHbI nof xpaHeHne PCAP-dainnoB ¢ ncxogHon konuen tpaduka, a Takxe MakcumanbHoe
BpeMs XpaHeHns MmeTafaHHbIX Tpaduka.

MpumeuaHwue. Ecnu akzemnnspbl PT NAD o6befnHeHbl B iepapXxuto, TO ONCaHHbIEe B 3TOM
pasnene BO3MOXHOCTU OTCYTCTBYIOT B MHTepdence LeHTpanbHON KOHCON.
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N3MeHeHne BpeMeHn XpaHeHUs MeTagaHHbIX Tpaduka

MpumeyaHue. B MHorocepBepHO KOHOUIypaLmnmn MHCTPYKLMIO HY>XHO BbINMOHITE Ha OCHOBHOM
cepBepe.

>  YTO6bl U3MEHNTb BPeM$s XpaHeHus MeTafaHHbIX Tpaduika:

1. Otkponte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Bcekuum Elastic settings ykaxuTe HOBOe 3HaueHue napameTpa es_store days.
3HaueHue 3agaeTCcd B OHSX.

3. CoxpaHuTte n3meHeHuns B dainne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. TlpuMeHNTE N3MEHEHNS:
sudo ptdpictl reload

I'Ipmmeanme. MeTa,El,aHHble YOanaTCyad aBTOMaTU4YeCKN No NCTeYeHnn BpeMeHn NX XpaHeHn4.
Ecnu gnckoBoe NpocTpaHCTBO 3anonHaeTcs Ha 90% unn 6onee, camble cTapble MeTafaHHble
nepemellaloTca Ha cBo6oaHbIl y3en Elasticsearch nnm ygansioTcs paHblue BpeMeHN XpaHeHNs.
KpaiiHe He pekoMeHayeTcs 9To AoMyckaTb: eCN K MOMEHTY yaaneHns MeTagaHHble He ycreioT
nepemMecTuUTbCS Ha CBOBOAHbIN y3en unn 3anmyT 6onee 95% cBo604HOro MecTa Ha yane gaHHbIX,
TO PparmMeHTbl MHAEKCa y3na NeperiayT B PEXM YTEHUS 1 3anCb HOBbIX MeTadaHHbIX Ha HIX
6yneT OCTaHOB/EHa.

N3meHeHne npoueHTa mecTta pns xpaHeHus PCAP-¢annoB

MpumeyaHue. B MHorocepBepHoO KOHOUIypaLmumy MHCTPYKLMIO HY>XHO BbIMOSIHATE Ha
LOMONHNTENIbHOM CepBepe C posbio Sensor.

>  UYT06bl NI3MEHUTb NPOLEHT MecTa ans XxpaHeHns PCAP-dalinos:

1. Otkponte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. BcekuumPcap storage settings ykaxuTe HOBOe 3HauyeHne napameTpa
pcap_max_used_percent.

3. CoxpaHute nameHeHund B painne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. TlpymMmeHnTe N3MEHEHNS:
sudo ptdpictl reload

CM. Takke

[onroBpemeHHoe XxpaHeHne MeTagaHHbIX Tpaduka (cm. pazsgen 10.18)
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10.12. HacTpoiika 3anucu n oTnpaBk COOBLLEHNI MO
npoTokony syslog

PT NAD moxeT 3anuncbiBaTb B CUCTEMHbIN XypHan (syslog):
— nHbopmauumio 06 0bHapyxXeHHbIX yrpo3ax VIb:

06 aKTUBHOCTSIX, O6Hapy)KVIBaeMbIX C MOMOLLIbIO CUCTEMHbIX 1 06X MOMb30BaTENbCKNX
npasun gn4 aKTUBHOCTE;

BbISIBfIEHHbIX aTakax;
06HapYXEHHbIX NHANKaTopax KoMnpomeTauumn (CM. pasaen 2.2).
— pesynbTaTbl peTpocnekTnBHoro aHanmsa (cm. pasgen 10.9);
— Cob6blTUS ayanTa 1 yBeAOMIEHUNS O 3aMoNHeHNN xypHana ayanTta (cm. pasgen 10.5).

Bbl MOXeTe BKIOUNTD 3aMnmnChb COOBLLEHWI B NOKaNbHbI CUCTEMHbIA XYpPHar, a Takxke HaCTpPOouTb
OTNpPaBKy COOBLLEHNI Mo NPOTOKONY syslog Ha yaaneHHbIl cepBep. OTO MOXeT NoHaL06UTbCs Ans
LeHTpann3oBaHHOro céopa 1 aHannsa cobbiTuii VIb B nHbopmaunoHHON nHbpacTpyKType
opraHmn3aumu, a Takxe 19 NHBEHTapmM3aLumnmn akTBOB 1 NPOBEPKI pe3ybTaTUBHOCTM aTak B
cuctemax SIEM.

MpumeuaHwue. Ecnu skzemnngpbl PT NAD o6befnHeHbl B nepapxuto, TO ONMcaHHble B 3TOM
pasfene BO3MOXHOCTIY OTCYTCTBYIOT B MHTepdece LeHTPaibHOM KOHCOIN.
B aTom pa3pene

HacTpolika syslog-coobLueHunin ¢ nHpopmaumein 06 obHapyxeHHbIx yrposax Vb 1 ¢ cobbituamn
ayouTa (cm. pasgen 10.12.1)

HacTpolika syslog-coobLueHunin ¢ pedynbtaTaMun peTpoCreKTVIBHOrO aHanaa 1 yBefoOMASHNSMN O
3anonHeHun xypHana ayguta (cm. pasgen 10.12.2)

dopmart syslog-coobLueHunii (cm. pasgen 10.12.3)

10.12.1. HacTtpowika syslog-coobuieHunin ¢ nHbopmaumen od
OB6HapyXeHHbIX yrpo3ax VIb n ¢ cobbiTuamm aygnta

Syslog-coobleHns ¢ nHbopmaLumen 06 obHapyXeHHbIX yrposax Vb 1 ¢ cobbiTuammn ayguta MoryT
6bITb HacTpoeHbl B Be6-uHTepderice PT NAD. Mo ymonyaHumio Takne syslog-coobLieHns nvetoT:

— kaTteropuio cy6bekTa 3 (facility — system daemons);
— ypoBeHb onacHocTu 6 (severity — informational);

— MeTky oTnpasuTtens ptdpi-syslog-notifier.
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Bbl moxeTe:
—  BKJ/IIOYNTb 3aMnCb COOBLLEHNI B NOKANbHbIN CUCTEMHbIA XYpPHar;
— HaCTPOWTb OTMNPAaBKY COOBLLEHNIA Ha YaaneHHble cepBepb;
MpumeuaHune. PT NAD nogpoepxumnBaeTt oTnpaBKy coobLieHuin pasmepom oo 64 Kb.
— UN3MEHWTb KaTeropuio cyébekTa i MeTky MO, OT nMeHN KOTOPOro OTNPaBAOTCSA COOBLLEHNS;

— HaCTPOWTb reHepaLio COOBLLEHWNI onpeaeneHHbIX TUMOoB (HanpumMep, TONbKO 06 06HAPYXEHHbIX
NHOVKaTOpax KOMMpoMeTaLun U TONbKO 06 aTakax).

Mepep BbINOMHEHNEM VHCTPYKLMN HYXHO yKasaTb agpec Be6-nHTepderica (cMm. pasgen 5.4) n
ob6ecneunTb nonyyeHmne syslog-coobLueHnii Ha yaaneHHOM cepBepe.

> YT06bl HACTPOUTDL SYSlog-CcoobLLEHNS C MHPOPMaLmen 06 obHapyXXeHHbIX yrposax Vb n ¢
cobbITaMMN ayanTa:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.
Bbibepute Bknagky Syslog n webhook.

B 6noke napameTpos CTaTycbl MHTErpawumm BounTe syslog.

B 6noke napameTpoB Syslog-noaknioueHus Haxmunte [lo6aBuTb.

B none HasBaHue nogknioueHus Beente npon3BoOJibHOE Ha3BaHue syslog—no,u,Kmoqum.

o oA W N

Ecnn TpebyeTca oTnpaBndTb syslog-coobLueHns Ha yoaneHHblin cepBep, B none NMonyvartenb
syslog-coo6bweHuit BBeaute npotokon UDP (no ymonuanuio) nnm TCP, agpec 1 nopr,
Hanpumep tcp://198.51.100.1:514.

7. Ecnun TpebyeTtca 3anucbiBaTb syslog-coobleHns fokanbHo, B none Monyuatenb syslog-
coobueHunn ykaxute cokeT fomeHa Unix (Hanpumep, /dev/1log).

8. Ecnu Bam He HyXHbl COOBLLIEHNS C OMNpeaeneHHoN NHpopMaLumein, B napameTpe Tunbl
syslog-coo6weHnin CHIUMUTE GnaxKi C HEHYXXHbIX TUMOB AaHHbIX.

9. Ecnn tpebyeTcs naMeHNTb CTaHOAPTHYIO KaTeropuio cyébekTa, B nosie KaTeropus cybbekTa
yKaxuTe YnCcnoBOE W CTPOKOBOE 3HaUYEHMe KaTeropum cyobekTa.

Hanpwumep, 3 nnn daemon.

10. Ecnu TpebyeTcq, nsmeHuTe HazsaHne MeTku 1O, OT MMeHn KOTOPOro oTnpPaBsoTCS
COOBLLEHNS.

1. Ecnu Tpebyetcs, utobbl PT NAD oTnpaenan gaHHble 06 akTVBHOCTSX Ha PYCCKOM A3bike, B
napameTpe SA3biKk faHHbIX B syslog-coobweHusIx BbiGepuTe pyCCKuii S3bik.

12. Mo kHornke MpoBepuUTb coegUHEHUE 3arnyCcTUTe NPOBEpPKY COeONHEHNS C yOaneHHbIM
cepBepoMm.

13. HaxmunTte [lo6aBuUThb.
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14. Ecnun TpebyeTcs 0o6aBUTb OMONHNTENbHbIE MOAKMIOYEHNS C APYIrMMIY NapamMmeTpamu,
nosTopuTe warn 4—13.

15. HaxxmuTe NMpumeHnTb BCE 11 MOATBEPONTE MPUMEHEHME.

VIsmeHeHns 6yayT NpuMeHeHbl Yepes HeKOTopOoe BpeMs.

10.12.2. HacTpoiika syslog-coobuieHunia ¢ pesynbtatamu
PETPOCNEKTNBHOIrO aHannsa 1 yBegoMaeHnsaMm o
3anofIHeHNIN XypHana ayanuTta

Bbl MOXeTe HacTpouTb OTNPaBKy Ha yaasneHHbIn cepBep syslog-coobLueHnn ¢ peaynbTaTamu
PEeTPOCMNEKTVNBHOIrO aHann3a 1 ¢ yBegoMIEHUSIMI O 3aMnofIHeHW XypHana ayouTa. B kauecTtse
Takoro cepBepa MoXeT BbiCcTynaTb cucTtema SIEM. CoobLieHns MOXHO TakxXe COXPaHSTb STOKabHO.

B Debian

> Yt06bI HacTpouTb B Debian syslog-coobLieHus ¢ pesynbTataMim PeTpOoCnekTUBHORO aHanmnaa v
yBEOOMJIEHNSIMI O 3aMOSIHEHUN XypHaa ayanTa:

1. OtkpounTte dpann /etc/rsyslog.d/45-ptdpi.conf:
sudo nano /etc/rsyslog.d/45-ptdpi.conf

2. Ecnu TpebyeTcd HacTponTb OTNpaBKy Syslog-coobLLeHnIn Ha yoaneHHbIA cepBep,
PacKOMMEHTUPYINTE CTPOKY 5 1 n3ameHnTe 3HaueHns napameTpoB target, port n protocol
Ha HYXHble:
action(type="omfwd" target="<IP-agpec ypaneHHoro cepBepa>" port="<MopT yAaneHHoro
cepepa>" protocol="<MpoTokon nepefayn syslog-coobuweHuit (udp unm tcp)>")
Hanpumep:
action(type="omfwd" target="198.51.100.100" port="514" protocol="udp")

3. Ecnu TpebyeTcd BKNOUNTL 3aMCb COOBLLEHMI B NTOKAsbHBIA CUCTEMHbIN XYypPHan,
PacKOMMEHTUPYINTE CTPOKY 6:
action(type="omfile" file="/opt/ptsecurity/log/alert.log")

[nga oTKAouYeHns 3anncm HyXXHO BEPHYTb CUMBOS # B Hayano CTPOKWU.
4. CoxpaHuTe nameHeHuns B danne /etc/rsyslog.d/45-ptdpi.conf.

5. lMepeszanyctuTe cnyxoy rsyslog:
systemctl restart rsyslog.service

Syslog-coo6LeHns HaCTPOEHbI. Tenepb BaM HY>XHO BKTIOYNTb 3annchb syslog-coobLueHunn ¢
pesynbTaTamMun peTpocnekTnBHOro aHanunsa (cm. pasgen 10.12.2.1) n o 3anonHeHnn xypHana
ayounTa (cm. pasgen 10.12.2.2).
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B Astra Linux

> Yt060bI B Astra Linux HacTpouTb syslog-coobLueHuns ¢ pesyfibTaTaMn PeTPOCNEKTUBHOMO
aHanusa:

1. Otkpounte dann /etc/syslog-ng/ptnad.d/00-ptdpi.contf:
sudo nano /etc/syslog-ng/ptnad.d/@0-ptdpi.conf

2. Ecnun tpebyeTcd HacTponTb OTNpaBKy syslog-coobLueHnin Ha yoaneHHbIA cepBep, o6aBbTe
CTPOKY cnegyolliero dopmara:
log { source(s_src) ; filter { filter(f_ptdpi_ignore) ; } ; destination { <MpoTokon
nepepaun syslog-coobuwenuit (udp mnu tcp)>("<IP-afgpec ynaneHHoro cepsepa>" port(<MopT
yhaneHHoro cepsepa>)) ; } ;5 }
Hanpumep:
log { source(s_src) ; filter { filter(f_ptdpi_ignore) ; } ; destination
{ udp("198.51.100.100" port(514)) ; } ; }

3. Ecnn Tpe6yeTc9| BK/TIOYITb 3anncb COO6LL|,eHI/II7| B JTOKas1bHbI CUCTEMHbIN XypHan, D,O6aBbTe
CTPOKY:
log { source(s_src) ; filter { filter(f_ptdpi_ignore) ; } ; destination { file("/opt/
ptsecurity/log/alert.log") ; } ; } ;
,D,J'IFI OTKNOYEeHN4A 3anncum Hy>XHO ,D,O6aBVITb cumBon # B Hayano CTPOKW.

4. CoxpaHuTe nameHeHus B ¢anne /etc/syslog-ng/ptnad.d/00-ptdpi.conf.

5. lMepeszanyctuTe cnyx6y syslog-ng:
systemctl restart syslog-ng.service

Syslog-coo6LeHNs HaCTPOeHbIl. Tenepb BaM HY>XHO BKTIOYNTb 3annchb syslog-coobLueHunin ¢
pes3ynbTaTamMn PeTpPOCrneKTBHOro aHannsa (cm. pasgen 10.12.2.1) n o 3anonHeHun XypHana
ayouTa (cm. pasgen 10.12.2.2).

B aTom pa3pene

YnpaBneHne 3anncblo syslog-coobLueHnii ¢ pesysibTaTaMu PETPOCNEKTUBHOMO aHannsa
(cm. pasgen 10.12.2.1)

YnpaBneHne 3anncblo syslog-coobLueHnii O 3anonHeHnn xypHana ayanTa (cm. pasgen 10.12.2.2)
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10.12.2.1. YnpaBneHue 3anuncbto syslog-coobLieHmnin ¢
pe3ynbTaTaMun peTpoCneKTUBHOro aHanmaa

> YT06bI BKSIIOYNTD UAW BbIK/IOUNTD 3aMNMCh Syslog-CoobLLEeHWiA ¢ pe3ynbTaTamm
PEeTPOCMEKTNBHOrO aHanm3a:

1.  OTkpounTe KOHPUrypaumoHHbin dann /opt/ptsecurity/etc/nad.settings.yaml Ha yane
C yCTaHOBNEHHbIMU Moaynsgmu nad-task-server n nad-web-server:
sudo nano /opt/ptsecurity/etc/nad.settings.yaml

2. WameHuTe 3HaveHne napameTpa retrospective notify syslogHa true.
3. CoxpaHute dann nad.settings.yaml.

4. Tlepesarpyaute mogynu nad-task-server n nad-web-server:
sudo systemctl restart nad-task-server nad-web-server

[ns oTkNoyeHns syslog-coobLueHnin ¢ pesynbTaTaMmn PeTpoCnekTUBHOrO aHanmnaa Bam HyXXHO
BepHyTb 3HaueHne false gng napameTpa retrospective notify syslog B danne
nad.settings.yaml, nocne yero nepesanycTuTtb Mmogynu nad-task-server n nad-web-server.
CwM. Takxe

Popwmar syslog-coobuueHuin (cm. pasgen 10.12.3)

HacTpoiika nepuopga 3anycka peTpocrnekTnBHOro aHanmsa (cm. pasgen 10.9)

10.12.2.2. YnpaBneHune 3anncbio syslog-coobLieHunin o
3anoNHEeHNN XypHana ayanTa

Syslog-coo6LeHns 0 3anofIHEHNI XYypHana ayguTa 6yaoyT 3annCbiBaTbCS TOMbKO MPY OTKOYEHNN
poTauun XxypHana ayanta (cm. pasgen 10.5.3).

> YT06bI BKIIOUNTD AW BEIKIOYNTL 3aMnKCh Syslog-CoOBLLEHIIA O 3aN0NHEHNN XypHaia ayanTa:

1.  OTkpounTe KOHPUrypaumoHHbln dann /opt/ptsecurity/etc/nad.settings.yaml Ha yane
C yCTaHOBNEHHbIMU Moayngmun nad-task-server n nad-web-server:
sudo nano /opt/ptsecurity/etc/nad.settings.yaml

2. BcekuumAudit settings packommeHTupynTe napameTp journal notify syslogus
KayecTBe ero 3Ha4yeHns ykaxmTe true (ecnm HyXHO BKIIOYNTb 3anmncb COOBLLEHNI) N
false (ecnu Hy>XHO BbIKITIOYNTD).

3. CoxpaHuTte dann nad.settings.yaml.

4. [lepesarpys3nte moaynn nad-task-server n nad-web-server:

sudo systemctl restart nad-task-server nad-web-server
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CM. TaKkxke

HacTpoiika yBegomneHuin 0 3anonHeHnn XypHana ayanta npu OTKIIOYeHHON poTaLunm
(cm. paspen10.5.4)

10.12.3. ®opmart syslog-coobLueHnin

PT NAD reHepupyeT syslog-coobiueHund B cootBeTcTBUM ¢ RFC 5424, O6Winin dopmaT COOBLLEHNS:
<3aronoBok coobuweHus>: <TekCT coobueHua>

MpumeuaHue. PT NAD nogoepxmnBaeT oTnpaBky cooblieHuni pasmepom o 64 Kb.

B aTom pa3pene
dopmart 3aronoska syslog-coobuieHunin (cm. pasgen 10.12.3.1)

®dopmart Tena syslog-coobLieHunin (cm. pasgen 10.12.3.2)

10.12.3.1. ®opmaTt 3aronoBka syslog-coobLieHuni

3arofioBoK syslog-coobLeHNs nMeeT onpeaeneHHbll GopmaT B 3aBUCMMOCTI OT TUMa 3TOro
COOB6LLEHNS.

NHdopmaumnga 06 o6HapyxeHHbIx yrpo3ax b, cobbiTua aygura

<3HayeHue npuoputeTa (PRI)><Bpems reHepauuu coobueHna> <FQDN y3na, rae 6buio
creHepupoBaHo coobueHne> <MeTka M0, creHepupoBaBwero coobueHue>: syslog notifier.<Tun
coobueHua>: <CoobuweHue>

Hanpumep:

<30>Apr 20 00:31:07 serverl.example.com ptdpi-syslog-notifier: syslog notifier.alert:
{"flow_id": "gB7a72ST2kHAfb8rhxYda3", "flow_url": "https://serverl.example.com/#/
sessions/list/gB7a72ST2kHAfb8rhxYda2", "type": "alert", "ts_start":
"2023-04-19T21:31:06.344699", "src": {"ip": "198.51.100.0.205", "mac":
"00-00-5E-00-53-11"}, "dst": {"ip": "198.51.100.0.193", "mac": "©0-00-5E-00-53-2B"},
"alert": {"s_id": 19000003, "s msg": "test"}}

Mo ymonuaHuio npw reHepauumn 3aronoskos PT NAD ncnonb3yeT cnegytoLlmne s3HaueHuns:

— PRI — 30 (paccuutbiBaeTcd ¢ ucnons3oBaHuem facility 3 n severity 6);

— wMeTka MO — ptdpi-syslog-notifier;

— Tun coobleHna — detection gnga coobLieHnin o6 akTUBHOCTAX, alert ofig coobLeHnin 06
aTakax 1 reputation gns coobLuieHnn 06 nHanKaTopax KOMNpoMeTaLunm;

— coobLleHne — Habop napameTpoB cooblueHns B popmaTe JSON.

Bbl MoxeTe nsmeHnTb 3HadveHune facility u metky MO (cm. paspen 10.12.1). OcTanbHble napameTpbl
N3MEHUTb Hemb3s.
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PesynbTaTbl peTpocnekTUBHOrO aHann3a u yBegomM/eHns o
3aroJsIHeHUWN XXypHana ayauTa

<3Ha4veHune npuoputeTa (PRI)><Bpema reHepauuun coobueHus> <HasBaHue y3na, rae 6bi1o
CreHepupoBaHo coobueHne> <HasBaHue mnpouecca, CreHepupoBaBuero coobuweHue>[<PID
npouecca, CreHepupoBaBlero coobueHune> ]

Hanpumep:
<13>0ct 22 16:15:25 nad-host nad-event[2677]

MpumeuaHue. 3a reHepaumio COObLLEHN O cpabaTbiBaHWY NpaBua oTBeYaeT npouecc ptdpi,
OCTasnbHbIX COO6LLEeHNn — nad-event.

10.12.3.2. ®opmaTt Tena syslog-coobLieHni

dopmaTt Tena syslog-coobLeHrs 3aBUCUT OT TrMa 3TOrO COOBLLEHNS.

AKTNBHOCTDb

Teno syslog-coobueHns ¢ nHbopmavmen 06 akTMBHOCTK 3anucbeiBaeTcd B dopmaTte JISON n numeet
crnefyoLLyo CTPYKTYpPY:

{
"id": Integer,
"detection_url": "String",
"identity_ key": "String",
"criticality": "String",
"created": "String",
"updated": "String",
"start": "String",
"end": "String",
"duration": "String",
"title": "String",
“type": {
"id": "String",
"name": "String",
"text": "String",
"description": "String",
"recommendation"”: "String",
¥
"filter": "String",
"params”: [Array]
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Ta6nuua 9. Mong B syslog-coobLieHnr 06 akTVBHOCTY

Mone O6s3a- OnucaHue
TenbHoe
id [a VigeHTundurKaTop KapToUKy akKTUBHOCTH
detection_url Ja Ccbinka ong nepexofa K KapTouke akTUBHOCTH
identity_ key [a VigeHTndurkaTop akTnBHOCTA
criticality Oa YpoBeHb ONacHOCTN akTMBHOCTUN. BO3MOXHbIe 3HaUeHus:

— high — Bbicokun;
— medium— cpegHun;

— low — HW3KNM

created Ja [aTta n Bpems 06Hapy>XeHns akTMBHOCTN B popmaTe rrrr-
MM-paTuy:mm:cc.cccece

updated [a [aTta n Bpems nocnegHero o6HoBNeHNs HopMaL M 06 ak-
TnBHoCTM B dopmaTe rrrr-MM-goTuy:mm:cc.ccceee

start Oa [aTa n Bpems Hauana nepBol ceccui, B KOTOPOW 3aMeyeHa
akTMBHOCTb (B popmaTe rrrr-MM-gaTuu:mm:cc.ccecece)

end Oa [aTta n Bpemsi OKOHYaHNs NocnenHen ceccum, B KOTOPOW 3a-
MeueHa akTUBHOCTb (B popmarte rrrr-MM-ooTuy:mm:cc.ccc-
cce)

duration Oa MpoooMXNTENBHOCTb aKTVBHOCTH (pasHuiLa Mexay nepBoi 1

nocnepgHen ceccusmmn) B popmate Ag Y4:MM:CC

title Het HasBaHune akTuBHOCTU

type [a Habop napameTpoB Mo TuMy akTUBHOCTM

type.id Oa VipeHTndurkaTop TUNa akTMBHOCTIY

type.name Het HasBaHue Tuna akTuBHOCTU

type.text Het CoobuieHne 06 akTUBHOCTHN

type.description Het OnuncaHmne aKTMBHOCTU

type.recommendat | Het PekomeHgauum ons akTMBHOCTA

ion

filter Het Ycnosug dunstpaunn Tpaduka Npu nepexome N3 KapToukuy

aKTVBHOCTW K galuéopay

params Het Ha6op napameTpoB ThMa akTUBHOCTWN. YHukaneH gns Kkaxmno-
roTmnna

Ong nonei name, text, description n recommendation 3HaueHNs COXpaHSOTCS Ha 93biKe,
yKasaHHOM Mpu HacTpolike syslog-coobueHnin (cm. pasoen 10.12.1).
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Hanpunmep:

{
"id": 1,
"detection_url": "https://ptnad.example/#/detections/main/1",
"identity_key": "icmp_tunneling_ 192.0.2.235",
"criticality": "high",
"created": "2024-07-02T11:24:01.223678",
"updated": "2024-07-02T11:24:01.223693",
"start": "2024-07-02T11:13:05",
"end": "2024-07-02T11:20:34",
"duration": "00:07:29",

“type": {
"id": "icmp_tunneling",
"name": "ICMP-TyHHenb",
"text": "O6HapyxeH ICMP-TyHHenb K cepBepy c IP-agpecom 192.0.2.235",
"description”: "3adukcupoBaHa nepepava coobuweHuit ICMP Echo Request/Reply,

coAepxawnx HexapakTepHble ANA 3TUX COObWeHMn AaHHble. TakaA nepejada MOXeT yKasbiBaTb Ha
ycTaHoBneHne ICMP-TyHHenA. 3/0YMbIWIEHHUKM MOTYT ucnonb3oBaTb ICMP-TyHHenb, 4TOObI
0b6MEHMBATbCA [aHHbIMA CO CKOMMNPOMETUPOBAHHbIM Y3JIOM U yCTaHaB/AMBaTb CKPbITbIA KaHan
ynpaBfiieHUAa uMM. [nA 3TOro B TYHHe/Ne MOryT WMHKancy/MpoBaTbCA COObBWeHuA Apyrux
npoToKoNoB. B wTaTHOW cuTyaumm coobueHua ICMP Echo Request/Reply pacchinawTcs
aAMUHUCTpPATOpaMU WAW aBTOMATU3UPOBAHHBIMU YTUAUMTAMU ANA NPOBEPKU CeTeBOW AOCTYMHOCTHU
y3JI0OB U ANA U3MEpeHuA 3ajepxeKk npu OoTnpaBKe WM MOJIyHYeHUM CeTeBbiX NakeToB. B pamkax
OAHOIrO COEAMHEHUA JIErUTUMHbIX COOOWEHU A Takoro TUMa HEMHOrO M BCE OHM UMEWT OAMHAKOBOEe
cogepxumoe. lpu ucnonb3oBaHun ICMP-TyHHenA, HanpoTWB, B MakeTax nepefawTca 6Gonblue
obbeMbl Tpapuka, a MX COAEpPXKMMOEe MOCTOAHHO MEHAeTCA M MOXeT ObiTb 3awndpoBaHo.",

"recommendation”: "MpoBepbTe, nepepaBanucCb M paHee nopobHble ICMP-coobweHns mexay
y3/aMu, YyKa3aHHbIMA B AeTanfaX akKTUMBHOCTU. U3yunTe copepxumoe ICMP-Tpaduka. BoirnaauTt am
OH NernTumHbiM? lMpoBepbTe cpabaTbiBaHUA APYrUX MNpaBui, CBA3AHHLIX C YKa3aHHbIMM y3namu."

s
"filter": "dst.host_id == H7 && alert.sid == 13100000",
"params”: {

"host": "192.0.2.235",

"clients": [

{
"ip": "192.0.2.237",
"end": "2024-07-02T11:20:33.053000",
"side": "src",
"start": "2024-07-02T11:13:05.165000",
"groups": [
"HOME_NET"
])
"host_id": "H6",
"bytes_recv": 29480,
"bytes_sent": 2775,
"pkts_total": 51
¥

Is

AomuHunctpuposaHue PT NAD n9o



"host_details": {
"ip": "192.0.2.235",

"groups": [
"HOME_NET"
1,
"host_id": "H7"
}
}
}
ATaka

Teno syslog-coobleHns ¢ nHbopmaLmen o6 obHapyxXeHHOI aTake 3anucbiBaetcs B popmaTe JSON

N MMeeT CnepytoLLyio CTPYKTYPY:

{
"flow_id": "String",
"flow_url": "String",
"type": "String",
"stag": "String",
"ts_start": "String",
"proto": "String",
"app_proto": "String",
"src": {
"ip": "String",
"port": Integer,
"mac": "String",
"host_id": "String",
"dns": "String",

"geo": {
"location": [Array of strings],
"country": "String",
"city": "String",
"asn": "String",
"org": "String"
}
}s
"dst": {
<ToT xe Habop nonei, 410 M B "src">
}}
"alert": {

"s_id": Integer,
"s_rev": Integer,
"s_msg": "String",
"s_cls": "String",
"s_pr": Integer,
"s_g": Integer,
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"ts": "String",

"tx_id": Integer,

"to_server": Boolean,

"to_client": Boolean,
"att_ck": [Array of strings],

"refs": {

cve": [Array of strings],

"url”: [Array of strings]

z;ayload": "String"
}
}
Ta6nuua 10. Mons B syslog-coobLueHnmn o6 aTake
Mone O643a- OnucaHue
TenbHoOE
flow id [a VigeHTudukatop ceccumn
flow_url Ja Cchblfika Ha kapTouky ceccun, B koTopon PT NAD obHapyxun
aTaky
type Ha Twun cooblleHns. B cooblieHnn aToro Tna Bcerga alert
stag Het Ha3sBaHue ceHcopa, KOTOpbI CreHepupoBan coobLleHne
ts_start Ja Bpema Hauana ceccun B popmate rrrr-MM-goTuy:mm:cc.cc-
ccee
proto [a TpaHCMOPTHbIN NPOTOKON
app_proto [a [MNprknagHoOW NPOTOKON
src [a [aHHble 06 oTnpaBnTene
dst [a [laHHble o nonyyatene
src.ip,dst.ip [a IP-appec
src.port,dst.port | da MopT
src.mac, dst.mac [a MAC-agpec
src.host_id, Het VigeHTundukatop y3na
dst.host_id
src.dns,dst.dns HeTt [lomeHHoe nms
src.geo, dst.geo Het "eorpaduyeckme gaHHble y3na
geo.location Het [eorpaduyeckme koopamnHaThbl
geo.country Het [BYyx6yKBEHHbIN KO, CTpaHbl cornacHo ISO 3166-1
geo.asn Het YHUKanbHbI HOMep aBTOHOMHOW cucTeMbl (autonomous

system number), NpyCBOEHHbIN y3ny
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Mone O6s3a- OnucaHue
TenbHoe
geo.city Het [lopon
geo.org Het OpraHunzsauns
alert [a ViHpopmaums o cpaboTaBLLueM NpaBusie 1 atake
alert.s _id [a VipeHTudurkatop npasnna
alert.s_rev Oa PeBunsang npasuna
alert.s_msg Oa HasBaHue aTtaku
alert.s_cls Het Knacc aTtakn
alert.s_pr Het YuncnoBoe 0603HaYEHE YPOBHSA ONacHOCTM aTaku. Boamox-
Hbl€ 3HaYEeHNS:
— 1 — BbICOKNIA;
— 2 —cpegHun;
— 3 — HU3KWNIA;
— 4 — gpyrue cobbiTus
alert.s_g Het ["pynnoBon ngeHTndrkaTop Npasnna
alert.ts Het Bpems o6HapyxeHns ataku B popmate rrrr-MM-
paTuy:mm:cc.cceceece
alert.tx_id Het [MopsoKOBLIN HOMEP TpaH3aKLMy ceccum, KoTopas Bbi3Bana
cpabaTbiBaHne. OTcUeT TpaH3aKUUIN HaUMHAeTCs C HyS
alert.to_server Het Bblna nn aTaka HanpaBneHa B CTOPOHY MoJlyyaTens
alert.to_client Het Bbina nn ataka HanpaeneHa B CTOPOHY OTNpaBUTeNs
alert.att_ck Het VipeHTudurkaTopbl TakTUK 1 TEXHUK B 6a3e 3HaHu MITRE
ATT&CK
alert.refs HeTt NHdopmauns 06 ya3BrumocTsx B 6a3e 3HaHuin CVE
alert.refs.cve Het VipeHTudrkaTopbl yassrmocTel B 6ase 3HaHun CVE
alert.refs.url Het CcbInkin Ha onmncaHng ya3smumocTein B 6ase 3HaHun CVE
alert.payload Het CermeHT Tpaduka, KOTOpbIl Bbi3Bas cpabaTbiBaHNe

Mpumep cooblueHns 06 aTake:

{

"flow_id":

"XXXXXXXXXXXXXXXX"

"flow_url": "https://ptnad.example/#/sessions/1ist/XXXXXXXXXXXXX?
sources=2&from=1664765281166&t0=1664779681182",

"type": "alert",
"stag":

"example-40",
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"ts_start": "2022-10-03702:48:01.166738",
"proto": "tcp",
"app_proto": "http",
"src": {
"ip": "192.0.2.1",
"port": 33210,
"mac": "00:00:5E:00:53:2B",
"host_id": "H9",
"geo": {
"location": [
55.7482,
37.6177
])
"country": "RU",
"city": "Moscow"
}
}}
"dst": {
"ip": "203.0.113.1",
"port": 80,
"mac": "00:00:5E:00:53:11",
"dns": "example.net",
"geo": {
"location": [
55.7482,
37.6177
1,
"country": "RU",
"city": "Moscow"
}

s
"alert": {

"s_id": 1234567890,

"s_rev": 1,

"s_msg": "Attack",

"s_cls": "Unknown Traffic",

"s_pr": 3,

"s g": 1,

"ts": "2022-10-03T02:48:01.181376",

"tx_id": o,

"to_server": true,

"att_ck": [
"TA-0007-T1087",
"TA-0007-T1201",
"TA-0007-T1069"

Is
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"refs": {
"cve": [
"2016-2088"
1,
"url": [
"https://kb.isc.org/article/AA-01351"
1

¥
"payload":

NHankaTopbl KOMnpomeTauum

Teno syslog-coobleHns ¢ nHbopmaumen 06 MHANKaTopax KOMNPoOMeTaL/ 3anCbiBaeTCy B
dopmaTe JSON 1 umeeT crnepyoLLyo CTPYKTYPY:

{
"flow_id": "String",
"flow_url": "String",
"type": "String",
"stag": "String",
"ts_start": "String",
"proto": "String",
"app_proto": "String",
"src": {
"ip": "String",
"port": Integer,
"mac": "String",
"host_id": "String",
"dns": "String",

"geo": {
"location": [Array of strings],
"country": "String",
"city": "String",
"asn": "String",
"org": "String"
}
¥
"dst": {
<ToT xe Habop nonein, 4to m B "src">
s
"rpt": [
{

"where": "String",
"id": Integer,
|I_typell: llstr\ingll)
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cat":

"String",

"color": "String",
"host": "String",
"ip": "String",
"md5": "String",
"url": "String",
"ref": "String",

"sandbox": Boolean,
"verdict": "String"
¥
{
}
1
}
Ta6nuua 11. MNMong B syslog-coobLuieHnn 06 MHoNKaTopax KoOMIpomMeTaLum
Mone O6s3a- OnucaHue
TenbHoe
flow_id Ja VipeHTnoukatop ceccum
flow_url Oa Ccbinka Ha KapTouKy ceccum, B koTopoin PT NAD o6Hapyxusn
NHOMKATOPbI KOMMIPOMETaLn
type Oa Twun coobueHns. B cooblueHnn 3Toro Tuna Bcerga
reputation
stag Het HasBaHne ceHcopa, KOTOpbI CreHeprpoBas CoobLLeHNe
ts_start [a Bpemsg Hauana ceccum B popmarte rrrr-MM-goTuv:mm:cc.cc-
ccee
proto [a TpaHCMOPTHbIN NPOTOKON
app_proto Ja MpuknagHOW NPOTOKON
src [a [aHHble 06 oTnpaBuTene
dst [a [aHHble o0 nonyyaTene
src.ip,dst.ip [a IP-appec
src.port,dst.port | [a MopT
src.mac, dst.mac Ha MAC-agpec
src.host_id, Het VioeHTudukatop y3na
dst.host_id
src.dns,dst.dns Het [omeHHoe nms
src.geo,dst.geo Het ['eorpaduyeckmne gaHHble yana

AomuHunctpuposaHue PT NAD

125



Mone

O6g3a-
TenbHoe

OnucaHue

geo.

location

HeTt

["eorpaduueckne koopgrHaThbl

geo.

country

HeTt

[BYX6YyKBEHHbIN Ko, CTpaHbl cornacHo ISO 3166-1

geo.

asn

HeTt

YHUKanbHbIN HOMEpP aBTOHOMHOW cucTeMbl (autonomous
system number), NpnCBOEHHbIN y3ny

geo.

city

HeTt

opon

geo

.org

HeT

OpraHunsauns

rpt

[a

VIHpopmaLums 06 0bHapyXeHHbIX MHAMKATOpax KoMNpoMeTa-
uun

rpt.

where

[a

loe 6bin o6Hapy>KeH NnHONKaTop KoMrpomeTaunn. Boamox-
Hble 3Ha4YeHWn4s:

— dns — coobuieHune npoTokona DNS;
— files —xew-cymma MD5;

— flow.dst — Tpaduk oT nonyyaTtend;
— flow.src — Tpaduk oT oTnpaBnTEN;
— http — coobweruns npotokona HTTP;

— http.x-f-for —none X-Forwarded-For B 3aronoske
HTTP-coobueHns;

— tls.sni— Server Name Indication (SNI) B npoTokone TLS

rpt.

id

[a

NoeHTudrkaTop o6bekTa coeqnHeHns, B KOTOPOM 6bis1 06Ha-
PY>XeH NHAMKATOP KOMMAPOMeTaLN:

— B cnyuae HTTP-, TLS- n DNS-coeguHeHnin — NopsaKoBbIl
HOMep TPaH3aKLUMN Ceccuu, B KOTOPOI Bblnl 0O6HapYXeH
NHOMKATOP KOMMNpoMeTauny (OTCYeT TpaH3aKLA
HauyHaeTCq C Hyng).

— B cnyyae dainnos — nopaakoBbii Homep darinia B ceccun
(oTcueT pannoB HauMHaETCS C HyNs).

— B ocTanbHbIx criyyaax — @

rpt.

type

[a

Cnoco6, KOTopbli 6bi/1 MPUMEHEH A1 O6HaPYXXEHNS NHONKa-
Topa KoMnpomeTaLumn. Bo3aMoxHble 3HauyeHns:

— ip — cpaboTan penyTaunoHHbIA cnncok IP-agpecos;
— dga — B aTpubyTax ceccumn HangeH DGA-gomeH;

— host — cpa6oTan penyTaunoHHbIA CMNCOK AOMEHHbIX
NMeH;
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Mone O6s3a- OnucaHue
TenbHOE
— url—cpaboTan penyTaunoHHbIn cnncok URL;
— md5 — cpaboTan penyTauoHHbIA CANCOK XeLl-CyMM
dannos;
— ms — PT Sandbox unun PT MultiScanner onpegenun dainn,
nepenaHHbIN B XO4e Ceccui, Kak onacHbli (npu
HaCTPOEHHOI NHTerpauun ¢ 3TUMIN NPOAYKTaMu);
— icap — CTOpOHHAY aHanuTu4eckas cuctema onpegennna
dain, nepenaHHbIn B xoae ceccuu, kak onacHbIn (npu
HaCTPOEHHOI NHTErpaLumn ¢ 3TO CUCTEMON)
rpt.cat [a HasBaHue penyTaumnoHHOro cnmcka, ¢ MoOMOLLbIO KOTOPOro
6bln O6HaPYXEH NHAMKATOP KOMMPOMeTaLnn, AN TN
BpenoHocHoro MO, o6HapyxeHHoro PT Sandbox nnn
PT MultiScanner (npu HaCTPOEHHOWN NHTerpaLny ¢ STUMU
npogykTamm)
rpt.color Ja YncnoBoe o603HauYeHe LBeTa penyTaLoHHOro crncka.
Bo3moxHble 3HaYeHuns:
— 0 —6enblif;
— 1 —KpacHbIiA;
— 2 — YepHbll;
— 3 —cepbli;
— 4 — XenTbliA;
— 5 — CUHWIA;
— 6 — 3€eneHbli;
— 7 — OpaHxeBblIl
rpt.host HeTt [domeHHoe nms
rpt.ip Het IP-appec
rpt.md5 Het Xew-cymma MD5
rpt.url Het URL
rpt.ref Het Ccbinika Ha KapTouKy dalina BO BHELLHEN aHaNIMTUYECKON Ci-

cteme (Hanpumep, B PT Sandbox unn PT MultiScanner),
€Cnv NHANKaToOP KOMNpoMeTauuy 6bl1 06HapyXeH npu no-
MOLL STOV CUCTEMDbI
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Mone O6s3a- OnucaHue
TenbHoe
rpt.sandbox Het Bbino nn BbiSBNEHO onacHoe noBefeHne daiina B Xoae rnoee-
LleHYeCcKoro aHannsa (Mpw HaCTPOEHHOI NHTerpauun ¢
PT Sandbox):

— true — BbI9BNEHO onacHoe noseaeHune dainna;

— false — onacHoe noBeaeHmne He BbIIBIEHO N
noBefeHYecKnii aHann3 He NPOBOAWSICH

rpt.verdict Het CemelncTBo BpegoHocHoro N0, K KoTopoMy NpuHagnexmT
dann (Npw HacTpoeHHo nHTerpauumn ¢ PT Sandbox nnu cto-
POHHE aHanUTNYeCKol CNCTEMON)

Mpumep coobLueHns ¢ nHpopMaLment 06 06HapPYXEHHbIX MHAMKATOPaxX KOMMPOMEeTaLMN:

{

"fFlow id": "XXXXXXXXXXXXXXXX",

"flow_url": "https://ptnad.example/#/sessions/1ist/XXXXXXXXXXXXX?
sources=2&from=1664765281166&t0=1664779681182",

"type": "reputation",
"stag": "example-40",
"ts_start": "2022-10-03T02:48:01.166738",
"proto": "tcp",
"app_proto": "http",
"src": {
"ip": "192.0.2.1",
"port": 332160,
"mac": "00:00:5E:00:53:2B",
"host_id": "H9",
"geo": {
"location": [
55.7482,
37.6177
1,
"country": "RU",
"city": "Moscow"
}
}s
"dst": {
"ip": "203.0.113.1",
"port": 80,
"mac": "©0:00:5E:00:53:11",
"dns": "example.net",
"geo": {
"location": [
55.7482,
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37.6177
15

"country": "RU",

"city": "Moscow"

}

})
"rpt": [

{
"cat": "ip_mask",
"color": "1",
"id": o,
"ip": "192.0.2.143",
"type": "ip",
"where": "flow.src"

¥

{
"cat": "ip_mask",
"color": "1",
"id": o,
"ip": "203.0.113.45",
"type": "ip",
"where": "flow.dst"

}

PeTpocnekTnBHbi aHann3

Retrospective analysis based on reputation list "<Ha3BaHue penyTauuoHHOro cnucka>"
started at <Havano peTtpocnekTuBHoro aHanusa> and found <KonuyecTBO ceccuit> sessions
for period from <Ha4dano nepBoW ceccunm> to <3aBepweHue nocaegHen ceccumn>

Hanpunmep:

Retrospective analysis based on reputation list "list_a" started at
2020-10-22T12:42:56.180015 and found 158922 sessions for period from
2020-10-20T00:02:27.530905Z to 2020-10-22T12:36:29.896237Z

CobbiTne aygura

Teno syslog-coobLeHns ¢ cobbiTnem ayauta 3anuceiBaetcs B dopmate JSON n nmeeT crnegytoLlyio
CTPYKTYpPY:
{

"username": "String",

"created": "String",

"event": "String",

"object_type": "String",

"object_name": "String",
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"result"”: "String",
"details": JSON object
}
Tabnuua 12. Mong B syslog-coobLeHnn ¢ cobbiTrieM ayanTta
Mone O6sa3arenbHoe OnucaHue
username Oa JlorvH nonb3oBaTens, KOTOPbIA BbIMOMHUA OEeACTBME,
nnn system, ecnu gencTamne 6b110 BbIMOHEHO
PT NAD
created Ha HaTta n Bpems genctens B popmarte rrrr-MM-
paTyy:mm:ce.ccccec+00:00
event Oa OencTtBue, koTopoe 6bi10 BbIMOMHEHO Haf O6BbEKTOM
(cm. pasgen 10.5.9)
object_type Oa Tun o6bekTa, Hag, KOTOPbLIM GbINIO BbINOHEHO Ael-
cTtBue (cm. pasgen 10.5.8)
object_name Het VipeHTndnkaTop 06beKTa, Hag KOTOPbIM 6bI10 Bbl-
NOMHEHO fencTene
result Ha PegynbTaT BbINOMHEHNS AeNCTBNS. BO3MOXHbIe 3Ha-
yeHus: success (ycnex) unum fail (oTkas)
details HeTt LononHutenbHasa nHdopmaLlmsa o cobbiTun

Mpumep cobblTns ayanTa — U3MeHeHne NnYHoro ¢ubTpa Nonb3oBaTeemM ivanov:

{
"username": "ivanov",
"created": "2026-06-17T14:50:08.396928+00:00",
"event": "modify",
"object_type": "filter",
"object_name": "my filterl",
"result": "success",
"details": {
"type": "private",
"filter": "app_proto"
}
}

YBegomneHus o 3anosIHeHUN XXypHana ayauTa

Mpw NPYMGAMXKXEHUN K MOPOroBOMY 3HaAYEHMIO 3aMoNHeHHOCT XypHana ayouta PT NAD reHepupyeT
coobLeHne:

Log is 93% full
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Mpw 3anonHeHnK XypHana ayanTa:

Log is full. Audit is stopped.

10.13. HacTpowka oTnpaBKn COOBLLEHNIA NPV MOMOLLA
MexaHn3ma webhook

MexaHunam webhook noaBonseT oTnpaBnsaTb B CTOPOHHKE CUCTEMbl COOBLLEHNS 06 aTakax,
NHOMKaTOpax KOMNpoMeTaLun 1 akTUBHOCTSAX, 06HapyxumBaembix PT NAD npu noMoLm CUCTeMHbIX
1 06X NpaBnn 4N9 aKTUBHOCTEN, a Takxke cobblTus ayanTa.

CoobLueHns otnpasnsiorcs B dopmate JSON. VIx cTpykTypa coBnagaeT co CTPYKTypou Tena syslog-
COO6LLEeHNI cOOTBETCTBYIOWMX TUMOB (cM. pasagen 10.12.3.2).

MpumeuaHwue. Ecnu akzemnnsipbl PT NAD o6befnHeHbl B iepapXxumto, TO ONCaHHbIe B 3TOM
pasfene BO3MOXHOCTU OTCYTCTBYIOT B MHTepdence LeHTpaibHON KOHCONN.

MNepepn BbiNOAHEHEM NHCTRYKLMN HYXHO yKasaTb agpec Beb-nHTepdeica (cm. pasgen 5.4).

>  YT06blI HACTPOUTL OTNPABKY COOBLLEHNIA NPV MOMOLLMX MexXaHn3ma webhook:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. BbibepuTe Bknagky Syslog n webhook.

3. B 6noke napameTpos CTaTycbl MHTErpauum Bkno4ynTe webhook.
4

B 6noke napametpos Webhook-nogknioueHus rno kHonke [lo6aBUTb OTKPOWTE OKHO
Ho6aBneHne webhook-nogknioyeHus.

5. B none HassaHue nogkmnioueHUs BBeaNTe NPOn3BObHOE Ha3BaHne webhook-
MoAKIoUYeHNS.

6. B none URL pns npuema coobueHuin ykaxunte URL Ha ynaneHHoM cepBepe a/1s nprema
COOBLLEHWI NP NOMOLLM MexaHn3mMa webhook.

7. Ecnun Bam He HyXHbl COO6LLEHNS C onpeaeneHHon nHbopmaumein, B napameTpe Tunbl
COOb6LEeHNI CHUMUTE dRaxKu.

8. Ecnu PT NAD He pgomxeH npoBepdaTb cepTudrkaT yaaneHHoro cepaepa, OTkmounTe
npoBepKy cepTudumkaTa.

9. Ecnun Heo6xognmMo N3MeHUTb CTaHOapTHbIA TaliM-ayT 3anpoca Ha NoAK/UYeHne, yKaxnte
HOBbI TaM-ayT B none TakM-ayT 3anpoca (B ceKyHaax).

10. Ecnu TpebyeTcs, utobbl PT NAD oTnpaenan gaHHble 06 akTVBHOCTSX Ha PYCCKOM A3bike, B
napamveTpe A3blK cO06LWeHUN BbI6epnTe PYCCKI 93biK.

11. To kHonke MpoBepuUTb coegUHEHUEe 3aryCcTUTe NPOBepPKY COeONHEHNS C yaaneHHbIM
cepBepoMm.

12. HaxmunTte [lo6aBuUTb.
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13. Ecnun Heo6xoanmo fo6aBnTb [ONOMHUTESNbHbIE MOAKTIOYEHNS C APYrMI MapamMeTpamu,
nosTopuTe Wwarn 4—12.

14. HaxmuTe NMpumMmeHnTb BCe 11 MOATBEPONTE MPUMEHEHME.
VIsmeHeHns 6ynyT NpuMeHeHbl Yepe3 HEKOTOPOE BPeMS.

Tenepb BaM HYXHO HAaCTPOUTb CTOPOHHIOK CUCTEMY 415 NpuemMa 1 06paboTKN COOBLLEHNIA,
nony4vaemblx oT PT NAD. B oTBeT Ha ycneluHoe nosy4deHune cooblueHns ot PT NAD cuctema gomxHa
npucnaTb OTBETHOE COOBLLEHME C N0BbIM CoaepPXMbIM 1 Kogom Hike 400, Hanpumep 200. ng
OT/flafKuM OTNpPaBKy Bbl MOXETe BOCMNONb30BaTbCs dannom /opt/ptsecurity/log/ptdpi-
notifier.log. [pwn ycnewHoin oTnpaBke coobweHns PT NAD reHepupyeT B 9TOT daiin 3anmnch
Buaa <HasBaHue noakswydeHua>: sent successfully, Hanpumep remotel: sent
successfully.

10.14. BameHa SSL-cepTudunkaTta

Bbl MOXeTe 3aMeHNTb COBCTBEHHbIN fOBEpPEeHHbIN SSL-cepTudurkaT Ha HOBbIV. DTO MOXET
NoHagobuTbCs, HaNpUMep, ecnn CPok AencTeug ceptudukata nctek. Hoebih SSL-cepTudnkar
LOMMKEH OTBEYaTb CeayLLM TPeOOBaHNSM:

— unmeTb dopmaT PEM vinu DER;

— 1cnonb3oBaTtb anropntM nognucu SHA-256;

— 1ICMONb30BaTbh anropuTmM WindpoBanus kioden RSA;

— VIMETb OJINHY 3aKPbITOro kitodya He meHee 2048 6urT;

— BK/oYaTb ob6nacTb NnpumeHeHns ceptudukata Digital Signature nnmn Key Encipherment;

— B pacwupeHum Subject Alternative Name (SAN) cogepxaTb 3anncb 0 AOMEHHOM UMeHN unu IP-
appece cepBepa C yCTaHOBNEHHbIM BE6-NHTEpdENCOM NPoayKTa.

MpumeuaHue. Ecnu nonb3oBaTeny goMKHbI MOOKMNOYATLCS K BE6-NHTEPPENCY C TOro Xe
cepBepa, Ha KOTOPOM OH ycTaHoBSeH, B nonsx SAN Takxke [o/mMKHbI 6bITb MponmncaHbl AJOMEHHOe
nms localhost n IP-agpec 127.0.0.1.

Ecnuny Bac eCTb NpOMeXyTOUHble cepTudrKaTbl, KOTOPbIE HYXXHO NCMOb30BaTb, OHW AOMKHbI BbiTh
coxpaHeHbl B 0iHOM dalinie BMecTe ¢ cepTudUKaToM OTKPbITOrO Kftoua (3ancaHbl MOC/e Hero).

> YT06bl 3aMeHNTb SSL-cepTudnkar:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. Bbibepute Bknagky Ceptudukarbl.

3. B 6noke napameTpos SSL-cepTudukat Haxmnte 3aMeHUTDb.
4

MepeTawmTe dann SSL-cepTrdukaTa OTKPbITOrO Kftoya B 06/1acTb 3arpy3ku nnv go6aBbte
ero ro ccoinke BbibepuTe.
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5. lMepeTawmTe dain 3akpbITOro k/oya B 061acTb 3arpy3kn v go6aBbTe ero rno CCblnke
Bbl6epurTe.

6. Haxmute 3amMeHUTDb.
7. HaxmuTe MpumeHuTb BCe 11 NOATBEPOUTE NPUMEHEHME.

NameHeHns 6ynyT npuMeHeHbl Yepes3 HEKOTOPOe BPeEMS.

Cm. Takxe

[o6aBneHune SSL-cepTudunkarta (cm. pasgen 5.7.1)

10.15. YnpaBneHune cchifikaMmuy Ha BHELLHNE aHanuTun4eckune
pecypchl

OnepaTopbl MOryT NpocMaTpuBaTtb MHGopMaLuio 06 IP-agpecax, goMeHax 1 panax Ha BHELLHNX
pecypcax (Hanpumep, VirusTotal nnu Censys). lNepexop K BHELWHNM pecypcam OCYLLECTBNFeTCS Mo
ccbinkam Ha Tex cTpaHuuax PT NAD, roe oto6paxatotcsa a1u IP-agpeca, nomeHbl 1 daisbl.

Tens 203.0.113.13:5355 @ D
n1-0N-EE-AN-10-1 A
Mouck MHbopmMaunm o6 IP-agpece Al

AlienVault Censys
Shodan URLhaus Database
ViewDNS VirusTotal

Whois7

PucyHok 16. Ccbinkin Ha BHELLHVe aHannTnyeckie pecypchi

Bbl MoxeTe 0o6aBnsTh 1 yAoandaTb CBOW CCblJIKN Ha BHELLHNEe peCypCbl, BpeMeHHO OTK/1loYaTb
nonb3oBaTesibCkne 1 rnpenyctaHoB/1eHHble CCbIIKN, a TakXe N3MEeHATb CI)OpMaT nx URL.

B aTom pa3pene

[lo6aBneHune cchlNok Ha BHELUHNe aHanuTudyeckune pecypcol (cMm. pasgen 10.15.1)

OTkNIoYeHMe 1 BKIOYEHME CCbINOK Ha BHELUHME aHanuTuyeckmne pecypchbl (cm. pasgen 10.15.2)
VismeHeHne popmata URL B cchifikax Ha BHelLHWe aHanuTnyeckune pecypchl (cM. pasagen 10.15.3)

C6poc KOHPUrypaLumn CCbITIOK Ha BHELLHME aHanuTuyeckmne pecypcobl (cm. pasgen 10.15.4)

10.15.1. Jo6aBneHme CChiNnoK Ha BHELLHNE aHannTunyeckmne
pecypchl

B nononHeHue K YCTaHOBJ/IEHHbIM MO YMOJTYaHNIO CCblJIKaM Bbl MOXeETe 006aBnaTb CBOW.
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>  YTO6bl LO6GABUTL NONB30BATENbCKIME CChIKA Ha BHELLHIE PECYPCbI:
1. Cospante YAML-dain ¢ napameTpamu CCbINIOK Ha HOBble BHELLHME PecypcChbil.

Ccbinky Ha Kaxablil [o6aBIsieMblli PeCypC HY>XHO HacTpanBaTb B Brae 6510Ka napamMeTpoB:
<HasBaHue pecypca>:
enabled: true
resources:
- type: <Tun obbekTa>
url: <dopmaTt URL>
- type: <Tun obbekTa>
url: <dopmat URL>

[onycTumble 3HauyeHna gng Tuna obvekTa: ipv4, ipve, dns, md5 n sha256.
B dopmaTe URL ong noactaHOBKM 3HAUEHUI HYXXHO UCMOob3oBaTh nepemeHHyto {VALUE }.

Hanpumep:
example.com:
enabled: true
resources:
- type: ipv4
url: https://example.com/ipv4/{VALUE}
example.net:
enabled: true
resources:
- type: md5
url: https://example.net/check?type=file&hash={VALUE}
- type: dns
url: https://example.net/check?type=domain&addr={VALUE}

2. Hayane c Be6-nHTepdeincom 3arpysmnTte cosganHbin ¢paiin 8 PT NAD:

sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -f / --file-path <MyTb K
danny c KoHPurypauuen>

Hanpumep:

sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -f / --file-path /home/user/
custom_links.yaml

MNogBuTcd cooblleHme Inserted <KonudecTBo fob6aBsieHHbIX ccbliok> external
resources.

Monb3oBaTeNbCKMe CChIIKN Ha BHELLHNE PecypCbl LOGABMEHDI.

BHumaHune! He yoananTte cosgaHHbI KOHOUIypaunoHHbIn gainn. OH MoXeT NpUrognTbes oas
N3MEHeHNS NONb30BaTENbCKNX CChIIOK.

[ns yoaneHns nonb3oBaTeIbCKNX CChINOK HYXHO COpocuTb KoHburypauumo (cm. pazsnen 10.15.4).
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10.15.2. OTKIOUYEHe 1 BKJIIOYEHKME CCbINTOK Ha BHELUHNne
aHanuTNn4Yeckme pecypcobl

Bbl MOXeTe OTK/IlouYaTb CCbINKM Ha ornpefeNieHHble BHELHNE aHannTUYecKne pecypchbl, Hanpumep,
€CN 3TV PecypCbl BpeMeHHO He paboTaloT. [ocne Bo306HOBNEHNS paboTbl PeCypPCOB OTKIOUEHHbIE
CCbISIKN MOXHO BK/OUNTb.

>  UYT06bl OTKIIOUNTD WX BKITIOYNTD CChINIKN Ha BHELLIHE pecypChbl:
1. Otkpounte YAML-daln c napameTpamu Nosib30BaTENbCKIMX CCbiTOK (cM. pasgen 10.15.1).

2. B 6nokax co ccblfikamu, KOTOpble HYXHO OTKIOYNTb U BKIOUNTD, CMEHUTE 3HaUYeHne
napameTpa enabled Ha false (ccblika BblktoyeHa) unm true (ccoinka BKIoYeHa).

Hanpumep:
example.com:
enabled: false
resources:
- type: ipv4
url: https://example.com/ipv4/{VALUE}
example.net:
enabled: false
resources:
- type: md5
url: https://example.net/check?type=file&hash={VALUE}
- type: dns
url: https://example.net/check?type=domain&addr={VALUE}

3. Ecnu Bam Hy>XHO OTK/TIOUNTb OQHY U HECKONBKO NPenyCTaHOBMEHHbIX CCbITOK, CKOMMPYATe
6n0KM C NapamMeTpamMun 3TUX CCbiNok 13 danna /opt/ptsecurity/data/nad/
nad.external_resources.yaml B ¢paiin C NONb30BATENbCKMMUN CChIfIKAMW 1 aHaNorMYHO
N3MeHUnTe 3HaveHne napameTpa enabled Ha false.

Hanpumep:
<bnoku c nmapameTpamu MoOAb30BaTeENbCKUX CCbIIOK>
Shodan:
enabled: false
resources:
- type: ipv4
url: https://www.shodan.io/host/{VALUE}

BHumaHwue! He namensante dann /opt/ptsecurity/data/nad/
nad.external_resources.yaml.

4. CoxpaHuTe naMeHeHus B daine KoHGUrypawmm CCbiiok.

5. Hayane c Be6-nHTEpdenicom 3arpy3nTte obHoBNeHHbI dann B PT NAD:

sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -f / --file-path <MyTb K
danny c KoHPurypauuen>

AomuHunctpuposaHue PT NAD 135



Hanpumep:
sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -f / --file-path /home/user/
custom_links.yaml

MosenTtce cooblieHne Updated <KonumyecTBO 0BOHOBNEHHbIX CCbiOoK> external
resources.

10.15.3. NIameHeHmne dopmaTa URL B ccbinikax Ha BHELUHME
aHannT4YecKkmne pecypcsl

Ecnu Ha BHellHeM pecypce nameHuncs ¢opmart agpecauunmn Be6-cTpaHuu v ceoiiku B PT NAD
nepecTanu paboTaTb, BaM HYXHO ncrnpasutb ¢opmat URL B koHPUrypaumm npogykTa.

> YT06bI N3MeHNTb dopmaT URL B cCbifikax Ha BHELLHWE aHannTYecKne pecypchbl:
1. Otkpounte YAML-dann c napameTpamu Nosib30BaTENbCKIMX CCbiIOK (cM. pasgen 10.15.1).

2. B 6nokax co ccbinikamu, popmat URL KOTOPbIX HYXHO N3MEHUTb, UCNPaBbTe 3HAYEHUS B
napameTpax resources = url.

Hanpumep:
example.com:
enabled: true
resources:
- type: ipv4
url: <WcnpaBneHHbii ¢popmaT URL>
example.net:
enabled: true
resources:
- type: md5
url: <WcnpaBneHHbli popmaT URL>
- type: dns
url: <Ctapbii ¢popmaTt URL>

3. Ecnu Bam HyxHO nameHunTs dpopmat URL B NpenyCcTaHOBEHHbIX CChIfKax, CKONMMPYnTe 610K
C NapameTpamMu 3TUX CCbinok 13 ganna /opt/ptsecurity/data/nad/
nad.external_resources.yaml B ¢alin C NONb30BATENbCKMMU CChIfIKaMW 1 aHaNorMyYHo
ncnpaBbTe 3HAYeHUd B NapameTpax resources = url.

Hanpumep:
<bnoku c napameTpamu MoAb30BaTeENbCKUX CCbIIOK>
MalShare:
enabled: true
resources:
- type: md5
url: <UcnpaBneHHbii ¢popmaT URL>

BHumaHwue! He namenante dann /opt/ptsecurity/data/nad/
nad.external_resources.yaml.
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4. CoxpaHuTe naMeHeHus B ¢panne KoHGUrypawmm CCbiiok.

5. Hayane c Be6-mHTEpdeicom 3arpy3unTe obHoBNeHHbIn dainn B PT NAD:

sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -f / --file-path <NyTb K
danny c KoHPurypauuen>

Hanpumep:

sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -f / --file-path /home/user/
custom_links.yaml

MosaBuTtcs cooblleHne Updated <KonumyecTBO 0BHOBNEHHbIX CChloK> external
resources.

®opmat URL B ccbinkax Ha BHELLIHME aHaNMTUYECKE PECYPChl U3MEHEH.

10.15.4. C6pocC KOHUrypaumnm CCbiNIOK Ha BHELLHNE
aHannT4eckme pecypcsl

Bbl MOXeTe OTMeHUTb BCe MOJIb30BaTEeNbCKIE N3MEHEHIS B KOHOUIYpaLUmn CChIIOK Ha BHELUHNe
aHanuTnyeckmne pecypcsl. [Nonb3oBaTenbckre CCbinkm 6yayT yaaneHbl, napameTpsl
npeaycTaHOBMEHHbIX CCbINOK BO3BPALLEHbl K 3HaYEHVSIM M0 YMOYaHMio.

> YT06bI C6POCUTb KOHOUIYPALIMIO CChIJTOK Ha BHELLHWE aHannTnyeckmne pecypchl,

Ha y3/e ¢ Be6-UHTepdelicoM BbIMOMHNTE KOMaHAY:

sudo /opt/ptsecurity/nad/bin/manage external_resources upsert -r
MNogaBuntca coo6u.|.eH|/|e O KonnyecTBe O6HOBJ‘IeHHbIX, ,D,O6aB!'IeHHbIX 1 yaoaneHHbIX CCbINOK.

KoHdurypaums ccbinok Ha BHELLHWE aHannTuyeckmne pecypcobl cépolleHa.

10.16. 3ameHa nokanbHOro XxpaHunuuwa MmeTagaHHbIX Tpaduka
Ha ob6/1a4yHoe

Ecnu B opraHnsaumm ncrnonb3yeTcs 061ayHblil CEPBIC, HA KOTOPOM pa3BePHYT kKnacTep
OpenSearch, To Bbl MOXeTe 3aMeHNTb TOKabHOe XpaHnauLLe meTagaHHbix Elasticsearch Ha
o6nayHbln cepsuc ¢ knactepom OpenSearch, HaCTponB Tem caMbiM 061a4YHOE XpaHeHne
MeTagaHHbIX Tpaduka.

BHumaHue! MeTtagaHHble Tpaduka, paHee 3anncaHHble B XxpaHunuwe Elasticsearch,
HEeBO3MOXHO NepeHecT B 06/1aUHbIN cepBuC ¢ knacTepom OpenSearch.

MpumeyaHwme. NIHCTpyKUKS He BbiNosHseTcs B ak3emnngpax PT NAD, o6befnHEHHbIX B
nepapxuio.
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Mepen BbINOMHEHNEM VHCTRYKLN BaM HYXHO:

— [MonyunTb OMeHHOE nMs cepBepa ¢ knactepom OpenSearch, a TakXe NOrMH 1 Naposb YY4ETHON
3anvcy Ans 4ocTyna K Knacrepy.

— BkntounTb B cnncok gosepeHHbix (cM. pasgen 5.10) kopHeBon cepTudurkaT opraHnsaLmm,
KOTOpbIM NoanucaH ceptudurkaT cepBepa ¢ knactepom OpenSearch.

MpumeyaHue. B MHorocepBepHoO KOHOUIypaLmmn MHCTPYKLMIO HYXHO BbINOIHATE Ha OCHOBHOM
cepBepe.

> YT06bl 3aMEHNTL JIOKaNbHOE XpaHUInLLE MeTafaHHbIX Tpaduka Ha ob6navHoe:

1.  3anycTtuTe cKpunT, KOTOPbIN OCTaHOBUT Elasticsearch n mnogrotoBUT NPoAyKT K HACTPONKE
061a4HOr 0 XpaHeHs:
sudo /opt/ptsecurity/tools/disable_storage.sh

2. OtkponTte ¢pann /opt/ptsecurity/etc/nad.settings.yaml:
sudo nano /opt/ptsecurity/etc/nad.settings.yaml

3. YkaxuTe B paiine cnegyroLime napameTpbl:
elastic_backend: opensearch
elastic_uri: <[lomeHHOe umA cepBepa C knacTtepom OpenSearch>
elastic_http_auth: "<Jlorun ana poctyna Kk knactepy OpenSearch>:<Maponb gna pocTyna K
Knactepy OpenSearch>"
elastic_use_ssl: true
elastic_verify_certs: true

MpumeyaHue. [1ng nogknoyeHns K knactepy no ymonyaHuo ncnonbdyetca nopt 9200. Ecnu
Bbl ICMONb3YyeTe APYron NopT, TO B 3HaUYeHn napameTpa elastic_uri HyxHoO ykasaTb ero
HOMep Yepes ABOETOUME NOCE AOMEHHOIO UMEHWN.

MpumeyaHune. Ecnn Bam HyxHo, 4To6bl PT NAD He npoBepsin cepTudukaT cepBepa C
knactepom OpenSearch (Hanpumep, NP NCNOMb30BaHN CaMONoANNCaHHOro
cepTudurKaTa), TO B KauecTBe 3HaueHns napameTpa elastic_verify certs Bbl MOXeTe
ykazaTb false. He pekomeHayeTcsa OTKOUaTb NPOBEPKY cepTudukaTa npu pa3sepTbiBaHAN
B pabouen cpene.

Hanpumep:

elastic_backend: opensearch
elastic_uri: example.net
elastic_http_auth: "username:password"
elastic_use_ssl: true
elastic_verify_certs: true

4. CoxpaHuTe nameHeHus B danne /opt/ptsecurity/etc/nad.settings.yaml.

5. Ortkponte ¢pann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

6. YkaxuTe B paiine cnegyroLine napameTpbi:
elastic_host: <[lomeHHoe uMms cepBepa c knactepoMm OpenSearch>
es_ssl _enabled: true
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es_http_login: "<JloruH gna poctyna K knactepy OpenSearch>"
es_http_password: "<Maponb gna pocTtyna K knactepy OpenSearch>"
es_ssl verify certs: true

MpumeyaHue. [1ns nogkNoYeHns K Knactepy no ymonyaHuto ncrnonbdyetca nopt 2200. Ecnu
Bbl CMOJIb3yeTe OpYyron NopT, TO B 3HaYeHnn napameTpa elastic_host HyxHO ykasaTb ero
HOMep Yepes ABOETOUME NOC/e LOMEHHOIO UMEHW.

MpumeuaHue. Ecnn Bam HyxHo, 4Tobbl PT NAD He npoBepsn ceptudumkaTt cepsepa ¢
knactepom OpenSearch (Hanpumep, Npu NCNONb30BaHN CaMOMOLNMNCaHHOIO
cepTudukKaTa), TO B KaueCTBe 3HayeHns napameTtpa es_ssl_verify_ certs Bbl MOXeTe
ykasaTtb false. He pekomeHOyeTCs oTko4aTbh NPOBEPKY cepTudurKaTa npun pasBepTbiBaHNN
B paboueli cpee.

Hanpumep:

elastic_host: example.net
es_ssl_enabled: true
es_http_login: "username"
es_http_password: "password"
es_ssl _verify_certs: true

7. CoxpaHuTe nsmeHeHus B danne /opt/ptsecurity/etc/ptdpi.settings.yaml.

8. TlepeszanycTtute mogynb ptdpi-worker@es:
sudo ptdpictl restart-worker es

9. TlepeszanycTtute mopynn nad-task-server n nad-web-server:
sudo systemctl restart nad-task-server nad-web-server

10. MNepeszanycTuTe Mmoaynb ptdpistat:
sudo systemctl restart ptdpistat

Bbl MOXeTe npoBepuTb AOCTYN K cepBepy ¢ knactepom OpenSearch, BbINONHNB KOMaHAY:
curl https://<[lomeHHoe umA cepBepa c knactepom OpenSearch>:9200 -u <JloruH anA gocTtyna K
Knactepy OpenSearch>:<Maponb gna goctyna K knactepy OpenSearch>

MpumeyaHue. [1ns nogknoyeHns K knactepy no ymonyaHuto ncrnonbdyetca nopt 9200. Ecnn
Bbl ICMOMNb3YyeTe APYro MopT, TO HYXHO yKa3aTb ero HOMep BMeCTO 3Ha4eHns 9200.

Hanpumep:
curl https://example.net:9200 -u username:password

10.17. C6pocC gaHHbIX 06yYeHNs NpaBu os akTUBHOCTEN

[1ng HeKOTOpbIX NPaBW 419 aKTUBHOCTEN NpeayCMOTPEHO 06yYeHne, B MpoLecce KOTOporo
aHanM3npyTCa AaHHble Ans 60nee TOYHOro O6HapYyXeHNs onacHbIX aHoManuii. Mpn
Heo6XoANMOCTI (Hanpumep, NP 6OIbLLOM KOMYECTBE NIOXHbIX CpabaTbiBaHWI) Bbl MOXeTe
yOanuTb AaHHble, MOoNyYeHHble B pe3ynbTaTe aHanmaa, YTobbl 3aHOBO 3anyCTUTb O6yYeHne npasu.
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> YT06bl COPOCUTL AaHHbIE 0BYYEHNS MPaBW, KOTOPbIE BbINMOMHAOT NOTOKOBbIN aHanu3 Tpaduka:

1. BbInonHUTe KOMaHAy ons yoaneHns gaHHbIX 06ydYeHns:
sudo /opt/ptsecurity/ad-worker/bin/ad-cleanup

2. [TpoBepbTe cocTosHne mopyns ptdpi-worker@ad:
ptdpictl status-all

3. lMpoeepbTe cocTosiHMe Mmopyng ptdpi-pyfpta:
sudo systemctl status pyfpta

Mocne c6poca faHHbIX 06yUYeHNs 06HapYXEeHHble COOBLLEHNS OCTaHYTCS B JIeHTE aKTUBHOCTEN.

> YT06bI COPOCUTL faHHble 0BYYEHMS NPaBsl, KOTOPbIE BbIMOHSIOT aHanmn3 CoXpaHeHHbIX
MeTafaHHbIX Tpaduika,

BbIMOJIHNTE KOMaHOy.

sudo /opt/ptsecurity/nad/bin/manage detections drop-training

>  YT06bI CHPOCUTL AaHHbIE 06YYEHSl MPaBIA, KOTOPbIE BbIMOHSAIOT aHaIN3 COXPaHEHHbIX
MeTafaHHbIX Tpaduka, N yaanuTb BCe CBS3aHHbIE C HMU aKTUBHOCTH,

BbIMOHNTE KOMaHAy-:
sudo /opt/ptsecurity/nad/bin/manage detections drop

10.18. lonroBpemMeHHOe XpaHeHne MmeTagaHHbIX Tpaduka

PT NAD z3anucbiBaeT MeTafaHHble Tpaduka B xpaHunuile Elasticsearch (cm. pazgen 2.2.3). OHu
OCTaloTCS TaM B TeUYeHMe 3a4aHHOro cpoka (Mo ymonyaHuto — ose Hegenu), nocrne Yero yoansioTcs
npu potaunn (cm. pasgen 10.11). OgHako nHorga onepaTopy MOryT NMoHagobuTbea 6oee cTapble
LaHHble, HanpuMmep ANs TOro, YTobbl paccnenoBaTb MHUMAEHT B nnn BbINONHNTL PETPOCNEKTNBHbIN
aHanua. 0nga Takux cnydaes B PT NAD npegycmoTpeHa GyHKLNS [ONrOBPEMEHHOIO XpaHeHns
MeTafaHHbIX TpaduKa.

Mo ymonyaHumio aTa GyHKUMS OTKtoUeHa. YTo6bl BKOUNTD ee, BaM HY>XHO cO30aTb OTAENbHbIN
pPeno3nTopuin Ansg LONrOBPEMEHHOMO XPaHeHUs MeTafaHHbIX Tpadurka 1 HacTpouUTb NapamMmeTphbl B
KOHPUrypaumoHHom daine ptdpi.settings.yaml Ha cepBepe ¢ ponbto Core. Penosntopun
MOXeT 6blTb PacrofioXeH B 06LLel daitfioBol cucteme Unm B o61ayHom xpaHunuile S3.

B aTom pa3pene

Kak aT0 patoTaeT (cm. pasgen 10.18.1)

HacTpolika penosntopus cHUMKOB (cM. pasgen 10.18.2)

BknioueHne pyHkumm (cm. pasgen 10.18.3)

MapameTpbl dyHKUMK (M. pa3gen 10.18.4)

BoccTaHoBneHne meTagaHHbIX Tpaduka (cm. pasgen 10.18.5)
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YnaneHne BOCCTaHOBMEHHbIX MeTafdaHHbIX Tpaduka (cm. pazsgen 10.18.6)

YnpaBneHne cHumkamu (cm. pasagen 10.18.7)

10.18.1. Kak aT0 paboTaeT

Kaxgayto Houb B 3:30 no mectHomy BpemeHu PT NAD:

— Cco3[aeT CHUMOK nHOeKCcoB Elasticsearch, Bo3pacT KOTOpbIX MonagaeT B HAaCTpanBaeMblii
Lana3oH XpaHeHns;

— yHdansgeT CHUMKW C MHAEeKCaMU, BO3PacT KOTOPbIX MPEeBbILLIaeT HaCTPOEHHbIV 4OMYCTUMbIN Npeaen
XpaHeHNs:;

— ypangeT cTapble CHUMKW, €C/ CBO6OAHOMO MeCTa Ha ANCKe OCTaeTCs MeHbLUEe HaCTPOEHHOro
NMOPOroBOro 3HaueHns (Tosbko AN pPenosnTopres B o6Len ¢paliioBol cucteme).

MuHManbHbINA BO3pacCT NHOEKCOB B CHMKaX OO0JIKeH 6bITb MeHblLe rnepumoda poTtaunn metagaHHblIX,
KOTOprVI B CBOIO o4epeb OO0/ XeH 6bITb MeHbLLe MaKCMasibHOro BO3pacCTa NHOeKCOB B CHNMKaX.
Torpa meTagaHHble B npepenax nepnofa potaunnm OOoCTyrnHbl B MOTOKOBOM XpaHunuwie, a 6onee
CTapble — B CHMKaX, BrJjioTb 4O MakKCuMasibHOro Bo3pacTta NMHOeKCOB B CH/MKaX.

Huxe npuBefeHa cxema, WiniocTpupyioLLas paboTy dyHKLUU. B 9TOM npuMepe Cpok XpaHeHns
VIHOEKCOB B CHMMKaX YMeHbLUeH co cTaHgapTHbIX 60 gHen po 30, Torga Kak nepuopg, potaunm
MeTafaHHbIX OCTaBNeH Mo ymonyaHuio (14 gHen). VIHaekcbl, BpyYHY BOCCTaHOBMEHHbIE N3 CHUMKOB
(B npumepe 370 nHOeKchl 3a 28 1 30 oKTA6pPS), He yaansdlTCs aBToMaTyYecky npu poTaumn. Ecnn
HY>XHO OCBO60ANTb 60/bLUE MeCTa Ha ANCKe, adMUHNCTPATOP MOXET YAaNNTb NX N3 MOTOKOBOrO
XpaHUInLwa BpYy4YHY!o.
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. [o6aBNeHHbI UHAEKC . yﬂ,aﬂeHHbII;I nHOoeKc D BOCCTAHOB/IEHHbIV UHAEKC

. MHOEKC B NOTOKOBOM XpaHunuuie . MHOEKC B CHUMKaXxX B peno3nTopun

CerogHs (14.11)

16.10 28.10 1.11 14.11
—t BpeMsd t +—t
17.10 30.10 15.11

SABTPA (1 5.1 1) nepuog potauuun — 14 gHen

MaKCUManbHbI Bo3pacT nHaekca — 30 gHewn .
MWHUMasbHbIn — 11

PucyHok 17. Mprmep paboTbl dyHKLMUN

Bbl MOXeTe ynpaBngaTb CHUMKaMU, BOCCTaHaBMBaTb MeTafaHHble 1 yOandTb BOCCTAHOBEHHbIe
MNHOEKCbI C MOMOLLbIO yTunuThl /opt/ptsecurity/dpi/es-snapshot.py, BOCTYNHOW Ha cepBepe C
ponbto Core. YTunmTa aBToMaTYeCcKn nosyvyaeT napamMmeTpbl nogkntoveHmnd K Elasticsearch ns
KOHPUrypaumoHHbix dannos PT NAD.

10.18.2. HacTpounka peno3ntopus CHUMKOB

Mepen BkAOYEHNEM DYHKLMM LONTOBPEMEHHOIO XpaHeHs MeTaAaHHbIX Tpaduka Hy)XHO HaCTPOUTb
PEeno3nTOPUIA CHIMKOB.

PT NAD nopoepxunBaeT gBa Tuna pernosuTtopures: oblias dannosas cuctema (shared file system) un
S3. MNoppo6Hoe onncaHne HaCTPOWKK peno3nTopues CM. B okyMeHTauun Elasticsearch.

PacueTt o6bema penosutopus

CHUMKI® NHKpeMeHTalbHble: eCn NHOEeKC yXxe 6bl/1 BK/IOUEH B npen,bl,u.yu.l,m?l CHUMOK 1 C TeX Nnop He
N3MEeHINNICHA, NOBTOPHOE BKJIIOYEHMe NMoYuT He 3aHMaeT mecCTa. HOSTOMy OOWnH N TOT Xe nHaeKkc
MOXeT NMPpNCYTCTBOBATb B HECKOJIbKIX MOCsiegoBaTesibHbIX CHUMKaX, NoKa ero Bo3pacT He BbIOET 3a
npepnesnbl Anana3oHa XpaHeHna CHUMKOB.

O6bem XpaHununia gng exegHeBHbIX CHNMKOB MOXHO OLUEeHWTb Nno q>opmyne:

s = (max - min + 1) x avg
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roe:
— s — 06beM XpaHWIuLa B rurabanTax;

— max nmin — 3Ha4yeHns NnapameTpoB es_snapshots_max_idx_agew
es_snapshots_min_idx_age, 3agaBaemsble B koHbUrypauum (cm. pasgen 10.18.4);

— avg — cpeaHecyTouYHbI pasmep MHOEeKCa B riurabantax.

Co3spaHHble BPYYHYIO CHUMKN He Y4aCTBYIOT B €XeAHEBHOW poTauun 1 3aHMaIoT OMNOHUTENbHOE
MeCTO, KOrfia X BO3pacT BbIXOAUT 3a Anana3oH oT es_snapshots_min_idx_age oo
es_snapshots_max_idx_age.

B o6bwen pannoson cucrteme

> YT06bl HACTPOWUTb PENO3NTOPUIN B 06LLEN PaliioBOI CUCTEME:

1. CMOHTMpynTe 06Lyio PpaliyioByIO CUCTEMY MO OAHOMY 1 TOMY Xe MyTh Ha BCeX cepBepax C
Elasticsearch.

2. TMponuwwnTe napameTp path.repo ¢ nytem K CMOHTUPOBAHHOW GaloBO CUCTEME B
danne /etc/elasticsearch/elasticsearch.yml Ha Bcex y3nax knactepa Elasticsearch.

3. TlepeszanyctuTe Elasticsearch Ha Bcex y3nax knacrepa:

sudo systemctl restart elasticsearch.service

4. Ha cepepe c posnbio Core 3apeructpupynte B Elasticsearch penosmntopunii CHUMKOB:

/opt/ptsecurity/dpi/es-snapshot.py create-repo-fs --path "<[yTb K CMOHTWpOBaHHOW ¢aitnoBoi
cucteme>"

Hanpumep:
/opt/ptsecurity/dpi/es-snapshot.py create-repo-fs --path "/mnt/snapshots”

S3

> YT06bl HACTPOUTL penoauTopuin S3:
1. PasBepHuTe S3-xpaHunuuie n cosganTte 6aKkeT oas CHUMKOB.

2. [o6aebTe kntoun goctyna — access_key m secret_key — B keystore Elasticsearch Ha Bcex
y3nax knacrepa.

VIHcTpykumn no pa6oTe c keystore cm. B gokymeHTauumu Elasticsearch.

3. Ha cepsepe ¢ ponbto Core 3apernctpupyinTte B Elasticsearch penosntopuii CHUMKOB:
/opt/ptsecurity/dpi/es-snapshot.py create-repo-s3 --endpoint <Agpec S3-xpaHunuwa> --bucket
<Ha3BaHue co3paHHOro bHakeTta>
Hanpumep:

/opt/ptsecurity/dpi/es-snapshot.py create-repo-s3 --endpoint s3.example.com:9000 --bucket
snapshots
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10.18.3. BkntoueHmne dpyHKLMN

>  UYT06bI BKTIOUNTb GYHKLMIO LONTOBPEMEHHOMO XPaHEeHNS MeTafaHHbIX Tpaduka:
1. Ha cepBepe c ponbio Core otkponTe pann /opt/ptsecurity/etc/ptdpi.settings.yaml:

2. PackommeHTnpynTe napameTpbl dyHKLMN (cMm. pasgen 10.18.4) n 3apaliTe HyXHble Bam
3HayeHus.

3. CoxpaHute nameHeHuns B panne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. TpyMeHNTe BHECEHHbIE N3MEHEHVIS:
sudo /opt/ptsecurity/dpi/sync_configs.py

10.18.4. NapameTpbl GYyHKLAY

MapameTpbl GYHKLUMM 4ONTOBPEMEHHOMO XpaHeHNs MeTafaHHbIX Tpadrka MOXHO HalTu B 610Ke
Elastic settings dawnna /opt/ptsecurity/etc/ptdpi.settings.yaml Ha cepBepe C ponbio
Core.

Ta6nuua 13. NMapameTpbl GYHKLNM AOTOBPEMEHHOI O XpaHeHs MeTagaHHbIX Tpaduka

MapameTp OnucaHue Mo ymonuaHuio
es_snapshots_en | BknioyaeT (true) nnm otknouaeTt (false) pyHKUMIO false
abled OONTOBPEMEHHOIO XpaHeHnss MeTafaHHbIX B CHUMKaX

es_snapshots _mi | MuHMManbHbI BO3pacT NHOEKCOB B OHAX, HAUMHag ¢ | 12
n_idx_age KOTOPOro NHAEKChI BKOYAKTCS B CHUMKM.

3HauyeHne [OMKHO 6bITb MeHbLUe
es_snapshots_max_idx_age mn es_store_days, ko-
TOPbI OTBEYaeT 3a poTaLio MeTafaHHbIX Tpaduika
(cm. pasgen 10.11).

PekomeHaoyemag pasHuLa mexay
es_snapshots_min_idx_age wnes_store_days —
He MeHblLle 2

es_snapshots_ma | MakcynmanbHbI BO3PacT MHOEKCOB B OHAX. CHUMKN 60
x_1idx_age WHOEKCOB CTaplle 3TOro 3Ha4YEeHNS yaangdoTcs.

3HauyeHne 0OMKHO 6bITb 6obLUe
es_snapshots_min_idx_age unes_store_days, Ko-
TOpbIV OTBEYaEeT 3a poTaumio MeTagaHHbIX Tpaduka
(cm. pasgen 10.11)

es_snapshots_sp | lNopor cBo60gHOro MecTa Ha Ancke ang yaaneHns 0
ace_threshold CTapbIX CHAMKOB.
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MapameTp OnucaHue Mo ymonuaHuio

YKasblBaeTCd B NPOLIEHTax OT 06LLero obbema gucka
(Hanpumep, 10%) nnn kak abCcosIlOTHOE 3HaUeHNe C
cydpoukcom M (Merabaiit), G (rurabant) unn T (Tepa-
6anT), Hanpumep 2T.

Pa6oTaeT ToNbKO ANs peno3ntopus B obLuel daino-
BOW CUCTEME.

3HaueHue 0 OTKNYaeT NPOBEPKY CBOGOAHOIO MecTa

10.18.5. BoccTaHoBneHne MmeTagaHHbIX Tpaduka

Bbl MOXxeTe BOCCTaHOBUTb MeTafaHHble TpadurKa 3a HyXHble BaM AaTbl U3 CHMKOB 11 ICMONb30BaTb
nx B PT NAD.

> YT06bl BOCCTAHOBUTb MeTafdaHHble N3 CHMKOB:

1. Ha cepBepe ¢ ponbio Core NpocMoTpuUTe CNNCOK AOCTYMHbIX 419 BOCCTAaHOBMEHNS NHOEKCOB:
/opt/ptsecurity/dpi/es-snapshot.py list-indices

HasBaHue nHgekca nveet popmat online-</lata B dopmaTte rrrr.MM.an>-00. IHgekchbl
c npedukcom archive- 9BSIOTCS CNyXe6HbIMY.

Mpumep BbiBOAA KOMaHAbI:
archive-2026.03.29
archive-2026.03.30
archive-2026.03.31
archive-2026.04.01
archive-2026.04.02
online-2026.03.29-00
online-2026.03.30-00
online-2026.03.31-00
online-2026.04.01-00
online-2026.04.02-00

2. BoccTaHoBUTe MeTagaHHble Tpacbvu(a 3a HY>XHble BaM OaTbl:

/opt/ptsecurity/dpi/es-snapshot.py restore-index <Mepe4yncneHHble 4Yepes npoben paThl B
dopmaTte rrrr.MM.pn wnam rrrr-MM-aa>

Hanpumep, 019 BOCCTaHOBMEHNS MeTafgaHHbIX Tpaduka 3a aBe gatbl, 29 n 31 mapta 2026
rofa, Cronb3lyeTcs KOMaHaa:
/opt/ptsecurity/dpi/es-snapshot.py restore-index 2026.03.29 2026.03.31

MeTagaHHble 3a yKa3aHHble faTbl BOCCTaHOBMEHbl. OnepaTopbl MOTyT HalTu X B Be6-UHTepdelice
PT NAD cTtaHgapTHbIMU CpeacTBamMu, B MOTOKOBOM XPaHWUNLLE.
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10.18.6. YoaneHne BoOCCTaHOBNEHHbIX MeTafdaHHbIX Tpaduka

Korpa BoccTaHOBMEHHbIE MeTafaHHble Tpaduka 60sbluUe He HYXHbl, Bbl MOXeTe yaanuTb NX 13
NMOTOKOBOIO XpaHunuLa, 4tobbl ocBo6oanTb MecTo B Elasticsearch. CHUMKIN MeTagaHHbIX Npu 3TOM
COXpPaHsTCS.

> YT06bI yOannTb BOCCTaHOB/1€HHble MeTaaaHHble:

1. Ha cepsepe ¢ ponbio Core NpocMOTpUTE CNNCOK BOCCTAHOBMNEHHbIX NHOEKCOB:
/opt/ptsecurity/dpi/es-snapshot.py list-restored

HasBaHue BoccTaHOBNEHHOrO NHAekca nmeet dopmat restored online-</lata B
dopmaTe rrrr.MM.an>-00. MiHgekcol ¢ npedukcom restored_archive- gasnaioTcs
CINY>XEBHbIMW.

Hpmmep BblBOOa KOMaH[Obl:
restored_archive-2026.03.29
restored_online-2026.03.29-00

2. yﬂ,anme HEeHY>XHble BOCCTaHOBJ1€HHble NHOEKCbI.
/opt/ptsecurity/dpi/es-snapshot.py delete-restored <[ata B ¢opmaTte rrrr.MM.aon wam rrrr-MM-
an>

Hanpumep:
/opt/ptsecurity/dpi/es-snapshot.py delete-restored 2026.03.29

10.18.7. YnpaBneHmne CH1umMmKamu

YTnnuTta es- snapshot . py npegocTasngdeT Aono/IHNTesIbHble KOMaHObl 0714 ynpaBJ/1eHUsA
peno3nTopunamm n CHNMKamMmn:

— list — CNMUCOK CHUMKOB;

— create — co3gaHme CHMMKa 3a yKa3aHHble faThl;

— daily-run— npuHyanTenbHbIl 3anyck exenHeBHol npoLleaypsbl (cM. paznen 10.18.1);
— status — cTatyc n nHpopmaLms 0 CHUMKE MO NMEH;

— delete — ynaneHmne CHUMKa NO MEHW;

MNpu yganeHnn CH1UMKa MeCTO HE OCBOBOXAAETCS, €CNN Ha MHAEKCbI 3TOrO CHUMKa CCbINaloTCs
opyrune cHimkn. Mecto ocBoboxaaeTcs, Korga yaaneH nocneaHnii CHUMOK, CCbiNaloLWnincs Ha
NHOEKC.

— list-indices — cnnMcok NHOEKCOB B CHUMKaX.

MpumeuaHue. AprymeHTbl 1 NOACKa3KW MOXHO HalTK B CripaBke yTUANTbI Mo KomaHae /opt/
ptsecurity/dpi/es-snapshot.py -h.[Ing kaxgon nogkomangbl 4OCTYNHa oTaebHas
cnpaBka, Hanpumep /opt/ptsecurity/dpi/es-snapshot.py restore-index -h.
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11. QunarHocTunka n ycTpaHeHne HencrnpaBHOCTEN

B aTom pasgene onucbiBaloTCs BO3MOXHble Npobnembl B padoTe PT NAD n npruBogaTcs MHCTPYKLMN
no nx ycTpaHeHuo. Ecnn camoctoaTenbHo pewwnTb Npobaemy He yaanoch, BaM HYXXHO 06paTUTbCS B
CNyx0y TexHu4eckonm nogaepxkn Positive Technologies. B 3agBke Heob6xoaMmo ykasaTb Bepcum
KOMMOHeHTOoB ak3emnngpa PT NAD, ycTaHOBNEHHOro B OpraHmnaauum, a Takxke npukpenntb
CUCTEMHbIE XypHanbl.

B aTom pa3pene

MpocmoTp Bepcui komnoHeHToB PT NAD (cm. pasgen 11.1)

CkauvBaHme CUCTEMHbIX XyPHaNoB 41 OTMPaBKN B TEXHNYECKYI0 Noaaepxky (cM. pasgen 11.2)
YcTpaHeHne npobnem ¢ Bxogom B PT NAD (cm. pazgen 11.3)

YcTpaHeHne npobnem ¢ nuueHsuen (cm. pasgen 11.4)

YcTpaHeHne npobnem ¢ 06HOoBNeHneM 6a3bl 3HaHuiA (cM. pasgen 11.5)

YcTtpaHeHne npobnem B pabote komnoHeHToB PT NAD (cm. pasgen 11.6)

YcTpaHeHne npobnem ¢ xypHanom ayanTa (cm. pasgen 11.7)

YcTpaHeHune npobnem, CBA3aHHbIX C Tpadukom (cMm. pasgen 11.8)

YcTpaHeHre npobnem ¢ HexBaTKOW anmnapaTHbIX pecypcoB (cMm. pa3gen 11.9)

YcTpaHeHne owmbok npu céopke ceccuii (cm. pasgen 11.10)

11.1. [MpocmoTp Bepcuin komnoHeHToB PT NAD

Bbl MOXeTe npocMoTpeTb BepCun yCTaHOBNEHHOro B opraHusauum akdemnngpa PT NAD un
OTAENbHbIX €ro KOMMOHEHTOB (CM. pasgen 2.2).

> YT06bI NpOoCMOTPETL Bepcuit komnoHeHToB PT NAD:

1. B rnaBHOM meHI0 BbibepurTe - LleHTp ynpaBneHus.
2. BbibepuTe Bknagky O cucteme.

Ha cTpaHuue otobpasatcs Bepcunt PT NAD 1 ero KOMNoOHEHTOB.

MpumeuaHue. Bepcuto PT NAD MOXHO Takxe y3HaTb, HaxaB B rNTaBHOM MEHIO.

Kpome Toro, Bbl MoxeTe npocmoTpeTb Bepcuio PT NAD, Habop ycTaHOBIEHHbIX KOMMOHEHTOB U X
COCTOSIHME C NOMOLLbIO KOMaHObl nad-status.
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11.2. CkaumBaHmne CNCTEMHbIX XYPHasoB 415 OTrpaBKu B
TEXHNYECKYIO NOAOEPXKKY

Ecnn Bam He yganoch pelwunTb Npobemy B paboTe NMPoayKTa CaMoCTOSTeNIbHO, Bbl MOXeTe ckayaTb
cucTtemHble xypHanbl PT NAD n oTnpaBuTb NX B CYX0Y TEXHNYECKOW NoaaepXku Positive
Technologies ons aHannsa.

MpumeyaHne. YTo6bl Bbl MOMN CKaunBaTb CUCTEMHbIE XYpPHasbl, Ballel YyY4eTHOR 3anmncu
LOMKHa 6bITb MPUCBOEHA POJib C COOTBETCTBYIOLLEN NpuBUIErnen.

> YT06bl CKa4yaTb CUCTEMHbIE XYypPHarnbl,

B rMaBHOM MeEHIO HaXXMUTe Ha NHONKaTOP COCTOAHNSA NpoaykKTa 1 BO BCriibiBatoLLeM OKHe
HaXMunTe CCbIKy CkayaTb CUCTEMHbIE XXYpPHanbl.

MoHuTopuHr PT NAD 4 CkayaTb CHMCTeMHbIe XypHanbl

He ynanocbh Nony4yMTe MHAMKATOPbL!I KOMMPOMETaUWMK: HET
coeanHeHnuna ¢ komnoHenTom PT Cybsi Provider

He ynanock o6HoBUTE Ga3y 3HaHui Benaopa PTSecurity:
HET COe[JMHEHWA C CeEpBEPOM OBHOBNEHWI

HE‘KDTOF]I::IE‘ U3 NpaByn cofepXaTt UZMEHEHWA, KOTOPpbIE He
OblnK NpUMeHEHBL. HDHMEHHTE‘ M3IMEHEHWMA MNKW OTMEHMWTE
WX

PucyHok 18. CkaumaHune xypHanos PT NAD

PT NAD HauyHeT cobunpaTb dalinbl XypHanoB npoaykta. OTOT NPOLEeCcC MOXET 3aHATb
HEeCKOJIbKO MIVHYT B 3aBMICMOCTI OT O6LLEro pasmepa GainsioB XypHasos, a Takxke oT
annapaTHbIX PeCYpPCOB CepBepa U BUPTyanbHOW MalnHbl ¢ ycTaHoBneHHbiM PT NAD. No
OKOHYaHWM COOpPKM apxuB logs <HasBaHue y3na> TTTMMAL 44mMM. zip 6yoeT coxpaHeH
Ha Ballem koMmbloTepe (Bpems B HasBaHuM apxusa — B UTC).

11.3. YcTpaHneHue npobnem ¢ Bxogom B PT NAD

B aToMm pa3spene NpuBoaaTCs ONMCaHns oLWnMBOoK, CBSA3aHHbIX C AOCTYMNOM K Be6-HTepdelncy
PT NAD, n gatoTcs NHCTPYKLIMN MO NX YCTPaHEHNIO.
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B aTom pa3pene
He ynaetca Bontn B PT NAD ¢ nomowbto PT MC (cm. pasgen 11.3.1)

HepocTtyneH Be6-nHTepdeinnc PT NAD Central Console (cwm. pasaoen 11.3.2)

11.3.1. He ygaeTtca sBontnn B PT NAD ¢ nomouupbto PT MC

Ecnn He ynaetcs oty B PT NAD yepes cepBuc egnHoro Bxoga (cm. pasnen 6.2) (Hanpumep, ecnm
cepsuc PT MC HegocTyneH), Bbl MOXeTe NCMNoJb30BaTb JIOKaNbHYI0 yYeTHyIo 3annchb. Nof
noKasibHOW nogpasymMmeBaeTcs y4eTHas 3anncb, kotopas cosgaHa B PT NAD.

> Yt06bl BOTN B PT NAD C ncnonb3oBaHnemM noKanbHOW YYeTHOW 3anncu:

1. B appecHoin ctpoke 6pay3epa BeeanTe URL Buga:
https://<IP-agpec unn pomeHHoe uma Beb-cepBepa PT NAD>/local-login

Hanpumep:
https://ptnad.example.com/local-login

2. HaCTpaHmueonnaBBeQMTenorw4mnaponbnOKaanoMyquHoM3anmcw

3. HaxmunTte BonTu.

11.3.2. HepgocTtyneH Beb-uHtepdenic PT NAD Central Console

Mpw nonbiTke Bxoda B Be6-uHTepdenc PT NAD Central Console oTo6paxaeTcs owwmnbka 504, Be6-
NHTepdEeNnC HedoCTyMeH.

Bo3MOXHbI€ NPUYMNHbI

Owmnbka BOIHNKAET, €C/N B LIEHTPAIbHON KOHCO/W He yaanochk 3anycTuTb cepBrc Nginx. MpnynHon
ABNSETCH TO, UTO A/19 KaKOW-TO N3 OYEPHNX CUCTEM YKa3aHo rnosHoe gomeHHoe ums (FQDN),
KOTOpOe HEBO3MOXHO Npeobpa3zoBaTsh B IP-agpec. Hanpumep, ecnmn goMeHHOe MS BUPTYabHON
MaLUWHbI, Ha KOTOPOW YCTaHOBMIEHA AOYEPHSS cucTeMa, 6bI/I0 UBMEHEHO, HO 3TO HEe OTPaXeHo B
DNS.

PeweHue

MpumeyaHne. VIHCTPYKLMIO HYXXHO BbIMOSHATb Ha CepBepe C LeHTPasIbHON KOHCOSbIO.

> YT06bI peLLmnTb Npobnemy:

1. 3anycTtuTe NnpoBepKy KOHPUrypauroHHbIX GaliioB cepBuca Nginx:

sudo nginx -t

2. CoxpaHuTe NoyyYeHHbln B BbIBOAE KOMaHbl MOEHTNGUKATOP AoYepHEl CUCTEMDI, N3-3a
KOTOPOI BO3HVIK/IV MPO6IEMbI C CEPBUCOM NGINX.

VipeHTudunkaTop cnctembl BbiIBOANTCH B NapamMeTpe node_id B coobLieHnn Buga nginx:
[emerg] <TekcT coobuweHua> "<Agpec Beb-uHTepdelica govepHero PT NAD>:9000"
in <MyTb K KOHUrypauuoHHOMYy danny>/<node_id>.conf:3
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Hanpumep:
nginx: [emerg] host not found in upstream "ptnad-example.com:9000" in /etc/nginx/nad-
hierarchy-confs/1b7b9c6c-7e40-0001-0000-000000000011.conf:3

MpumeyaHwme. Ecnu B BbIBOAE KOMaHObl 3TO COOBLLEHNEe OTCYTCTBYET, TO Bbl MOXETEe
nony4nTb nageHTudukaTop cuctemnl B danne /var/log/nginx/error. log.

3. C6pocbTe napamMeTpbl KOHPUrYpaLN [OUYEPHEN CUCTEMbI B MepapxXui, yka3aB NonydYeHHbIN
Ha NpeablayLiemM Wware naoeHTneuKaTop CUCTEMBI:

sudo /opt/ptsecurity/nad/bin/manage clear_hierarchy --node-ids <node_id>

Hanpumep:
sudo /opt/ptsecurity/nad/bin/manage clear_hierarchy --node-ids
1b7b9c6c-7e40-0001-0000-000000000011

11.4. YcTpaHeHne npobnem ¢ nnuueH3nen

B aToM pasgene npruBoagTCS OnmMcaHns OG0k, CBA3aHHbIX C IMLEH3VIPOBaHNEM NPOaYKTa
(cMm. pazgen 4), n galTcs MHCTPYKLMW MO UX YCTPaHEHNIO.

B aTom pa3pene

B cucteme HeT nuueHsnm (cm. pasgen 11.4.1)

VcTek cpok gencTaug nuueH3un (cm. pasgen 11.4.2)

Cpok gelncTBng nnueHsnn nctekaet (cm. pasnen 11.4.3)

CkopocTb 3axBaTa TpaduKa npesbilaeT npenenobHyto (cMm. pasoen 11.4.4)

11.4.1. B cucteme HeT nnueH3nm

B rnaBHOM MeHI0 0TO6paxaeTCs KpacHbI MHAMKATOP COCTOSIHNS MPOAYKTa, MO HaXaTuio Ha KOTOPbIIA
OTKpbIBaeTCH BCMN/IbIBaloLLas NoACKa3ka C TEKCTOM OLIMGKM «B cucteme HeT nuueH3nm».

Bo3MoXKHble NPUYMHDI
JlnueHsns He 6bina akTUBUpPOBaHa nocne yctaHosky PT NAD.

Mocne yctaHoBkK ak3emnngpa PT NAD BaM Hy>XHO akTUBUPOBaTb NNLEH3NIO, MPUOBPETEHHYIO
BalLel opraHnsaunen ang aToro akaemnngpa. [nsg aToro HyXHo 3arpy3nTb danni NnueH3nm
license-access-token.key B npogykT. Bl MOXeTe HalTu 3TOT $alil Ha YyCTaHOBOYHOM ONCKE 13
KOMMIeKTa NOCTaBKN WU B 9NEKTPOHHOM NCbMe, MOCTYNMBLUEM Ha afpec, yKadaHHbI Npu 3akase
NNLEeH3nN.

PeweHue
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> UYT06bl peLumnTb Npobnemy:

1. Ecnwu c y3noB ¢ yCcTaHOBNEHHbIM Moaynem nad-task-server gocTyn Ha BHeLIHMe pecypchbl Mo
HTTPS pomkeH ocyLecTBNATLCS Yepes MpokCn-cepBep, HaCTPONTe K HEMY NMOLK/IOYEHE
(cm. paspgen 5.2).

2. Y6epuTech, UTo c ocHoBHOro cepaepa PT NAD paspelueH goctyn no HTTPS k nogaomeHy
update canta Positive Technologies:
wget -Sq -0 /dev/null https://update.ptsecurity.com/test

PesynbTaT BbINOHEHNS KOMaHAbl 6YAeT HauMHaTbCS CO CTPOKM HTTP/1.1 200 OK.
Bbibepute Bknagky JiueHsus.
HaxmunTe [lo6aBUTD.

Mo ccbinike Bbi6paTb dpann BbiGeprTe Gaiin NMLEH3nN Ha CBOeM KOMMbloTepe.

o o o~ W

Haxmunte [lo6aBUTD.

11.4.2. /icTek cpok AencTeng nnueH3nn

Ha Bcex cTpaHuuax nHtepdeinica PT NAD nog rnaBHbIM MeHI0 0To6paxaeTcs COObLLEHNE C TEKCTOM
owmnbkn «/cTek cpok AencTBus NiueHsnn. 3axsaT 1 06paboTka Tpaduka He BbIMOSHAOTCS».

Bo3MO)XHbI€ MPUYMNHDI
VicTek cpok oencTBus nnueH3nn, ykasaHHbIA Npn ee 3akase.

PeweHue

>  YTO6bI pewmnTb Npobnemy:
1. O6paTtuTechb B TEXHNYECKYIO MOAAEPXKKY C NPOCHOO NPOAANTL CPOK AENCTBUS NNLEHINN.

2. Ecnn TexHnuyeckas nogaepikka npucnana Bam HOBbI daiini NMMLEH3NK, 3aMeHINTE ee B
nHTepdelice (cm. pasgen 9).

11.4.3. Cpok gencTeng nnueH3nm nctekaeT

B rnaBHOM MeHI0 0TOBpaxaeTCs XeNTbll HANKATOP COCTOSHNS MPOAYKTA, MO HaXaTuio Ha KOTOPbIN
OTKpPbIBaeTCS BCM/IbIBaloLLast MoAcKaska C TEKCTOM oGk «CpoK AeNCTBUS NLEH3NN NCTeKaeT
<Bpems o ncteveHmns cpoka>».

Bo3Mo)Hble MPUYUHDbI
CpOK OencTBug NLeH3nN, yK838HHbIIZ npwn ee 3aka3e, CKOpPO NCTekaerT.

PeweHue
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> UYT06bl peLumnTb Npobnemy:

1. O6paTtuTech B TEXHNYECKYIO MOAAEPXKY C MPOCbOON NPOANTL CPOK AENCTBUS NTALLEHSUN.

2. Ecnn TexHnuyeckas nogaepkka npucnana Bam HOBbI daiii NMLEH3NIN, 3aMEHINTE ee B
nHTepdelice (cm. pasnen 9).

11.4.4. CkopocCTb 3axBaTa Tpadunka npeBbillaeT NpeaenbHYo

Ha Bcex cTpaHuuax nHtepdeinica PT NAD nog rnaBHbIM MeHI0 0To6paxaeTcs COObLLEHNEe C TEKCTOM
owmnbkn «CKopOoCTb 3axBaTa Tpaduka NpeBbilUaeT paspeLleHHyo. PekomeHayeTcs NprnobpecTtit
NLEH3Mo ¢ 60/1bluel NpeaebHON CKOPOCTbIO 3axXBaTa.

Bo3mMoXHble MPUYUHDbI
npeBbILLIeHa OonyCctnmasa CKOpPOCTb 3axBaTa Tpacbvu(a, YKa3aHHa4g B NMNUEeH3NI.

PeweHue

>  UYT06bI peLmnTb Npobnemy:

1. O6paTtuTech B TEXHNYECKYIO NOAASPXKY C MPOCb60I YBENMMUNTb AOMYCTUMYIO CKOPOCTb
3axBaTa Tpaduka B TULEH3NN.

2. Ecnn TexHnuyeckas nogaepikka npucnana Bam HOBbI dain NMUEH3NK, 3aMeHnTe ee B
nHTepdelice (cm. pasgen 9).

11.5. YcTpaHeHune npobnem ¢ 06HOBNeHneM 6a3bl 3HaHNIA

B aToM pasgene npnBoAdTCS onmMcaHns OG0k, CBA3aHHbIX C OGHOBNEHNEM 6a3bl Crincka npasnn n
penyTaLOHHbIX CMINCKOB, 1 Aal0TCH MHCTPYKLN NO YCTPaHEHNIO 3TUX OLLINGOK.

B aTom pa3pene

He yoanocb 06HoBUTb 6a3y 3HaHW BeHaopa (cm. pasgen 11.5.1)

He ypanocb nonyunTb nHAMKaTOPbl KOMApoMeTauumn: HekoppekTHbI TokeH PT Threat Intelligence
Feeds (cm. pasgen 11.5.2)

He ynanocb nonyuynTb MHAMKATOPbI KOMAPOMETaL: HET coeanHeHns ¢ komnoHeHTom PT Threat
Intelligence Feeds (cm. pasgen 11.5.3)

11.5.1. He yopanocb 06HOBWTbL 6a3y 3HaHU BEHOOPA

B rnaBHOM MeHI0 0TO6paxaeTcs KpaCHbI MHANKATOP COCTOSIHMS npoaykTa. [1pn HaxaTun Ha Hero
OTKpbIBaeTCs BCM/blBaloLLLas NoacKaska ¢ TEKCTOM OBk «He yganock 06HOBUTE 6a3y 3HaHWIA
BeHOopa <Has3BaHune BeHOopa>».
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Bo3mo)XHble MPUYUHDbI

— Ecnn B TekcTe owmnbku YNOMNHaeTCH HeOenCTBUTENbHbIN NTMLLEH3NOHHDIN KoY, npunynHa MoxeT

6bITb B TOM, YTO CEPUIHbIA HOMEpP MNLEH3NN He CYLLLECTBYET UMK CPOK ero OeCTBUS NCTEK.

Ecnu ownbka ykasbiBaeT Ha OTCYTCTBUE COEAUHEHUNS C CEPBEPOM OGHOBNEHNUIA, 3TO O3HaYaeT,
YTO cepBep O6HOBMEHUI BEHAOPa HedOCTYMNeH W ero agpec HeBepHO ykasaH B NapameTpax

PT NAD.

— Bo Bcex ocTanbHbIX cyyasx olmnbka MOXeT 6biTb Bbi3BaHa HEBEPHbIMU NapamMeTpamMmi
OBHOBNEHNS NS HEKOPPEKTHBIM MakeToM O6HOBMEHWIA OT cepBepa BeHAopa.

PeweHue

> YT06bI peLumnTb Npobnemy:

1.

Ecnu B TeKCTe oWnGKN YNOMUHAETCS HeQelCTBUTENbHbIN NLEH3NOHHBI KoY, NprobpeTinTe
NNLLEH3NIO C OBHOBNEHHbBIM CPOKOM AECTBIS 1 3aMeHnTe ee (CM. pasgen 9).

Ecnn o6HOBNeHNe 6a3bl 3HAHWNIA LOMKHO OCYLLECTBNATLCS Yepes NPoKCu-cepBep, NPoBepbTe
ero paboTy 1 KOPPEKTHOCTb HACTPOWKY NOAKMOUYEHNS K HEMY.

Ecnun o6HoBneHns 6a3bl 3HaHWIA AOMKXHBI MOCTYNaTh C JIOKaNbHOro 3epKkana, NpoBepbTe ero
PaboTy N KOPPEKTHOCTb HACTPOIKIM NMOAKtoUEeHNs K Hemy (cMm. pasgen 5.6.7).

Ecnn PT NAD He posxeH npoBepsTb cepTudrkaTbl Be6-CepBEpOB, C KOTOPbIX 3arpyXaloTcs
npaswna, ybeamnTech, YTo Nposepka ceptndukaTa B napameTpax 6a3bl 3HaHWI OTKSIIOUEHa
(cm. paspgen 5.6.6).

Ecnwn B TekcTe owmnbkn ynommHaetcs ETOpen unn ETPro, npoeepbTe NpaBuifibHOCTb
HaCTPOWKN aBTOOBGHOBMEHNS 3TUX NpaBwun (cMm. pa3gen 5.6.3).

11.5.2. He yganocb nony4ynTb MHANKATOPbI KOMMAPOMeTaLuun:
HekoppekTHbI TokeH PT Threat Intelligence Feeds

B rnaBHOM MeHI0 0TO6paxaeTcs KPacHbIA MHONKATOP COCTOSHIS MPOAYKTA, MO HaXaTulo Ha KOTOPbIN
OTKpbIBaeTCs BCMJblBaloLLLas MOACcKaska ¢ TEKCTOM OBk «He yaanock Nony4nTb MHANKATOPHI
KoMnpomMeTaLumm: HekoppeKkTHbIi TokeH PT Threat Intelligence Feeds».

Bo3MOXHbI€ NPUYMNHDI

[ng KoppeKkTHOM CUHXPOHM3aLUMN cnnucka nHagnkatopos komnpomeTauunn PT NAD n komnoHeHT PT
Threat Intelligence Feeds (PT Feeds) cuctembl MaxPatrol 10 BbINOAHAT NpOBEPKY MO TOKEHY.
OLwmbka BO3HMKAET, €CN TOKEH He NMpoLLen NPOoBEPKY MO OAHON 13 CNEAYIOLNX MPUYIH:

— PT Feeds 6bin nepeycTaHOBNEH Nocne Toro, kak 6blna HacTpoeHa ero nHterpauus ¢ PT NAD.

— PT Feeds 6bi1 BOCCTaHOBMEH 113 pe3epBHO KON NOCe TOro, Kak 6biyla HaCTpPOeHa ero
nHTerpauvsa ¢ PT NAD.

— B napameTtpax PT NAD ykasaH agpec y3na, Ha KOTOpOM yCTaHOBNEH apyron ak3emmnnap PT
Feeds.
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PeweHue

> YT06bl peLumnTb Npodnemy:

1. TlpoBepbTe KOPPEKTHOCTb HACTPOMKM MOYYEHNS NHOANKATOPOB KOMMPOMETaLN
(cm. paspgen 5.6.1).

2. Ecnu ownbka coxpaHseTtcs, Ha y3ne ¢ PT NAD 3anycTtute npouecc yaaneHuns n noBTopHOro
Nony4YeHns NHANKATOPOB KOMMPOMEeTaLNK:
sudo /opt/ptsecurity/nad/bin/manage cybsi import --init

Mpouecc 3aiMeT NPOAOIXMTENIbHOE BPEMS (00 HECKObKNX YacoB).

11.5.3. He yganocb nony4nTb MHAWMKaATOPbI KOMAPOMeTauun:
HeT coegnHeHuns c komnoHeHToMm PT Threat Intelligence
Feeds

B rnaBHOM MeHI0 0TO6paxaeTcs KpacHbIA MHONKATOP COCTOSHINS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas MOACKa3Ka C TEKCTOM OLLIMGKM «He yaanock Nony4nTb MHANKATOPbI
KoMRpomeTauumn: HeT coegnHeHns ¢ komnoHeHTom PT Threat Intelligence Feeds».

Bo3MO)XHbI€ MPUYMHDI

PT NAD He yganocb cBa3aTtbcs ¢ komnoHeHToM PT Threat Intelligence Feeds (PT Feeds) cuctemel
MaxPatrol 10 no ogHon 13 cnegyoLWnX NPUYNH:

— B napametpax PT NAD yka3aH HeBepHbI agpec y3na, Ha KoTopom ycTtaHoBneH PT Feeds.

— [Mpo6nembl coeanHeHNs C y3oM, Ha KOTopoM ycTaHoBneH PT Feeds, Hanpumep gocTtyn
3a6/10KMPOBaH MEXCEeTEBbIM SKPaHOM.

PeweHue

>  YTO6bI pewmnTb Npobnemy:

1. TlpoBepbTe KOPPEKTHOCTb HACTPOWKI MOAYYEHNS NHANKATOPOB KOMMPOMETaL
(cm. paspgen 5.6.1).

2. Ecnn owmnbka coxpaHsieTcs, npoBepbTe ceTeBon goctyn K PT Feeds.

11.6. YcTpaHeHune npobnem B paboTte komrnoHeHToB PT NAD

B aTOM pazgene onncbiBaloTCS OLWINGKIN, CBA3aHHble ¢ HegoCcTynHocTblo Moaynen PT NAD nnn
OPYrMUN NpobiemMamMi B X paboTe, a Takxe NpUBOAATCS peKoOMeHOauUnn Nno YyCTPpaHeHIo aTnX
OLLNBOK.

MpumeuaHue. Bol moxeTe onpenenutb Bepcuio PT NAD, Habop yCTaHOBMEHHbIX KOMMOHEHTOB 1
NX COCTOSIHME C MOMOLLbIO KOMaHdbl nad-status.
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B aTom pa3pene

Mopgynb nad-mpx-reader HegocTyrneH (cm. pasgen 11.6.1)
Mopaynb nad-reporter HegocTyneH (cm. pasgen 11.6.2)

Mogaynb nad-task-server HegocTyneH (cm. pasgen 11.6.3)
Mopynb nad-task-server octaHOBNEH UM paboTaeT HEKOPPEKTHO (cM. pasgen 11.6.4)
Mogynb ptdpi-broker HepocTyreH (cm. pasgen 11.6.5)

Mogynb ptdpi-worker@ad HegocTyneH (cm. pasaen 11.6.6)
Mogaynb ptdpi-worker@alert HegocTyneH (cm. pasnen 11.6.7)
Mogynb ptdpi-worker@dns HegocTyneH (cm. pasgen 11.6.8)
Mogaynb ptdpi-worker@es HepocTyneH (cm. pasgen 11.6.9)
Mogaynb ptdpi-worker@hosts HegocTyneH (cm. pasgen 11.6.10)
Mogynb ptdpi-worker@icap HegocTyneH (cMm. pasgen 11.6.11)
Mogynb ptdpi-worker@mpx HegocTyneH (cm. pasgen 11.6.12)
Mogaynb ptdpi-worker@notifier HegocTyneH (cm. paznen 11.6.13)
Mognynb ptdpi He 3anyckaeTcs npw ucnonb3oBaHun DPDK (cm. pasoen 11.6.14)
Mopgynb ptdpistat HegocTyneH (cm. pasgen 11.6.15)

Mogaynb pyfpta HegocTyneH (cm. pazgen 11.6.16)

He yoanocb nonyunTb napameTpbl cuctemsbl (CM. pasaen 11.6.17)
CeHcop HepgoCTyneH unu BblkloYeH (cM. pasgen 11.6.18)
CepBuC MOHUTOPUHra HepgocTyneH (cm. pasaen 11.6.19)
Elasticsearch HegocTyneH (cm. pasgen 11.6.20)

Crartyc knactepa Elasticsearch — xentbii (cm. pasgen 11.6.21)

CraTtyc knacTtepa Elasticsearch — kpacHbin (cm. pasgen 11.6.22)

11.6.1. Mopgynb nad-mpx-reader HegOCTYMeH

B rnaBHOM MeHI0 0TOBpaxaeTcs KpacHbIA MHONKATOP COCTOSHINS MPOAyKTa. [10 HaxaTuio Ha Hero
OTKpbIBaeTCs BCM/blBaloLLLas Nogckaska ¢ TeKCTOM oLwmnbky «Y3en <HasBaHune y3na>: moayb nad-
mpx-reader HEQOCTYMEHY.

Bo3mo)Hble MPUYUHDbI
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Mopaynb nad-mpx-reader ncrnonbsyetca ang nHterpauum PT NAD ¢ MaxPatrol 10. Own6ka moxeT
6blTb BbI3BaHa cnegyiowmMy NpuYHamum:

— B MapameTpax MHTerpaunm ykasaH HekoppekTHbI agpec cepepa MP 10 Core;
— cepeep MP 10 Core nnun PT MC HepocTyneH;

— Mogy/ib nad-mpx-reader He 3anyLLleH U HeQoOCTYMNeH Ha y3/e, ykazaHHOM B COOBLLeHNN 06
oLimbke.

PeweHue

>  YT06bl pelmnTb Npotnemy:

1. B rnaBHOM MeHIO BblibepuTe - LleHTp ynpaBneHus.
2. BbibepuTe Bknagky MHTErpauus ¢ BHEWWHUMU CUCTEMaMM.

3. B 6noke napametpos UHTerpaumsa ¢ PT MC no kHornke HacTpouTb OTKpOTe OKHO
Hactpoika nuterpauuu ¢ PT MC.

4. TlpoBepbTe, KOPPEKTHO N yKasaH agpec cepepa PT MC.
5. Haxmunte CoxpaHuTb.

6. B 6noke napametpos UHTerpaumsa ¢ MaxPatrol 10 no kHornke HacTpouTb 0TKpoinTe OKHO
HacTtpowka nHterpauum ¢ MaxPatrol 10.

7. TpoBepbTe, KOPPEKTHO N yKazaH agpec cepaepa MP 10 Core.

8. Ecnun tpebyeTcs, no kHonke MpoBepuTb coegUHEHUe 3anyCcTuTe NPOBEPKY COEANHEHMS C
cepsepom MP 10 Core.

9. Haxmute CoxpaHuTb.
10. HaxxmuTe MpumeHUTb BCe 11 NoaTBEPOUTE NPUMEHEHMe.
VIsmeHeHns 6ynoyT NpuMeHEHbI Yepe3 HEKOTOPOE BPeEMSI.

11. Ha yka3aHHOM B oLun6Ke y3ne nepesanyctute mogynb ptdpi-worker@mpx:
sudo ptdpictl restart-worker mpx

12. TpoBepbTe cocTogHNE Moayns had-mpx-reader:
ptdpictl status-all

MNogaBuTca coobLueHmne:

ptdpi-worker@mpx.service mpx running

11.6.2. Mogynb nad-reporter HegoOCTyMeH

B rnaBHOM MeHI0 0To6paxaeTCs KpaCHbI MHANKATOP COCTOSIHMS MPOAYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpblBaeTCS BCM/blBaloLas Nogckaska ¢ TeKCTOM owmnbkn «Mogaynb nad-reporter HeQoCTyMneH».

Bo3mo)Hble MPUYUHDbI

Mopynb nad-reporter He 3anyLLeH M HegOCTyNEH.
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PeweHue

> YT06bl peLumnTb Npodnemy:

1. TepeszanycTtute mogynb nad-reporter:
sudo systemctl restart nad-reporter.service

2. [lpoBepbTe cocTosHMe Mmoayns nad-reporter:

systemctl status nad-reporter.service

MNogaBunTcS coobLeHmne:

active (running)

11.6.3. Mogynb nad-task-server HegocTyneH

B rnaBHOM MeHI0 0To6pa)xaeTcs KpacHbIA HANKATOP COCTOSHIS MPOAYKTA, MO HaXaTuio Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas Noackaska ¢ TeKCTOM oLwmbky «Y3en <HasBaHume yana>: moayb nad-
task-server HegoOCTyMNEH».

Bo3moixHble MPUYUHDbI

Mopgynb nad-task-server He 3anyLUeH NN HEQOCTYMNEH Ha yane, yka3zaHHOM B COOBLLEeHNN 06
oLumnbKe.

PeweHue

> YT06bl peLmnTb Npobnemy:

1. Ha ykasaHHOM y3ne nepesanyctute mogynb nad-task server:
sudo systemctl restart nad-task-server.service

2. TlpoBepbTe cocTosHne moaynsa nad-task-server:

systemctl status nad-task-server.service

MNogaBunTCcH coobLleHmne:

active (running)

CM. Takxke

Mopgynb nad-task-server ocTaHOBMEH U paboTaeT HEeKOPPEKTHO (cMm. pasgen 11.6.4)

11.6.4. Mopgynb nad-task-server octaHoOBAeH nnm paboTtaeT
HEKOPPEKTHO

B rnaBHOM MeHI0 0TO6paxaeTCs KpaCHbIN MHANKATOP COCTOSIHNS MPOAQYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpbIBaeTCs BCM/blBaloLLLas nogckaska ¢ TekcTom ook «Mopaynb nad-task-server octaHOBMEH
nnn paboTaeT HEKOPPEKTHOY.

Bo3moiHble MPUYUHDbI

[unarHocTrka n yCTpaHeHne HencrnpaBHOCTEN 157



Mopaynb nad-task-server He 3anyLleH nnn paéotaeT HekoppekTHo. CTtaTucTtuika pa6otbl PT NAD
MOXET 6bITb HeaKkTyannbHOM.

PeweHue

> YT06bl pelLmnTb Npodnemy:

1. T[lepeszanycTtuTte mopynb nad-task server:
sudo systemctl restart nad-task-server.service

2. TlpoBepbTe cocTosHne moaynsa nad-task-server:

systemctl status nad-task-server.service
MosiBNTCS COOBLLEHNE:
active (running)

Cm. Takxe

Mogaynb nad-task-server HegocTyrneH (cm. pasgen 11.6.3)

11.6.5. Mopgynb ptdpi-broker HegocTyneH

B rnaBHOM MeHI0 0TO6pa)xaeTcs KpacHbIA MHONKATOP COCTOSHUS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLasa Noackaska ¢ TekcTom owmnbkn «Mopayne ptdpi-broker HegocTyneH».
Bo3MOXHbI€ NPUYNHDbI

Mopynb ptdpi-broker He 3anyLleH nnu HegOCTYMEH.

PeweHue

> YT06bI peLlLmnTb Npobnemy:
1. OtkponTte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Y6epuTech, YTO 3HaUYeHNs NnapameTpoB broker_type n broker_host ycTaHoBneHsI
npaBuUnbHO:

- Ecnun Bce mogynu nogcnucTem yctaHOBMEHbI Ha OAHOM PU3NYeCKOM CepBepe, 3HaUeHNe
napameTpa broker_ type gomkHo 6biTb local.

- Ecnu mopynun nogcmctem yCTaHOBNEHbI Ha pa3HbiX cepBepax 1 BUPTyasbHbIX MallHaX, Ha
OCHOBHOM Yy3/1€ A0JIKHO 6bITb YKazaHo broker type:local n B napameTtpe broker host
LOMXeH 6bITb yKasaH BHelWHuiA IP-agpec aToro yana.

3. 3anyctute PT NAD:
sudo ptdpictl start-all

4. TMpoBepbTe COCTOAHME MOogyNen:
ptdpictl status-all
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MNoaBUTCH COOBLLEHME:

ptdpi-broker.service running

11.6.6. Mopynb ptdpi-worker@ad HegocTyneH

B rnaBHOM MeHI0 0TO6paxaeTcs KpacHbIA MHONKATOP COCTOSIHIS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLasa MOACKa3Ka C TEKCTOM OLWmn6Kk «Y3en <HaseaHume y3na>: moayb ptdpi-
worker@ad HegoCTyMneH».

Bo3MOXHbI€ NPUYMNHDbI
Mopynb ptdpi-worker@ad HepgocTyneH Ha y3ne, yka3aHHOM B COOBLLEHNN 06 OLIGKE.

PeweHue

>  YTO6bI pewmnTb Npobnemy:

1. Ha ykasaHHowm yane 3anyctute PT NAD:
sudo ptdpictl start-all

2. [lpoBepbTe CoCTOsHME MOoayel:
ptdpictl status-all

MosiBUTCH COOBLLEHME:

ptdpi-worker@ad.service ad running

B mHorocepBepHoin KoHbUrypauum moaynb ptdpi-worker@ad paboTaeT TO/IbKO Ha OCHOBHOM
cepBepe. Ecnun moaynb 6bin 3anyLeH Ha OOMOHUTETbHOM CepBepe Mo OLNBKe, Bbl MOXETE
OTKJIIOUMNTb €ro Ha 9TOM CepBepe.

>  YT06bI OTKIIOUNTL MOAYNb ptdpi-worker@ad:

1. Ha yka3aHHOM y3ne oTkpounTe dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. W13 3HayeHns napameTpa workers ygannTte ad.
3. CoxpaHute n3ameHeHund B pamne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. Tlepesanyctnte mogynb ptdpi:
sudo ptdpictl restart-all

5. TlepesanycTtute moaynb ptdpistat:
sudo systemctl restart ptdpistat.service

11.6.7. Mopynb ptdpi-worker@alert HegocTyneH

B rnaBHOM MeHI0 0TO6paxaeTcs KpacHbIA MHONKATOP COCTOSHNS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas MOACKa3Ka C TEKCTOM oLk «Y3en <HassaHume y3na>: moayb ptdpi-
worker@alert HegocTyneH».

Bo3MO)XHbI€ MPUYMNHDI
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Mogaynb ptdpi-worker@alert HegocTyneH Ha yane, ykazaHHOM B COOBLLEHNN 06 OLInGKe.

PeweHue

>  YT06bl pelwmnTb Npobnemy:

1. Ha ykasaHHom yane 3anyctute PT NAD:
sudo ptdpictl start-all

2. [lpoBepbTe COCTOSHNE MOLyNel:
ptdpictl status-all

MosBnTCS CoobLLEeHNE:
ptdpi-worker@alert.service alert running

B MHorocepBepHo KoHpUrypaummn mogynb ptdpi-worker@alert pa6oTaeT TO/IbKO Ha OCHOBHOM
cepsepe. Ecnn mogynb 6bin 3anyLueH Ha 4ONONHUTENIbHOM CepBepe Mo OLLNGKe, Bbl MOXETe
OTK/IOUNTb €ro Ha 9TOM CepBepe.

>  YT06bl OTKNIOUNTL MOAYSb ptdpi-worker@alert:

1. Ha ykasaHHOM y3ne oTkpounTe dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. W3 3HaueHns napameTtpa workers yganute alert.
3. CoxpaHute nameHeHund B painne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. T[lepeszanyctute moaynb ptdpi:
sudo ptdpictl restart-all

5. Tllepesanyctute mopgynb ptdpistat:
sudo systemctl restart ptdpistat.service

11.6.8. Mopynb ptdpi-worker@dns HeQOCTYMEH

B rnaBHOM MeHI0 0TO6paxaeTcs KpaCHbI MHANKATOP COCTOSHNS NPOAYKTa, MO HaXaTuio Ha KOTOPbIIA
OTKpblBaeTCs BCMblBaloLas Noackaska ¢ TeKCToMm owmnbkn «Moaynb ptdpi-worker@dns
HedOoCTyMneH».

Bo3MOXHbI€ NPUYMNHDbI
Mopgynb ptdpi-worker@dns He 3anyLeH nnm HegoOCTYMEH.

PeweHue

> YT06bI peLLmnTb Npobnemy:

1. Otkponte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Y6epnmTechb, UTO B NapameTpe workers ykasaHo dns es.
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3. 3anyctute PT NAD:
sudo ptdpictl start-all

4. T[lpoBepbTe COCTOSIHNE MOLY/El:
ptdpictl status-all

MNogaBuTca cooblLueHmne:

ptdpi-worker@dns.service dns running

11.6.9. Mopgynb ptdpi-worker@es HegoCTyneH

B rnaBHOM MeHI0 0To6paxaeTcs KpaCHbIN MHANKATOP COCTOSIHNS MPOQYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpbIBaeTCs BCM/blBaloLLLas nogckaska ¢ TeKcTom owwmbkn «Mopaynb ptdpi-worker@es
HeLoCTyMNeH».

Bo3smMoXKHble NPUYMHDI
Mopynb ptdpi-worker@es He 3anyLleH unu HegoCTYMEH.

PeweHue

>  YT06bl pelmnTb Npotnemy:

1. OtkpouTte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. Y6epnuTechb, UTo B NapameTpe workers ykasaHo dns es.

3. 3anyctute PT NAD:
sudo ptdpictl start-all

4. T[lpoBepbTe COCTOSIHNE MOLY/EN:
ptdpictl status-all

MNogaBuTcd cooblLleHmne:

ptdpi-worker@es.service es running

11.6.10. Mopynb ptdpi-worker@hosts HegocTyneH

B rnaBHOM MeHI0 0TO6pa)xaeTcs KpacHbIN MHONKATOP COCTOSHS MPOAYKTA, MO HaXaTuio Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas NoacKaska ¢ TEKCTOM ook «Y3en <HassaHume yana>: mogysb ptdpi-
worker@hosts HegoOCTyneH».

Bo3MO)XHble NPUUMHbI
Mogynb ptdpi-worker@hosts HegocTyrneH Ha yane, ykazaHHOM B COO6LLEH 06 OLInBKe.

PeweHue
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> UYT06bl peLumnTb Npobnemy:

1. Ha ykasanHowm yane 3anyctute PT NAD:
sudo ptdpictl start-all

2. [llpoBepbTe coCTOsHNE MOoayel:
ptdpictl status-all

MNogaBunTCcS cooblLleHmne:

ptdpi-worker@hosts.service hosts running

B MHorocepBepHo KoHGUrypauum moaynb ptdpi-worker@hosts pa6oTaeT ToNbkO Ha OCHOBHOM
cepBepe. Ecnn moaynb 6bi1 3anyLLeH Ha OMOMHNTENbHOM CepBepe Mo OLNGKE, Bbl MOXeTe
OTKJ/IOYNTb €ro Ha 3TOM CepBEpE.

>  YT06bl OTKIIOUNTD MOAYNb ptdpi-worker@hosts:

1. Ha ykasaHHOM y3ne oTkpounTe dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. W13 3HaveHns napameTpa workers yganute hosts.
3. CoxpaHute n3ameHeHund B paimne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. Tlepesanyctnte mogynb ptdpi:
sudo ptdpictl restart-all

5. Tlepeszanyctute moaynb ptdpistat:

sudo systemctl restart ptdpistat.service

11.6.11. Mopynb ptdpi-worker@icap HegoCTyrneH

B rnaBHOM MeHIO 0TO6paxaeTcs KpacHbIA MHONKATOP COCTOSHIS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas MoACcKaska C TEKCTOM Ok «Y3en <HaseaHume y3na>: moaysb ptdpi-
worker@icap HegOCTyneH».

Bo3MOXHbIe NPUYMNHbI
Mopynb ptdpi-worker@icap HegoCTyneH Ha y3ne, yka3aHHOM B COO6LLeHN 06 OLLnGKe.

PeweHue

>  YTO6bI pewmnTb Npobnemy:

1. Ha ykasaHHowm y3ne 3anyctute PT NAD:
sudo ptdpictl start-all

2. [lpoBepbTe cocTosHME Moayel:
ptdpictl status-all

NogaBunTca coobLueHmne:

ptdpi-worker@icap.service icap running

Ecnu Bam He HyxeH Mmopynb ptdpi-worker@icap Ha ykazaHHOM y35ie, Bbl MOXETE ero OTK/II0UNTb.
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>  YT06bI OTKIIOUNTL MOAYNb ptdpi-worker@icap:

1. Ha ykasaHHOM y3ne oTkpounTe dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. W13 3HauyeHns napameTpa workers yganuTte icap.

MpumeyaHue. Ecnn B 3HaueH NapameTpa ykasaHo TOMbKO icap, CTPOKY C HUM HYXHO
YAannTb LEeTNKOM.

3. CoxpaHuTte n3meHeHus B daine /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. Tlepesanyctnte mogynb ptdpi:
sudo ptdpictl restart-all

5. Tepesanyctute mopynb ptdpistat:
sudo systemctl restart ptdpistat.service

11.6.12. Mopgynb ptdpi-worker@mpx HegoCTyMneH

B rnaBHOM MeHI0 0TO6paxaeTcs KpacHbIA MHONKATOP COCTOSHINS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpPbIBaeTCS BCM/blBalOLas nofgckaska ¢ TEKCTOM OLWNGKN «Y3en <HasBaHume yana>: mogynb ptdpi-
worker@mpx HEAOCTYMNEH.

Bo3MO)XHble NPUYMHDI
Mogaynb ptdpi-worker@mpx HeqoCTyMNeH Ha yane, yKazaHHOM B COOBLLIEHNN 06 oLInbKe.

PeweHue

>  YT06bI peLwmnTb Npodnemy:

1. Ha ykasaHHowm y3ne 3anyctute PT NAD:
sudo ptdpictl start-all

2. [lpoBepbTe cocTosHME Moaynel:
ptdpictl status-all

MNogBunTca coobLueHmne:

ptdpi-worker@mpx.service mpx running

Ecnun Bam He HyxeH mopynb ptdpi-worker@mpx Ha ykazaHHOM y3/1e, Bbl MOXETe ero OTKOUNTb.

>  YT06bl OTKNIOUNTL MOAY/b ptdpi-worker@mpx:

1. Ha ykasaHHOM y3ne oTkpounTe dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. W3 3HauyeHns napameTpa workers yganmTte mpx.

MpumeuaHue. Ecnu B 3HauyeHUn NapamMmeTpa yKa3aHOo TONIbKO MPX, CTPOKY C HAM HY>XHO
yOannTb LEeIMKOM.

3. CoxpaHute nameHeHund B painne /opt/ptsecurity/etc/ptdpi.settings.yaml.
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4. T[lepeszanyctute moaynb ptdpi:
sudo ptdpictl restart-all

5. Tllepeszanyctute mopgynb ptdpistat:
sudo systemctl restart ptdpistat.service

11.6.13. Mogynb ptdpi-worker@notifier HegocTyneH

B rnaBHOM MeHI0 0TO6pa)xaeTcs KpacHbIA HANKATOP COCTOSHIS MPOAYKTA, MO HaXaTulo Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas NoAcKaska ¢ TEKCTOM ook «Y3en <HaseaHume yana>: mogysb ptdpi-
worker@notifier HegocTyneH».

Bo3MoO)XHble NPUUMHDI
Mogynb ptdpi-worker@notifier HegocTyneH Ha yane, ykazaHHOM B COOBLLEHNN 06 oLLnbKe.

PeweHue

> YT06bI peLumnTb Npobnemy:

1. Ha ykasaHHom yane 3anyctute PT NAD:
sudo ptdpictl start-all

2. TpoBepbTe coCTosHNE Moayel:
ptdpictl status-all

MNogaBunTCcH coobLeHne:

ptdpi-worker@notifier.service notifier running

Mogynb ptdpi-worker@notifier ncnonbsyetcs ons paccbink HGoOpMaLnn 06 0BHaPYXEHHbIX
yrposax /Ib B CTOPOHHME CUCTEMbI 1 NPOAYKTbI — C NOMOLLbIo syslog, webhook n API-3anpocos.
Ecnn Bam He HyxHa nofo6Has MHTerpauus, Bbl MOXETe OTK/TOUNTb ee. Torfga owmnbka nponageT.

>  YTO6bI OTKMIOUNTD MHTErpaLnio CO CTOPOHHUMUN CUCTEMaMI 1 MPOoAyKTaMu, KoTopas
obecneurnBaeTcs Mmogynem ptdpi-worker@notifier:

1. B rnaBHOM MeHIo Bblibepute - LleHTp ynpaBneHus.

2. BbibepuTe Bknagky MHTerpauusi ¢ BHEWWHMMM CUCTEMaMU.

w

B 6noke napameTtpor UHTerpaumsa ¢ MaxPatrol 10 no kHonke HacTpouTb OTKponTe OKHO
HacTtpowka nHterpauum ¢ MaxPatrol 10.

OtkntounTe peructpauuio nHumaeHToB B MaxPatrol 10 no aktneHocTaMm.
Haxmunte CoxpaHuUTb.

BbibepuTte Bknagky Syslog n webhook.

N o o &

OTKMounNTE NHTErpPaLMio CO CTOPOHHMU CUCTEMaMM 1 NpodykKTamuy, KoTopas
ocyllecTBngeTcd npu nomoLun syslog n webhook.

8. Haxmute MpumMeHuTb BCe 1 NoaTBEPANTE NPUMEHEHIE.
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NameHeHns 6yayT NpUMeEHeHbl Yepes3 HEKOTOPOe BPeMS.

MpumeyaHue. Ecnv MHCTPYKLMSA HE MOMOr1a UCNPaBUTb OLLNGBKY, HEOBXOOMMO MPOBEPUTL
napameTp worker B ¢panne ptdpi.settings.yaml. Ecnun oH He 3aKOMMEHTUPOBAH, HYXXHO
yOannTb N3 Hero nodcTpoky notifier, nocne yero BbINOAHNTL KOMaHOy sudo ptdpictl
restart-all.

Cm. Takxe
HacTpoiika oTnpaBKn COO6LLEHNIA NP MOMOLLI MexaHu3Mma webhook (cm. pasgen 10.13)

HacTporika syslog-coobLueHunin ¢ nHbpopmaumein 06 obHapyXXeHHbIx yrposax Vb n ¢ cobbituamn
ayouTa (cm. pasgen 10.12.1)

11.6.14. Mopynb ptdpi He 3anyckaeTcs Npu NCNosb30BaHnNn
DPDK

Mpw NonbITKe 3anyCcTuTb Moay/b ptdpi yepes KOHCO/b BO3HMKAET OLUNGKa:
ptdpi.service: Job ptdpi.service/start failed with result 'dependency'

Mpobnema o6HapyXmnBaeTcs Ha PU3NYECKOM CepBepE C POosblo Sensor, ecnv Npu ycTaHoBKe
npopykKTa B KauecTBe MexaHn3ma 3axBaTa Tpaduka 6bin BoibpaH DPDK.

Bo3mo)KHble NPUYMHDI

CeTeBoli UHTepdelic, Bbi6paHHbI O1s 3axBaTa Tpaduka, BXoguT B ogHy rpynny IOMMU BmecTe ¢
KakumM-nnéo gpyrm ycTponcTBoM. Ecnm aBa ycTponcTBa niv 60/1ee HaxoasTCs B OAHOW rpynne
IOMMU, To gpanBep vfio-pci, KOTOPbIA NCNONb3YeTCH O/15 3axBaTa Tpaduka, He MOXeT paboTaTb
TONIbKO C OQHNM 13 HUX. DTO cBA3aHo ¢ Tem, yTto rpynna IOMMU — HarmeHbluas eanHnLa N3onaumm,
KoTopyto MoxeT o6ecrneunts IOMMU, 1 Bce ycTpocTBa B OOQHON rpynne MMetoT O6LLYI0 NaMsiTb 1
NPOCTPaHCTBO BBOAA-BbiBOAa. Takum o6pa3om, Hanpumep, ecnv fBa ceTeBbIX MHTepdelica BXOOST B
ogHy rpynny IOMMU, Bbl He MOXeTe 3a4eliCTBOBaTb OANH UHTepdenc ang 3axeaTa Tpaduka, a
BTOpPOW — ANA NHTepdelica ynpaBnieHuns.

Ha BblleonucaHHyo NpuyriHy B BbiBOAE KOMaHapl sudo systemctl status ptdpi-networking
MOTYT yKa3biBaTb OLNGKU, B KOTOPbIX ynomMuHaeTcs rpynna IOMMU, n coobLieHne o ToM, YTO He
yaanoch NpuBsa3aTh 4pyroe yCTponCTBO K aparnBepy viio-pci, Hanpumep:
Mar @7 11:13:29 debian configure-nif.sh[9667]: Binding VFIO-PCI group: [0000:00:1b.0
0000:02:00.0 0000:02:00.1]

Mar @7 11:13:29 debian configure-nif.sh[9667]: Error: Failed to bind '00:1b.0"' to
driver 'vfio-pci', should be on of: intel _iommu=on in grub; linux kernel should be on
of: intel_iommu=on in grub; linux kernel should be >= 4.15; PREVENT_UNSAFE_NOIOMMU==0

Mpwn aTOM B KauecTBe UHTepdelica 3axBaTa Tpaduka BbibpaH pci-02-00-0. OH n ycTponcTea
0000:00:10.0 n 0000:02:00.1 BxogaT B ogHy rpynny IOMMU. Bbl MoXxeTe yTOUHUTb NHTepdEeinc
3axBaTa Tpaduka npu NOMOLLN KOMaHAbI:

grep capture_if /opt/ptsecurity/etc/ptdpi.settings.yaml

PeweHue
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[ns pelweHns npobnembl HyXHo oTkmounTb IOMMU. 3To MoXHO caenaTb ABYMS COCO6aMu:
ncnpasuB KoHdurypaumio GRUB vnu Beikntouns TexHonoruio Intel VT-d B napameTtpax BIOS
cepsepa ¢ ponbto Sensor. Nocne otkntoueHns IOMMU mogynb ptdpi HauHET ncnonb3oBaTb AparBep
igb_uio, KOTOpbI HE NMEeeT OrpaHNYeHINA, NOLO6HbIX ONMCaHHbIM BbiLLE.

PekomeHayeTcs BbibpaTb NepBbIfi CNOCo6, Tak Kak OH 6051ee HageXHbIN.
MpumeyaHne. B MHorocepBepHoii KOHOUIypaumm NMHCTPYKLIIO HYXHO BbIMOMHSATD Ha

OOMONHNTENbHOM CepBepe C posibio Sensor.

>  Yt06bI oTKNOUNTE IOMMU nyTem npaekn koHdurypaumnn GRUB:

1. OtkpounTte dain KOHOUrypaLmm 3arpysurika onepaunoHHON CUCTEMbI:
sudo nano /etc/default/grub

2. BnapameTtpe GRUB_CMDLINE_ LINUX_DEFAULT cmeHUTe 3HayeHune napameTpa intel iommu
Ha off.

Hanpumep:
GRUB_CMDLINE_LINUX DEFAULT="quiet intel iommu=off isolcpus=1,5"

3. CoxpaHute nameHeHuns B panne /etc/default/grub.

4. TpyMeHnTe N3MeHeHns B KOHGUrypaLunm 3arpysymka:
sudo update-grub

5. TepesarpysunTte cepsep PT NAD:

sudo reboot now

11.6.15. Mopynb ptdpistat HegocTyneH

B rmaBHOM MeHI0 0TOBpaxaeTcs KpacHbIA MHONKATOP COCTOSHMS MPOAYKTA, MO HaXaTuio Ha KOTOPbIN
OTKpblBaeTCs BCMblBaloLas NoAcKaska C TEKCTOM OLWMGKMN «Y3en <HasBaHne y3na>: Mmoaysb
ptdpistat HegocTyneH».

Bo3mo)KHble NPpUYMHbBI
Mogaynb ptdpistat He 3anyLieH nnm HegoOCTYMNEH Ha y3/e, yka3aHHOM B COOBLLEHNN 06 OLLIGKe.

PeweHue

>  YT06bl pelwmnTb Npobnemy:

1. Ha ykasaHHOM y3ne nepesanycTtute mogynb ptdpistat:

sudo systemctl restart ptdpistat.service

2. [lpoBepbTe cocTogHe moayns ptdpistat:
systemctl status ptdpistat.service

MNogBuTCca COO6LLLeHVIei
active (running)
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11.6.16. Mopynb pyfpta HegocTyneH

B rnaBHOM MeHI0 0TO6paxaeTCs KpacHbI MHAMKATOP COCTOSIHNS MPOAYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpbIBaeTCS BCM/IbIBaloLas Nofackaska ¢ TekcTom owmnbkn «Mogynb pyfpta HegocTyneH».

Bo3MO)XHble NPUYUHDI
Mogynb pyfpta He 3anyLleH N HegoCTymeH.

PeweHue

>  YT06bl pelmnTb Npotnemy:

1. TlepeszanycTtute moaynb pyfpta:

sudo systemctl restart pyfpta.service

2. [MposepbTe cocTogHMe Moayns pyfpta:
systemctl status pyfpta.service

MNoaBuUTCH COOBLLEHME:
active (running)

11.6.17. He ygpanocb nony4ynTb napameTpbl CUCTEMDI

B ueHTpe ynpaBneHus otobpaxaeTcs coobLleHne 06 olnbKe ¢ TEKCTOM «He yganocb nony4ynTb
napameTpbl cuctemMbl. OHM He 6bIN MepPeHeCceHbl N3 CTapOoI BepCu B Xoae 06HOBMeHNS». Ecnn He
YCTPaHNTb 3Ty OLINGKY, Bbl HE CMOXETe HacTpanBaTb NPOAYKT B Be6-UHTepdelice.

Bo3mo)XHble MPUYUHDbI

Bo Bpems o6HoBneHus PT NAD, B xofe BbINMOMIHEHUN CKPUMTa NepeHoca napameTpoB NpoaykTa 13
KOHOMrypaLunoHHbIX GaifioB B 6a3y AaHHbIX BO3HUKIA HENpeaBMOeHHas oLwmnbKa.

PeweHue

>  YT06bl pelmnTb Npotnemy:

1. 3anycTtute ckpunT gNs NepeHoca NnapamMeTPoB:

sudo /opt/ptsecurity/nad/bin/manage settings migrate --force

MpumeuaHune. B mHorocepBepHoOU KOHGUIypaLnmy CKPUNT HYXXHO 3anyckaTb Ha OCHOBHOM
cepBepe.

2. Tocne 3aBepLueHna paboTbl CKpUnTa B Be6-HTepdelice npoayKTa B rNaBHOM MeHIo
BbiGepuTe - LleHTp ynpaBneHus.

3. TpoBepbTe N NPU HEOHEXOANMOCTI NCNPaBbTe 3HAYEHNS NapaMeTpPOB Ha Bknagkax Oéwme
napameTpbl, O6HoBNeHne 6a3 saHaHu, UHTerpauusa ¢ npogykramu Positive
Technologies 1 CpeacTBa MHTErpaumu.

4. Haxmute NMpumMmeHUTb BCe 11 MOATBEPONTE MPUMEHEHME.

VIsmeHeHns 6yayT NpuMeHeHbl Yepes HEeKOTOopOoe BpeMs.
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11.6.18. CeHCOp HEQOCTYNEH U/ BbIK/TIOYEH

B rnaBHOM MeHI0 0TO6paxaeTCs KpacHbI MHAMKATOP COCTOSIHNS MPOAYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpblBaeTCs BCMblBaloLas Nofackaska C TEKCTOM OLNGKN «CeHCop HeQOCTYMNEH UV BbIKIIOYEH».

Bo3smMoXKHble NPUYMHDI
Mopgynb ptdpi He 3anyLeH nam HegoCTyMNeH.

PeweHue

>  YT06bl pelmnTb Npotnemy:

1. B rnaBHOM MeHIo BbibepuTe - CeHcopbl.
2. Bknwouunte mogynb ptdpi.

3. Ecnn Bxkniountb mogynb ptdpi n3d nHrepdeiica He yoanoch, Ha y3ne ¢ yCTaHOBNEHHbIM
MO[y/eM BbINONHNTE KOMaHAy:
sudo ptdpictl start

MNoaBuTCH CoOOBLLEHME:
ptdpictl start... OK

MpumeuaHwme. Bbl moxeTe npoBepuTb COCTogHNE Moayns ptdpi komangon sudo ptdpictl
status. Ecnu mopgynb 3anyLueH, nossutcs coobieHmne ptdpictl status...
ptdpi.service running.

4. Ecnun mopynb ptdpi 3anycTuTb He yoanoch 1 NpobemMa nosiBuiach nocse 06HOBNEHNS
PT NAD, nepengunte B KaTasor ¢ pacrnakoBaHHbIM ANCTPUBYTUBOM 1 MOBTOPHO 3anyCcTuTe
MacTep YCTaHOBKMW:
sudo ./install.sh
Cm. Takxe

Mopcuctema 3axBata (cM. pasgen 2.2.1)

11.6.19. CepBUC MOHUTOPUHIa HeQOCTYMNeH

B rnaBHOM MeHI0 0To6paxaeTcs KpaCHbIN MHANKATOP COCTOSIHNS MPOAYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpbIBaeTCS BCM/IbIBaloLLas MoAcKaska C TeKCTOM o6k «CepBUC MOHUTOPUHIa HEAOCTYMEH.

Bo3MOXHbI€ NPUYMNHbI
Mogaynb ptdpistat He 3anyLeH nnm HegoCTyneH.

PeweHue

>  YTo6bl pelunTb Npobnemy,

3anycTute mogynb ptdpistat:
sudo systemctl start ptdpistat
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CM. TaKkxke

MoacucTtema MoOHUTOPUHIa (CM. pasnen 2.2.6)

11.6.20. Elasticsearch HegocTyneH

B rnaBHOM MeHIO 0TO6paxaeTcs KpacHbIA MHONKATOP COCTOSHINS MPOAYKTA, MO HaXaTuio Ha KOTOPbIN
OTKpbIBaeTCs BCM/bIBaloLLLas MOAcKaska ¢ TekcTom owwmbku «Elasticsearch HegocTyneH».

Bo3MOXHbIe NPUYMNHbI
Elasticsearch He 3anyLueH nnmn HegoOCTyNeH.

PeweHue

> UYT06bI peLumnTb Npodnemy:

1. Hayane c yctaHoBneHHbIM Elasticsearch BeinonHuTe komaHay:
sudo systemctl start elasticsearch.service

2. TlpoBepbTe cocTosHme Elasticsearch:

sudo systemctl status elasticsearch.service

11.6.21. CtaTtyc knacTtepa Elasticsearch — xenTbiu

B rnaBHOM MeHI0 0TO6paxaeTcs XenTbll UHANKATOP COCTOSAHUS NPOAYKTa, MO HaXaTuio Ha KOTOPbIN
OTKpbIBaeTCS BCM/blBaloLas noackaska ¢ TeKCToM owwmbkn «CtaTtyc knacTtepa Elasticsearch —
XEeNTbln».

Bo3MOXHbI€ NPUYMNHbI

He nns Bcex AaHHbIX B XpaHunue metagaHHbix Elasticsearch ectb Heo6xoanmoe konnyecTso
KonuiA. OTO MOXET 6blTb BbI3BaHO:

— HEeKOPPEKTHOI HaCTPOMKOW pennunkaumnm gaHHbIX B XpaHunuLLie metagaHHbix Elasticsearch;
— BbIXOOOM N3 CTPOS OQHOIO U Heckonbkix y3noB (nodes) Elasticsearch;

— BPEeMEeHHbIMU NpobneMmamMin CUHXPOHM3aUnn krnacTepa Elasticsearch.

PeweHue

CkavalTe apxvB ¢ daifiaMm CUCTEMHbIX XYypHanioB (cM. pasgen 11.2) n oTnpaBbTe ero B CNyxoy
TexHudeckon nogaepxkun Positive Technologies ong ganbHenwero aHanunsa.

11.6.22. Ctatyc knacTtepa Elasticsearch — kpacHbiin

B rmaBHOM MeHI0 0TOBpaxaeTcs KpacHbIA MHONKATOP COCTOSHMS MPOAYKTA, MO HaXaTuio Ha KOTOPbIN
OTKpblBaeTCs BCMblBaloLas Nnoackaska ¢ TekcToMm owmbkm «CtaTyc knactepa Elasticsearch —
KpacCHbIN».

Bo3moixHble MPUYUHDbI
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YacTb gaHHbIX B XpaHunue MmeTagaHHbIX Elasticsearch HepgocTyrnHa. 9To MOXeT 6biTb BbI3BaHO:
— BbIXOAOM M3 CTPOS OAHOrO NN Heckonbknx y3nos (nodes) Elasticsearch;

— BPEeMeHHbIMY Npobemammn CUHXPOoHN3auun knactepa Elasticsearch.

PeweHue

CkavalTe apxuvB ¢ dannamm CUCTEMHbIX XypHanoB (cM. pasnen 11.2) n oTnpaBbTe ero B Cnyxoy
TexHnyeckon nogaepxkn Positive Technologies ong ganbHenwero aHannsa.

11.7. YcTpaHeHne npobnem ¢ XypHanom ayauTa

B aTOM pasnene NprBoasTCS onmcaHns oGOk, CBA3aHHbIX C XyPHanoM ayauTa, 1 fatTcs
WNHCTPYKLM MO YCTPaHEHIO 3TUX OLLINGOK.

B aTom pa3pene

XypHan aygnTta nepenosiHeH (cm. pasgen 11.7.1)

XypHan aygmta noyTu 3anosHeH (cm. pasgen 11.7.2)

11.7.1. XypHan ayomnTa nepenosiHeH

B rnaBHOM MeHI0 OTO6pa)KaeTC9| KpaCHbIVI NHONKaTOP COCTOSAHNSA NPOoAYyKTa, MO HaXaTunto Ha KOTOprVI
OTKpbIBaeTC4d BCrJibiIBaloLLlad noacka3dka C TeKCTOM oLNBKIN «)KypHan ayanTa rnepenosiHeH, NoaToMy
3anncb cobbITUN npnocCTaHoOBJIEHA. OuncTute XypHan 1 Bko4vnTe 3arnncb CO6bITNIAY.

Bo3MOXHbI€ NPUYMNHDbI

KonunuyecTBo 3anuceli B XypHane ayanTta 4OCTUMI0 3HAaUYEHUs, yKa3aHHOro B napameTpe
journal limit (noymonyanuto —10 00O0).

PeweHue

>  YTO6bI pewmnTb Npobnemy:

1. YpanuTe 3anucu n3 xypHana ayguta (cm. pa3gen 10.5.2) nnn ysenuubTe MakcrMmasabHoe
KOMMYecTBO 3anncen B xypHane (cm. pasgen 10.5.4).

2. BknounTe 3anmncb cobbITUIA.

11.7.2. XypHan ayanTa no4yTn 3anosHeH

B rnaBHOM MeHI0 0TO6paxaeTcs XenTbill NHONKATOP COCTOSIHUS NPOAYKTA, MO HaXaTuWIo Ha KOTOpPbIN
OTKpbIBaeTCs BCM/blBaloLLLas NoacKaska ¢ TeKCTOM OBk «)KypHan ayauTa noyTii 3anosiHeH.
OunctuTte eron.

Bo3amo)Hble MPUYUHDbI
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KonunuecTBo 3annceli B XypHane ayanTta 4OCTUMI0 3HaUEHUNS, yKa3aHHOMo B napamMeTpe
journal threshold (no ymonuaHuio — 2000).

PeweHue

> YTo6bl pelunTb Npobnemy,

yoanuTe 3anuncu n3 xypHana ayauta (cm. pasgen 10.5.2) unn ysennybTe MakcrMmasibHoe
KonnyecTBoO 3anncen B xypHane (cm. pasgen 10.5.4).

11.8. YcTpaHeHune npobnem, CBA3aHHbIX C TpaduKom

B aToM pasgene npnBOAATCS ONMCaHNs OLINGOK, CBA3aHHBIX C Ka4eCTBOM Tpadurka, ero 3axsaToMm,
3anncblo N MHAEKCcaLen, a Takxke 4aloTCd peKoMeHaauUmMmn No yCTPaHeHNIO 3TUX OLINGOK.

B aTom pa3pene

Bonee N% notepb npu 3axeBaTe Tpadwuka (cMm. pasgen 11.8.1)

EcTb owmnbkm 3anucu tpacdurka B8 PCAP-dannbl (cm. pasnen 11.8.2)

3a nocnegHun yac 6onee 5% ot Bcero Tpaduka He 6bis10 3anmncaHo (cm. pasgen 11.8.3)

3a nocnepHWn yac 6bin 3anucaH He Becb Tpaduk (cm. pasgen 11.8.4)

3a nocnegHuin Yac NponHaeKCupoBaH He Becb Tpaduk (cm. pasnen 11.8.5)

HeT Tpaduka 3a nocnegHmne 5 MuHyT (cMm. pasgen 11.8.6)

MpocMOTp AaHHbIX O KayecTBe Tpaduka (cMm. pasgen 11.8.7)

11.8.1. bonee N% noTtepb nNpn 3axBaTe Tpaduka

B rnaBHOM MeHI0 0TO6paxaeTCs XenTblil HANKATOP COCTOSHMS NpoadykTa. Mo HaxaTuio Ha Hero
OTKpblBaeTCS BCMblBaloLas NoAcKaska C TEKCTOM OLMGKM «Y3en <HasBaHue y3na>: 6onee N%
noTepb Npu 3axeaTte Tpaduka», rae N moxeT 6biTb 0,5 nnn 5.

Bo3amoKHble NMPUYMHDI
Mogaynb ptdpi He cnpaBnseTcs ¢ 3aXBaTOM BCEro notoka Tpaduka.

PeweHue

> YT06bI pelumnTb Npobnemy,
B NapameTpax Mmoayns ptdpi ncknwoumTe n3 3axasaTa YacTb Tpaduka.

MoapobHyto HPOopMaLmo CM. B pasgene «YnpasneHne mogynamu ptdpi n eunstpamu
3axBaTa Tpaduka» B PyKoBOACTBE onepaTtopa.
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11.8.2. EcTb owmnbkn 3anncu Tpadunka B PCAP-dannbl

B rnaBHOM MeHI0 0TO6paxaeTcs KpaCHbIN MHANKATOP COCTOSIHAS MPOQYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpPbIBaeTCs BCM/blBaloLLLas NoacKaska ¢ TEKCTOM oLwmnbky «Y3en <HasBaHume yana>: eCcTb OWn6KN
3anucu Tpadumka B PCAP-bannbly».

Bo3mo)Hble MPUYUHDbI

Ha ykazaHHOM y3ne 3a nocnegHune 24 yaca nponsoLuna kak MUHMYM ofHa owmnbka 3anncy Tpaduka
B XpaHunnuiie painos PCAP 1n3-3a c609 B ANCKOBOW NOACUCTEME.

PeweHue

> UYT06bI peLumnTb npobnemy,

npoBepbTe PaboTy XECTKNX ONCKOB 1 MPY HEOBXOANMOCTI 3aMEHNTE UX.

11.8.3. 3a nocnegHum yac 6onee 5% ot Bcero Tpaduka He
6b1N10 3anNncCaHo

B rnaBHOM MeHI0 0To6paxaeTCs KpaCHbI MHOANKATOP COCTOSHNS MPOAyKTa, Mo HaXaTuio Ha KOTOPbINA
OTKpblBaeTCS BCMblBaloLLas MOACKaska C TEKCTOM OLMGKMN «Y3en <HassaHne yana>: 3a nocregHuia
yac 6onee 5% oT Bcero Tpaduka He 6bI1I0 3aMNnMcaHo».

Bo3mMoXKHble NPUYMHDI
[nckoBasg nogcuctema He CNpaBnsaeTcs C 3anMcbio BCEro notoka Tpaduka.

PeweHue

> YT06bI peLlumnTb Npobnemy,
B NapameTpax Mmoayns ptdpi ncknwoumte n3 3axasaTa YyacTb Tpaduka.

MoapobHyto nHPOopMaLMo CM. B pasgene «YnpasneHne mogynamu ptdpi n eunstpamu
3axBaTa Tpaduka» B PyKoBOACTBE onepaTtopa.

11.8.4. 3a nocnegHwnin Yac 6biN1 3anncaH He BeCb Tpadpunk

B rnaBHOM MeHI0 0TO6paxaeTCs XenTblil UHANKATOP COCTOSHIS NPOAYKTa, MO HaxXaTuio Ha KOTOPbIN
OTKpbIBaeTCS BCM/blBaloLLas MOACKaska C TEKCTOM OLWMGKMN «Y3en <HassaHne y3na>: 3a nocnegHuin
yac 6bl1 3anncaH He BeCb Tpaduik».

Bo3MOXHbI€ NPUYNHDbI
[unckoBasg nogcncTema He cnpaBnseTcs C 3anncblo BCEro notoka Tpaduka.

PeweHue
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> UYT06bI peLumnTb Nnpobnemy,
B MapameTpax Mofyfsa ptdpi nckniounte 13 3axeaTta YacTb Tpaduka.

Moapo6Hyto nHbopMaLmio CM. B pasaene «YnpasneHne mogynamu ptdpi n ¢unbtpamm
3axBaTa Tpaduka» B PykoBOACTBE onepaTtopa.

11.8.5. 3a nocnegHuin Yac NPONHAEKCNPOBaH He BeCb Tpaduk

B rmaBHOM MeHI0 oTO6paxaeTcs XenTbil UHANKATOP COCTOSHUS MPOAYKTa, MO HaXaTuio Ha KOTOPbIN
OTKpblBaeTCs BCM/blBaloLas MOACcKaska C TEKCTOM OLLNGKM «3a NOCNeaHNI Yac NponHAEeKCpOoBaH
He BeCb Tpaduk».

Bo3mMoXHble MPUYUHDbI

XpaHununiie metagaHHbix Elasticsearch He cnpaBnseTcsa ¢ Harpy3kowm n He ycneBaeT NMHAEKCNPOBaTb
Tpaduk.

PeweHue

Ecnun HeT gpyrux npo6nem B paboTe xpaHunuiia metagaHHbix Elasticsearch, Bam HyxHoO nn6o

po6aBuTb HoBble y3nbl (nodes) B knacTep Elasticsearch, nu6o nameHnTb NnapameTpbl knactepa.
Moapo6Hyto NHPopMaLMo CM. Ha canTe paspaboTunka Elasticsearch.

11.8.6. HeT Tpaduka 3a nocnegHne S MNHyT

B rnaBHOM MeHI0 0TO6pa)xaeTcs KpacHbIA MHONKATOP COCTOSHIS MPOAYKTA, MO HaXaTuto Ha KOTOPbIN
OTKpPbIBaeTCd BCM/blBaloLlas NoAackaska ¢ TEKCTOM OLLINGKN «Y3en <HasBaHue y3na>: HeT Tpaduka 3a
rnocnegHue 5 MrNHyT».

Bo3MOXHbI€ NPUYMNHDI
3a nocnegHne 5 MUHYT B NPOAYKT He MocTynan Tpaduk ans aHanmsa.

PeweHue

> YT06bl pelumnTb Npodnemy:
1. TlpoBepbTe Nogk/oyeHe ceTeBbix kabenel kK cepBepy ¢ ycTaHoBneHHbIM PT NAD.

2. OtkponTte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

3. B 3HaueHun napameTpa capture_if npoBepbTe KOPPEKTHOCTb Ha3BaHNS CETEBOMO
nHTepdelica, Tpadrk C KOTOPOro AO/MKEH 3aXBaTbIBaTbCS.

Hanpumep:
capture_if: eth2

4. CoxpaHuTe nameHeHus B panne /opt/ptsecurity/etc/ptdpi.settings.yaml.

5. Tlepesanyctute moaynb ptdpi:
sudo ptdpictl restart-all
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11.8.7. [pocMOTp AaHHbIX O KayecTBe Tpaduka

Bbl MOXxeTe npocmaTpuBaTb faHHble O KadecTBe nogaBaemoro Tpaduka. [ng atoro 8 PT NAD
ncnonbsyetca ytununTa traffic-analyzer. OHa BbIBOOUT Ha 3KpaH faHHble 06 06paboTke ceccui,
noslydeHHble N3 XpaHunuwa MmeTagaHHbix Elasticsearch (3a nocnegHwmii yac), a Takxe gaHHble O
paboTe moayng ptdpi (o6HoBns0TCS Kaxaple 10 cekyH). DT AaHHble MOryT MOHaOo6uTbC ONg
BbISIB/IEHNS MPO6J1eM, BOSHUKLLNX B X04e 06paboTku Tpaduka NpoaykToM, Hanpumep ns-3a
neperpysku nHTepdenca saxegaTa Tpaduka.

MpumeyaHue. B mHorocepBepHo KOHGUIypaLnm NHCTPYKLMIO HYXXHO BbIMOSIHATb HA8 OCHOBHOM
cepBepe.
MpumeuaHue. Ecnu akzemnngpbl PT NAD o6bennHeHbl B nepapxuto, TO OrnmncaHHble B 3TOM

pasferne BO3MOXHOCTIY OTCYTCTBYIOT B HTepdelice LeHTparibHOW KOHCOSN.

> YT06bl MPOCMOTpPETb AaHHble O KayeCTBe Tpacbw(a,

BbIMOJIHNTE KOMaHOy.
ptdpictl traf

B BblBOfE KOMaHAObl 0TO6pa3saTCs Tabnuubl C AaHHbIMYK O KadecTBe Tpaduka.

)F WINDOW & !ASYNC

PucyHok 19. NpocMoTp faHHbIX 0 KayecTBe Tpadurka

[unarHocTrka n yCTpaHeHne HencrnpaBHOCTEN 174



B BbIBOAE YyTUNNTBI COOEPXATCS MNapamMeTpbl Ceccuii ¢ olnbkamm o6paboTku (onncaHmne owmnbok
06paboTKu ceccuin npmeoauTcs B NpunoxeHnn E PykoBoacTtea onepaTopa). s kaxaoro
napameTpa oTo6paxaloTcs cnegyoLne faHHble:

— total — konnyecTBO cecculr;

— % — OTHOLLEHINEe KOIn4YeCcTBa CECCUIN BbIBpaHHOIo NapamMmeTpa K KONM4ecTBy CECCUIA, faHHbIe B
KOTOPbIX NepenaBannch ¢ Ncnonb3oBaHnem npotokona TCP (B npoueHTax);

— bytes.total — Becb 06beM gaHHbIX (B banTax);
— bytes.recv — o6bem nonyyeHHbIx gaHHbIX (B 6anTax);
— bytes.sent — o6bem oTnNpaBneHHbIX faHHbIX (B 6anTax).

BbiBoaVMble NapameTpbl 06paboTKy Ceccuii onmcaHbl B TabnvLe Hxke.

Ta6nuua 14. MapameTpbl 06paboTky ceccuii

MapameTp OnucaHue PunbTp, KOTOPOMY COOTBET-
CTBYeT napameTp

TCP Ceccuwm, faHHbIe B KOTOPbIX proto == tcp
nepepaBanncb C NCMoNb3oBa-
Huem npoTokona TCP

BAD_CHECKSUM Ceccun ¢ owmbKom errors == bad_checksum
BAD_CHECKSUM

Errors Ceccun ¢ nobbiMn oLInGKamm errors
06paboTKM

ASYNC Ceccum c owmnbkon ASYNC errors == async

Errors & IASYNC Ceccunn ¢ nobbiMy OLLIMGKaMM errors and errors != async
06paboTKu, KpomMe OLLNGKIA
ASYNC

GAP_DETECT Ceccunn ¢ owmbKom errors == gap_detect
GAP_DETECT

OUT_OF_WINDOW Ceccun ¢ owméKomn errors == out_of_window

OUT_OF_WINDOW

GAP_DETECT & Ceccun ¢ owmbkamm errors == gap_detect and
OUT_OF _WINDOW & ! GAP_DETECT n errors == out_of_window and
ASYNC OUT_OF_WINDOW, He cogep- errors l= async

Xawme owmnbky ASYNC
TUNNELS Ceccun, B nakeTax KOTopbix 06- | tunnels.type

Hapy>XeHbl CNyXe6Hble 3arosioB-
K, CBMOETENbCTBYIOLINE O TyH-
HenmpoBaHNN
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MapameTp

OnucaHue

®unbTp, KOTOPOMY COOTBET-
cTByeT NapameTp

TUNNELS_VLAN

Ceccun, nakeTbl KOTOPbIX NMe-
toT VLAN-3aronosku

tunnels.type == vlan

TUNNELS_GRE

Ceccum, nakeTbl KOTOPbIX Me-
toT GRE- nnn ERSPAN-3aronos-
KI

tunnels.type == gre

TUNNELS_TEREDO Ceccum, nakeTbl KOTOPbIX Me- tunnels.type == teredo
0T Teredo-3aronoBku

TUNNELS_VLAN & Ceccunn c owmbkon ASYNC, na- | tunnels.type == vlan and

ASYNC KeTbl KoTopbIX nmetoT VLAN-3a- | errors == async

rOJTIOBKW

BbiBoguMble napameTpbl paboTbl Mogys ptdpi onncaHbl B Tabnvue Huxe.

Ta6nuua 15. MapameTpbl paboTbl Mogyns ptdpi

MapameTp OnucaHue MpumeyaHue
Sensor name HasBaHuve mogyng ptdpi -

Stat time Bpema nonyyeHuns ctatnctnkn B dpopmaTte UTC
Up time MpopomknTenbHOCTbL PaboThl —

mopyns ptdpi ¢ MomeHTa 3anyc-
Ka

Interface name

HasBaHue nHtepdeiica

Mpw ncnonb3oBaHUN MexXaHN3Ma
DPDK HaunHaeTcd Ha pci-, Hanpu-
Mep pci-02-00-0

Speed CkopocTb npuema Tpaduka (B He yunTtbiBaeTCa CKOPOCTH OT-
6anTax B cekyHay) dunbTPOBaHHOIO Tpaduka 1 CKo-
pocTb Tpaduka ¢ owmbkamm Npu
3axBaTe
Packets CkopocTb npuema Tpaduka (B He yunTtbiBaeTCa CKOPOCTH OT-

nakeTax B cekyHay)

PunbTpPOBaHHOro Tpaduka 1 CKo-
pocTb Tpaduka c owmbKamm Npu
3axBaTe

Kernel drops

KonnyecTBo owmnbok npu 3axsa-
Te, CBA3aHHbIX C BbICOKOW 3a-
rPY3KOW NOTOKOB 06paboTKu
mopayna ptdpi

KonnuecTBo olWNG0K B cekyHay U
obLLee KoMMYyecTBO C MOMEHTa
3anycka mopyng ptdpi

Other drops

KonnyecTtBo apyrux own6oK
npw 3axsaTte. Hanpumep, own-
60K, KOTOPbI€ MOTYT BO3HVIK-

KonnyecTtBo oWwWN60OK B CEKYHAY 1
obLLee KONMYeCTBO C MOMEHTa
3anycka mogyng ptdpi
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MapameTp

OnucaHue

MpumevaHue

HYTb, eC/ pa3mep MPUHSATBIX
MakeToB MNPEBbILLAET 3HaYEHNe
MTU ceTeBoro nHrepdeiica

Worker drops

KonuyecTBo owmnb6ok npmn obpa-
60TKe, CBA3aHHbIX C BbICOKOW
3arpy3kol NoToKoB 06paboTKu
mogayns ptdpi

KonunuecTBo olWNG0K B cekyHay U
obLLee KoMmMyecTBo C MOMEHTa
3anycka mogyns ptdpi

Invalid checksums

Konunuectso naketoB TCP ¢ He-
BEPHOI KOHTPOSIBHOWN CYMMO

KonunuecTtBo NakeToB B CEKyHOY
obLLee KONMYeCcTBO C MOMEHTa
3anycka mogyns ptdpi

Packet size max

MakcumanbHbI pasmep NpuHs-
TOro 1 06paboTaHHOro nakeTa

Hanpumep, ecnu Ha ceTeBOWN NH-
Tepdeinc c MTU 1518 6ant nocTy-
natoT nakeTbl pasmepom 1000 6ant
1n 9000 6ainT, TO MakCuMasnbHbIl
pasmMep NPUHATOro 1 06paboTaH-
Horo naketa — 1000 6anT

Flows KonuuectBo coeguHeHnin KonunuecTtBo coeguHeHNIN B CEKYH-
Ay 1 obLLee KONMYeCTBO C MOMEH-
Ta 3anycka mogyns ptdpi
Transactions KonuuecTBo TpaH3akuuin NpoTo- | KonmyecTBO TpaH3akuui B CEKyHOY
Kona npukiagHoro ypoBHs (L7) 1 obLiee KONMYecTBO C MOMEHTa
3anycka mopyng ptdpi
Files KonnyecTBo n3BneyeHHbIx KonuuecTBo daiinoB B cekyHOy n

dainnos

obLLee KOMMYecTBO C MOMEHTa
3anycka mopgyng ptdpi

IP fragments

Konnyectso IP-dparmeHTOB B
cekyHay

Onsa npotokonos IPv4 n IPvé

IP fragments drops

KonunuecTtBo OT6pOLLEHHBIX IP-
$pparmeHTOB B CekyHay

Bce ¢pparmeHThl IP-nakeTa ot6pa-
CbIBalOTCS, €Cnu XOTS 6bl OQUNH
dparmMeHT N3 3Toro nakeTa He 6bin
nony4yeH

TCP gaps

KonuuecTBo nponyckos B TCP-
COeONHEHNSIX B CEKyHAOY

B TCP-coeaunHeHnn cermeHTbl ¢
LaHHbIMW NepefalTcs C Nopsia-
KOBbIMU HOMepamu. MNponycku
TCP-cermeHTOB MOryT CUrHanNn3un-
poBaTb O NpobriemMax npu nogade
nnn 3axsate Tpaduka
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11.9. YcTpaHeHune npobnem ¢ HexBaTKoW annapaTHbIX
pecypcoB

B aTom pasgene npnBoaaTCs onncaHns oLWmnG0K, CBA3aHHbIX C HEAOCTaTKOM annapaTHbIX pecypcoB
Ha cepBepe PT NAD, 1 gatloTcs MHCTPYKLMN MO YCTPAHEHNIO 3TUX OLUNGOK.

B aTom pa3pene

B knacTtepe Elasticsearch octanocb meHee N% cBo6ogHoro mecta (cm. pasgen 11.9.1)

B dalinoBoi cucteme 3akoHUMNIOCh CBO60AHOE MecTo (CM. pasgen 11.9.2)

B dannosoin cnucteme octanoch MeHee 5% cBob6ogHOro Mmecta (cm. pasgen 11.9.3)

Pecypc ncuepnan 6onee yem Ha 80%, BO3MOXHbI Mpo6remMbl ¢ pa3bopom Tpaduka
(cMm. pasgen 11.9.4)

Pecypc ncuepnaH, 4yacTb Tpaduka He pasbupaeTtcs (cM. pasgen 11.9.5)

11.9.1. B knacTepe Elasticsearch octanocb meHee N%
CBO6OOHOMO MecTa

B rnaBHOM MeHI0 0TO6paxaeTcs KpaCHbI MHANKATOP COCTOSIHNS NpoaykTa. [1o HaxaTnio Ha Hero
OTKpbIBaeTCs BCM/blBaloLLLasa Nogckaska ¢ TeKcToMm owwmbky «B knacTtepe Elasticsearch octanoch
meHee N% cBobogHoro mecta», rae N moxeT 6biTb 10 unn 20.

Bo3MOXHbI€ NPUYNHDI

B dannoBoin cucteme, BbigeneHHon nog xpaHeHue dannos ¢opmata JSON ¢ meTagaHHbIMK
Tpaduka, NOYTN HE OCTaNoCh CBO6GOAHOIO MeCTa.

PeweHue

>  YTO6bI pewmnTb Npobnemy:

1. Y6epmunTech, UTO cornacHo napameTpam nnaHuposLka Cron B daine /etc/cron.d/ptdpi
cKpUNT es-cleaner. py BbINOMHAETCS perynsgpHo.

2. OtkponTte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

3. TllpoBepbTe 3HaueHme NapameTpa es_store days B cekuum Elastic settings.

MapameTp 3agaeT BpemMs xpaHeHus pannos ¢opmaTa JSON B gHAX. [1pn HEO6XO0ANMOCTI
HY>KHO YMEHbLUNTb 3HaYeHne.

4. CoxpaHuTe nameHeHus B ¢anne /opt/ptsecurity/etc/ptdpi.settings.yaml.
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5. Tlepesanyctnte moaynb ptdpi:
sudo ptdpictl restart-all

6. Ecnn dainnbl popmata JSON XpaHATCS He Ha OTAENbHbIX XECTKMX Auckax unu ¢annosBbix
cucTemax, NpoBepbTe NCMNOJIb30BaHNE ANCKOBOrO NMPOCTPaHCTBa Npui noMoLLm yTunnt df n
du. MNpu HeoBXOANMOCTI yaanuTe Hencnonb3yemble gaisibl, Harnpumep daisbl XypHanoB 1
pe3epBHbIe KOMuu.

11.9.2. B ¢pannoBon cucteme 3aKkOHUYNI0Ch CBO6OAHOE MECTO

B rnaBHOM MeHI0 0TOo6paxaeTcs KpaCHbIN MHANKATOP COCTOSIHNS MPOAYKTa, MO HaXaTuio Ha KOTOPbINA
OTKpblBaeTCs BCMblBaloLas Noackaska C TEKCTOM OLINGKN «Y3en <HasBaHue y3na>: B ¢ainioBoi
cucteme <Touyka MOHTUPOBAHNS> 3aKOHUYNI0Cb CBO60OAHOE MECTOY.

Bo3mo)KHble NPpUYMHbBI
B dannosoin cnucteme ¢ ykazaHHOW TOYKOWN MOHTMPOBAHNS 3aKOHUNI0Ch CBO60OHOE MECTO.

PeweHue

>  YT06bl pelmnTb Npotnemy:

1. Y6eguTecn, YTO COrflacHoO napameTpam nnaHuposLka Cron B danne /etc/cron.d/ptdpi
cKkpunTbl es-cleaner.py n ptdpi-watch-diskspace BbINOAHAIOTCS peryngapHo.

2. Tpun HEOBXOANMOCTIN N3MEHNTE POTALMIO AAaHHbIX B MOTOKOBbIX XPaHUAnLLax
(cm. pasgen 10.11).

3. [MpoBepbTe NCnonb3oBaHME AUCKOBOro NPOCTPaHCTBa B GpaliIoBO CUCTEME NPV MOMOLLM
yTunnT df n du. MNpu HeobXxoOAMMOCTN yaanuTe Heucnonb3yemble gaisibl, Hanprumep dansbl
XYPHaNoB 1 Pe3epBHbIE KOMUN.

11.9.3. B pannoBon cncteme octanocb meHee 5% cBO6OAHOIO
MecTa

B rnaBHOM MeHI0 0TO6paxaeTCs XenTblil MHANKATOP COCTOSHIS NPOAYKTa, MO HaXaTuio Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLasa Noackaska ¢ TEKCTOM oLwmbky «Y3en <HasBaHune y3na>: B dalinoBoi
cucteme <Touyka MOHTUPOBaHNS> OCTanocb MeHee 5% CBOH6OAHOro MecTay.

Bo3mo)xHble MPUYUHDbI

B dalinoBoin cucteme ¢ ykazaHHON TOUKON MOHTUPOBAHS OCTanoCcb MeHblle 5% cBo6ogHOro
mMecTa.

PeweHue
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> UYT06bl peLumnTb Npobnemy:

1. Y6epawnTech, UTO cornacHo napameTpam nnaHuposLka Cron B daine /etc/cron.d/ptdpi
cKkpunTbl es-cleaner.py nptdpi-watch-diskspace BbINOAHAIOTCS perynsapHo.

2. TMpn HeOBXO[MMOCTI NIMEHINTE POTALMIO AaHHbIX B MOTOKOBbIX XPaHUNLLAX

(cm. pazgen 10.11).

3. [llpoBepbTe ncnonb3oBaHMe ANCKOBOro NPOCTpaHCTBa B GaliioBO CUCTEME NP MOMOLLA
ytunut df n du. Mpw HeobxoaMMOoCTn yganuTe Hencrnonbdyemble dainnbl, Hanpumep dalnbl
XYPHanoB 1 pe3epBHble KOMUN.

11.9.4. Pecypc ncuepnaH 6onee yem Ha 80%, BO3MOXHb!
npobnemsbl ¢ pasbopom Tpadurka

B rnaBHOM MeHI0 0TOo6paxaeTCs XenTblil UHANKATOP COCTOSHIS NPOAYKTa, MO HaXaTuio Ha KOTOPbIN
OTKpbIBaeTCs BCM/blBaloLLLas MOACKa3Ka C TEKCTOM ook «Y3en <HasBaHune y3na>: pecypc
<HasBaHune pecypca> ncuepnaH 6onee yem Ha 80%, BO3IMOXHbI Npob6iemMbl C pa3bopom Tpadurkay.

Bo3mMo)XHble MPUYUHDbI

AnnapaTHbIl pecypc, BblgeneHHbIn B KOHbUrypauum mogyns ptdpi nog onpeneneHHyo yHKLUMIo,
ncyepnaH 6onee yem Ha 80%.

Ta6nuua 16. AnnapaTHble pecypcbl

HasBaHue Tun PyHKUMSA NlumuT no ymonua-
HUIO
Total.defrag.memuse | O3Y HedparmeHTaums 32 Mb
IPv4- n IPv6-nakeToB
Total.flow.memuse ogy OTcnexvBaHme ak- 3B (5,6 MnH coean-
TUBHbIX COEANHEHWI HEeHWIA
Total.tcp.memuse o3y OTcnexvBaHmne ak- 2B (=7.5 mnH coean-
TyBHbIX TCP-coenn- HeHNi)
HEeHWIA
Total.files.memuse o3y C6opka dainos, 1B
nepenaHHbIX B CECCU-
ax
Total.seg.memuse ogzy C6opka TCP-coean- 8Tb
HEeHWI
Total.files.disk_used darinoBble geckpumn- C6opka dainos, 3840

TOpbI

nepenaHHbIX B ceccn-
ax
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Hy>HO ycTpaHnTb Npob6aemMy A0 MNOMHOro ncyepnaHns pecypca, nHaye cooTBeTCTBYoLas GYHKLNS
nepecTaHeT paboTaTb.

PeweHue

O6paTtnTechb B CNyX6y TEXHNYECKO NOAAEPXKN ANS HACTPOMKN NMMUTOB Mogyns ptdpi.

11.9.5. Pecypc ncuyepnat, yactb Tpaduka He pasbupaeTcs

B rnaBHOM MeHI0 0TO6paxaeTCs KpacHbI MHAMKATOP COCTOSIHNS MPOAYKTA, MO HaXaTuio Ha KOTOPbIIA
OTKpbIBaeTCH BCMN/IblBaloLad Nofckaska C TeKCTOM OLWn6GKN «Y3en <HasBaHue y3na>: pecypc
<HasBaHue pecypca> ncuyepnaH, 4yacTb Tpaduka He pa3brpaeTca».

Bo3mo)Hble MPUYUHDbI

AnnapaTHbIl pecypc (cm. paznen 11.9.4), BbiaeneHHbll B KoHburypauum mogyns ptdpi nog
onpegeneHHyo GyHKUMIo, ncyepnaH. HyxHo ycTpaHuTb Npobnemy s BOCCTaHOBNEHNS paboTbl
PYyHKUNN.

PeweHue

O6paTuTech B CNyX6Y TEXHNYECKON NOAAEPXKIN A5 HACTPOWKIN NTMMTOB Mogyns ptdpi.

11.10. YcTpaHeHune owmnbok npn c6opke ceccuin

B aTom pazgnene onncbiBaloTCs NPUYLHbI BO3HUKHOBEHIS OTAEbHbIX OLLNGOK 1 $haros, KOTopble
NOSIBASIOTCS B 3aMMCIX CECCUIA, a Takke [aloTCs peKOMEeHOAUMN MO YCTPaHEHNIO STUX OLLNGOK 1
dnaros.

B aTom pa3pene

YcTpaHeHune owmnéok BAD_CHECKSUM (cm. pazgen 11.10.1)

YctpaHeHune owmnéok OUT_OF WINDOW (cm. pasgen 11.10.2)

YcTpaHeHune ownbok REASM_LIMIT (cm. paspen 11.10.3)

YcTpaHeHune owmnbok RES_LIMIT (cm. pazgen 11.10.4)

11.10.1. YcTpaHeHune owmnbok BAD_CHECKSUM

B cnincke ceccuin ectb 3anncu ¢ pnarom BAD_CHECKSUM «B Tpadumke ceccum ectb
noBpexaeHHble NakeTbl. HapyLlueHne nx LenoCTHOCT O6HapYXeHO Npu NpoBepKe KOHTPOSbHbIX
CYMM>».

Bo3moxHble MPUYUHDbI

PT NAD BbluncngeT KOHTPOJIbHYO CyMMYy 3axBadyeHHoro rnaketa TCP n cpaBHMBaeT ee C
KOHTPOMbHOW CyMMOW N3 3arofioBKa TOro Xe nakeTa. ECrv KOHTpOonbHbIE CyMMbI pa3nnyaioTcs,
nakeT cynTaeTcs NoBpexaeHHbIM. [Npy HanMunmn XoTs 6bl OQHONO NMOBPEXAEHHOrO NakeTa B CECCUM
PT NAD po6aenget dnar BAD_CHECKSUM B aTpubyTbl 3TON cCeccun.
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PeweHue

B HopmanbHOM cuTyalumm noay4YaTenb OTKIOHIET MOBPEXAEHHbI MakeT, 1 OTNpaBuTeNb nepecobiliaeT
ero noBTopHo. OgHako B HEKOTOPbIX Cly4dasax (13-3a 0OCO6EHHOCTEN HaCTPOWKN CeTEBOro
060pYyAOBaHNS) MOXET MNOTPeBboBaTbCS OTKITIOUNTL MPOBEPKY KOHTPOMbHbIX cyMmM B PT NAD,
NMOCKOJbKY MOBPEXAEHHbIE MakeTbl He aHaNN3NPYIOTCS U MOTYT NMOBANSATb HAa KOPPEKTHYO CHOPKY
ceccun.

>  YT06bl OTKIOUNTD MPOBEPKY KOHTPOJIbHBIX CYyMM:

1. OtkponTte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. [o6aBbTe B KOHeL, dalina CTpoky:
checksum_checks: no

3. CoxpaHute n3ameHeHund B painne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. T[lepeszanyctute moaynb ptdpi:
sudo ptdpictl restart

MpoBepka KOHTPOJIbHbIX CYMM OTKJIloYeHa. [1/19 ee MOBTOPHOMO BKIIOYEHNS HYXHO N3MEHUTb
3HayeHMe ykasaHHOro NapameTpa Ha yes 1 nepesanycTuTb Moay/b ptdpi.

11.10.2. YcTtpaHeHune owmnbok OUT_OF_WINDOW

B cnincke ceccuin ectb 3anncu ¢ owmnékon OUT_OF WINDOW «He ynanocb 3aBeplUNTb aHanm3
TCP-coeanHeHns. MNoTepu AaHHbIX MPEBBICUN TNMUAT.

Bo3moXKHble NMPUYMHDI

O61beM faHHbIX, NoTepsiHHbIX B TCP-coenunHeHnn, npesbicun ykazaHHoe B KoHburypauum PT NAD
3HadeHune (no ymonuanuo — 10 KB). o 3akpbiTns TCP-coeanHeHns ykazaHHbI B
KoHoburypaumnoHHom dpane PT NAD numut moxeT 6biTb NepeonpenenieH napameTpamMmmy camMmoro
COEUNHEHNS, HO 3TO 3HaUEeHME He MOXET ObITb MeHbLLE YKa3aHHOIO B KOHbUIypawmm.

PeweHue

Bbl moxeTe nosbicutb numnt gng OUT_OF_WINDOW B koHdurypauum PT NAD.

>  Y106bl n3meHnTb numunt gng OUT_OF WINDOW:

1. Otkpounte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. [o6aBbTe B KOHeL, daiinia CTPOKY:

ptdpi.yaml.stream.min-window-size: </lummT B banWTax>

Hanpumep:

ptdpi.yaml.stream.min-window-size: 15000
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3. CoxpaHute nameHeHund B panne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. TlepeszanycTtute Mmoayb ptdpi:
sudo ptdpictl restart

11.10.3. YcTpaHeHune owmnb6ok REASM_LIMIT

B cnucke ceccunii ectb 3anucu ¢ ownékon REASM_LIMIT «He yoanocb 3aBepLumnTb C60pKY ceccun.
KonunyecTBo nakeToB, NnepenaHHbix B TCP-coegnHeHn 6e3 noaTBepXaeHns, [OCTUI IO
YCTaHOB/IEHHOIO IVIMUTA.

Bo3mo)Hble MPUYUHDbI

KonnyecTtBo nakeTos, nepefaHHbix B TCP-coeanHeHnn 6e3 nogTeepxaeHns nonyvatens (CermeHT
ACK), npeBbicno ykazaHHoe B koHpurypauum PT NAD 3HayeHune (no ymonyaHuio —1000).

PeweHue

Bbl moxeTe nosbicutb AnmnT gng REASM_LIMIT B koHdurypauum PT NAD.

>  Y106bl N3MeHnTb NMnT gns REASM_LIMIT:

1. OtkponTte dainn /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. [o6aBbTe B KOHeL, dalna CTPoKy:

ptdpi.yaml.stream.max-packets-latency: <KonuyectBo nakeToB>

Hanpumep:
ptdpi.yaml.stream.max-packets-latency: 1200

3. CoxpaHute nameHeHund B painne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. T[lepeszanyctute moaynb ptdpi:
sudo ptdpictl restart

11.10.4. YcTpaHeHune ownbok RES_LIMIT

B cnncke ceccuin ectb 3anncu ¢ ownbkon RES_LIMIT «He yoanocb npoaHannanpoBaTtb YacTb
Tpadurka ceccumn. HegocTaTouHO NamMaTy.

Bo3mo)Hble MPUYUHDbI

PT NAD ncuepnan o6bem namsaTii, BbloesieHHbln ong aHanuasa TCP-coegnHeHuns (Mo ymonyaHuio — 8
I'B).

PeweHue

Vicuepnarune namatu npyneogut k Tomy, uto PT NAD nepecTtaeT aHannsnpoBaTb HoBble TCP-
coefHeHns. YTobbl pelwnTb 3Ty NPo6IeMy, Bbl MOXETe BbioennTb Ang aHannsa TCP-coegnHeHns
6onblue namati. MNepen aTM pekoMeHayeTcs y6eamnTbes, YTo McyepnaHne NnaMsTin CyYyaeTcs 4acTo
1 AANTCS NPOJOMKNTENbHOE BPEMS.
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BHumaHwue! BbigeneHne 6onbliero o6bema namaTii MOXeT yBennunTb notpetneHune O3Y
mogaynem ptdpi.

MpumeuaHwue. Npun HacTpoeHHoN nHTerpauun ¢ Grafana Bbl MOXeTe OTCeXnBaTb MPOLEHT
noTpebneHns BblaeneHHon namatn Ha gaw6éopae DPI internal ¢ nomolubto BugxeTta DPI
memuse (nokasaTesib reassemble).

> YT06bI YBeJINYNTb o6beM NnamsTy, BblaeneHHbln ona aHanmsa TCP-coeanHeHuns:

1. OtkpouTte dann /opt/ptsecurity/etc/ptdpi.settings.yaml:
sudo nano /opt/ptsecurity/etc/ptdpi.settings.yaml

2. [o6aBbTe B KOHeL, dalna CTpoky:
ptdpi.yaml.stream.reassembly.memcap: <O6bvem><EauHuua usmepenua: kb, mb wnam gb>

Hanpumep:
ptdpi.yaml.stream.reassembly.memcap: 9gb

3. CoxpaHuTte n3meHeHuns B dainne /opt/ptsecurity/etc/ptdpi.settings.yaml.

4. Tlepesanyctnte Mmoaynb ptdpi:
sudo ptdpictl restart
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12. O TexHn4eckon nogaepxke

MapaHTUNHag nogaepxka OOCTyMNHa 19 BCex BnagesbLeB AencTyowmnx nuueHsnn Ha PT NAD B
TeyeHue neproga NPefoCcTaBneHns O6HOBNEHNI 1 BKIOYaeT B cebs CneayoLwmnin Habop ycnyr.

MpepocTaBneHne goctyna K 06HOBNEHHbIM BepCUsiIM NpoAyKTa

O6HOBNEHNs NpoayKTa BbiMyCckalTCs B Mopsake 1 B cpoku, onpepensemolie Positive Technologies.
Positive Technologies noctaBnseT 06HOBNEHHbIE BEPCUN MPOAYKTa B TEYEHMNE OMTaYeHHOro
nepuoga rnonyyeHns o6HOBNEHII, yKa3aHHOMO B 6/1aHKe NNLEH3UN NProBpeTeHHOro NPoAyKTa
Positive Technologies.

Positive Technologies He npon3BoanNT yCTaHOBKY O6HOBIEHWI NPOAYKTa B paMKaXx rapaHTUHO
nooaepXKn 1 He HeceT OTBETCTBEHHOCTU 3a MHUMAEHTbI, BO3HUKLUNE B CBS3V C HEKOPPEKTHOW U
HeCcBOeBpPEMEHHOI YCTaHOBKOW OGHOBIEHNIA MPOaYKTa.

BoccTaHoOBNeHMe paboToCcnoCO6HOCTM NPoAyKTa

Cneunannct Positive Technologies npoBoguT onarHoCcTuky 3asBneHHoro cbos n NnpefocTasnsgeT
peKoMeHZaLnn 419 BOCCTaHOBEHNS paboToCNoCcobHOCTY NpoaykTa. BoccTaHoBneHne
PaboTOCNOCOBHOCTIN MOXET 3aKNio4aTbCsl B Bblgaye pekoMeHaaunin no ycTaHoBKe NpoaykKTa 3aHOBO
C NOTEeHLMaNbHOM NoTepeil HaKoMEHHbIX 4aHHbIX 60 B BOCCTAHOBAEHV BEPCUY NpoayKTa 13
LOCTYMHOW pe3epBHON KOMuK (pe3epBHOE KOMMPOBaHWE AOMKHO 6biTb HACTPOEHO
3abnaroBpemeHHo). Positive Technologies He HeceT OTBETCTBEHHOCTU 3a MOTEPIO AaHHbIX B CllyYae
HEeBEepPHO HAaCTPOEHHOIO PEe3ePBHOMO KOMMPOBAaHNS.

MpumeuaHwme. NomoLLb OKa3bIBAETCH NP YCOBUY, YTO KOHEYHbIM MOMNb30BaTeNeM NPOayKTa
cobntofeHbl Bce annapaTHble, MporpaMMHble 11 MHble TPeB6oBaHNS 1 OrpaHnyeHusl, OncaHHble B
LOKYMEHTaLMN K MPOAYKTY.

YcTpaHeHne ownbok n gedekToB B paboTe npoaykTa B pamMkax
BbiNyCKa O6HOB/IEHHbIX BEepcumn

Ecnun B pesynbTaTte anarHocTukim obHapyeH gedekT unm ownbka B paboTe npopykTa, Positive
Technologies 0693yeTcs BKMOUNTL NCNPaBAeHME B 6KalLLIne BO3MOXHbIE O6GHOBNEHNS MPOAYKTa
(c yueToM pennsHoro umkia NpoaykTa, npuoputeTa gedekra nm owmnbKn, CAOXHOCTN TPpebyeMblxX
N3MEHEHIIA, a TaKXe 3KOHOMUNYECKON LienecoobpasHoCT ncrnpasnerHns). Cpokun Beinycka
OBHOBMEHNI MPOAYKTa ocTalTcs Ha ycMoTpeHme Positive Technologies.

PaccmoTpeHne npeanoXxeHuin no gopaboTke NpoayKTa

Mpu o6paLleHnn C NpeasioxeHnemM nNo fopaboTke NpoaykTa HeO6XoAMMO NOAPOBHO onncaThb Lesb
Takow JopaboTKu. Bbl MoXeTe NogennTbCcs pekoMeH4aLnsgMMN Mo YAYYLLIEHNIO NPOoAyKTa 1
onTuMmn3aumn ero pyHKUMoHanbHocT. Positive Technologies 0653yeTcs paccMoTpeTb Bce
npenIoXeHns, o4HaKo He NPUHUMaET Ha cebs 0693aTeNbCTB MO peann3aunmn Kaknx-nmnéo
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popa6oTok. Ecnu Positive Technologies npuHnMaeT pelleHne o gopaboTke NpoaykTa, TO Clocobbl 1
CPOKW ee peannsaunm ocTaloTcd Ha yecmoTpeHume Positive Technologies. 3asBkuy NpuH1MaloTCs Ha
nopTane TEXHNYECKOW NOAAEPXKKN.

MopTan TexHnYeckon NoaaePIKKM

Ha noptane TexHnyeckon NnogaepXki Bbl MOXeTe KpyrnocyTto4yHo co3fgaBaTtb U OB6HOBNATb 3as1BKI U
4YnTaTb HOBOCTW MPOAOYKTOB.

[na nonyyeHns gocTyna K nopTany TEXHNYeCKOol NoAaePXKM HY>XHO CO3AaTb YYETHYIO 3amnnch,
NCrnonb3ys agpec 3NeKTPOHHOWM NoYTbl B 0duLmanbHOM OMEHe Ballel opraHusaunn. Bel moxeTte
yKasaTb Apyrve agpeca anekTPOHHON NMoYThl B KaYecTBe AoMNoHNTENbHbIX. [lo6aBbTe B Npoduib
Ha3BaHVe BaLlell OpraHn3aunm 1 KOHTakTHbIN TefiedoH — Tak Ham 6yAeT NpoLLe C BaMU CBS3aTbCS.

Moppepxka Ha nopTasne NPefoCTaBNSeTCS Ha PYCCKOM U aHMINACKOM 93blKax.

YcnoBus npeaocTaBneHNs rapaHTUAHOWN NOoAAe PXKU

[ng nonyyeHns rapaHTUnHON NOAAEPXKN HEO6XOANMMO OCTaBUTb 3asiBKY Ha NopTasie TEXHNYECKON
NoOfepXKY 1 NMPEeaoCTaBUTb CleayloLmne AaHHbIe:

— HOMep NNLUeH3nn Ha NCnoJib3oBaHme NpoaykTa;
— Cl)al‘/lﬂbl XypHanoB n Ha60pr OnarHoCTn4yeCKnx gaHHbIX, KOTOpble Tpe6y|OTC9| 014 aHannaa,;
— CHUMKW 2KpaHa.

Positive Technologies He 6epeT Ha cebs 0693aTeNbCTB MO OKa3aHMIo YCyr rapaHTUIHON NOAAEPXKIA
B C/lyyae Ballero oTkasa NnpefocTaBuTb 3anpaluviBaeMyo MHPOpMaLMio U oTkasa oT BHeQpEeHNs
NpPefoCcTaB/IEHHbIX PEKOMEHOaLMIA.

Ecnu 3aka3unk He NpefocTaBnseT HeobXxoanmyio nHbopmaumio no npoecTsun 20 KaneHaapHbIX
AHel C MOMeHTa ee 3anpoca, CrneunanmncT TeXHNYECKON NoaaepXK MeeT NpaBo 3aKPbiTb 3asBKY.
Oka3zaHuie ycnyr MoXeT 6biTb BO306HOBIEHO MO Ballel HLMAaTUBeE Npu YCNOoBIN NpeaocTaBneHns
3aMnpOoLLUEHHO paHee NHpopMaLni.

Ycnyrn no rapaHTUIAHON NopaepXke NpoayKTa He BKIIYaloT B cebs yCyrii Mo nepeycTaHoBKe
npoayKTa, pelleHne Npobiem ¢ onepaunoHHON CUCTEMON, MHOPACTPYKTYPO 3aKkasunka unm
CTOPOHHNM NPOrpamMMHbIM 06ecneYeHnem.

3agBKIN MOryT HanpaBnsaTb YNOHOMOYEHHbIE COTPYAHUKI 3aKa34ynka, Blageiowero NpoaykKToM Ha
3aKOHHOM OCHOBaHWK (BK/TlOYas Hanuyme aenctayowein niuueH3nn). CneumanncTbl 3aKka3ymka
LOMMKHbI UMETb [OCTAaTOYHO 3HAHWIA 11 HAaBbIKOB A9 cbopa 1 NpefocTaBNeHNs ONarHOCTUYEeCKON
NHbOpPMaLK, HEOBXOANUMON AN PeLLEeHNS 3asBNEHHON NPOGAeMbI.

Ycnyru no rapaHTUiHOM NoAnepXXKe OKa3blBAOTCS B OTHOLLEHUN NOAAePXBaeMbIX BEPCUIA
npopykTa. ViHpopmaLums o nogaepXmBaeMbix BEPCUAX COQEPXUTCS B «[1o1nTIIKE NOAAEPXKKNA BEpCUin
nporpamMmmMHOro o6ecnedyeHns» 1 (1nn) NHbIX NHPOPMaLMOHHBIX MaTepuanax, pasmMeLLeHHbIX Ha
oduumnanbHom Be6-caliTe Positive Technologies.
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Bpems peakuun n npuoputusaumns sasBok

Mpw NonyyYeHnn 3asBkI el NpUCBanNBaeTCs PErncTPaLiOHHbIA HOMep, CReLnanncT CnyXo6bl
TEXHNYECKOI NoaAepXKn KnaccupuumpyeT ee (MpuceBanBaeT TUM N YPOBEHb 3HAYNUMOCTI) 1
BbIMOSIHSET fanbHelwre waru no ee o6paboTke.

Bpewms peakuum paccumntbiBaeTCs C MOMEHTa MoJly4YeHsl 3asiBKI O MepPBNYHOro oTBeTa
crneumnanncTa TEXHNYECKON NOAOEPXKKIN C yBEAOMIIEHNEM O B3ATUM 3asBKI B paboTy. Bpems peakuun
3aBUNCUT OT YPOBHS 3HAYMMOCTH 3aaBkin. CreumanncT cnyX6bl TEXHNYECKOI NoaaepXK ocTaBnseT
3a cob0li NpaBo NepeonpenennTb YpoBEHb 3HAYMMOCTI B COOTBETCTBIN C MPUBEAEHHBIMI HXE
KpuTepusmu. YkasaHHble CPOKI SBASIOTCS LieNeBbIMM, HO BO3MOXHbI OTKJIOHEHIS! OT HIX MO
06BbEKTUBHBIM MPUYMHAM.

Ta6nuua 17. Bpems peakuum Ha 3ag9BKy

YpoBeHb 3Haun- | Kputepumn sHauMMocCTu 3asiBKN Bpems peakuuu
MOCTH 3asiBKM Ha 3asBKy
Kputunueckuni ABapuiiHble c6ou, NprBoasLLE K HEBO3MOXHOCTI WwTaT- | [o 4 yacoB

HOW paboTbl NpoaykTa (MCKUaga nepBoHadanbHyo yCTa-
HOBKY) N60 OKasblBaloLLE KPUTNYECK 3HaUMOe BNS-
HIVe Ha 613HecC 3aKasuylka

Bbicokuin C6ow, nposBnsaoLmecs B NobbIX YCIOBUAX 9KCMyaTa- [o 8 yacos
LMK NPOAyKTa 1 OKasblBaloLMe 3HaUNTebHOE BINSHNE
Ha BU3HecC 3akasyuka

CpepnHuin C6ou, npogBngoLmecs B crieldunyeckmx ycnosmsax akc- | o 8 yacos
nayatauumm NpogykTa NMbo He okasblBaloLLe 3HaYMTeNb-
HOro BAVSIHNS Ha BU3HEC 3aKa3unka

Huskuni Bonpocbl nHpopmaLmoHHOro xapaktepa 6o céou, He [o 8 yacos
BAVSIOLLME Ha 9KCMlyaTaumio npoaykTa

YKkazaHHble Yacbl OTHOCATCS K paboyemy BpemeHun (padoune gHu ¢ 2:00 go 18:00 UTC+3)
crneumnanncToB TeXHNYeckon nogaepxku. Mog pa6oynm gHem noHnmaeTcs Nto6ol AeHb 3a
NcKIloYeHnem cy660Tbl, BOCKPECEHbS 1 AHEN, ABNSIOLLXCS OPULManbHbIMN HepabounMmn GHSIMN B
Poccuinckon ®enepauuu.

O6paboTka 1 3aKpbiTUe 3a9BOK

Mo Mepe pacCMOTPEHIS 3aIBKI 11 BbINOSIHEHNS HEO6XOAMMbIX AENCTBUI CNeunanncT Cnyxe6bl
nooaepXkn coobLLaeT Bam:

— 0 XOfe OAMarHOoCTVKI Mo 3asiBfIeHHON r|p06ne|v|e N ee pesynbTaTax;

— nNnaHax Bbirnycka 06HOBMNEHHOI Bepcun NpoaykTa (ecnm TpebyeTcs a9 yCTpaHeHns npo6aembl).
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Ecnn no ntoram o6paboTkiy 3asBKN HEOBXOAVMO BHECTU N3MEHEHNS B MpoaykT, Positive
Technologies BkntoyaeT paboTbl MO UCNpPaBAEHIO B 6/1alillee BO3MOXHOE N1aHOBOe O6HOBEHNE
npoaykTa (C y4eToM pennsHoro Uukia npoaykTa, nproputeta gedekTta uim owmnbKr, COXHOCTN
TpebyeMbIX N3MEHEHUIA, a TakKe SKOHOMINYECKON LienecoobpasHocT ncnpaeneHuns). Cpokun
BblMyCcka OGHOBMIEHUI NMPOoAyKTa OCTaloTCcs Ha ycMoTpeHmne Positive Technologies.

Cneunanuct 3aKpblBaeT 3a4BKYy, eCln:

— npepocTaBfieHbl pPeLleHne U BO3MOXHOCTb O60ONTIN Mpobaemy, He BAUSIOLLNE Ha KPUTNYECKN
BaXHYIO GYHKLMOHaNbHOCTb NpoayKTa (no ycmoTpeHuto Positive Technologies);

— [AmarHocTnpoBaH fedekT npoaykTa, cobpaHa TexHnyeckas nHpopmauus o nedekte 1 yCnoBmusx
ero BOCMnpoun3BeneHuns, ncnpaeneHne gedekra 3aniaHNPOBaHO K BbIXOAY B paMkax Ny1aHOBOro
O6GHOBNEHNS NPOAYKTA;

— 3asgBfeHHad npobnema Bbl3BaHa NMporpamMmmMHbIM obecrnedyeHnem nm o60pyaoBaHNEM CTOPOHHNX
NpPon3BOANTENEN, Ha KOTOPbIE HE PacnpPOCTpaHaoTCs obs3aTenbcTBa Positive Technologies;

— 3asgBfeHHad npobnema knaccuounumnpoBaHa creumanuctamu Positive Technologies kak
HernoaaepXneaemasl.

MpumeuaHue. Ecnu npoaykT npuobpeTtancg BMecTe ¢ annapaTHON nnatpopmon B Buae
nporpamMmmMHo-annapaTtHoro komnnekca ([MAK), pelueHne 3asBok, CBI3aHHbIX C OrpaHnYeHneM
N OTCYTCTBUEM PaboTOCMOCOBHOCTI anmnapaTHbIX KOMMOHEHTOB, MPOUCXOANT COrfacHO
YCNOBUSIM 1 CPOKaM, YKa3aHHbIM B FrapaHTUIHbIX 0693aTenbCTBax (rapaHTUiHbIX TafloHax) Ha
Takue anmnapaTHble KOMMOHEHTHI.
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[‘noccapun

PT NAD Sensor

YnpouieHHas Bepcus PT NAD, koTopas ncnonbadyetcs ansa nHrerpaunm ¢ MaxPatrol 10. No3songeT
CHN3NTb TPebOBaHNS K annapaTHbIM pecypcam 3a CYET OTKIIOYEHNS N OrpaHnyeHns GyHKUNIA, He
nMeroLmnx 3HadyeHns ans patotel B MaxPatrol 10.

aKTuB

NHdopmaums, pecypcol (brnHaHCOBbIE, NOACKNE, BbIYNCANTESNbHbIE, MHDOPMALMIOHHbIE,
TEeNeKOMMYHVKALVIOHHbIE 11 MPoYre), MPOLLECChI, BbiNycKaemas NPOoAyKLNS, YCIyri Uin
060pynoBaHNe, UMeoLLE LEHHOCTb ANs OpraHn3auny 1 nogfexallne sawmnTe oT Kubepyrpos.

aTaka

To xe, uTo 1 knbeparaka.

ayauT 4encTBUN Nosib3oBaTens

OTcnexwnBaHne gencTeui nonb3oBaTtenen B npoaykte Positive Technologies ¢ Lenbio oLeHku nx
LEeATeNbHOCTY UM aHann3a paboTbl NpoayKTa B LLEeOM.

BpefooHOCHOe nporpamMmmHoe obecneyeHune

MporpamMmmMHoe o6ecrneyeHne, KOTopoe paspabaTbiBaeTcs ANs NnonyyeHns HeCaHKLNOHNPOBAHHOMO
[OCTYMa K BblUUCANTENbHbIM Pecypcam 1 AaHHbIM, a TakXe 419 HaHeCceHUs yllep6a nytem
KOMUPOBaHNS, UCKaxXeHNs, yaaneHns niv noamMeHbl JaHHbIX.

uHBeHTapu3sauus IT-akTneos

C6op cBegeHun o6 IT-akTrBax 4na NoydeHns npeactasneHns o6 I T-nHepacTpykType
opraHmsaumu.

nHungeHT b

CobbiTne (rpynna cobbiTnil) NHPOPMaLMOHHO 6E30MacHOCTH, KOTOPOE MOXET NMPUBECTN K
HapyLeHno GyHKUNOHNPOBaHNS I T-nHbpPacTpyKTypbl AN BO3HUKHOBEHMIO YIPO3 6€30MacHOCTH
obpabaTbiBaeMOl B Hell MHPOPMaLIN.

Knbepartaka

LleneHanpaBneHHoe BO3OENCTBIME MPOrpaMmMHbIX 1 (111) NporpamMMHo-anmnapaTHbiX cpeacTs Ha IT-
NHPPACTPYKTYPY 1 €€ KOMMOHEHTbI C Liefblo HapyLleHns (npekpalleHns) ee GyHKUNOHNPOBaHNS
NN co3naHns yrpo3bl 6e3onacHoCcT obpabaTtbiBaeMol B Hel HdopMmauumu. Llenamun knbepaTakn
MOryT 6bITb, HANPUMEP, HECAHKLNOHNPOBAHHbIA MePeBO, AEHEXHbIX CPEACTB, HapyLUeHne Wu
610KNPOBKa PaboTbl CUCTEMBbI, MONTyYEHNE HECAHKLNOHNPOBAHHOIO AOCTYNa K MHGPaCTPyKType uin
XULLEHNEe NepCoHanbHbIX aHHbIX.
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MeTafaHHble Tpaduka

CefeHuns 0 ceccum — 0 3a0eiCTBOBaHHbIX B HEV MPOTOKOMNax 1 MPUAOXEHNSX, BOMEHHbIX UMEHaXx,
nepenaHHbIx dalnax, 0bHapyXeHHbIX MHONKaTopax KOMNpoMeTaLnm, O reonokaunm oTnpaBnuTens 1
nonyyatens, o6beme NepefaHHbIX 1 MOMYyYeHHbIX AaHHbIX. [1poayKT nonyyaeT MeTagaHHble Tpaduka
B ABa 9Tana: Nnpu pasbope 3axBayeHHOro Tpaduka 1 Npy oboraleHnn yxe paszobpaHHoOro Tpaduka.
MeTagaHHble MOXHO akcropTupoBaTb B dopmaTax JSON n CSV gng peTpocnekTBHOro aHannsa B
LPYrnx NpogyKTax UM caMoCTOSTENIbHOMO N3YYeHs.

mopaynb ptdpi
YacTb nogcmncTeMbl 3axXBaTa, KOTOpa4d OTBeYaeT 3a 3axBaT N aHanms ceTeBoro TpaCbI/IKa, a Takxe
BblgBJ/1IeHEe aTaK Ha OCHOBe rpaBi n pernyTaunoOHHbIX CMNCKOB.

npaBuno gnga ataku

OnemMeHT CUrHaTypHOro aHanmnsa ceTeBoro Tpaduka, CoaepXaLlnii COBOKYNMHOCTb NMPU3HAKOB, MO
KOTOPbIM CEHCOp O6HapyXmBaeT aTaky unmn ¢asy ee nposeaeHns. MNpaBnno Takxe onpenenseT
CBOIWCTBa aTaku (Ha3BaHMe, Knacc 1 ypoBEHb OMACHOCTN) 1 MOXET COAepXaTb CrpPaBOYHYIO
NHPOPMaLMIO O HE, HanpUMep onMcaHne AKCMNyaTUpPyemMoit ya3BUMOCTY 1 pekoMeHaaunmn ans
onepaTopa. [NpaBuna NUWyTCS Ha Creunann3npoBaHHOM S3blke dKCrepTammn B 06/1acTi
NHOOPMALIMOHHON 6Ee30MacHOCTY 1 MOCTaBAATCS B MPOAYKT B Buae naketos. OnepaTtopbl MOryT
cosfaBaTb UM N3MEHSTb OTAeNbHble NpaBuia B MHTepdelice npoaykTta. CpabaTbiBaHWe npasuna
NPUBOONT K CO3AaHMNI0 3anncu o6 aTake.

pPEeTPOCNEeKTUBHbIN aHaNN3

AHanmn3 AaHHbIX C y4eTOM N3MEHEHUNS BO BPEMEHMU, HauMHas OT TeKyLLEero MOMeHTa BpeMeHN K
KaKkoMy-n60 npoLlealiemMy, Ans BbiSBAEHNS 3aKOHOMEPHOCTEN 11 MOCTPOEHNS rnoTes.

ceccuns

CeaHc o6MeHa ceTeBbIMU NakeTamu MeXay ABymM4 y3namMmm — KIIMeHToM 1 cepBepOoM.

cobbiTne N6

JTlo6oe 3adurkcnpoBaHHOE SBNEHNE B CUCTEME U CeTK (HanpurMmep, NoaKIUYeHne nonb3oBaTens K
dannosomy cepBepy, o6paboTka Be6-3anpoca cepBepoM, OTrpaBka email-coobLieHns,
6NOKNpPOBaHNe 06bekTa MeXceTeBbIM 9KpaHOM CeTEBOIro CoOeNHEHNS).

yrposa b

BO3MOXHOCTb HapyLUeHNs NHGOPMAaLMOHHOK 6e30MacHOCTY, B pe3ybTaTe KOTOPOro MOXET 6bITb
HaHeceH yLiep6 opraHu3aLun Uan Nonb3oBaTenio.

"noccapuin 190



positive
technologies

Positive Technologies — oguH 13 nuaepoB B 06/1acTh pesynbTaTUBHON
knbepbesonacHocTN. KomnaHus sSBnseTcs BeayLwm pa3paboTunkom
NPOAYKTOB, PELLEHWNIA N CEPBUCOB, MO3BOSAIOLLMX BbISBNATb

1 NpefnoTBpaLLaTh KnéepaTtakiy O TOro, Kak OHN MPUYMHSAT HenprememMbli
yep6 6usHecy 1 LenbiM oTpacnam akoHomuky. Positive Technologies —
nepBas N eAUHCTBEHHAas KOMMaHus 13 cdepbl Knbepbe3onacHOCTH

Ha MockoBckoi 6upxe (MOEX: POSI). KonnuecTBo akLMoHepoB NpeBbillaeT
220 TbICAY.
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