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1. O6 aTOM OOKYMEHTE

PyKOBOACTBO agMUHNCTPaTOpa COQEPXAUT CMPaBOYHYIO MHOOPMALMIO Y MHCTPYKLAN MO HACTPOIKe 1
apgMmuHucTpupoBaHuio Positive Technologies MultiScanner (nanee takke — PT MultiScanner).
PyKOBOACTBO HE COQEPXUT MHCTPYKLMIA MO MCMOb30BaHMIO OCHOBHbIX QYHKLIAIA NPOQYKTa.

PykoBoaCTBO afgpecoBaHO creunanicTam, BbIMOMNHSALWIM HAaCTPONKY 1 adMUHUCTPUPOBaHNe
PT MultiScanner.

KomnnekT pokymeHTauum PT MultiScanner BkntouaeT B cebs criegyioLme OKYMEHTHI:
— OTOT AOKYMEHT.

— PykoBOoACTBO MO BHEAPEHNIO — COQepXnT nHGopmMaunio Ang BHeApeHNs npoaykTa B
NHOPACTPYKTYyPE OpraHn3aunn: OT ONMCaHNs TUMOBbIX KOHOUIYpauui 40 NHCTPYKLNIA NO
yCTaHOBKe 11 MepBOHaYanbHOW HaCTPoOKe NpoayKTa.

— PykoBoacTBO crieymnanmcTa no 6e30nacHOCTY — COAEPXUT CLLEHaAPUN NCMONb30BaHNS NPOoayKTa
NS ynpaBneHns cobblTamMm nHGOPMaLNOHHON 6€30MacHOCT.

— PykoBOACTBO Nofb3oBaTeNs — COAEPXUT NHCTPYKLIMN MO oTrpaBke $alifioB Ha MPoBepKY Yepes
nHTepderic npoaykTa Uy No dNeKTPOHHOI NoYTe N MPOCMOTPRY Pe3y/ibTaToB NPOBEPKI.

— PykoBogcTBo paspaboTunka — cogepxuT nHopmaumio ansa nHterpaunn PT MultiScanner co
CTOPOHHUMU CUCTEMAaMU.

B aTom pa3pene
YcnoBHble 0603HaYeHns (cm. pasgen 1.1)

Opyrue nctounukm nHpopmauumm o PT MultiScanner (cm. pasgen 1.2)

1.1. YcnoBHble 0603HauYeHns

B nokyMeHTe MprHSTbl YCIOBHbIE 0603HaYEHNS.

Tabnuua 1. YcnoBHble 0603Ha4YeHNs

Mpumep OnucaHue

BHumaHwme! MNpu BoikmtodeHun | MpenynpexaerHuns. CogepxaTt MHPOpMaLno O AeNCTBUSX U CO-
MOLYNS CHIXAaEeTCs YPOBEHb ObITNSX, KOTOPbIE MOTYT UMETb HeXxenaTenbHble NOCNeacTBIS
3alUNLLEHHOCTN CeTn

Mpumeuanne. Bol moxeTe co- | Mpumevarns. CogepxaT COBETbI, ONNCaAHNS BaXHbIX YaCTHbIX
30aTb AOMOSHUTENbHbIE OTYE- | CryYaes, LOMOMHUTENbHYIO U CAPaBOYHYIO MHbOPMAaLUIO, KO-

Thl TOopast MoXeT BbITb NonesHa npu paboTe C NPOAYKTOM
> UT06bl OTKPbITL haiin: Hauyano nHcTpykumm BbigeneHo crneumnanbHbiM 3HaUKOM
Haxmunte OK HasBaHna anemeHTOB nHTepdeica (Hanpumep, KHOMOK, Noel,

MYHKTOB MeHI0) BblaeneHbl NoNy>XUPHbIM LLPUGTOM

O6 aTOM OOKYyMEHTe 5



Mpumep OnucaHue
BbinonHuTe komangy Stop- TekcT KoMaHOHOW CTPOKK, MPUMEpPbI Koga, MpoYyre AaHHble, KOTO-
Service pble HY>XHO BBECTI C KJ1aBNaTypbl, BblaeneHbl creLumanbHbIM

WwpudTom. Takxke BblgeneHbl CreumnanbHbIM WPUGTOM nMeHa
dannos 1 NyTn K darnam n nankam

Ctrl+Alt+Delete Kom6urHaumg knasuw. YTo6bl MCNOMb30BaTbh KOMOUHAaLMIO, KNna-
BULLVW HYXHO HaxX1UMaTb OQHOBPEMEHHO

<Has3BaHue nporpammbl> ﬂepeMeHHbIe 3aKJ1lo4YeHbl B YriioBble CKOBKI

1.2. dpyrune nctouHunkm nHdopmaumm o PT MultiScanner

Bbl moxeTe HanTu gononHuTenbHyto nHpopmaumio o PT MultiScanner Ha cnpaBoyHOM nopTane
help.ptsecurity.com u Ha [1osuTrBHOM NopTane. Yepes [1o3nTrBHbIA NOpTan Bbl TAKXEe MOXETE
06paTUTBbCS B TEXHUYECKYIO NoaaepXKy (CMm. pasgen 23).

O6 aTOM OOKYyMEHTe 6


https://help.ptsecurity.com/
https://myportal.ptsecurity.com/

2. O PT MultiScanner

Positive Technologies MultiScanner (PT MultiScanner) — cuctema MHOroypoBHEBO MPOBEPKI
dalnoB, CCbINOK N Jpyrux 06bEKTOB AN BbIABNEHUS B HUX Yrpo3 MHbopMaLoHHoN 6e3onacHocTu. B
CUCTEME MPUMEHSIIOTCS Pas3NnyYHble CpeacTBa CTaTMYECKOro N QUHaAMINYECKOro aHanm3a o6bekToB,
BK/IlOYas aHTMBUPYCHOE CKaHNPOBaHNe, penyTauOHHbIA 11 PETPOCHEKTUBHbIV aHanmna.

PT MultiScanner npegHasHauyeH ans BbIIBNEHNS BPEAOHOCHbIX 06beKTOB, NpefoTBPaLLEHNS X
MPOHNKHOBEHNS 1 pacnpocTpaHeHnd B I T-nHbpacTpykType opraHudaumnn. MHoroypoBHeBag
npoBepka NO3BONSET NOBbICUTb BEPOSTHOCTb OGHaPYXEHNS O6BEKTOB C Yrpo3amu.

PT MultiScanner moxeT ncnonb3oBaTbCs crieumanuctTamm no MHPopMaLnoHHON 6€30MacHOCTY,
agMUHUCTpaTopamu 1 aHanutukamm SOC gns aHanu3a Nogo3pnTeNbHbIX OGbEeKTOB U
paccnenoBaHus MHUMOEHTOB MHGOPMAaLMOHHON 6€30MacHOCTI.

PT MultiScanner npegocTtaBngeT cneayioLne OCHOBHblE BO3MOXHOCTI:

— MHoroypoBHeBas NpoBepka 06bEKTOB C MCMOMNb30BaHNEM METOLOB CTAaTNYECKOro 1
LONHaMMYeCcKoro aHanmaa:

«  AHTMBMpYCHad npoBepka pannos.

- [poBepka dannos no YARA-npaswnam, pa3paboTaHHbIM CrieLunanncTaMm 3KCnepTHOro
ueHTpa Positive Technologies.

« [Mpoeepka ncnonHsemoix pannor Windows ¢ ncnonb3oBaHNEM MaLLNHHOIO 06YYeHUS.
- [lpoBepka $painnioB 1 CCbINOK NO NHAMKATOPaAM KOMMApOMeTaLu.
« PeTpocnekTuBHbI aHann3 GainioB B XpaHUInLLe.
— HacTpanBaemble nonb3oBaTenem cpencTsa NPOBEPKU:
«  YepHbllh n 6enbii cnncky dannos.
- [lpoBepka dainnos no nonbzoBatenbckum YARA-npasunam.
+ [Monb3oBaTenbckue npaBuna onpegeneHns GainnoB 1 CCbIIOK C Yyrpo3amu.
— OKcnepTHble MHCTPYMEHTbI 419 NPOBepK O6bEKTOB 1 paccefoBaHNsS NHLUNOEHTOB:
«  [m6knin nonck 3agaHnin n 06bLEKTOB C UCMOSIb30BaHMEM A3blka 3anpocoB QL.
- [MpoBepka ob6bekToB NMo 6asam VirusTotal n PT Fusion.
— bbicTpas npoBepka 06bEKTOB Uepes Be6-NHTepdEC Unm No aMeKTPOHHON NnoyTe.
— [loTokoBas npoBepka 06bEKTOB, MOCTYMNAIOLLNX 3 Pa3INYHBIX NCTOYHUNKOB:

«  [MouToBbI TPaduK cepBepPOB SNEKTPOHHOI NOYTblI C BO3MOXHOCTbIO 6/T0KMPOBKI NNCEM C
yrposamu.

«  O6bekTbl 0T ICAP-KNNEHTOB C BO3MOXHOCTbIO 610KMPOBKI O6bEKTOB C Yrpo3aMu.

O PT MultiScanner 7



O61bekTbl 13 PalIoBbIX XPaHWUANLL 1 GaliIoBbIX LLTIO30B.

O61bekTbl, NepenaBaeMble Yeped nyennyHbil APl PT MultiScanner.

ViHTerpauns ¢ npogyktamu Positive Technologies:

MaxPatrol EDR.
MaxPatrol SIEM.
PT AF.

PT ISIM.

PT NAD.

PT NGFW.

PT Threat Analyzer.

PT MultiScanner Takxe npegocTaBngeT 4ONONHUTENIbHbIE BO3MOXHOCTI:

MOHUTOPWHI NPOBEPKN O6BHEKTOB 11 0GHAPYXEHHbIX YIPO3.

OTnpaBka NoYTOBbIX YBEAOMJIEHWN 06 Yrpo3ax.

(DOpMI/IpOBaHI/le OT4YEeTOB NO 3afaHngM 1 NpoBepPeHHbIM ob6beKTaMm.

CkaumnBaHme NpoBepeHHbIX GalnoB N3 XpaHUInLLA.

MoHuTopunHr paboTbl PT MultiScanner B Grafana ¢ BO3MOXHOCTbIO OTMPaBKW MOYTOBbIX
yBEOOM/IEHNIA.

O PT MultiScanner



3. YUto HoBOro B Bepcumn 5.37

Hwuxe npuBoanTcyd cnncok nameHeHui, kKotopble nogsunnce B PT MultiScanner.

MpoBepka ncnonHgaembix ¢pannoB ¢ UICNO/Ib30BaHNEM MALUNHHOIO
obyueHuns

Tenepb ang npoBepkn ncnonHaemoix PE-dainnos Windows B PT MultiScanner ncnonbayetcs
cpepnctBo npoBepkn PT ML Ha 0OCHOBe TEXHONOTMN MaLLMHHOIO 06y4YeHns. OHO BbiGBNSET
BPELOHOCHbI KOf, C MOMOLLbIO NpeaBapuTenibHo o6ydeHHol mogenu ByteDog, paspaboTaHHol
cneuunannctamun Positive Technologies. Mopenb aHanusmpyeTt cogepxumoe daina kak
nocnepoBaTeNbHOCTb 6aliTOB N BbIGBNSET 3aKOHOMEPHOCTH, XapaKTepHble ANg BPeAOHOCHOrO Koaa.
OT0 NO3BONSET BbIABMAATb Kak M3BECTHbIE, TaK N YrPO3bl, KOTOPbIE HE BCTPEYanuCh B AaHHbIX 014
oBy4eHns Mmogenu.

Co3spaHune cobcTBeHHbIX ponien nonb3oBatenen PT MultiScanner

Tenepb B PT MC Bbl MoXeTe co3fnaBaTb CO6CTBEHHbIE ponn ons nosibdoBatenen PT MultiScanner n
HacTpaunBaTb VX npuBuierun. Bol Takke MoxeTe KONMPoBaTb CTaHAAPTHbIE PO 11 U3MEHSATb Habop
NPVBUIErnA B CO30AHHbBIX KOMUSIX.

[o6aBneHa cTaHpapTHas ponb «AyanTop 6e30MacHOCTU», KOTOopas No3BOMSET NPOCMaTPVBaTh
OeNCcTBUa apyrnx nonb3oBaTenen.

Cnuckun gng xpaHeHUs agpecos

Tenepb B PT MultiScanner Bbl MOXeTe co3gaBaTb CNNCKN AN XpaHeHns agpecoB. B ogHom cnivicke
MOXHO XpaHuTb IP-agpeca, nogceTu, agpeca 3neKTPOHHON NoYThl 1 foMeHbl. CInCOK MOXHO
MCnonb30BaTb B HECKOSbKUX NMpaBunax 06paboTkm Nmcem, YTobbl He NepeydrncnsaTb agpeca B KaXxaoMm
npaswune. lNpun N3MeHeHnn cnncka akTyasbHbI HA6op afpPecoB aBTOMAaTNYECKN NMPUMEHSETCS BO
BCeX Npasunax, rae oH NCnonb3yeTcs.

Bbl MoxeTe 0,06aBnaTh 1 yaansaTb cpasy HECKOJIbKO afpecoB, a Takxe 3aaBaTb CPOK X AeNCTBYS.
Mocrne ncteyeHns cpoka afpec OCTaeTCs B CMNCKe, HO 60MblLUe He YUYNTbIBAeTCS Npu NPUMEHEHN
npaBw. B nCTOpUN N3MEHEHNIA MOXHO y3HaTb, KTO 1 KOrAa N3MeHWU1 CrIMCOK NN agpeca, 1
NPOCMOTPETb KOMMEHTaPUW K 3TUM AeACTBNSIM.

YTo HoBOroO B Bepcum 5.37



4. KomnoHeHTbl PT MultiScanner

B coctaB PT MultiScanner Bxogat cnenytowme KOMMOHEHTbI:

— BcTtpoeHHbin PT MC — KOMMOHEHT, oTBeYatloLuin 3a ayTeHTUdrKaLmio 1 agToprsaumio
nonb3oBatenein PT MultiScanner (nonb3oBaTenbckmne gaHHble XpaHITCs B 6a3e AaHHbIX Nog,
ynpasneHnem CYB[ PostgreSQL).

MpumeuaHue. Npn ncnonbdoaHun BcTpoeHHoro PT MC He pekomeHayeTcs NHTerpupoBaTb ero
C ApyrnmMm naowiagkamu B nepapximm 1 He peKoMeHayeTCcs NogkaYaTh K HeMy gpyrne npoayKThbi.

MpumeyaHue. BcTpoeHHbin PT MC MoxeT 6biTb 3aMeHeH Ha BHELLHWUIA 3K3eMMsp.

— Beb6-uHTepodelic — KOMMOHEHT rpaduyeckoro Nonb3oBaTeIbCKOro nHTepdeica
PT MultiScanner, gpocTynHbi B 6pay3epe.

— 9Yopo npoBepK — KOMMOHEHT, KOTOPbIV OTNPaBASIeT O6beKTbl Ha MPOBEPKY N KOHTPONNPYET
BbINOJSIHEHVE MPOBEPK.

— XpaHunnunwe ¢ansioB — KOMMOHEHT, OTBEYaIOLLNIA 33 XPaHEHME NOJTyYeHHbIX N3BHE ¢alifioB Ha
XECTKOM AMnCKe.

— basa gaHHbIx — komMnoHeHT nog ynpaeneHnem CYB[ ClickHouse, koTopbii obecrneynBaeT
XpaHeHne AaHHbIX O 3agaHnsgx 1 dannax.

— API 6a3bl faHHbIX — KOMIMOHEHT, KOTOPbIN o6ecrneynBaeT oTobpaxeHne nHeopmaumn 13 6asbl
LOaHHbIX B Be6-UHTepdelice PT MultiScanner.

— Cnyx6a Updater — KOMMOHEHT, KOTOPbIN 06ecneynBaeT CKavBaHe N YCTaHOBKY O6HOBNEHWN
PT MultiScanner. BkntouyaeT B cebs GyHKLIMM paboTbl C NMLEH3NEN NpoayKTa.

— Cnyx6a BbicoKoW gocTynHocTn Keepalived — KOMMOHEHT, KOTOPbIN 06ecrneynBaeT OOCTYMHOCTb
BCeX y3noB 0TkasoycTonumBoro knactepa PT MultiScanner Ha ogHowm IP-agpece.

KomnoneHTbl PT MultiScanner



5. TpeboBaHNS K pabounmMm CTaHLNSM

K pabounm ctaHumam agmuHucTpatopos PT MultiScanner, BbigBuraoTcs cnegytoLlie annapaTHble 1
nporpamMmMHble TpeboBaHuS:

— PaspeleHne monutopa — Full HD (He meHee 1920 x 1080 nukcenei).

— bpayzep — Google Chrome Bepcunm 148, Microsoft Edge 148, Mozilla Firefox 150, «AHpekc
Bpaysep» 26.4 nunn 6onee HOBbIX BEPCUIA.

— Ha yane gonxHbl 6bITb paspeLleHbl CXoasLume noakodeHns kK noptam TCP 22, 80, 443, 3334.
— Ecnu Ha y3ne ycTaHOBNEH aHTUBMPYC:

B ncknioueHns aHTnBMpYyCa AOMKHbI 6biTb AO6aBNEHbI MPaBuna, KOTopble pa3peLualoT 4OCTYnN
K ocHoBHOMY y3ny PT MultiScanner n ncnonbsyembiv Npokcu-cepeepam no NpoToKoam
HTTP n HTTPS.

B PT MultiScanner gonxeH 6bITb yCTaHOBNEH Nofb30BaTeNbCk SSL-cepTudukar,
BbIMYLLEHHbI JOBEPEHHBIM LLEHTPOM cepTudrKaunn.

Tpe6oBaHNs K pabourM CTaHUUAM 1



6. HacTpowka ayTeHTndunkaumm

Bxop nonbsosaTenen B PT MultiScanner BoinonHseTcd yepes kKoMnoHeHT PT MC, koTopbin
obecneynBaeT euHbI MexaHn3m ayTeHTudukauum nonb3osaTenen B npogykTax Positive
Technologies. [Ing ayTeHTudMKaLm MOXET NMCMOIb30BaTbC BCTPOEHHbIN 1 BHewHuA PT MC.

[nsa Bxoga B PT MC ncnonbayetca agpec Buga https://<Agpec PT MultiScanner>:3334.
Mpw aTom B kayecTBe agpeca PT MultiScanner Heo6xooumo ykasaTb:

— Ecnn yctaHoBneHa koHduUrypaumsa ¢ 0TKaszoyCTONYMBbIM KacTepoM, — BUpTyabHbii IP-agpec
cnyx6bl Keepalived.

— Ecnn ucnonbayetca gpyras koHourypauusa PT MultiScanner, — IP-agpec ocHOBHOro yana.

[ng nepsoro Bxoga B PT MC ncnonb3yeTcd ctaHgapTHas y4eTHag 3anycb Cynepnonb3oBaTens
Administrator c naponem P@sswOrd. OTa yueTHasa 3anncb NpenocTaBnsgeT HeorpaHnYeHHble
npaa B PT MultiScanner n sBctpoeHHom PT MC.

BHumaHume! B uensx 6ezonacHocTu cpady nocse nepsoro Bxoga B PT MC Bam HeobxoOumo
CMEHWTb Maposb YY4eTHOW 3anncuy Cynepnonb3oBaTens.

YyeTHble 3anucy nonb3oBatenen PT MultiScanner cozpatotca B PT MC, Tam xe nonb3oBaTensm
HagHauatoTcs ponu. [1na Bxoga nonb3osatenen B PT MultiScanner moryT ncnonb3oBaTbcs
nokanbHble yyeTHble 3anuncu PT MC, yyeTHble 3anncum n3 cnyxo kaTanoros no npotokony LDAP, a
TaKxe efunHbIN BXof Yepes3 CTopoHHUe SSO-cuctembl no npotokony SAML 2.0. Onga LDAP-
ayTeHTudMKaLMy nogaepXxmnsatoTcs cnyxobl katanoros Microsoft Active Directory n FreelPA.

MpumeyaHue. VIHCTpyKLUuUM No paboTe ¢ nonb3oBaTendamMu 1 npasamn goctyna B PT MC
NpUBEAEHbI B TEXHNYECKOV JOKYMEHTAaLI KOMOOHEHTa. Ecnn Bbl nCMonb3yeTe BCTPOEHHbIN
PT MC, cnegyinte nHctpykumam ans sepcun 101.20. Ecnn nogkntoyeH BHewHun PT MC,
NCNONb3YNTe NHCTPYKLAN ANS NOAKIIOYEHHON BEPCUN.

Hactpounka ayteHTudunkaumm no LDAP

B PT MC moxHo HacTpouTb Bxof B PT MultiScanner no npotokony LDAP. B aTom cnyyae nornHbl 1
naponn nosib3oBaTenen XpaHaTcs B cryx6e katanoros, a PT MC ncnonesyet LDAP-noaknoveHmne
ON$ NPOBEPKN YYETHbIX AaHHbIX. [10 yMmonuyaHuio nepcoHanbHas 1 opraHn3auioHHas nHGopmMaLns
TaKXe 3arpyxaeTcs U3 cryX6bl KaTanoros, HO NPW HEOBXOANMOCTI €€ MOXHO yKasaTb AN N3MEHUTb
B PT MC.

[nga HacTtponkn LDAP-nogknioyeHns cnegynte NHCTPYKUMSM B TEXHUYECKON fokymeHTauum PT MC.
Bbl MOXeTe nogkno4YnTb O4unH nnmn Heckonbko LDAP-cepBepoB 1 Nput HEO6XOANMOCTN HAaCTPOUTb
CUHXPOHIM3aLMIO CO CNyX601A kKaTasioros.

Ecnun Bbl ncnonbayete BctpoeHHbil PT MC n nogknioveHmne kK LDAP-cepBepy [OMKHO BbIMOMHATLCS
no 3awuieHHoMy coefumHeHmo LDAPS, Heobxoanmo yCTaHOBUTb LOBEPEHHDBIN cepTudukaT
KOPHEeBOro LeHTpa cepTudukaLmm aToro cepepa Ha ocHoBHow y3en PT MultiScanner. CepTtudukat
MOXHO MONYYNTb Yy agMIUHNCTPaTOpPa CNyX6bl KaTanoros.

BHumaHune! Heobxoonmo ncnonb3oBaTtb cepTudurkat B Buge ¢panna X.509 B koguposke Basebd4.
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> YT06bl yCTAHOBUTb fOBEPEHHbIN cepTudukat ons LDAPS,

BbIMOHNTE KOMaHAy:

sudo ptmsctl auth use-local --ldaps-ca-crt <MyTb K ¢ainny ceptudpukaTa>

Flpwmeqal-me. ﬂOBTOpHO@ BbIMNOJIHEHNE KOMaHObl 3aMeH4EeT paHee yCTaHOBﬂeHHbIVl

cepTudukar.

Hanpumep:

sudo ptmsctl auth use-local --ldaps-ca-crt /home/user/certificate ca.crt

[oBepeHHbI cepTudukaTt gna LDAPS ycTtaHoBnEH.

Ponn nonb3oBaTtenen

[ns yyeTHbIx 3anucein nons3oBaTtenen PT MultiScanner ncnonbsyetcs ponesas Mogesb

ynpaBneHns goctynom. MNMpeaycMoTpeHbl crneayoLlme cTaHgapTHble Posn: adMUHUCTPATOP, ayanTop
6e30MacHOCTY, NONb30BaTeNb 1 CreunanncT no 6esonacHocT. [loCTyrHbIe 419 Kaxaol ponn

npmBunnernn ykadaHbol B Tabnuue.

Bbl MoxeTe cosnaBaTb CO6CTBEHHbIE ponn n HacTpamBaTb AN HAX NpuBuniernn, Heobxoanmble ang
BbINONIHEHNS 3afa4 NOMb30BaTENEN. Kpome TOro, MOXXHO KOnmpoBaTb CTaHO4apPTHble PO
N3MEHATb Ha6op I'IpI/IBVIﬂeFI/IM B CO30aHHbIX KOMn4ax.

MpumeuaHue. [pn cozgaHnm y4eTHOM 3aNNC MOXHO Ha3HaYNTb el OQHOBPEMEHHO HECKOSIbKO
ponen. Hanpumep, Bbl MOXeTe co3aaThb elle OOHY YYEeTHYIO 3amniCb Cyrneprosib3oBaTens,

Ha3HauuB el Bce YyeTblpe posin.

Tabnuua 2. MNpunnerun posel nonb3oBaTenei

MpuBunerus Ponb nonb3oBaTtens
AAoMUHKN- AyauTtop Monb3oBa- Cneuymna-
cTpaTop 6e3onac- Tenb JICT no
HOCTH 6e3onac-
HOCTHU
MoOHMTOPUHI
[NMpocmoTp cTpaHuubl CBOoAKa [a [a — [a
[MpocmoTp cTpaHuLy, KoMnoHeHTb!, Ha Ha — Ha
Yanbl, Moabl
MpocmoTp paw6éopnos B Grafana [a [a - [a
HacTpoiika paw6opnos B Grafana [a — — —
3apaHus
[MpocmoTp KapTouek 3agaHnia [a [a [a [a
06beKkToB

HacTtpoiika ayTeHTndmnkaumnm
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MpuBunerus Ponb nonb3oBaTtens
ApMuHM- AypuTop Monb3oBa- Cneuua-
cTpaTop 6e3onac- Tenb JIUCT no
HOCTH 6e3onac-
HOCTH
CkaumBaHue crncka 3agaHuin B pop- Ha Ha — Ha
maTe CSV
CkaymBaHMe oTyeTa Mo 3afaHuio B [a [a [a [a
dopmaTte PDF
[MpocmoTp cTpaHuLbl 3apaHus [a [a [a [a
O6beKTbl
[MpocmoTp cogepXmmMoro nucbma [a [a [a [a
[MpocMOTp 3aronoBKOB NUCbMAa [a Ha [a Ha
CkaymBaHMe crncka o6bekToB B [la [a - [a
dpopmaTe CSV
CkauynmBaHMe OnarHocTnyecKmnx naH- - [a — [a
HbIX 1 $alifoB 3agaHns
CkaumnBaHue dpainnioB 13 XxpaHnamLLa — Oa - Oa
MpocmoTp cTpaHuLbl O6beKTbl [a [a [a [a
Co6bITHS Mo NnMcbMaM
MpocmoTp cTpaHuLbl CobbITUS MO [a [a - [a
nucbMam
KapaHTuH gns nucem
[JocTyn K naHenn kapaHTUHa B - [a — Ha
KapTouke 3aaaHng
IameHeHme cTaTyca NnpocmoTpa — — — Oa
nMcbmMa N KOMMEHTapUs K MACbMY B
KapaHTuHe
YpaneHue nnucbma 13 KapaHTHa — — — Ha
Bbinyck nncbMma 13 KapaHTuHa — — — [a
[Nepeagpecaumns nncbma 13 KapaHTu- — — — Oa
Ha
[NMpocmoTp cTpaHuubl KapaHTuH - [a - [a
CpepactBa npoBepKuU
[MpocmoTp cTpaHuL pa3nena Cpep- Ha Oa — Oa

CTBa NpoBepKu

HacTtpoiika ayTeHTndmnkaumnm

14



MpuBunerus Ponb nonb3oBartens
ApMuHM- AypuTop Monb3oBa- Cneuua-
cTpaTop 6e3onac- Tenb JNIUCT no
HOCTM 6esonac-
HOCTH
BknoueHne n oTkoyeHmne cpencTaa [a — — [a
NpPoBEpPKN
IameHeHne NnapameTpoB CPEeACTBa Oa — — —
NpoBEpPKN
IameHeHne napameTpoB NpoBepKi — — - Oa
O6BbEKTOB
YcTaHoBKa AOMOSHATEIbHOrO aHTu- Oa — - —
BUpYyca
O6HoBMEeHNe NNLLEeH3NN OOMONHN- Oa — — —
TeNbHOro aHTUBUpPYyCa
YpaneHne oonoaHNTENbHOrO aHTUBM- Ha - - -
pyca
[MpocmMoTp YepHoOro cnmncka - - - [a
I3meHeHmne yepHoro cnucka — — - Oa
VIMnopT 3anucein B YepHbI CANCOK — — — Oa
OKCnopT 3anncen 13 YepHOro Cnucka — — - Oa
QuncTKa YepHOro crnmcka - - — Ha
[NpocmoTp 6enoro cnmncka — — — [a
13ameHeHune 6enoro cnmncka — — — Ja
VimnopT 3annceln B 6eblil CIMCOK — — - Oa
OKcnopT 3anucein 13 6es0ro crnvcka — — — Ha
OuuncTka 6enoro cnmcka - - — [a
MNepeBopg TecToBbIX YARA-Npasun B — — — Oa
LencTeyoLLmne
UcToUHUKN
[lobaBneHne NCToYHmKa Ja - — -
[MpocMOoTp KapTOUKM NCTOYHMKA [a [a - [a
HacTpowka napameTpoB NCTOYHIKKA [a — — —
HacTpoiika npaBun npnema nucem Oa — — Oa

HacTtpoiika ayTeHTndmnkaumnm
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MpuBunerus Ponb nonb3oBaTens
ApMuHM- AypuTop Monb3oBa- Cneuua-
cTpatop 6esonac- Tenb AucCT no
HOCTH 6e3onac-
HOCTH
HacTpoiika napameTpoB NpoBepky - - - [a
06bEKTOB
HacTpoiika npaBun o6paboTku Nn- — — — Oa
cem
BknoueHmne n oTknoyeHne 6nokun- — — — [a
[POBKI O6BbEKTOB
YoaneHne NCTo4yHmnka Ha — — —
CkaumnBaHune ¢painnos xypHana ncroy- Ha Ha — Ha
HUKa
[NpocmoTp cTpaHuLbl UcTouHUKKU Oa Oa - Oa
MapameTpbl cucTembl
[MpocmMoTp CTpaHuLbl NapameTpoB Ha [a - [a

MpoBepka 06beKTOB

[MpocmMoTp CTpaHuLbl NapameTpoB Oa [a — —
XpaHunuue

[MpoCMOTp CTpaHuLbl NapamMeTpoB Oa Oa - —
KapaHTuH

[MpocMOTp CTpaHuLbl MapaMeTpoB Oa Oa — —
My6nuunbin API

[MpocmoTp CTpaHuLbl NapameTpoB Ha [a - -
YBepomneHus

[MpocmMoTp CTpaHuLbl NapameTpoB Ha [a - -

MouToBbIA W03 6e30MNacHOCTH

VI3ameHeHne napameTpoB NPOBEPKN Oa — — —
O6BbEKTOB

VIameHeHne napaMeTpoB XpaHuInLLa Oa — - —
IameHeHne napamMeTpoB KapaHTUHa Ha - - -
VIameHeHne napameTpoB NyGanyHo- Oa — - —
ro API

I3meHeHne napameTpoB yBeLoMIe- Oa — — —
HUIA
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MpuBunerus Ponb nonb3oBaTtens
ApMuHM- AypuTop Monb3oBa- Cneuua-
cTpaTop 6e3onac- Tenb JIUCT no
HOCTH 6e3onac-
HOCTH
IameHeHne napameTpoB NOYTOBOIO [a - - -
Lo3a 6e30MacHOCTH
[lobaBneHne areHTa NoYTOBOroO LMO- [a — — —
3a
IameHeHMne napamMmeTpoB areHTa rno- Oa — — —
YTOBOrO LLUJO3a
YpaneHne areHTa rno4yTtoBOro Lo3a Ja — — —
[MpocmoTp cTpaHuubl AreHTbl no- Ha [a - -
YTOBOrO LWIO3a
CospnaHue cnucka agpecos [a - — [a
[MpocmoTp agpecoB B cnncke [a Ha — [a
IameHeHmne cnucka agpecos [la — - [a
YpaneHue cnncka agpecoB Oa — - Oa
[MpocMmoTp cTpaHuLbl CNMCKu agpe- Ha [a - Ha
coB
CospnaHune TokeHa gocTtyna K ny6énmny- Oa — — —
Homy API
[o6aBneHne KOMMeHTapus K TOKEHY Ja — — —
gocTyna
OT3bIB TOKEHa JOCTyNa [a — — —
[MpocmoTp cTpaHuubl TOKeHbl go- [a [a - [a
cTyna
MpocmoTp cTpaHuLbl O6HOBREHUS Ha [a — —
HacTpolika pacnucaHns o6HOBNEeHUS! Ha — — —
PyuHon 3anyck o6HOBMEHNS Ha - - -
[MpocmoTp cTpaHunLbl JluueH3us [a Ha — Ha
AKTNBaLNS 1 3aMeHa NTNLLEeH3NN [la — - —
CkaumnBaHune pannoB CUCTEMHbIX [a Oa — Ha
XypHanoB
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MpuBunerus Ponb nonb3oBaTtens

ApMuHM- AypuTop Monb3oBa- Cneuua-

cTpatop 6e3onac- Tenb JINCT no

HOCTH 6e3onac-
HOCTH
Be6-uHTepdeiic
[MpocmoTp crncka NpuAoXeHni, 4o- Ja [a — [a
CTYMHbIX Yepes eaunHbI BXoq,
[MpocMoTp yBEOOMAEHUI O NpoBepKe Oa Oa Ja Oa
06bekToB
[MpPOCMOTP CUCTEMHbBIX YBEAOMIIEHWN Ha Ha — Ha
[MpoBepka 06bEKTOB Yepes Be6-1H- Oa Oa Oa Oa
Tepdelc
Vcnonb3obaHue TecToBbiX YARA- - - — [a
npasun
HAocTyn K 3agaHuam

[ocTyn ko BCceM 3agaHnam — [a - [a
[ocTyn TONbKO K CBOVIM 3afaHNaMm [a — [a —

HacTtpoiika ayTeHTndmnkaumnm
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7. Bxon B PT MultiScanner

Bxog B PT MultiScanner BbinonHgeTcs ¢ nomoLsto komnoHeHTa PT MC, koTopblin o6ecnednsaeT
eOyHbIA MexaHn3Mm Bxoda B npoaykTbl Positive Technologies.

[ns Bxoga B PT MultiScanner Bam noHago6uTcs agpec Be6-nHTepdeinca PT MultiScanner n gaHHble
y4YeTHOW 3anuncu.

> Yto6bl BOoUTK B PT MultiScanner:

1. B apgpecHol cTpoke 6pay3epa BBeguTe agpec Beb-nHtepdeinca PT MultiScanner n Haxmunte
knasuwy Enter.

OTkpoeTca cTpaHuua Bxoga B PT MultiScanner unun ctpaHuua ons aHOHUMHOW NpoBepKi
O6BHEKTOB.

2. HaxmwuTte kHornky BorTm.
OTkpoeTca cTpaHuua Bxoga B PT MC.
3. Ecnn Bbl ncnonb3yeTe AOMEHHYIO YYeTHyI0 3annch, Bbibepute Bkiaaky LDAP.
4. BBepguTe AaHHble yYEeTHOW 3anncu.
5. HaxmwuTte kHornky BorTm.

OTkpoeTca Be6-uHTepderic PT MultiScanner.
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8. IHtepdenc PT MultiScanner

Pa6ota ¢ PT MultiScanner BbinonHsieTcs yepes Be6-uHTepdenc. Bce nepenaBaemble npu paboTte
OaHHble 3awmwatotcea npu nomowm HTTPS ¢ ncnonb3osaHnem SSL-ceptundunkata. Ceptudumkat
MOXET 6bITb Kak caMOoMnoAnmMcaHHbIM, Tak 1 BblaHHbIM obuLManbHbIM LEHTPOM cepTudukaumm.

FnaBHOE MeHIo

[lna pocTtyna nonb3oBaTtenei K CTpaHnuam Beb-nHTepdenca n OCHOBHbIM GYHKLISAM
PT MultiScanner ncnonbayeTcd rnaBHoe MeHo. B rnaBHOM MeHI0 pacnofoXeHbl cnegyioLume
3NeMeHTbI yrpaBeHuns.

mEm g .
iia — KHOMKa Ang nepexofa mexay npunoxeHnamu Positive Technologies, koTopbie
3aperncTprpoBaHbl B CEpBICE yrpaBneHns nons3osatenamu n goctynom PT MC.

Pasznenbl Ans nepexofa kK CTpaHuLam Be6-nHTepdelica:

— 3apaHus — 4519 paboTbl C 3a4aHVSIMK Ha NMPOBEepPKY O6bEeKTOB.

— 0O6beKTbl — O519 paboTbl C 06bekTaMy B XpaHuuLLe.

— CpepacTBa NPoBepKMU — COAEPXKUT MyHKTbI ANs Nepexoaa K Cneayowmm CTpaHLam:

- Okcneptusa PT — gns paboTbl CO CpeacTBaMu NPOBEPKU, KOTOPble paspaboTaHsl
cneunannctamu Positive Technologies.

«  AHTMBMpPYCbI — 015 paboThbl C aHTUBUPYCaMV CTOPOHHUX Pa3paboTUNKOB, KOTOpbIe
1CNONb3YIOTCA Npn NpoBepke dalnsos.

- Monb3oBaTenbckue npasuna — 419 paboTbl CO CPEACTBOM NPOBEPKM O6BEKTOB MO
nonb3oBatenbckum YARA-npasunam.

— WMCTOUHMKM — coOepXNT NYHKTbI 415 Nepexona K CnemyoLmm cTpaHnuam:

- YnpaBneHue UCTOYHMKAMM — [19 PA6OTbl C ICTOYHUKAMU, OT KOTOPbIX MOCTYMNalT 06beKTbl
Ha NpPoBepKY.

- TokeHbl pocTyna — a/19 paboTbl C TOKeHamu gng goctyna Kk PT MultiScanner uepes
nyenunyHbln API.

— Cuerema — cogepXunT NMyHKTbl ANs nepexoda K CAeayoLwmnmM CTpaHuLaMm:
- TMapameTpbl — cogepXunT NyHKTbl 4Ng nepexoga Ha cTpaHuubl HacTponkn PT MultiScanner.
- OG6HOBNeHus — 0519 paboTbl ¢ o6HoBNeHuamMu PT MultiScanner.

- KoHdurypauumsa — cooepxunT nyHKTbl Ans nepexofa K CTpaHuuam ¢ nHbopmaumnen o
HaCTPOEHHOW KOHbUIrypauum, KoMnoHeHTax, yanax n nogax PT MultiScanner, a Takxe gng
MOHUTOPWHIa CUCTEMHbIX PECYPCOB Y3/10B C MOMOLLbIO CPEACTBA BU3yannsaLnm 1
MOHUTOpPWHra gaHHbix Grafana.

«  JlnueH3usa — ong pa6oTbl ¢ nnueHanen PT MultiScanner.

MpoBepuUTb 06BbEKTbI — KHOMKA A1 MPOBEPKN O6bEKTOB Yepes Beb-nHTepdeic.
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Takxe B rnaBHOM MEHIO pacnonoxXxeHbl 3HaYKN:

A - LS MTPOCMOTpPa YBEAOMMEHWI O MPOBEepKe 06bEKTOB, OTMNPABEHHbIX BaMU Yepes NHTepdeiic.
Ha 3Hauke oTo6paxaeTcs KoNMYecTBO NPOBEPEHHbIX 06BEKTOB. [0 cCbifike B yBEAOMMAEHN Bbl
MOXeTe OTKPbITb KapPTOUKY 3afaHus, B KOTOPOM NPOBEPEH O6LEKT.

0 — N9 MPOCMOTpa yBeOoMIeHnI o paboTe komnoHeHToB PT MultiScanner n pocTynHbix
OBHOBNEHNSX. Ha 3Hauke oTobpaxaeTcs KONMYeCTBO HOBbIX yBegoMeHWIA. [1pu HaxaTum Ha 3HayoK
Bbl MOXeTe:

«  TlocmoTpeTb Bepcuto PT MultiScanner.
«  CkayvaTb dannbl xypHanos PT MultiScanner.

- [lepentn Ha canT TexHnyeckon nopgaepxkn Positive Technologies.

9 .
&8 — 019 NpoCcMOTpPa 1I0rMHa, nog KotopbiM Bbl Bowan B PT MultiScanner. Mpw HaxaTum Ha 3Ha4oK
Bbl MOXeTe:

«  CMeHnTb TeMy odopMeHNs 1 93blk MHTepdenca.

«  Bbiatn n3 PT MultiScanner.

CmeHa 93bika n Tembl opopmneHns nHtepdenca

ViHTepdeiic PT MultiScanner gocTyneH Ha pyCCKOM W aHIMIACKOM 93blkKaxX B CBET/IOMN 1 TEMHON
Temax opopmneHus. Mo ymonyaHuno BbIGpaHbl PyCCKUA 93bIK 1 CBETNAas Tema.

> UYT06bl CMEHUTb 93bIK MHTepdelica,

9
B rTaBHOM MeHI0 BbiGepuTe @ —> A3bIk -~ <Ha3BaHue a3bika>.

>  UYT06bI CMEHUTb TEMY UHTepdelica,

O
B rTaBHOM MeHI0 BbibepnTe @ —> Tema — <HasBaHue TeMbli>.

MpumevaHue. [1n9 Bbi6opa TEMbI, COOTBETCTBYIOLLEN odopmeHuto nHtepderica OC, Bbl
MoXeTe BblbpaTb CucTeMHas.

AyauTt pencTeumn nonb3oBaTenen

B PT MultiScanner peannsoBaH ayouT AeNCTBUIA Nosib3oBaTene. PermcTpurpyloTcs cobbITns
6€30MacHOCTN, CBSI3aHHbIE CO CneayLnMn 4eNCTBUSMI NoNb3oBaTene:

— MPOCMOTP 3afaHuiA;

— CKaudlBaHWne pe3ynbTaToB NpoBepKu 1 ¢aMﬂOB N3 XpaHunnuia;

NPOCMOTP 1 BbIMYCK MMCEM U3 KAPaHTNHA;

— M3MEeHeHue NapamMmeTPOoB MPOBEPKI NCTOYHIKOB;
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— paboTa c UcToYHrKamu (DobaBneHne, yoaneHue, BKIOYEHNE, OTK/IOUEHNE 11 M3MEeHeHe
napameTpoB);

— paboTa c aHTMBUpYycamm 1 (yCTaHOBKa, yaaneHre, BKIIlYEeHNe 1 OTKIoYeHne);

— paboTa co cpencTtBamu npoBepku Positive Technologies (BkitodeHme, OTKIOYEHNE N U3MEHEHNE
napameTpoB);

— paboTa C YepHbIM 1 6esbiM cnnckamm (OYnCcTKa, CkaunBaHme);

— pa60Ta C 3anmncamm B HepHOM 1 6enoM crnmckax (,D.O6aBﬂeHI/|e, yoaneHne, nepemMelleHne vexay
crnckamu, gobaeneHmne KOMMeHTapI/leB);

— paboTa c TokeHamMu 4ocTyna (co3naHne, [obaBneHne KOMMEeHTapus, NPUBS3Ka K MCTOYHIKY 1
OT3bIB);

— cKauumBaHue $painnioB XypHanos;

— 13MEeHeHne OCHOBHbIX NapameTpos PT MultiScanner;

— 3anyck o6HoBneHus PT MultiScanner n nameHeHmne napameTpoB aBTOMaTNYECKOro O6HOBNEHNS;
— 3ameHa nnueHsun PT MultiScanner.

Kpome TOro, pernctpupytoTcs cobbiTiisi 6e30MacHOCTY, CBA3aHHbIE CO CriefyioLmnmMm
aBTOMaTuyeckumm gencteuamm PT MultiScanner:

— o6HoeneHne PT MultiScanner no pacrnncanuio;

— OGHOBMEHME aHTMBUPYCOB, aHTUBMPYCHbIX 6a3, cpencTB NpoBepku Positive Technologies n nx
6a3 3HaHWN.

Bce 3apeructpupoBaHHble cobbiTUS OTO6paxatoTcs B XypHane gencteun PT MC.
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Q. lnueHsnpoBaHme

YT06bI ncnonb3oBaTb PT MultiScanner, Bam Hy>HO Nprno6pecTn 1 akTUBMPOBATL NnLeH3unto. [ng
NPNOBGPETEHNS NNLLEH3NN N N3MEHEHINS NapaMeTPOB yXe NPUOBPETEHHON NNLIEH3MNN Bbl MOXETE
06paTUTLCH B TEXHUYECKYIO nogaepxky Positive Technologies.

Ecnu Bbl He BBOANMAN CEPUIHBIN HOMeP NuueH3nn npn yctaHoeke PT MultiScanner, Bam HyXHO
aKTUBMPOBATb NMLIEH3NIO MNOC/E YCTaHOBKM.

YUTO6bI aKTVBUPOBATb NNLEH3MI0, MPUOBPETEHHYIO Balle opraHmnaaLmer, BaM HYy>XHO BBECTU
CEPUINHBIN HOMeP 3TON NnueH3nn B uHTepdelice PT MultiScanner. CepuinHbii HOMep yKa3blBaeTCs B
danne serial number.txt Ha yCTaHOBOYHOM AMCKE 13 KOMMEKTa MOCTaBKW UK BbiCbllaeTCs B
3NEKTPOHHOM MUCbMe Ha agpec, ykasaHHbI Npy 3akase NINLEH3UN.

3ameHa nMuUeH3nn MoXeT NOTPe6oBaTbCs B CNEAyoWMNX CyYasx:

— OgpHa 1 Ta Xe nnueH3uns 6blla akTUBUPOBaHa B HeCcKonbkunx aksemnngpax PT MultiScanner.
lMocKonbKy ofHa NULIEH3NS MOXET NCMOb30BaTbCH TOMbKO B OOHOM 3K3eMMspe rnpoaykTa, Bam
HY>KHO 3aMEeHUTb INLLEH3MI TaK, YTO6bl B KaXgoM ak3emMnaspe 6blia akTUBMpPOBaHa CBOS
NNLIEH3INS.

MpumeuaHwme. [Npuy HexBaTKe NMLLEH3WI BaLLel OpraHn3aumnmn HyXHO JOKYMNTb UX.

— JlnueHsus 6bina akTuBMpoBaHa He B ToM ak3emnngpe PT MultiScanner. Hanpumep, nuueHaus,
KOTOpas NO3BONSET NPOBEPSATL TONbKO MOYTOBLIN TPaduk opraHm3daumm, 6bi1a akTMBMPOBaHa B
aK3EeMMIAPE, KOTOPbIV Bbl YyCTaHABAMBANN NCKOYNTENbHO A1 CaMOCTOATENIbHOW NPOBEPKM
dalnoB NonbL3oBaTENAMU.

— KoHourypaums cepepa ¢ yctaHoBneHHbIM PT MultiScanner meHsinace 6onee Tpex pa3
(Hanpumep, 3aMeHaINCb KOMMIEKTYIOLWE cepBepa), BCIEACTBME YEro NuueH3ung ctana
HeOencTBUTENbHON. B Takom criydae BaM Hy>XXHO 06paTUTbCS B TEXHUYECKYIO Noaaepxky Positive
Technologies ans nonyyeHns HOBOW NMLIEH3UN C TEMI Xe napameTpamMmu.

YnpaBneHne NiueH3nei ocyLLecTBNIeTCa Ha CTpaHule Cuctema — JiueHsus.
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& 3aMeHUTb NUUEH3U < TMpoBepwTb NULEH3WIO MpoeepeHa 12 ¢espana, 10:58
NvuenHsna

Ne 4 - Bnds3M-***-0lAYBC @ [eitcteuTensHa ao 3 wioHsa 2025
MCcTOUYHUKK NumuT 06paboTku
CraHpapTHble o

CnyxBa Checkme, eeb-nHTepdelc ANA NPOBEPKK
dainoe, paclunpeHHsld AP, API

2ONeKTpPOoHHAS noyTta 5 apgpecos
MouToBLIKM cepeep B pexuMe dUNbTpauuKn, NoYToBLIR 1 x 5

CEPBEP B PEXWUME 3epPKanMpoBaHuA, NOYTOBLIA cepeep

C YCTaHOBNEHHbIM areHToMm

CeTteBoll TpAdUK 500 MéuT/c
ICAP-cepeep, PT NAD 1 x 500 MbéuT/c
CeTeBoe XpaHunuiie 1

Obwan nanka, Nanka-wno3a

PucyHok 1. CTpaHuua JluueH3usa

B pabouein o6nacTui CTpaHuLbl PacrofIoXeHbI:

KHomnka 3amMeHUTb IMLLEeH3UI0 0J19 BBOAa CEPUITHOro HOMepa HOBOW STLIEH3NN.

KHonka MpoBepuTb NULLEH3MIO [19 O6HOBNEHS HOOPMaLLY O MapamMeTpax TekyLlein
nuueH3nn. P9oom ¢ KHOMKOWM Takxke oTobpaxaeTcs gata nocnegHen npoBepKu.

H0|v|ep TeKyLLl,eI?l nnueH3nnm n Cpok ee OencTBus.

VicTouHuKn ons npoBepKn N NNMNT NX O6pa6OTKI/I B pamMKax TeKyLLLeIﬁ MUeH3nn.

YUTo6bl akTVBUPOBATb W 3aMEHNTb NNLEH3NIO B BE6-NHTepdence:

1. B rnaBHOM MeHIO BbibepuTe Cuctema — JiMueH3us.

2. Haxmute KHOMKy 3aMEeHUTb ULLEH3UIO.

3. BBeguTe cepuiiHbli HOMEP NULEH3NN 1 HAXMNTE KHOMKY 3aMEHMTD.

MpumeuaHune. PekomeHayeTcs CpaBHUTb NapamMeTpbl NMLEH3MIN, MepeYnclieHHble Ha CTpaHuLe,
C yKa3aHHbIMI Mpun 3akase nuueH3unn. B cnyyae HeCoOOTBETCTBIS BaM HYXXHO 06paTUTbC B
TexHn4yeckyto nogaepxky Positive Technologies.
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10. HacTpouka cpeacTB NpoBepKy

Yepes nHtepderic PT MultiScanner Bbl MOXxeTe HacTpaunBaTb CpefcTBa CTaTnyeckoro u
OMHaMN4Yeckoro aHanmnsa o6bLeKToB. B 3aBnCMOCTN OT cpencTBa NPOBEPKU BO3IMOXHOCTM MO
HacTpolike pa3nuyatoTcs. Bol moxeTe:

— BxnounTb nnu BbikNounTb cpeacTsa npoeepku Positive Technologies, oCHOBHble unn
OOMONHNTENbHbIE aHTUBUPYCHI, MPOBEPKY Yeped nonb3oBaTenbckne YARA-npasuna.

— BbibpaTb NCTOYHUKN NHOMKATOPOB KOMMPOMETaLLK, KOTOPbIA 6yaeT ncrnons3oatecs PT loC gng
npoBepku GaiioB 1 CChIIOK.

— Bbl6paTb cnoco6 NpPOBEPKN CCbINTOK, KOTOPbIN 6yaeT ncnosb3oBaTtbca PT Crawler.

— HacTpouTb 0TANYHbIN OT OCHOBHOIO Npokcu-cepsep HTTP, kKoTopbln 6yaeT Ncrnonb3oBaTbCs AN
npoBepkKu ccbinok yepes PT Crawler.

— YcTaHoBUTb 1 OBHOBUTL AOMNOSIHATENbHbIE AHTNBUPYCbI.

B aTom pa3pene

HacTpolika nuMmnToB Ha pa3mep n3Bnekaemoix dainnos (cm. pasgen 10.1)
HacTporika cpencts nposepku Positive Technologies (cm. pasgen 10.2)
HacTpolika aHTuBmpycos (cm. pasgen 10.3)

Pa6oTa c nonbsoBaTensckumn YARA-npasunamu (cm. pasgen 10.4)

10.1. HacTpoinka nuMnToB Ha pa3mep na3erekaemblx ¢anios

C NOMOLLBIO KOHCOSbHBIX KOMaHA, Bbl MOXETe HaCTPOUTb MakCManbHbI pa3mep n3BneKkaemMbix
no4yepHunx darnos. IHCTpYKUMM HEO6XOANMO BbINOMHSATL HA OCHOBHOM Y3re.

HacTpoika nuMuUTOB pacnakoBLUYNKa

KomnoHeHT Unpacker ns3snekaet goyepHune ¢aiinbl 13 NOCTYNMBLUKX Ha NpoBepky dainos. o
YMOJYaHMIO Ha pa3mMep fodepHero daina yctaHoBneHo orpanuyeHmne B 512 Mb. Ecnn daiin
npeBbILLaeT 3TOT pa3mep, TO n3BfekaeTcs pparmeHT dpainna pasvepom 512 Mb.

>  UYT06bl HACTPOUTb MakCcuUMarbHbI pasmep ¢ainsos, nsesnekaemblx Unpacker,

BbIMOMHNTE KOMaHAy:
sudo ptmsctl system components set -c unpacker -p max_unpacked size=<Pa3mep B baWTax>

Hanpunmep:

sudo ptmsctl system components set -c unpacker -p max_unpacked_size=268435456
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HacTtpownka numutoB cpeacTtBa nposepku PT ESC

CpencTteo npoeepku PT ESC npn npoBepke painioB Takxe N3BnekaeT U NpoBepseT LoUYepHne
dannbl. OrpaHnyeHne Ha pasmep godvepHero daria no yMmonyaHuio He yCTaHoBeHO. IaBneyeHHble
poyepHne dainsibl He 0To6paxaloTcs B KAPTOUKe 3afaHNs.

MpumeuaHne. OrpaHunyeHne Ha pa3mep fgoyepHero daina He pacnpocTpaHaeTcs Ha dalisbl
PDF, nssnekaemblie OLE-06bekTbl 1 I306PaxXeHNs.

>  YTO6bl HACTPOWTbL MakCMasnbHbI pasmep $arnnos, n3snekaembix PT ESC,

BbIMOHNTE KOMaHAy:
sudo ptmsctl system components set -c ptesc -p max_unpack file size=<Pa3mep B banTax>

Hanpumep:
sudo ptmsctl system components set -c ptesc -p max_unpack file size=<Pa3mep B baiTax>

>  YTOObl CHATb OrpaHNYeHne Ha MakCcManbHbIA pa3mep $arnnos, n3snekaemoix PT ESC,

BbIMONHNTE KOMaHAy.
sudo ptmsctl system components set -c ptesc -p max_unpack file size=

10.2. HacTpownka cpencts npoBepkun Positive Technologies

[nsa npoBepkun o6bekToB PT MultiScanner moxeT ncnonb3oBaTb CpeacTBa NPOBEPKU,
paspaboTaHHble crieynancTamm komnaHum Positive Technologies. [1nst HACTPOWKM Taknx CpeacTB
npoBepku NpegHa3HayeHa cTpaHula CpeacTBa npoBepku — dkcnepTusa PT.
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CTaTnJecKnil aHanus

PTESC @

Positive Technologies Expert Security Center

Bepcusa 5.37.0.153025
Bepcus basbl 7.0.0132 ot 7 ceH, 14:36

3HaHWA

MposepstoTca Qannbl, dropped annbl, Aamnbl NaMaTH,
3aronoekun nucem, AMSI-ckpunTbl,
DEX-gamnb|

PTML @

Positive Technologies Machine Learning

Bepcusa 5.37.0.154997

Bepcus 6asbl 4£.0.0.82 o1 7 ceH, 14:34

3HAHWA

O6paboTKa cCbINoK

PT Crawler

Positive Technologies Crawler

Bepcusa 5.37.0.154997

Cnocob npoeepkn  TNpocToi
CChINOK

£ NapameTpbl

PT loC @

Positive Technologies Indicators of Compromise

Bepcua 5.37.0.154997
Bepcus basbl 1.2.0.6054 ot 7 cen, 15:07
3HAHWA

BknoyeHHble

UCTOYHWMKU

Positive Technologies, ®CT3K Poccum

PT Categorizer @

Positive Technologies Categorizer

Bepcusa 5.37.0.154997
Bepcua 6a3skl 1.0.0.2376 ot 7 ceH, 1414

3HAHWUA

PucyHok 2. CtpaHuua dkeneptusa PT

B pa6ouein o6nacTui CTpaHuLbl PacrofioXeHbl MaHenn ¢ nHpopmalmell o CpeacTBax NpoBepPKy,

pasgesieHHble C MOMOLLbIO 3aroJiIoBKOB Ha rpynnbl:

— CTaTUJyecKui aHanus — cpencTBa npoBepkKu, NCrosib3ylowmne MmetTofbl MpoBepKn, OTHOCHLWNeCH

K CTaTn4yecKkomy aHannsy:

« PTESC — cpencTtBO cTaTnyeckoro aHanmaa Ha ocHoBe YARA-npasun. o ccbinke
MapamMeTpbl Bbl MOXeTe BbibpaTb TUMbl MPOBEepPSIeMbIX O6bEeKTOB.

«  PTIloC — cpenctBo 06HapyXeHus NHAMKaTOPOB KOMMNpoMeTauun B dalinax n cebiikax. 1o
ccbinike MapamMeTpbl Bbl MOXETE BbiGpaTb MCTOYHUKN NHAMKATOPOB KOMMPOMEeTaLN.

«  PT ML — cpencTtBo NpoBepkit Ha OCHOBE TEXHOIOM M MaLLVHHOMO 06yyeHuns. MNpu
CTaTUYECKOM aHanmae Ncrnonb3yeTcd Aas NpoBepkn ncnofHsembix PE-dpannos Windows.
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— O6paboTKa CCbIIOK — CpefCcTBa NpoBepky, NpeaHasHauYeHHble Ans paboTbl CO CCbITKaMU:

«  PT Crawler — cpenctBo onHammnyeckor NnpoBepku ccoinok. Mo ceoike NMapameTpbl Bol
MOXeTe BblbpaTb CNOCO6 NPOBEPKN 11 YKa3aTb MPOKCU-CepBep, KOTOPbIN byaeT
NCMob30BaTbCS TONBKO NP NPOBEPKE CChINOK.

« PT Categorizer — cpencTtBo kaTeropusauumm ccbiiok. o ccbinke MapameTpbl Bbl MOXeTe
yKasaTb MMeHa OOMEHOB, NCKITIoYaeMblX Npu KaTeropuaaumy ccbiok. Cebinikam ¢ Takumm
LOMeHaMu He ByayT NpUCBanNBaTbCs KaTeropun.

OTknioueHne n BKJIloUeHne cpeacTaa nposepku Positive
Technologies

MpumeuaHwme. [Nocne BkOUEHNS CpedcTBa NPOBepky HaYHETCS O6HOBMEHMe ero 6asbl 3HaHWN,
YTO MOXET 3aHATb NPOJOIXNTENBHOE Bpems. CpefCcTBO NPOBEPKM HaUHET paboTaTb TONbKO
nocrne 3aBepLUeHnst O6HOBNEHNS.

>  UYT06bl OTKIIOUNTD (BKITIOUYNTL) CPEACTBO MPOBEPKI:
1. B rnaBHOM MeHto BbibepuTe CpeacTBa NnpoBepku —> dkcnepTusa PT.
2. B naHenn c nHpopmaumen o cpeactse NpoBepk OTKOUNTE (BKIIOYNTE) ero.

CTaTyc cpefcTBa NpoBepKy N3MeHUTCS Ha OTKAIoUeH (BKniloueH).

Bbi6op o6bekToB ang nposepku PT ESC

> YTO6bI BbIGpPaTh 06bEKTbI ANng npoBepkn PT ESC:

1. B rnaBHom meHio BbibeprTe CpepcTBa npoBepku —> AkenepTu3sa PT.

2. B naHenu c nndopmaumen o PT ESC nepengnte no ccoinke MapameTpbl.
3. B 6noke napameTtpos O6beKTbl As1S1 NPOBEPKU BbiGeprTEe 06HEKTHI.
4

HaxmunTte kHonky CoXpaHUTb.

Bbi6op ncTouHNKOB MHAMKaTopoB komnpomeTtauun gns PT loC

[na npoBepkun dainoB 1 CCbINOK MO MHAMKATOPaM KOMMPOMETaLUN MOXHO NCNOb30BaTh
nHOmMkaTopbl 13 6a3bl 3HaHM Positive Technologies n nHankaTopsl, nonyyeHHble ot PCTIK Poccunn.

> YT06bI BbI6PATb UCTOYHKIM NHANKATOPOB KoMMpomMeTauun ans PT [oC:
1. B rnaBHOM MeHIO BbibepuTe CpeacTBa npoBepku —> dkecnepTusa PT.
2. B mnanenu c nipopmaumen o PT loC nepengute no ccoinke MapameTpbl.
3. B 6noke napameTtpos MCTOUHUKU UHAUMKATOPOB KOMMPOMETaL MM BbiI6EpUTE NCTOYHUKI.
4

HaxmunTte kHornky COXpaHUTD.
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[o6aBneHne npokcu-cepBepa AN NPOBEePKMN CCbINIOK

Bbl MOxeTe 0o6aBuTb NPOKCU-CepBeEp, KOTopbI 6yaeT ncnonssosatbes PT MultiScanner Tonbko
npuv NpOBEpPKe CCbINOK B 06bEKTAX OT MCTOYHNKOB.

BHumaHwme! PT MultiScanner nopgaepxuBaeT NOAKMOUYEHNE K MPOKCU-CepBepY TONbKO MO
npotokony HTTP.

[na npoBepky CCbINOK MOXHO MCNONb30BaTb OTAEbHbIA NPOKCU-CEPBEP W NPOKCU-CEePBEP,
pa3BepHyTbI Ha OCHOBHOM y3ne PT MultiScanner. Ecnn ncnonbayetcsa KOHGUrypauus ¢
OTKa30yCTONYMBbIM KITaCTePOM, MPOKCU-CEpPBEP HEOBXOANMO Pa3BEPHYTb N Ha PE3ePBHbIX y3nax
aHanorn4HbIM o6pasom.

[ns pa6oTbl Npokcn-cepaepa Ha yane PT MultiScanner gonxeH 6biTb fo6aBneH oTaesbHbI CETeBOW
NHTepdelic ¢ HazHadyeHHbIM IP-agpecom. CeTeBoi HTepdEC AOIKEH 6blTb HACTPOEH B OTAENbHO
nogceTun. B aTon nogceTn [omkeH 6biTb 3ape3epBUpoOBaH Amnana3oH He MeHee YeM 13 Byx IP-
afpecoB N9 PEnuK Npokcu-cepBepa. B Ton xe noaceTn 4OMmKeH 6biTb GOCTYMEH L3 AN
obpaLLeHNs K BHELLIHM CETSM.

BHumaHne! IP-agpeca ns ykazaHHOro gnanasoHa agpecoB NOACETN HE OOMKHbI CMONb30BaTbCS
APpYrmMm y3namm, CepBrcamm U CETEBbIMI YCTPONCTBaMM.

> YTO6bl yCTAHOBUTL MPOKCU-CEepBEp ANS NPOBEPKI CChINOK Ha yane,

BbIMOMHNTE KOMaHAy.

sudo ptmsctl system dirty-proxy add \
--node-name <WmAa y3na PT MultiScanner> \
--iface <Wma ceTeBoro uHTepderica> \

--subnet <Agpec nopcetu B ¢opmaTe CIDR> \
--ip-range-start <Mepsbit IP-agpec AuanasoHa> \
--ip-range-end <MocnepgHuit IP-agpec guanasoHa> \
--gateway <IP-appec wnw3a> \

--nservers "<Cnucok IP-agpecoB DNS-cepepoB>"

Hanpumep:

sudo ptmsctl system dirty-proxy add \
--node-name example-master \

--iface interface \

--subnet 198.51.100.0/24 \
--ip-range-start 198.51.100.20 \
--ip-range-end 198.51.100.21 \
--gateway 198.51.100.1 \

--nservers "192.0.2.53 203.0.113.53"

[NMpokcu-cepBep ANs NPOBEPKN CCbINOK 4OCTYMNeH no agpecy http://proxy:3333. [1ng gocTtyna
K 9TOMY MPOKCK-CepBepy ayTeHTndrKaumns He TpebyeTcs.

> YTo6bl LOGABUTL NPOKCU-CepBep Ang NpoBepku ccbinok B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe CpeacTBa NnpoBepku —> dkcnepTusa PT.

2. B naHenun c undopmaumen o PT Crawler nepengute no ccoiike MapameTpbl.
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3. B 6noke napameTpos NMpokcu-cepBep Ansa npoBepku ccbinok B none URL-agpec
BBEOUTE:

- Ecnu ncnonbsyeTcs oTaenbHbIn Npokcu-cepBep, — agpec B popmaTte http://<[JomeHHoe
nmMa unn IP-agpec>:<fopT>.

- Ecnu npokcun-cepBep pasBepHyT Ha yane PT MultiScanner, — http://proxy:3333.

4. Ecnun gng pocTtyna K Npokcu-cepBepy TpebyeTcsa ayTeHTudrkaums, B nons Jlorun n NMNaponb
BBEOUTE yUYeTHblE JaHHble.

5. Haxmute kHonky CoxpaHUTb.

Bbi6op cnocoba npoBepkun CCbIIOK

MpenycMOTpEeHbl MPOCTOW 1 pacLUMPEHHbIN CNOCO6bI MPOBEPKI CChINTOK. B 060mx crnyyasx KOHTEHT
Mo ccblnikam ckauyneaeTcs ¢ nomolubio HTTP/HTTPS-knneHTa. Mpw paclumpeHHoM crocobe
nNpoBepku, ecn KOHTeHT umeeT dopmaT HTML, nocne ckaunBaHug dopmmpyeTcs NosHoLeHHas
Be6-CTpaHuLa: 3arpyXXaloTcs BCe CBS3aHHbIE pecypcChl 1 BbINMOMHSIOTCS cueHapuy JavaScript. 970
No3BONSET BbIIBNSTb OUHAMMNYECKN CO3AaBaeMble S1EMEHTbI 1 MOTeHUManbHO BPeOOHOCHbIE
cueHapun.
> YT06bI BbIGPATb CNOCO6 NPOBEPKM CChINOK:

1. B rnaBHOM MeHIo BbibepuTe CpeacTBa NpoBepku —~> dkcnepTusa PT.

B naHenun ¢ nHpopmaumen o PT Crawler nepenguTte no ccoinke MapameTpsbi.

2
3. B 6noke napameTpos Cnoco6 npoBepKMN CCbINOK BbiGepurTe Crnocob.
4

HaxmunTte kHonky CoOXpaHUTD.

HacTpolika kaTeropusauumn ccbiiok

Mpwn npoBepke ccbinok PT MultiScanner BbINOAHAET KaTeropuaauuio CCbIIOK 1 yCTaHaBNMBaeT g
HUX COOTBETCTBYIOLLIE MEeTKI. Bbl MOXeTe ykasaTb MeHa LOMEHOB, NCK/TIYaeMbIX Mpu
KaTeropusauum ccoinok. Ceblikam ¢ TakuMuy fOMeHaMy He ByaAyT NpUCBanBaTbCs KaTeropuu.

> YTO6bl yKasaTb MeHa [OMEHOB, NCKIII0YaeMbIX NP KaTeropmnaaLmm CCblokK:
1. B rnaBHOM MeHIO BbibepuTe CpeacTBa npoBepku —> dkenepTusa PT.
2. B mnaHenu c nHpopmaumen o PT Categorizer nepeingnte no ccoike NMapameTtpbi.

3. B none UckniouvaeMble AoMeHbl BBeaNTE NMS LOMEHa UM NOAAOMEHA U HAXMUTE KraBuLLly
Enter.

an/IMel-IaHI/Ie. |_|pV| BBOOE NMEH Bbl MOXeTe NCIoJsIb30BaTb 3Be3004KY B Ka4eCTBe
noacTtaHOBOYHOIO 3HaKa.

4. Ecnun TpebyeTcs ykasaTb Apyrie nMeHa, BBeanTe X aHanornyHbiM o6pasom.

5. Haxmwute kHonky CoxpaHUTb.
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10.3. HacTpowka aHTUBNpYCOB

Kpome cpencTts npoBepky, paspaboTaHHbiX cneunanuctamim Positive Technologies, ons nposepku
o6bekToB B PT MultiScanner ncnonbayoTcs aHTUBUPYCbl CTOPOHHIKX pa3paboTymkoB. [ng
HaCTPOWKN aHTNBMPYCOB NpedHa3HayeHa cTpaHuua CpeacTBa npoBepku > AHTMBUPYChI.

OCHOBHbIE

AHTUBMPYCbI 1 MX Ba3bl 0OHOBNAKOTCA aBTOMaTu4ecky ¢ cepeepos Positive Technologies.

ClamAV @ PTAV @

Cisco Talos Positive Technologies

MocnepgHee 23 oHA, 14:34 MocnegHee 23 uoHA, 14:00
o0bHOBNeHue basbl obHoBNeHWe Basbl

Bepcua 0.103.8 ot 20 Man, 13:30 Bepcus 5.3490.0 ot 17 wroHn, 11:21
VBA32 e

«BUPYCBIOKAOA»

[AononHnteneHele

AHTUBMPYCEI HYXHO 0BHOBNATL BPY4YHYHO. KX Ba3bl 0BHOBNAKOTCA aBTOMATUYECKW C CEPBEPOB NOCTABLUMKOB.

Kaspersky Web Traffic Security @

«JNabopaTopus Kacnepckoro»

MocnepHee 24 woHA, 07:43
oBHoBNeHue basbl

Bepcua npoaykTa 6.1.0.4762

Bepcua appa 6.1.0.4762
YcTaHoBNeH 24 vroHA, 09:44
INnueHzuna ] OencTeutencHa fo 11 ceHTABpA

£} NapameTpel

[ocTynHbI K ycTaHOBKe

AHTUBMPYChI HYXHO YCTaHaBNVMBaTb BPYYHYK), UCNOMb3YA AUCTPUBYTUB.

Avast Core Security
AVAST Software

Y YeTaHOBMTb

PucyHok 3. CTpaHuLa AHTUBMpPYCbI
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B pabouein o6nacTui CTpaHuLbl PacrofioXeHbl NaHenn ¢ nHdopmaumern o6 aHTUBMpPYycax,
pasfeneHHble C MOMOLLbIO 3aro/IOBKOB Ha Fpynmbl:

— OCHOBHbIe — BXoOdaT B KomnnekT noctaskyn PT MultiScanner:

« ClamAV;
. PTAV;
. VBA32.

MpumeuaHue. Ecnu Bbl ncnonbadyete PT MultiScanner B Pecnybnuke benapycb, Bam gocTyneH
aHTuBmnpyc VBA32. B ocTanbHbIX Cnyyasx 4OCTyneH aHTueupyc PT AV.

Basbl n nuueH3nm aTnx aHTBNPYCOB 06HOBNAOTCA aBTOMAaTNYeCKU. Bbl He MoxeTe yoannTb
OCHOBHble aHTBNPYCbI, HO nNpwn HEOBXOANMOCTI MOXETE X OTKOUNTb.

— [OononHutenbHble — fob6aBneHbl B PT MultiScanner nocne ero yctaHoBKN.

Basbl ONONHUTENbHBIX aHTUBNPYCOB O6HOBNAIOTCA aBTOMAaTUYEeCKUN C CepBepOoB pas3paboTumnkos
WM C YKa3aHHbIX BaMU JI0KasbHbIX CEpBepOB O6GHOBMEHNA. YCTaHaBMBaTbh HOBbIE BEPCUN 1
OBHOBNSATb INLEH3MNN OOMOSTHNTENbHbIX aHTUBMPYCOB BaM HYXHO CaMoCToaTeNbHO. Mpu
Heo6X0ANMOCTI Bbl MOXETe OTK/IIOUNTb AOMOMNHUTENbHbIE aHTUBUPYChI WA YAANNTD UX.

MpumevaHwue. MNpun nogoepxke PT MultiScanner HoBol Bepcuy OOMONHUTENBHOMO aHTUBMPYCa B
6noke ¢ nHbopmaumen 06 3TOM aHTUBUPYCE NOSBUTCS OMOBELLEHE O HOBOW Bepcun. B aTom
clnyyae BaM HEOBXOAMMO CaMOCTOSATEbHO OGHOBUTb aHTUBKPYC.

B naHenu kaxpgoro 4ononHNTENbHOIO aHTUBMPYCa pacnonoxeHa ccolika MapameTpbl ong
3arpy3ku darina nMueHsnm n HaCTPOWKN cepBepa OGHOBEHNIA.

— [loCTYnHbI K YCTaHOBKE — aHT/BIPYCbl, KOTOPbIE MOXHO NpuobpecT n 4o6aBUTb B
PT MultiScanner ong NoBbIlEHNS BEPOFTHOCTI O6HaPYXEHNS Yrpos3:

« Avast Core Security 3.0.3;
- Kaspersky Web Traffic Security 6.1.0.4762.

BHumaHune! B PT MultiScanner MOXHO yCTaHOBUTb TONbKO yKa3aHHble BEPCU aHTUBUPYCOB; Bbl
MOXeTe cKayaTb X C CanToB pa3paboTumkoB. [1ng nonyyeHns GONonHNTENbHON nHGopMaLmim
obpaTuTechb B TexXHMYeckylo nogaepxky Positive Technologies.

B naHenu kaxgoro 4OCTYMNHOro A1 yCTaHOBKM aHTMBUPYCa pacrnosioxXeHa ccblika YCTaHOBUTDb
ONS 3arpy3ku paina gucTpubyTirea, dalina nMueH3nn N HacTPOWKN cepBepa OGHOBEHNIA.

OTK/I0UEHNE N BKIIOYEeHne aHTUBUpPyCa

Bbl MOXeTe oTKtoUYaTh MPOBEPKY O6GBbEKTOB OTAENbHbIMY aHTUBUPYCaMU. DTO MOXET NOHaA06UTbCS,
€CNV aHTUBMPYC NoKasblBaeT MHOXECTBO STOXHbIX Pe3ynbTaToB U TpebyeTcs BpeMeHHO
YMEHbBLUNTb Harpy3Kky Ha MHGOPMaLMIOHHYI0 cucTemMy opraHunsaummn. OTKIIOYEHHbIN aHTUBUPYC
MOXHO CHOBa BK/TIOUYUTb B JI0601 MOMEHT.
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>  YT06bl OTKIIOUNTD (BKTIOUYNTL) aHTUBUPYC:

1.

2.

B rnaBHOM MeHI0 Bbi6epuTe CpepcTBa NpoBepku —> AHTUBMPYCHI.
B naHenn c nHdopmaumern 06 aHTUBMpYyce OTKMoUYNTE (BKIOUNTE) ero.

CTtaTyc aHTMBMpPYCa N3MeHNTCS Ha OTKIoUueH (BKiloUueH).

YcTaHOBKa AONOJ/IHUTENIbHOr O aHTUBUNpycCa

[ns ycTaHOBKM 0OMNOMHUTENBHOIO aHTUBMPYCa BaM NMOHaJo64aTCs ero AncTprnoyTme 1 dann
nnueHsnn. Bam Heo6xoammo caMoCTOSTENbHO NPUOBPECTI NNLEH3NIO 1 YCTaHOBUTL €€ B

PT MultiScanner. Mpro6pecTu NNLEH3NIO Bbl MOXETE Yy NOCTaBLUKa aHTUBMpYyca. JINLeH3ns 4omxHa
6bITb paccyMTaHa Ha MCMNob30BaHKE aHTVBUPYCa Ha ABYX Unn 6onee yanax. TpeboBaHns K
KONM4YeCTBY NOMb30BaTeNel He MPEeabIBASOTCS.

MpumeuaHue. Ecnu yctaHoBka ogHoro 13 nogaepxmsaembix PT MultiScanner pononHuTenbHbIx
aHTUBMPYCOB HeOoCTYMHa, 06paTUTECh B TEXHUYECKYIo nogaepxKy Positive Technologies.

> YT06bl yCTAHOBUTD AOMONHUTENbHBIA aHTUBUPYC:

1.

2.

B rnaBHOM MeHI0 BbibepuTe CpeacTBa NPOBEepKU = AHTUBUPYChI.

B rpynne locTynHbl K yCTaHOBKE B NaHenu ¢ uHbopmaumen o6 aHTUBUpYyce nepengnte no
CCblnike YCTaHOBUTbD.

MepeTalunTe B 610K NapaMeTpoB 3arpy3nuTb AUCTPUBYTUB dain oucTpubyTnsa
aHTMBUpYCa.

MepeTalunTe B 6510K NapamMeTpoB 3arpy3uTb paisl NMUEeH3um dalin c nuueH3nen
aHTUBUpYCa.

Ecnn ons ckaunBaHnsg 0o6HOBNEHWI Bbl MAHNPYeTe NCMOMb30BaTh JIOKabHbIA CepBep
OGHOBIEHNIA, BKIOUMTE NCMONb30BaHme Takoro cepaepa u B none URL-agpec BBeguTte ero
appec B dopmaTe <lpoTokon>://<[lomeHHoe umsa unu IP-agpec>.

Ecnv ong nogkmoyeHns K nokanbHOMY CepBepy O6HOBMEHNIN HEO6XOAMMO CMONb30BaTb
npokcun-cepsep, ycTaHoBuTe dpraxok MogknioyaTbcs Yepes NpoKcu-cepsep.

MpumeyaHune. Heob6xooMmMoCTb NCMONb30BaTb MPOKCM-CEPBEP MOXET BO3HUKHYTb, €CIN
cepBep OGHOBMNEHM PACMONOXEH BHE 3aKPbITON JIOKaNbHOW CETU OpraHn3aunn. B atom
cny4ae 6yaeT Ucrnonb3oBaTbCs TOT Xe MPOKCU-CepBeP, KOTOPbIA HACTPOEH B

PT MultiScanner ong goctyna K BHELUHUM pecypcam.

HaxmunTte kHonKy YCTaHOBUTD.

Mo 3aBepLUeHN yCTaHOBKW B rpyrne JJononHUTENbHbIE NOSBNTCS NaHes b C MHGopMaumnen
06 aHTUBUpPYCE.
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O6HoBNEHNEe [ONOIHUTENbHOIO aHTUBMpPYCa

>  YTO6bI O6HOBUTbL AOMONHUTENbHBIA @aHTUBMNPYC:
1. B rnaBHOM MeHto BbibepuTe CpeacTBa NpoBepKu —> AHTUBUPYCHI.
2. B naHenun c nHdopmauven o6 aHTUBMpYCe NepengunTe no ccoisike MapameTpbl.

3. lMepeTawunTe B 610K NapaMeTpoB 3arpy3nuTb AUCTPUGYTUB daiin oucTpubyTnsa
aHTUMBMpYCa.

4. HaxmunTe kHonky CoxpaHUTb.

3aMeHa NMUeH3un [onoNHUTENIbHOro aHTUBUpPycCa

>  YTO6bI 3aMEHNTb NTNLEH3NI0 AOMOMHNTENbHOrO aHTUBUPYCa:

1. B rnaBHOM MeHIo BbibepuTe CpeacTBa NpoBepku - AHTUBUPYCHI.

2. B naHenu c nHdopmauven o6 aHTUBMpYCe NepenagnTe no ccolsike MapameTpbl.
3. TlepeTawuTe B 610K NapameTpoB JInLeH3us dalin c N1LUeH3nen aHTuBMpyca.
4

HaxmunTte kHonky CoOXpaHUTD.

YpaneHne oonosiHUTEsIbHOro aHTUBMNpPYycCa

>  YT06bI yOanuTb AOMNONHUTENbHBIA aHTUBKPYC:
1. B rnaBHOM MeHto BoibepuTe CpeacTBa NpoBepku —> AHTUBUPYCHI.
2. B naHenu c nHpopmaumen o6 aHTUBMpPYCe nepengnTe no ccoiike MapameTpbl.

3. Haxmute KkHonky YaanuTb aHTUBUPYC 1 NMOATBEPANTE yoaneHme.

10.4. PaboTa ¢ nonb3oBaTensckummn YARA-npaBunamm

B PT MultiScanner ncnonbayetcsa cpencTee NpoBepKn 06bEKTOB MO nosib3oBaTenbekv YARA-
npaswnam. Bbl MoxeTe oTkno4aTh 1 BKKOYaTb 3TO CPEACTBO NPOBEPKMU.

[ns pa6oTbl ¢ nonb3oBaTensckumn YARA-NpasunamMmn npegHasHadyeHa ctpaHila CpepctBa
npoBepku — lNMonb3oBaTenbckue npaBuna.
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YARA-npaeuna

CpeacTBo NPOBEPKW NO NoNb3oBaTensCcKMM YARA-Npasvnam

@ BxnoueH

Bepcusa 45.2
Mpaeuna OeicTteyrowme JRETE 1T
Tun BMNO TposH

no ymon4aHuwo

PucyHok 4. CtpaHuua Monb3oBaTenbckue npaBuna
B pabouein o6nacTn CTpaHuLbl pacnonoxXxeHa naHenb ¢ MHbopMaLmen o cpeacTse NPoBepPKy No
nonb3oBatenbckm YARA-npaBunam. B naHenn otobpaxatoTtcs:

— CraTyc cpencTBa npoBepky. Mpn HEO6XOOANMOCTI Bbl MOXETe OTK/oUaTb 1 BKOYaTb CPEACTBO
NpoBepPK.

— Bepcug cpencTtBa npoBepku.

— CraTtyc no6aBneHHbIx Npasun: leicTBylOWME — pe3ynbTaT MPOBEPKM MO TakM NpaBuiam
yUYnTbIBAETCS MpW BblHECEHNN BepankTa; TecToBble — pe3ynbTaT NPOBEPKY OTOGpaxaeTcs B
KapTouKe 06beKkTa, HO He BNSIET Ha BEPANIKT.

— Twun BpegoHocHoro N0, koTopbill 6yAeT yKasaH Ans o6bekTa Nnpw BbIHECEH BEPAMKTA, €Cnu TN
He ykasaH B npasune.

OTKnoUEeHMe N BKIIOYEHNE CpeAcTBa NPoBepKn

>  YT06bI OTKIIOUNTD (BKIIOUNTL) cpeacTBa nposepku no YARA-npasuiam:
1. B rnaBHoMm MeHIo BoibepuTe CpeacTBa npoBepku —> MNonb3oBaTenbckue npasuna.
2. B naHenn YARA-npaBuna oTkaounTe (BKIOYNTE) CPeacTBO MPOBEPKU.

CTtaTyc cpefcTtBa NpoBepki N3mMeHnTCs Ha OTkoUueH (BknioueH).
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11. Hactpounka napameTpoB PT MultiScanner

HacTtpansaTb napameTpbl PT MultiScanner Bbl MOXeTe Ha cTpaHuuax pa3gena Cuctema —
MapameTpbl. [lapameTpbl CrpynnupoBaHbl B 610K MO X Ha3HaUYEeHNIO Ha OTAENbHbIX CTPaHMLaxX:

— CrtpaHunua MNpoBepka 06bEKTOB coaepXunT 6510K NapameTpoB AHOHMMHas NpoBepKa /15
BKJIIOUYEHUS U OTKIIOYEHNS aHOHUMHOW NPOBepki 06bekToB 6e3 Bxogda B PT MultiScanner.

— CrpaHnua XpaHunuie cogepXunT cnegyowme 610Ky napameTposB:
«  XpaHunuwe — 015 HaCTPOWKM pasmepa xpaHuiuwa Gannos 3agaHui.

«  WNcTopmsa npoBepoK — [/ U3MEHEHNS BPEMEHN XpaHeHNs MHOopMaL O 3agaHnsX 1
NPOBEpPEHHbIX dalnax.

— CrtpaHuua KapaHTUH cogepxunT 610K NapaMeTpoB A% HAaCTPOWKIM KapaHTUHa A nucem.

— CrtpaHnua My6énuunbini APl conepxunT 6nok napameTpoB IP-agpeca anga noaknioyeHus a9
BBOLOA OOMOMHUTENbHbIX agpecoB cnyx6bl nyénudHoro APl PT MultiScanner.

— CTpaHmu,a YBepomneHus coaepXxuT cnegyouine 6110KN napameTpoOB:

- OTnpaBka coo6LeHn B CUCTEMHbIW XypPHan no npotokony syslog — ons HacTPOKY
oTnpasky cobblTuin PT MultiScanner Bo BHeLUHMe cucTeMbl B dopmaTe CoobLLEeHNI syslog
(cm. pasgen 14.2).

- OrtnpaBka paHHbix B PT Threat Analyzer — ong HacTponkmn oTnpaBkn aHHbIX 06
O06HapPYXEHHbIX OMAaCHbIX 1 MOTEHLManbHO ONacHbIX 06beKTax B MPOrpaMmMHyto nnatdopmy
PT Threat Analyzer. Bbl TakXe MOXeTe HaCTpPOWTb OTMNPaBKy HaOEHHbIX B 3afaHun ¢aliioB ¢
yrposamu (cm. pasgen 14.8).

- OTnpaBKa NOUYTOBbIX YBeAOMJIEHUIA 06 yrpo3ax — OJ/19 HaCTPOWKIM OTMPaBK/ YBEAOMIEHNN
06 06HapyXeHHbIX dainax ¢ yrpo3amum rno a/1eKTPOHHON noyTe.
B aTom pa3pene
BknioueHne aHOHUMHOWN NpoBepki 06bekToB (CM. pasgen 11.1)
HacTpolika xpaHunnuwa dannos (cm. pasgen 11.2)
HacTpolika kapaHTuHa ong nucem (cm. pasgen 11.3)
[o6aeneHue IP-agpecos cnyx6bl nyénnyHoro API (cm. pasgen 11.4)
HacTpolika nouToBbIX yBeooMaeHui o6 yrposax (cMm. pasgen 11.5)

HacTpolika xpaHeHns npoBepsemMblix GpaliyioB B onepaTiBHON namaTti (cM. pasnen 11.6)

11.1. BkntoyeHne aHOHMMHOW NPOBEPKN O6bEKTOB

Mo ymonyaHuio Nonb3oBaTeny He MOoryT NPOBepPsTb 06beKTbl aHOHUMHO (6e3 Bxofa B
PT MultiScanner). Ecnun nonntuka nHGopMaLMoHHOM 6€e30MacHOCTI OpraHn3aLmmn paspeLuaeT
aHOHUMHYIO MPOBEPKY, Bbl MOXETE BK/IOUYNTL ee.
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>  YTO6bI BKNOUYNTb aHOHMHYIO NPOBEPKY O6bEKTOB:
1. B rnaBHOom mMeHio Bbi6eprTe Cuctema — MapameTpbl — MpoBepka 06bEKTOB.
2. B 6noke napameTpoB AHOHMMHasi NpoBepKa BK/OUMTE NPOBEPKY.

3. HaxmwuTte kHornky CoxpaHUTb.

11.2. HacTpowka xpaHunuiia ¢annos

Bbl MmoxeTe HacTpouTb pasmep pasgena XxpaHunuiia gng ¢annoB 3agaHnia i CPOK XpaHeHs
NHbOpMaLN O 3aJaHNsX 1 MPOBEPEHHbIX daiinax.

Hactpounka xpaHnnuwa gna ¢annos 3agaHnmn

dannbl Bcex 3agaHunii COXpaHsoTCs B XpaHunuLLe. Bol MoxeTe yka3aTb pa3mep pasgena XxpaHunmwa,
KOTOpbIV ByOeT 3ape3epBUpPoOBaH 4715 XpaHeHus GaiinoB 3agaHunii. B aToT pasgen nomelaoTcs
dainbl, pasmep KOTopbix He NpeBbiwaeT 116 nnn 1% ot pasmepa pasgena.

BHumaHune! YmeHblUeHne pa3mvepa pasfena onaa gannoB 3agaHnin MOXeT NPUBECTN K NoTepe
COXpaHeHHbIX pannoB. Takke He peKoOMeHOYyeTCa YacTo N3MEHSTb pasMep pasfena, 9T0 MOXeT
NPEWOCTaHOBUTb NPOBEPKY O6bEKTOB 1 MPUBECTY K 3afepXKKaM Mpw BbIMOSIHEHWI 3agaHW.

®dainbl 3agaHnn yoanaoTcs 13 pasfena ecnu: pasfen 3anonHeHd Ha 90%; B pasfene octanocb MeHee
1B cBO6OOHOIrO MeCTa; KoSIM4ecTBO GainfioB B pasaene npesbicnio 95% oT konnyecTsa,
paspeLueHHoro dannosor cuctemoin. Cnepsa yoansioTca camble cTapble daisbl.

>  YT06bl N3MEHNTb pa3Mep pasnena XpaHunuwa ons ¢annos 3agaHuii:
1. B rnaBHOM MeHI0O BbiGepuTe Cuctema — MNMapameTpbl »> XpaHunuie.

2. B 6noke napameTpos XpaHunuuye B cTpoke dPaitnibl 3agaHuii BBeANTe pa3Mep pasaena B
b.

3. Haxmwute kHonky CoxpaHUTb.

Hactpounka cpoka xpaHeHus 3apaHuin

3apaHuns Ha NpoBepKy coxpaHsioTea 3 roga. 3agaHns ¢ NCTEKLWNM CPOKOM XpaHeHNs yoansioTcs
6nokamu, cogepXaLliMn faHHble 3a OfVH KaneHgapHbIi Mecdl,. Hanpumep, ecniv Cpok XpaHeHns
3afaHnNg NCTeKaeT B cepeanHe MecsLia, OHO 6yaeT yaaneHo TONbKO Mo OKOHYaHUN 3TOro Mecsla.

>  YTOOGbl NIBMEHNTbL CPOK XPaHEHVS 3afaHuiA:
1. B rnaBHOM MeHIo BbibepuTe Cuctema — MapameTpbl - XpaHunuie.

2. B 6noke napameTpoB UcTopmnsa NpoBepoOK B pacKpbIBaloLLEMCS CMICKE BbIGEPUTE CPOK
XpaHeHns 3agaHuni.

3. HaxmwuTte kHornky CoxpaHUTb.

HacTtpowka napameTpos PT MultiScanner
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11.3. HacTponka kapaHTUHa ang nmcewm

B kapaHTUH NomeLaloTCs NMcbMa € yrpo3amu, 3a610KNPOBaHHbIe B pe3yribTaTe NpoBepKI.
CneumanncT no 6e30MacHOCT MOXET NpoaHanM3npoBaTb COOAEPXMMOe NCbMa B KapaHTHE 1
NPOMNYCTUTb €ro B UHGOPMALMOHHYIO CUCTEMY, eCNV MPU3HAET NMCbMO 6e3onacHbiM. [pn
HaCTPOIKe KapaHTNHa Bbl MOXeTe:

— VYKkasaTb pa3mep pasgena xpaHunmLa, KoTopbl 6yaeT 3ape3epBrpoBaH A5 MOMELLEHHbIX B
KapaHTWH nucem. B kKapaHTH MOryT nomMmeLlaTbCs NcbMa, pasMep KOTOpbIX He npeBbiwaeT 11b.
Mucbma yoanaioTcs N3 KapaHTuHa ecnu: pasfen 3anonHeH Ha 90%; B pasgene octanoch MeHee 1
I'E cBOGOQHOrO MecTa; KOIMYEeCTBO NCeM B pasaerne npeBbicuio 95% oT konnyecTea,
paspeLueHHoro darnoBon cuctemon. Cnepsa yoansioTcs camble cTapble MMCbMa, Npu 3TOM
NMOMELLEHE HOBbIX MNCEM B KapaHTNH HE OrpaHnYBaeTCs.

— VYkaszaTb CPOK XpaHeHund nncem B KapaHTUHe. lNuncbma ¢ nctekwmnm CPOKOM XpaHeHnd yoandroTcy
N3 KapaHTWHa.

— HacTpouTb pesepBHbIi MOYTOBbIV CepBep A5 Nepechliky 3a6NoKNPOBaHHbIX Nucem. Ecnu
pe3epBHbI CepBep He HaCTPOEH, NCMOMb3yeTCs MOUTOBLIN CEpBEpP, YKa3aHHbI B MapameTpax
NCTOYHMKA.

MpumeyaHue. Pe3epBHbI MOYTOBLIN CEpPBEp BCerga UCnonb3yeTcd 419 MICTOYHUKA C TUMOM
«CepBep Microsoft Exchange ¢ ycTaHOBNEHHbIM areHToM». [119 MCTOYHMKA C TUMOM «[104YTOBbIN
cepBep B pexvme punbTpaunmy» pe3epBHbIi MOYTOBbIN CEpBEP NCMONb3YeTCH TONbKO eCu
NCTOYHUNK OTKITIOUYEH U YLoaneH.
> YTO6bI HACTPOUTb KapaHTUH:
1. B rnaBHOM MeHI0 BbiGepuTe Cuctema — MNMapameTtpbl ~> XpaHunuie.
B 6noke napameTpos XpaHunuuwe B ctpoke KapaHTuH BBeguTe pasmep pasgena B 'b.

2
3. B rnaBHom meHIo Bbi6epuTe Cuctema — MapameTpbl »> KapaHTUH.
4

B 6noke napameTpoB KapaHTUH B Nnosie CpoK XpaHeHUs B KapaHTUHE BBEAVTE KOIMYEeCTBO
OHen.

5. Ecnn Heo6xogmmo Ncrnonb3oBaTh pe3epBHble MOYTOBbIE CepBepbl A5 OTNPaBKM
3a6M10KNPOBaHHbIX MCEM, BKIIIOUMTE UX NCMOSIb30OBaHMNE 1 HAaCTPONTE NapaMeTpbl:

- B packpbiBatowemcs cnncke floBepeHHble cepTudukartbl TLS-wundppoBaHus BoibepuTte
Kakol Habop AOBEPEHHbIX cepTudnKaToB 6yaeT MCNoNb30BaTbCS AN NPOBEPKM
cepTndurKaToB NMOYTOBbIX CEPBEPOB.

- B 6noke napameTtpoB Tpe6oBaHus K TLS-wmndpoBaHUIO yKaxuTe O BCeX NOYTOBbIX
cepBepoOB B Npasuse, Tpedyetcs nn TLS-wundpoBaHme.

« Ecnn npun wndposaHum Tpebyetcs NpoBepaTb cepTudukaT NoYTOBOrO cepBepa, yCTaHOBUTE
dnaxok MpoBepaTb cepTudukar.

- B none flomeHHoe umsa nnu IP-agpec Beennte agpec n nopT cepeepa.
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- Ecnu B Baleii opraHnsaumm NCronb3yeTcs HeCKOMbKO MOYTOBbLIX CepBepOoB, B Nose
MpuopuTeT BBEANTE UYNCMIO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKazaHHbIM
appecom.

MpumeuaHue. Bol moxeTe ykazaTb uncnio ot 140 65535. Yem MmeHbLUe Yncno, Tem Bbille
npuopnTeT cepBepa. MNcbMa 6yayT OTNPaBAITbCS Ha aKTBHbIE CEPBEPbI C HANGOMNBLUNM
nprvoputeToM. ECnun ong cepBepoB ykasaH OAMHaKOBbI NPUOPUTET, MOYTOBbIN Tpaduk
GanaHcupyeTcs Mexay H/MU MOPOBHY.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wudpoBaHUs BoibepnTe pexinm 3anycka
WwndpoBaHng ong aToro cepeepa.

- Ecnn pns poctyna Kk cepBepy TpebyeTcs ayTeHTUdMKaLms, BKTIOYNTE UCMOTb30BaHne
ayTeHTNPUKaLMM 1 B packpbiBatoLLemcs crincke Tun ayTeHTUdMKaumum BoiGepute ee Tun.

MpumeyaHwue. Npy aBTOMaTUYECKOM BblGope Thna ayTeHTudunkaumun PT MultiScanner
Bbl6UpaeT Hanbonee 6e30nacHbIN TUM N3 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbsyetcs ayteHTudunkaums, B nons JloruH n Maponb BBEoUTe yyYeTHbIE AaHHbIE
019 [OCTyNa K cepBepy.

« Ecnu B Bawel opraHnsaunm NCronb3yoTcs HECKOTbKO Pe3epBHbIX MOYTOBbIX CEPBEPOB, MO
kHorke [lo6aBUTb cepBep [06aBbTe AN HIX 650KV MapaMeTPOB U HACTPOITE aHaNorNYHbIM
obpasom.

6. Haxmunte KHonky CoXpaHUTb.

11.4. o6aBneHne |IP-agpecoB cnyx6bl nyéandyHoro API

Mo ymonyaHumio gns nogkoyeHuns k nyénanyHomy APl ncnonbsyetcs IP-agpec ocHoBHOro yana
PT MultiScanner.

> YTo6bl LOGABUTL AOMOSHUTESbHBIE afpeca AN NOAKIoYeHNs K cnyxée nyéanyHoro API:
1. B 6noke napameTpos IP-agpeca ans noaknoueHus BBeTe OOMNONHNTENbHbIE agpeca.

2. HaxmwuTte kHornky CoxpaHUTb.

11.5. HacTpoika no4yToBbIX YBEAOMIEHMNI 06 Yrpo3ax

Bbl MOXeTe HacTpouTb OTAPaBKYy MO 3/1EKTPOHHOI MoYTe YBeAOMSIEHNN 06 O6HAPYXKEHHbIX

PT MultiScanner o6bekTax ¢ yrposamu. lNncbMa ¢ yBEAOMASHUSMUN OTMNPABNSIOTCS A1 KaXO0ro
3afaHuns Npy 06HaPYXeHM NepPBOro ONacHOro 1 NepBOro NOTeHLMaibHO ONacHoOro obbekTa. B Teme
nnucbMa yKasbiBaeTCs OeHTUPUKaTop 3agaHuns, B KOTOPOM OBHapyXeH OB6bekT, a Mo KHOMKe B Tene
nMcbMa Bbl MOXETe OTKPbITb KapTOUKY 3TOro 3agaHus. B nucbme Takxke ykasbiBaloTCd Mg 06bekTa ¢
yrpo3oiA, knacc o6HapyXXeHHoro BpenoHocHoro MO, Ha3BaHme 1 TN NCTOYHIKA, C KOTOPOro
noctynun dann, nHbopmaumus o ToM, oTKyAa 1 Kyaa 6bln HanpasneH 06bekT.
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> YTO6bl HACTPOWTL OTMPAaBKY NOYTOBbIX YBEAOMIEHMNIA 06 yrpo3ax:
1. B rnaBHOM MeHto BbibepuTe Cuctema — MapameTpbl - YBegoMNeHUs.

2. B 6noke napameTpoB OTnpaBKa MOYTOBbIX YyBEAOMJIEHUMN 06 yrpo3ax BK/TIOYNTE OTNPaBKy
yBEAOMIEHNIA.

3. B 6noke napameTpoB OTnpaBKa yBefoMIeHUN BbiGepUTe, B KakuX Cllyyasx TpebyeTcs
oTNpPaBNaTb yBEAOMEHNS:

« Ecnn Tonbko npu o6HapyXeHunn onacHbIx Galinos, Bbibepute TonbKo 06 onacHbIX ¢pannax.

« Ecnun npn o6HapyxeHnn onacHbIX 1 MOTEHUManbHO onacHbIxX ¢alnos, Bbibepute O6 onacHbIX
M NOTEeHLUManbHO OMacHbIX.

4. B none dn. agpec oTnpaBUTeNs BBeOnTe agpec, KOTopbli 6yaeT yKasaH B MCbMe C
yBeoOM/IeHNEM B Ka4eCTBe OTNpaBUTENS.

5. Bnone dn. appeca nonyvaTtenen BBe/Te agpeca, Ha KoTopble 6yayT OTNpaBnsaTbCs
nMcbma ¢ yBeLOMIEHNSIMUA.

6. Ecnun tpebyeTcd n3aMeHnTb 93blK YyBEAOMJIEHNS, B PacKpbIBaloLLeMcs Crincke A3bik
yBeAOMJIEHUMN BbI6epUTE HYXHbIN A3bIK.

7. B 6noke napameTtpoB SMTP-cepBepbl HacTpoliTe NnapameTpbl foctyna K SMTP-cepsepy
LMY OTNPaBKy MCEM C YBEOOMIEHNSAMU:

- B none flomeHHoe umsa nnu IP-agpec BBennTe agpec n nopT cepeepa.

Ecnu B Balleli opraHunsauny NCrnosib3yeTcs HeCKOJIbKO MOUTOBbIX CepBepoB, B None
MpuopuTeT BBEONTE UYNCNO, COOTBETCTBYIOLEE NPIOPUTETY CepBepa C YKasaHHbIM
agpecom.

MpumeuaHue. Bbl MoxeTe ykazaTb uncrnio ot 100 65535. Yem meHbLue Yicno, TeM Bbllle
npuopuTeT cepaepa. lNncbMa 6yayT OTNPaBAATbCS Ha aKTUBHbIE CepBepbl C HaN60bLINM
nproputeToM. ECnu ans cepBepoB yka3aH OANHAKOBbIV MPUOPUTET, MOYTOBbIN TpaduK
GanaHcupyeTcsd Mexay HUMU MOPOBHY.

B packpbiBatoLemcs crnincke Pexxum 3anycka TLS-wundppoBaHUs BbibepuriTe pexiv 3anycka
LWnppoBaHMa Ang 3TOro cepaepa.

Ecnu pns pocTyna k cepepy TpebyeTcs ayTeHTUdUKaLms, BKIUYNTE NCNOb30BaHe
ayTeHTUdUKaLMN 1 B packpblBatoemcs crivcke Tun ayTeHTUdUKaLMK BbibepuTe ee Tum.

MpumeyaHwue. Npr aBTOMaTUYECKOM BbiGope Tnna ayTeHTudukaumn PT MultiScanner
BblOMpPaeT Hanbonee 6e30MacHbI TUM U3 NPeaSIOKEHHbIX MOYTOBbIM CEPBEPOM.

Ecnn ncnonbsyetcsa ayteHTudumkaumg, B nons JloruH n NMaponb BBeanTe yyYeTHbIE AaHHbIE
L9 [ocTyna K cepBepy.

Ecnu B Bawwell opraHusaunm Ncrnosnb3ayoTcs Heckonbko SMTP-cepBepoB, Mo KHormke
[Jo6aBuTb cepBep 0o6aBbTe A58 HYX 60KN NapaMeTPOoB U HACTPONTE aHaNnorNYHbIM
o6pasom.

8. Haxmute kHonky CoxpaHUTb.
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11.6. HacTpoika xpaHeHund npoBepsemMbix annoB B
onepaTnBHOW NamsaTun

Mo ymonyaHuto PT MultiScanner xpaHnT oTnpaBneHHble Ha NpoBepKy dalsbl Ha XeCTKOM OuCKe.
[1ng NoBbILLEHNS CKOPOCTU 06paboTKM 11 MPOBEPKMN GalifioB MOXHO HACTPOWTb NX XpaHeHe B
dannoson cucteme tmpfs. Pannosas cuctema tmpfs ncnonb3yeT onepaTrBHYIO NaM4Tb 1, eCNn B
onepaunoHHON CUCTEME HaCTPOEHO NPOCTPaHCTBO NOAKAaYKN, MOXET NCMOob30BaTh 3TO
npocTpaHcTBo. 3a paboTy ¢ dannamun B PT MultiScanner otBeyaeT komnoHeHT ScanFileManager
Bepcun 2 (SFMv2).

BknioueHne xpaHeHns npoBepseMbix ¢ansioB B onepaTuBHON NamsaTu

[ng BKAOUeHNs XxpaHeHns OTApaBNeHHbIX Ha NPoBepky dalnnoB B onepaTUBHON NaMAT
HeobxoaMmo cosfaTb kaTanor /opt/ptms/var/files/fast n cMOHTMPOBaTb B HErO daioByto
cuctemy tmpfs. Nocne atoro komnoHeHT SFMVv2 aBToMaTU4eCK O6HAPYXNT TOUKY MOHTUPOBaHNS
tmpfs.

BHumaHwme! Nocne nepesarpyaku yana cogepxumoe tmpfs 6ynet notepsiHo. Ecnu B
ornepaLoHHON CNCTEME He HaCTPOEHO aBTOMaTUYeCkoe MOHTUpOBaHue, tmpfs He 6yneT
CMOHTUPOBaHa NOBTOPHO.

VIHCTpyKUMio Heo6Xx0aMMO BbIMONHUTL Ha Kaxaom yane PT MultiScanner.

BHumaHue! Nepepn BOUEHNEM XpaHeHNs NpoBepseMblX GainfioB B OnepaTuBHON NaMaTn
y6eaunTech, YTO Ha y3ne JOCTaTOYHO CBOBOOHON onepaTMBHON NamaTu. HegocTaTok namsaTi unm
3anonHeHune tmpfs MoryT nprBecTn K owmnbKam NpPoBepPKK 1 HeCTabubHON paboTe yana.

> YT06bl CMOHTUPOBATL tmpfs B kaTanor ¢ pannamu:

1. Onpepenute pasmep tmpfs ¢ yueToM LOCTYMHOW ONepaTUBHOW NaMATX 1 MaKCUMalbHOro
ob6beMa OJHOBpeMeHHO o6pabaTbiBaeMblx alifioB.

2. Cospante katanor /opt/ptms/var/files/fast.

3. BbinonHute komaHgy, ykazas pasmep tmpfs B 6aiTax nnm ykasaB equHuLbl namepenuns K, M, G:
sudo mount -t tmpfs -o size=<Pa3mep tmpfs> tmpfs /opt/ptms/var/files/fast

Hanpumep:
sudo mount -t tmpfs -o size=2G tmpfs /opt/ptms/var/files/fast

4. TlpoBepbTe, UTo tMpfs CMOHTUPOBaHa:
sudo findmnt --target /opt/ptms/var/files/fast --types tmpfs

Mpu ycneLwHoM MOHTMPOBaHNN oTo6paxaeTcs nHbopmaunsa o tmpfs, Touke MOHTUPOBaHNS 1
napameTpax MOHTUPOBAHUS.
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OTKnioueHne xpaHeHns npoeepsieMbix ¢annoB B onepaTuBHOMN
namsaTu

[ns oTKNoYeHNS XpaHeHs OTNpaBieHHbIX Ha MPOBepPKY daiyioB B ONepaTUBHON NaMaTh
HeobXxoaMMOo OTKUYNTL XpaHunuwa tmpfs B napameTpax kaxgoro aksemnnsgpa SFMv2, poxagatbes
3aBepLUeHns 06paboTkn dainnoB, a 3aTeM pa3MOHTUPOBaTb palrnoByto cuctemy tmpfs ns katanora
LN XpaHeHus $alnios.

Vimg sksemnngpa SFMv2 Ha OCHOBHOM 1 pe3epBHbIX y3nax UMeeT Bug; scan-file-manager-v2-
<UmAa y3na>.

VIHCTpyKUMto HEO6XOAMMO BbINMOHUTE Ha OCHOBHOM Y3rie Ans ak3emnnspa SFMv2 kaxgoro yana
PT MultiScanner.

> YT06bl OTKNIOUNTL XpaHunuwe tmpfs B napameTpax aksemnnsgpa SFMv2,

BbIMO/IHNTE KOMaHAy-

sudo ptmsctl system components set -c <Wma sk3emnnspa SFMv2> -p fast_storage_enabled=false

Hanpumep:
sudo ptmsctl system components set -c scan-file-manager-v2-node@l -p
fast_storage_enabled=false

VIHCTpyKUMto Heo6XoaMMO BbINOMHUTL Ha KaxaoMm yane PT MultiScanner.

BHumaHume! lNocne oTknoueHns xpaHunmwa tmpfs Heo6xoanmo goXaaTbCa 3aBEepPLUEHMS
06paboTku 1 NpoBepky dainnoB. B npoTnBHOM cnyyae pa3mMoHTpoBaHue tmpfs moxeT
NPUBECTI K MOTEPE XPaHALWMNXCH B Hel palinos.

> YT06bI pasmMoHTUpOBaTh tmpfs 13 kaTanora c gannamu:

1. BbinonHnte Komangy:
sudo umount /opt/ptms/var/files/fast

2. [lpoBepbTe, uto tmpfs pasmoHTUpPOBaHa:
sudo findmnt --mountpoint /opt/ptms/var/files/fast --types tmpfs

Ecnn tmpfs paaMoHTpoOBaHa, KOMaH4a He BbIBOAWNT CBEAEHUNS O TOYKE MOHTUPOBAHMS.
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12. PaboTa Cc NCTOUYHNKaAMW

VIcTouHMK pnst npoBepkn (MCTOUYHUK) — nHTepdelic B UHGOPMALMOHHON CUCTEME OpraHn3aunm, ¢
koToporo B PT MultiScanner noctynatloT 06beKTbl Ha MPOBEPKY.

O6beKTbl MOryT MOCTYMNaTb Ha NPOBEPKY OT BCTPOEHHbIX MCTOUYHNKOB, KOTOPble He TpebyeTcs
po6aenatb B PT MultiScanner, n oT nogknioyaemMbix BHELLHWX UCTOUYHNKOB, KOTOPbIE HEOBXOANMO
nob6asnatb B PT MultiScanner B cooTBETCTBUM C 1X TUMaMINA.

BcTpoeHHble NCTOYHUKN
B PT MultiScanner npegycmMoTpeHbl crieqytoLe BCTPOEHHbIE CTOUHUKIAL

— Beb6-uHTepdelic — Bbl MOXeTe aHOHUMHO Unn nocne Bxoda B PT MultiScanner otnpaButb
06BbeKTbl Ha MPOoBepPKY Yepes Beb-nHTepdelc. [NogaepxmnsaeTcs NpoBepka 06bEKTOB pa3MepoMm
no1rb.

— XpaHunuuwe ¢alinoB — Mocse HacTPOWKK NapaMeTpoB NoBTopHoW npoepku PT MultiScanner
peryngapHo nposepseT daiifibl B XpaHUINLLE.

— API c nepenaBaeMbIMi NapamMmeTpamMii IPOBEPKN — BHELLHSS CICTEMa MOXeT nepenaBaTb
06bekTbl Ha NPoBepkKy Yepes cnyxoy nyénuuHoro APl PT MultiScanner. [NpoBepka BbINOMAHIETCS
C NapameTpamu, nepegaHHbIMK B 3anpoce. [ogaepxmnsaetcs NnpoBepka 06beKTOB pa3MepoM Ao
1TB.

Moaknioyaembie UCTOUHNKN

VicTouHnkom o6bekToB ans PT MultiScanner MoXeT cnyXnTb BHELLHSS CUCTeMa, Hanpumep
MOYTOBbIV CEPBEP, MEXCETEBOWN 3KPaH UK Nanky Ha ceTeBoM aucke. MNpu nogknioYeHn BHELLHEN
cuUCTeMbl, Kak NpaBuno, TpebyeTcs HaCTPOUTb caMy cuctemy ans pa6oTel ¢ PT MultiScanner un
po6aButb 3Ty cuctemy B PT MultiScanner B kauecTBe UCTOYHMKA. [1Ns NOOKOUEHNS Pa3INYHbIX
TUMOB BHELLHNX CUCTEM MPEefYCMOTPEHbI CriegyoLme TUMbl NCTOYHUKOB:

— Cnyx6a Checkme — cnyx6a o1 NpoBepkn 06beKTOB MO 31EKTPOHHOI NnoyTe, obecneynBaeT
B3aumogeuncTeune PT MultiScanner ¢ noyToBbIM CepBepoM Ballelr opraHuzaunn. lNocne
HaCTPOWIKM 3TOro NCTOYHMKA 419 NPOBEPKMN 06bekTa 4OCTAaTOUHO OTNPAaBUTb ero NMCbMOM Ha
creumnanbHbI agpec anekTpoHHor noyTel. PT MultiScanner npoBepuT camo NMCbMO, CChINKI B
TEeKCTe NCbMa 1 BNOXEHHbIe B Hero daiibl. PesynbTat NpoBepKn OTNPaBASEeTCS B OTBETHOM
nucbme. lNopgaoepxnBaeTcs npoBepka nucem pasamepom oo 11b.

— O6uas nanka — narka ¢ HaCTPOEHHbIM OBLLIM LOCTYNOM, BCe dalisibl KOTOPOI NPOBEPSIOTCS
PT MultiScanner. lNocne npoBepkun Bce ¢palinbl OCTaloTCH B TOW Xe nanke. [Nogaepxmnsaetcs
npoBepka dainnos pasmepom o 5 IMb.

— [Manka-wnto3 — nanka ¢ HaCTPOEHHbIM OBLLUM JOCTYNOM, BCce dalinbl KOTOPOW NpoBepsoTCS
PT MultiScanner. No pe3ynbTatam NpoBEPKM 06BbEKTHI U3 Manku-LuI3a NepPeHoCcaTcs B nanky
Lns 6e30nacHbIX 06bEKTOB UK Nanky kapaHTuHa. lNMopaepxreaeTcs NpoBepka dannos
pasmepom Ao 5 Ib.
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— |CAP-cepBep — no3BongeT NpuHNMaTb Ha NpoBepky 06bekTbl No npoTtokony ICAP. [1ng aToro B
PT MultiScanner HacTpaunaeTcsa ICAP-cepBep, a BHELLUHSS CMCTEMa BbICTyNaeT B KayecTBe
ICAP-knneHTa. MNMopaepxuBaeTcs npoBepka 06bekToB padmepom 0o 116,

— Cepeep Microsoft Exchange ¢ ycTaHOBNEHHbIM areHTOM — MO3BOMSIEeT MPUHNMATL NOYTOBbIN
Tpaduk cepBepa Microsoft Exchange, nepeHanpaBnsemblin C MOMOLLBIO MOYTOBOMO areHTa
PT MultiScanner. lNouToBbI areHT ycTaHaBnmBaeTcs Ha cepBep Microsoft Exchange,
nepexeaTbiBaeT BCE NPOXOALLE YEPE3 CEPBEP NMUCbMa 1 OTMPAaBASET X Ha MPOBEPKY B
PT MultiScanner, nocne yero Bo3BpallaeT NpPOBEPEHHbIe MCbMa 06paTHO AN [OCTaBKM
agpecatam. [logoepxumnBaeTcsa npoBepka nucem pasmepom go 11b.

— T[louToBbIN cepBep B pexnme GunbTpaunm — No3BONYET MPUHUMATL OT MOYTOBOrO CepBepa,
paboTatoLlero B pexume bunbTpaunm, nuceMa gis nposepkn B PT MultiScanner.
lMNopoepxnBaeTcya NnpoBepka nucem pasmepom oo 17b.

Pexunm punbTpaumnm — pexmnm paboTbl MOYTOBOro cepeepa, npu kotopom PT MultiScanner
MOXeT dunbTPoBaTb NOYTOBLIN TPpadKK cepBepa. B 3aBUCUMOCTI OT BbIGpaHHOro pexunma
npoeepku PT MultiScanner nn6o cpasy Bo3BpaLLaeT NOYTOBOMY CEPBEpPY OTMNpPaBeHHOe Ha
npPoBepKy NMCbMO (MAaCCUBHbIN PeXIIM), NM60 6/IOKMPYeT ero 40 OKOHYaHNS NpPOoBEPKN
(6nokunpytowmin pexmnm).

— [louToBbIN CepBep B pexnme 3epKannpoBaHng — No3BONFET NPMHMMaTb OT MOYTOBOrO cepBepa,
paboTaloLLero B pexmnme 3epkannpoBaHus, CKpbITble KON Ncem Ans NpoBepKn B
PT MultiScanner. lNogaepxnBaeTtca npoBepka nucem pasmepom go 11b.

Pexunm 3epkanpoBaHuns — pexrm paboTbl MOYTOBOro cepsepa, Npn kotopom PT MultiScanner
He BnnseT Ha noyToBbl Tpadrk cepeepa. Ha nposepky B PT MultiScanner otnpasngioTcsa konun
nmcem.

— PT NAD — nossonget HacTpouTtb nHterpauuio ¢ PT NAD. Nocne nHrerpaumm n3sneyeHHble 13
ceTeBoro Tpaduka pannol oTnpaBngaloTcsd Ha NpoeepKky B PT MultiScanner. MNogoepxnBaeTcs
npoBepka dainnos pasmvepom oo 11b.

— MaxPatrol EDR — no3songeT HacTpouTtb nHterpauuio ¢ MaxPatrol EDR. Nocne nHterpaunn
n3BrieyeHHble dalinibl KOHEYHbIX YCTPOWCTB OTNpaBngaoTCs Ha NpoBepky B PT MultiScanner.
MopoepxuBaeTcs npoeepka dannos pasmepom 4o 116.

— API ¢ BblI6paHHbIMI NapameTpamMyi MPOBEPKIN — MO3BOSET HACTPOUTb UHTErPaLLIO C BHELUHVMN
cuctemamm Yepes cepsuc nyénnyHoro APl PT MultiScanner. lNogoepxmnBaeTcs npoBepka
o6bekToB pasmepom oo 17b.

MapameTpbl NPOBEPKM O6HEKTOB, MOCTYMAIOWMX OT UCTOYHMKA, HACTPaNBaTCS NHANBMAYaNbHO ANs
KaXmoro NCToYHMKa nochne ero gob6aenerHuns B PT MultiScanner. MNapameTpbl NpoBepkt MOryT
OTNNYaTbCS AN NCTOYHIMKOB pa3HbIX TUMOB.
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PeXumbl npoBepkn 06beKTOB, NOCTYNAIOLWMX OT MICTOYHUKOB

B 3aBucumocTn ot cnocoba 06paboTk 06BbEKTOB, MOCTYMNaloLWMx Ha npoBepky B PT MultiScanner,
npeaycMoTPeHbI CriefyioLlmne pexnmbl NPOBEpPKIA:

— Pexunm oxungaHnsg — pexviv NpoBepKy, Npu KOTOPOM Ha NPOBEpPKY OT MCTOYHNKOB B
PT MultiScanner nocTynatloT KOnuu 06bekTOB, a X PacnpoCTPaHeHNEe KOHTPONMpyeT
nonb3oBaTesb U CTOPOHHAS CUCTEMa.

— [laccuBHbIN PeXM — pexmm NPoBEPKY, NPY KOTOPOM MNOCTYNUBLLUNE Ha MPOBEPKY O6BHEKTHI
cpasy nponyckatotca PT MultiScanner B uHGoOpMaLNoOHHYO cuctemy.

— Bnokunpyiowmnin pexmm — pexmnm NpoBepku, Mpy KOTOPOM MOCTYNMBLUME Ha MPOBEPKY O6bEKTbI
enokumpytotes PT MultiScanner 4o okoHYaHuMs NpoBepki. B 3aBUCMOCTN OT BbIHECEHHOIO
BEPANKTa O6BHEKT NPOMyckaeTcs B MUHGOPMALMOHHYIO CUCTEMY UK yaanseTcs (M nomellaeTcs
B KapaHTUH).

MpumeuaHwue. cnonb3oBaHre 610KNPYIOLLENO PeXMa MOXET 6biTb OrpPaHNYeHo NLLEH3NeN.

Pexumbl npoBepKn ANs Kaxaoro Tuna NCTOYHKKa yKasaHbl B Tabnuue. [ng NCTOYHNKOB,
NoaaepPXNBatoLLNX HECKObKO PEXNMOB NPOBEPKY, BbIGOP pexnma 3aBUCUT OT NOANTUAKIA
NHbOpPMaLOHHON 6€30MacHOCTY Ballel opraHn3aumn. Bel MOXeTe HaCTpOUTb PeXUM NPOoBepKM
O6BEKTOB A1 TakX NCTOYHMKOB B MapameTpax nposepku. [ng nctouyHnkos ¢ Tunom «ICAP-
cepBep» pexuM NPoBepKN HacTparBaeTcd B napameTpax ICAP-knneHTa.

Tabnuua 3. Pexumbl npoBepKu 06beKTOB, noctynanwmx ot ICTOYHNKOB

Tuvn uctoyHuka Pexum oxupa- | MNaccuBHbi pe- | Bnokupylowmn
HuUs XUM pexum
Be6-unHTepdodelic Ha — —
XpaHunuiie dannos Oa - -
Cnyx6a Checkme Ha — —
O6Lwag nanka — [a -
Manka-wwnio3 — [a [a
ICAP-cepBep Ha [a Ha
Cepsep Microsoft Exchange ¢ ycTa- - Ja Oa
HOBJTEHHbIM areHTOM
[ouToBbIN CepBep B pexmme — Ja Oa
dunbTpauun
[ouTOBbIN CepBEp B pexmme 3epka- - [a -
NMpoBaHNS
PTCS Oa — —
MaxPatrol EDR [a — -
PT NAD — Oa —
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Tun ncTouHnka Pexxum oxupga- | MaccusBHbil pe- | Bnokupyiowmi
HUS XUM pexum

API ¢ BbI6paHHbIMY NapamMmeTpamMmin [a - -

npoBepKM

API ¢ nepegaBaembivin NnapameTpa- [a — —

MU MPOBEPKM

B aTom pa3pene

HacTpolika nctouyHnkoB (cm. pasgen 12.1)

Pa6oTa c TokeHamu goctyna (cm. pasgen 12.2)

Pa6oTa co cnnckamu agpecoBs (cMm. pasgen 12.3)

HacTpolika npaBun MmapLupyTn3aLmm NpoBepeHHbix nucem (cm. pasgen 12.4)

OTknloYeHre aBTOMaTUYECKO CMEHbI PEXMOB NpoBepku (cM. pasnen 12.5)

12.1. HacTpowka nCTo4yHnKoB

PT MultiScanner moxeT NpoBepsaTb 06bEKTbI, MOCTyMNaloWwmMe OT NoMb3oBaTeNel U N3 BHELLHNX
CUCTEM, MOAK/OUYEHHbIX B KAYECTBE NCTOYHNKOB O6beKTOB. Bbl MoXeTe [,06aBnsTh U yaansTb
NCTOYHUKI, U3MEHSTb NX MapamMeTpbl, BOEMEHHO OTK/oYaTb 1 BKoYaTb. [ns paboTbl ¢
NCTOYHVKaMI NpefHasHadeHa cTpaHuua MCTOUHNKY — YnpaBneHne UCTOUYHUKaAMMU.

WcTounmkn

[ smb-share-krb @O

O6wan nanka

4 exchange-agent @O
MoqToBLIA CepBep C YCTAaHOBNEHHBIM areHToM, paboTarowmm B
NacCUEHOM peXxuMe

O6wan nanka 53://qa-ptms-mail.qa.ptsec.ru/dzi...

=% MNapameTpbl MCTOYHMKA

£ mail-source-1s @
MOYTOBLIA CEPBEp B PEXWME 38PKaNMPOBaHWA

Apnpec SMTP-cepeepa 10.120.6.100:10025

=% MNapameTpbl UCTOYHMKA

Afpec NoYTOBOro

areHdra

=% MNapameTpbl UCTOYHMKE

£ mail-server e
MoYTOBLIA CEPBEP B PEXMME 3epKanupoBaHuUs

Apnpec SMTP-cepeepa

=% MNapameTpbl UCTOYHMKA

PucyHok 5. CTpaHuua MeTouHukmn

BBepxy CcTpaHuLbl pacrnofioxeHa kHomnka Jlo6aBUTb MCTOUHUK [19 OGABEHNS HOBOrO NCTOUYHIIKA

L5 TPOBEPKN.
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B pa6ouein 061acTi CTpaHLbl PacnofioxXeHbl MaHenn ¢ Hopmaumein o [o6aBNeHHbIX CTOUYHKAX.
Mpun HeOBEXOAMMOCTH Bbl MOXETe OTK/oUYaTh NCTOYHMKI. B Kaxaoi naHenn pacnonoxeHa ccbinika
MapameTpbl MCTOYHMKA /19 HACTPOWKN NapamMeTpoB.

[do6aBneHne NCToOYHUKA

BHumaHume! KonnyecTtso nogos Ha fo6om yane PT MultiScanner He gonxHo npebiwatsh 150. MNpn
pob6asneHunn nctouvHmka B PT MultiScanner Ha ocHOBHOM y3ne ong ero paboTbl CoO3nalTcd ABa Nofa.
OTcnexumBaTb TeKyLLee KONMYECTBO CO3AaHHbIX MOL0B Bbl MOXeTe Ha CTpaHuule Cuctema —
KoHdurypaums — Yanbl. Ecnn TpebyeTtcs yBenn4nTb MakClmMmaibHOe KONM4ecTBO NogoB Ha yane,
obpaTuTech B TeXHNYECKyto nogaepxky Positive Technologies.
> Y106bl 0O6aBNTb NCTOYHMK B PT MultiScanner:

1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBieHUne UCTOUHUKaAMM.

2. HaxmuTte kHonky [lo6aBUTb UCTOUHUK.

3. B none HazBaHue BBeaunTe Ha3BaHMe NCTOYHMKAE, KOTOPOE 6yaeT ykazaHo B CBONCTBAX
MOJSIyYEeHHbIX OT HErO O6HLEKTOB.

HasBaHue LomKHO copepxaTtb He MeHee NATY CYMBOJOB 1 6blTb YHKaNbHbIM CPeam
Ha3BaHWIN BCeX NCTOYHNKOB. HasBaHe MOXeT cogepXaTb TOIbKO CTPOYHbIE BYKBbI
naTuHckoro andaeuTa, Undpsbl, 4edurc 1 Npr 3TOM HaUYMHATLCS 1 3aKaHUYNBaTbCS TObKO
6yKBaMU.

4. B packpbiBalOLWemMC4d Crnncke Tun Bbl6epI/ITe TUMN NCTOYHMKA.
5. Ykaxute napameTpbl NOOKMIOHYEeHNA NCTOYHKMKa B 3aBNCMOCTWN OT ero Tuna.

6. Haxmute kHornky [lo6aBUTb MCTOUHMK.

N3meHeHune napamMmeTpoB NCTOYHUKaA

>  YT06bl NI3MEHNTH NapaMeTpPbl UCTOYHUKA:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBneHne UCTOYHUKaMM.
2. B naHenu c nHdopmaumer 06 NCToUHKKe nepengute no ccolnke MapamMmeTpbl MCTOUHMKA.
3. VIameHuTe napameTpbl ICTOYHKKA.

I'Ipmmeanwe. Bbl MoxeTe nameHunTb nobble napameTpbl ICTOYHWNKA, KPOMe ero Ha3BaHus U
Tuna.

4. HaxmunTe kHonky CoxpaHUTb.
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OTK/I0UEHNEe N BKITIOYEeHNE NCTOYHUKA

>  YT06bl OTKIIOUNTL (BKIIOUNTD) UCTOUYHUK:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHNKM — YNpaBfieHne UCTOUHUKaMM.

2. B naHenu c nHpopmaumelnn 06 NCTOUHMKE OTKMOUNTE (BKIIOUNTE) €ro.

YpaneHne nctouyHuka

>  YTO6bl yOanuTb NCTOYHNK:
1. B rnaBHom meHio BbibeprTe MCTOUHMKM — YNnpaBneHue NCTOYHUKaMM.

2. B naHenu c nHpopmaumel 06 NCTOUHKKE nepengute no ccolnke MapamMmeTpbl MCTOUHMKA.

3. Haxwvwute @ v nogtBepaunTe yoaneHue.

12.2. PaboTa ¢ TOKeHamun gocTyna

TokeH 0ocTyna — 3TO YHMKabHas NocnegoBaTeslbHOCTb CUIMBOJIOB, KOTOpas NpUMeHseTcs Ans
3awmTbl PT MultiScanner oT HecaHKLIMOHNPOBAHHOMO AOCTYMNa Yepes nyenunydHblin API.
VicnonbayeTtcs npu nogknodeHun K PT MultiScanner BHELLHNX CUCTEM B Ka4eCTBe NCTOYHNKOB
O06BHEKTOB.

MpumeyaHwme. [locTyn K peadynbTaTaM NpPoBepKn 06bekTa 1 MHGOPMaLMN O 3afaHNK Bbl MOXETEe
NOJSlyYNTb TONBKO C TEM Xe TOKEHOM OOCTYra, C KOTOPbIM O6BbEKT 6bl1 OTNPaBEH Ha MPOBEPKY.

Bbl MoXeTe paboTaTb C TOKEHaMM [OCTYyMa NMpw NOMOLL KOHCOJIbHbIX KOMaHg, v Yepes Be6-
nHTepdenc PT MultiScanner. Pa6oTa ¢ TokeHamMu 4OCTyMna C MOMOLLIbIO KOMaHf, orncaHa B
PykoBoacTBe pa3paboTumka.

Pa6oTaTb C TOKeHaMu focTyna Yyepes Beb-nHTepdenc PT MultiScanner MOXHO Ha cTpaHuLe
UcTouHunkm — TokeHbl goctyna.

Pa6oTa ¢ nctouyHmnkamm
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+ Cospatb TokeH gocTyna

> BepHyTbCA K GUALTPY MO YMONYaHWI

LETTE SRR R 1 KTto cospgan HassaHue CBA3aHHbBIA WCTOYHUK PaspelueHHble aericTeua KoMmeHTapuia

3a Bce Bpems

27 anp 2024, 13:49 Administrator token-edr edr-emakridi Mpoeepka ¢ napaMeTpamMn UCTOYHKKA

17 anp 2024, 16:59 Administrator test Mpoeepka ¢ nepeaasaeMbIMK NapameTpamy, ...

22 map 2024, 15:32 Administrator maxpatroledr MpoBepka ¢ napaMeTpamMmm NCTOYHVKS

14 map 2024, 13:20 Administrator maxpatroledrtoken MpoBepka ¢ NapaMeTpamMmm CTOYHVKS

6 map 2024, 09:59 Administrator oc-token oc-entrypoint MpoBepka ¢ NnapaMeTpamMmn NCTOYHVKA

6 map 2024, 09:34 Administrator oc-key MpoBepka ¢ nepegaBaemMbIMK NapameTpamm

21 dpes 2024, 15:06 Administrator api-entry-point-token  api-entry-point MpoBepka ¢ NapameTpamu UCTOYHUKE

26 B 2024, 05:06 Administrator ptcs2avscanner ptcs-av-scanner MpoBepka c NepeaBaeMbiMM napameTpamy, ... for PT CS
Bcero 70 1 2 >

PucyHok 6. CtpaHuua TokeHbl gocTyna
B maHenn nHCTpyMeHTOB CTpaHuLbl pacnofioxeHa kKHornka Co3gaTbh TOKEH gocTyna 415 co3naHns
TOKeHa OOoCTyna.

B pabouein o6nacTu cTpaHuLbl pacrnofioxeHa Tabnuua ¢ MHpopmMaLmein No BCem Co3naHHbIM
TokeHam gocTyna. Mpw HaBefeHUn Kypcopa Ha CTPOKY TabniLibl OTO6PAXaTCS 3HAYUKM:

\]
' — ONng NBMeHeHN9 KOMMEHTapun4ga K TOKEHY.

@ — 115 oT3biBa TOKeHa focTyna. ECAiv TOKeH MpUBSI3aH K UCTOYHIKY, TO MOCHE ero OT3biBa
NCTOYHUK NepecTaHeT paboTaTb.

Huxe npuBeneHbl MHCTPYKLKW MO paboTe C TOKEHaMM OCTyna.

CospaHune TokeHa gocTyna

> YTo6bl CO30aThb TOKEH fOCTYNa:
1. B rnaBHOM MeHto BbibepuTe McTouHnkn - TokeHbl gocTyna.
2. Haxmunte kHonky Co3paTbh TOKEH gocTtyna.

3. BeguTe HasBaHue TokeHa gocTtyna. OHO ByaeT oTo6paxaTbCcs Ha CTpaHuLe TOKEeHbl
AocTyna.

4. BbibepuTe paspeLleHHble AeCTBIUS, KOTopble 6yayT AOCTYMHbI MPY MCNONb30BaHNN TOKEHa.
5. HaxmwuTte kHornky CospaTb.
CospaHHbI TOKEH A0CTyMNa 0To6pa3nTcs B OkHe TOKEH AOCTyNna co3paH.

6. Haxmute kHonky CkonnpoBaTb B 6ydep o6MeHa U 3aKpbITb, UTO6bI CKOMMPOBAaTb TOKEH.
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BHumaHwue! [MNocne 3akpbiTS 3TOro okHa TOKeH 6yaeT HeqoCTyMneH o NpocMoTpa 1
KOMMpOoBaHKS.

OT3bIB TOKEHa focTyna

Bbl MOXeTe 0To3BaTb TOKEH AOCTyMna. ECnn TokeH 4ocTyna ncrnonb3yeTcs NCTOYHNKOM, TO OH
nepecTaHeT paboTaTb Noce 0T3biBa TOKeHa. ECnuv TokeH ocTyna ncnosib3yeTcs CTOPOHHEN
CUCTEMO, TO ee paboTa Takxke MOXET 6bITb HapyLUEHa.

> YT06bl 0OTO3BATb TOKEH JOCTYyMa:

1. B rnaBHOM mMeHIo BbibepuTe McTouHukmM — ToKeHbl gocTyna.

2. B cTpoke c TokeHOM JoCTyna HaxmmTe Q.

3. HaxmwnTte kHonky Bce paBHO oTO3BaTh.

12.3. PaboTa co cnuckammn agpecoB

Cnuncok agpecoB — Habop |IP-agpecos, nogceTel, aapecoB 9/1€KTPOHHOW NMOYTbI I LOMEHOB,
06beaNHEeHHbIX Nof YHIKanbHbIM HasBaHuem. OguH CrCOK MOXET cofepXxaTb agpeca pasHbIX
TUNoB. [1Ns appecoB Bbl MOXeTe OrpaHnymnBaTb CPoK gencTaus. llocne ncteveHns cpoka agpec
OCTaeTCs B CMMCKe, HO He yUYnTbIBaeTCs B Npasunax. [ng CnnckoB 1 X agpecoB COXpaHsaeTcs
NCTOPUS N3MEHEHWIN: AaTa 1 BpeMsl, AeCTBIME, NOMVH NoIb30BaTENS N KOMMEHTapPWIA.

Mpw HacTpoike NpaBus Npriema 1 06paboTki NMCEM Bbl MOXETE Bbl6paTb CMNCOK BMECTO
nepeyncneHns otTaenbHbiX agpecoBs. B kaxaom yCcnosum NCNonb3yloTcs agpeca NogxoadaLnx TUnos.
Hanpurmep, cnncok koprnopaTrBHbIX MOYTOBBIX CEPBEPOB MOXET copepxaTb |IP-agpeca cepBepoB 1
noyToBble goMeHbl. B ycnosun no IP-agpecam SMTP-knneHTa ncnonbayotcs IP-agpeca 13 cnucka,
a B yCnoBun o agpecam 1 fOMeHamMm oTrnpaBuTenein — QOMeHbl. /IsameHeHune cocTtaBa cnucka
NPUMEHSAETCH BO BCEX NpaBIiaXx, B KOTOPbIX OH MCMOMb3yeTcs. [NepenmeHoBaHme cnncka CoxXpaHsaeT
€ro CBsi3b C npasuIamMu.

B aTom pa3pene

Cnnckn agpecos (cMm. pasgen 12.3.1)

Apnpeca cniucka (cm. pasgen 12.3.2)

12.3.1. Cnnckn agpecos

Bbl moxeTe npocMaTpumBaTb, CO30aBaTb, USMEH4ATb N yOasiaTb CANCKN afpecoB, a Takxe
rnpocmMaTpmBaTb NX NCTOPWIO N CBeAeHNd 06 NCTOYHMKAX 1 npaBunnax, B KOTOPbIX OHN NCMOJIb3YIOTCAH.

[ns pa6oTbl cCo cnckamu npegHasHadyeHa cTpaHla McTouHmkn - Cnuckn agpecos.
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+ Cospatb el
HaseaHue ™ Tunsl appecos Appeca WcTouHukn  [atawvameHenua T
[ oMeHbl NapTHepoB [Llomekbt: 4 distributor.example.net, logistics.example.org, ... 1 9 ceHTRbpsA, 11:21
KoprniopaTueHble NoYTOBbLIE CEPBEPDI Jomerbi: 2 IP-agpeca: 2 Mopcetw: 1 192.0.2.10,192.0.2.11, 192.0.2.8/29, mail.examp... 1 9 ceHTabps, 11:19
PaBoumne cTaHU1K Jomerbl: 1 IP-appeca: 2 MopceTu: 1 192.0.2.0/27,192.0.2.21, 192.0.2.22, workstatio... 9 cenTabps, 11:19
CucTembl OTNPaBKK yBeAOMIEHUA Jomewbl: 2 9n.appeca: 2 IP-agpeca: 2 [MopceTw: 1 203.0.113.40, 203.0.113.40/29, 203.0.113.41, he... 9 ceHTabps, 11:19
JNEeKTPOHHbIE agpeca COTPYOHUKOB 9n. appeca: 5 admin@example.com, developer@example.co... 1 9 ceHTabpsA, 11:20

Bcero 5 1

PucyHok 7. CTpaHuua Cnucku agpecoB

B naHenn NHCTPYMEHTOB CTPaHWLbl PaCMONOXEHbl KHOMKIA:

CozpaTtb — [/159 CO30aHNs Crimcka.
© — oo cbpoca punbTPOB TabnnLbI.

o 3 L5 Bbl6opa CTON6LIOB, KOTOPbIE AOMXHbI 0TO6paxaTbCs B Tabnuue.
B pabouein o6nacTtui CTpaHuLbl pacrosfioxeHa Tabnunua co Crnmckamm agpecos.

Mpwn HaBegeHNY Kypcopa Ha CTPOKY CMCKa CripaBa NosSIBAAOTCA KHOMKA:
\J
@ — NS N3MEeHeHs Ha3BaHUs 1 KOMMEHTaPUSI.

@ — 019 NPOCMOTpPa NcTopumn Ccrimcka.

I — ong yoaneHns cnncka.
B 3aBrcumocT oT Ballero Boi6opa Tabua MOXeT cofepxaTb cregytoLine cTonbLbl:

— Ha3BaHue — HasBaHuMe cnncka. 1o ccbifike ¢ HasBaHnem OTKpbIBaeTCy CTpaHuLa C agpecamm
crmncka.

— Twunbl agpecoB — TUMbl afapecoB N KONIMYeCTBO afpecoB KaXaoro Tmna B Criicke.

— Appeca — agpeca, o6aBneHHble B CNCOK. Agpeca C orpaHnYeHHbIM CPOKOM AeACTBIS
OTMEeYaloTCs 3HAUYKOM @ afpeca C UCTEKLUVIM CPOKOM — KPaCHbIM 3HAYKOM.

— WMCcTOUYHMKM — KONMNYECTBO NCTOYHNKOB, B KOTOPbIX NCMONb3yeTCH CrncoK. |_|pVI HaXXaTunn Ha
YMCNO OTKPbIBAOTCA CBeAeHNH 06 NCTOYHMKAX, rpynnax npaswnn 1 npasuniax, NCroab3yoLnNX
CMnncok.

— [aTa nameHeHus — gatau BpeM4a nsMmeHeHnsa Ccnmcka.
— KTo usmeHun — norvH nonb3oBaTens, N3MeHUBLLEro Crmcok.

— KommeHTapmii — KOMMEHTapWIi K MU3MEHEHNIO CrncKa.
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Bbl MOxeTe ¢dunbTpoBaTb CMNCKIK C MOMOLLbIO 3/IEMEHTOB B 3arofioBkax CTon6uoB. Mpn HaxaTun Ha
3arofioBok Appeca oTkpbiBaeTcs nose noucka. Mpw noncke no agpecy B Tabnunue oTobpaxatTcs
Crncku, cogepxallne agpeca, COOTBETCTBYIOLLME YCoBIMIO Noucka. B cton6ue Apgpeca
OoTO6paxaloTCcs TO/IbKO HaldeHHble agpeca.

MpumeuaHue. Nouck He NpoBepseT BxoxaeHne IP-agpeca B nogceTb nnuv NpuHagneXxHoCTb
afpeca an1ekTPOHHON NOYTbl JOMEHY 13 Crncka.

C nomotwpio kronku ‘N & saronoskax Hassanme 1 [aTta nsmeHeHus Bbl MOXeTE N3MEHUTb
nopsnok CTPoK. NMoBTOpPHOE HaxaTne MeHseT HarnpaBneHe CoOpPTUPOBKI.

B HkHel YyacTy Tabnmubl 0TO6paxatoTcs KOMYECTBO CMVICKOB 1 KHOMKM Nepexofa Mexay
CTpaHuLamMmn Tabnunupl.

Co3pgaHune cnucka apgpecosB

> YT06bl CO30aTb CMCOK afpeCoB:
1. B rnaBHOM MeHIo BbibepuTe McTouHMKM - CnMcKu agpecos.
2. HaxmwuTte kHonky Co3paTb.
OtkpoeTcs okHo Co3paHMe cnucka.
3. B none HasBaHue BBeanTe HazBaHMe Cnncka.
HasBaHWe 0oMKHO 6biTb YHUKaNbHbIM Cpean BCEX CMNCKOB.

4. HaxmwunTe kHonky Co3paTb.

N3MeHeHne Ha3BaHNS cnucka agpecoB

MeperMeHoBaHVe COXpaHseT CBS3b Cnncka ¢ npaBuiamu.

> YT06bl N3MEHNTb Ha3BaHKe Cnncka afpecosB:

1. B rnaBHOom meHio BbibepuTe MCcTOUHMKM —> CnMCKK agpecos.

2. HaBepauTe Kypcop Ha CTPOKY Crn1cKa 1 HaXMUTE KHOTMKY f
OTKkpoeTcs okHo UsmeHeHMe cnucka.

3. B none HasBaHue BBegnTe HOBOE Ha3BaHMeE.

4. B none KommeHTapui BBeouTe KOMMEHTAPUIA.

5. Haxmute kHonky A3MeHUTb.
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YpaneHne cnnucka agpecos

BHumaHwue! Ecnm cnncok ncnonb3yeTcs CTOYHUKaMU, MOoce ero yaaneHus agpeca nus cnmcka
nepecTaHyT YYNTbIBATbCS B NMPaBuiax 3TUX NCTOYHNKOB. TO MOXET N3MEHUTb 06paboTKy MCEM.
MNepen yoaneHnem 3aMeHUTe Crncok B NpaBuiax CBA3aHHbIX ICTOYHNKOB WA NU3MEHNTE YCNOBUS
3TUX NpaBuI.

> YT06bl yOanTb CANCOK afpecoB:

1. B rnaBHOM MeHIo BbibepuTe McTouHMKM -~ CnMcKu agpecos.

2. HaBepwuTe Kypcop Ha CTpoKy crvcka 1 Haxmute kHorky [ .
OTKpOETCS OKHO NOATBEPXAEHNS.

3. B none KommeHTapuii BBeANTE KOMMEHTaPUIA 1 NOATBEPAUTE YoaneHue.

MpocMoTp nctopum cnucka agpecos

|/|CTOpI/|9I Crnuncka BKto4YaeT NSMeHeHnd CamMoro Cnmcka n ero agpecos, B TOM Yncne yaanleHHbIX. Ons
Kaxpgoro cobbiTus COXpPaH4AITCA oaTa N BpemMd, BbllNoJIHEHHOEe OeNCTBMe, CBedEeHNs 06 N3MEeHeHunu,
NOrnH nosnb3oBaTenyd n KOMMeHTapMVI.

>  YT106bI IPOCMOTPETH NCTOPUIO CrNCKa:

1. B rnaBHOM MeHIo BbibepuTe McTOuHMKM - CNMCKKU appecoB.

2. HaBegunTe Kypcop Ha CTPOKY Cn1cKa N HaXMUNTE KHOMKY @

OTkpoeTcs okHo UcTopus 3ameHeHUN.

12.3.2. Agpeca cnucka

Bbl moxeTe npocMmaTpumBaTb, 006aBnaTb, USMEHATb U yOoandaTb afgpeca Crimcka, yctaHaBinBaTb CPOK
X OeNcTBng n npocmMmaTpnBaTb NCTOPKIO. V1ameHeHune CpoOKa OeNcTBus 1 yoaneHne goCTynHbl Angd
OOHOro Nnm HeCKONbKNX Bbl6paHHbIX agpecos.

[ns paboTbl C agpecamMu npenHasHayeHa CTpaHuLa C HasBaHneM Crncka, KoTopas OTKPbIBAETCH Mo
CCbIJIKe C Ha3BaHMeM crnuncka Ha cTpaHule MecTouHukn -~ CnucKu agpecos.
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KOpnOpaTMBHbIe nouToBble cepBepbl D VicTopus nsmeHeHui [1]
Tunel agpecos MCTOUHVKK
DAomenbl: 2 IP-apgpeca: 1 Mopcetu: 1 E mail-agent 3 npasuna
+ [o6aBnTb @ WaMeHWTL CPOK AeCTBHA o Yaanute L
B Agpec Twn agpeca OatausmeH... T Krousmenun  KommeHTapui Cpok geincteua Tl
® 192.0.210 IP-appeca 11 ceHtabps, 11:12 ivanov_spec PesepeHbIit cepeep HcTek
@ 192.0.21 IP-agpeca 11 centabps, 11:11 ivanov_spec O6cnyxuBaHWe cepeepa 14 Hos6ps, 23:59
192.0.2.8/29 Mopcetu 11 ceHTabpA, 11:11 ivanov_spec BHYTpeHHAA NoaceTb —
mail.example.com HomeHs! 9 ceHTabps, 11:19 ivanov_spec Appeca KopnopaTUBHLIX NOYTOBLIX CEPBEPOB =
smtp.example.com AlomeHs! 9 cenTabpsa, 11:19 ivanov_spec Appeca KopnopaTUeHbIX NOYTOBbIX CEPBEPOB —
Bcero 5 1

PncyHok 8. CTpaHuua ¢ agpecamm B Crncke

B BerHeI?I 4aCTu CTPaHWLbI 0To6pa>Kaech Ha3BaHWMe Crincka. CnpaBa pacnonoXeHbl KHOMKW:

MCTOpMﬂ W3MEHEeHUn — 14 NPOCMOTPa NCTopunm cnmcka.

M —ong yoaneHunsa crincka.

Huxe pacnonoxeHa I/IHCI)OpMaLl,VIOHHaﬂ naHenb. B Hel 0T06pa>Ka+0ch TUNbl afapecoB N CBA3aHHbIe
VICTOYHUKIN. HasBaHme NCTOYHVIKA ABNSETCH CCbINIKOW Ha ero napameTpbl. Pagom YKa3aHo
KONN4YeCTBO npaBwnsl, NCNOJIb3YOLWKX CrNCOK.

B naHenn NHCTPYMEHTOB Tab/uLbl PacronoXeHbl KHOMKMA:
Ao6aBuTb — 019 no6aBNeHNs agpecoB B CMINCOK.

N3meHUTb CPpOK AeNCTBUSA — /19 NSMEHEHUNS CPOKa AeNCTBINS BCeX BbibpaHHbIX agpecoB. KHornka
LOCTyrMHa rnocre Bbi6opa afpecoB B TabnuLe.

YaanuTb — 0Ns yOoaneHns Bcex Bbi6paHHbiX agpecoB. KHomnka OoCTyrnHa nocre Bbibopa agpecos B
Tabnuue.

© — e cbpoca dunbTPoB TabnuLbl.

o — N9 Bblbopa CTON6L0B, KOTOPble OOMKHbI 0TO6paxaTbCy B TabuLe.

B pabouein o6nacTu CTpaHuLbl pacrnofioxeHa Tabnuua ¢ agpecamu Bbl6paHHOro crvcka.
Mpw HaBegeHUN Kypcopa Ha CTPOKY agpeca crnpaBa NosBASIOTCS KHOMKIA:

> - LN N3MEHeHNs agpeca, Cpoka AeliCTBIS U KOMMEHTapus.

@ — OIS NpoCMoTpPa NCTopun agpeca.

m - 0n4a yoaneHumsa agpeca.
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B 3aBrcumocT OT Ballero Bbi6opa Tabnvla MOXeT cogepxaTb creayoLne CTonbLbl:

— Cron6eL ons BbIGOpa HECKObKNX afpecoB OJ1s MaccoBbIX onepauunin. O6wwumin dnaxok B
3arosioBke No3BONSET BbibpaTb BCe agpeca.

— Appec — agpec, 0o6aBNeHHbIN B CMINCOK.

— Tun appeca — IP-agpec, nogceTb, agpec 3N1eKTPOHHON MOYTbI NN AOMEH.
— [laTta u3aMeHeHusa — faTta 1 Bpems U3MEHeHNs agpeca.

— KTo nameHun — nornH nonb3oBaTens, N3MeHNBLUEro agpec.

— KommeHTapuit — KOMMEHTapU K N3MEHEHNIo agpeca.

— CpoK peMcTBuUS — jaTa N BpeMs OKOHYaHWNs cpoka aeincteng agpeca. Hagnucoe Metek
o3HayaeT, YTo agpec 60/blie He yUnTbiBaeTCd B npasuniax. [poyepk o3HayaeT, YTo CPOK He
orpaHunyeH.

Bbl MoxeTe ¢punbTpoBaTb agpeca C NOMOLLbIO M1EMEHTOB B 3arofioBkax CTon6LoB. [pn HaxaTun Ha
3arofioBok Appec oTkpbiBaeTcs nosne nowvcka. Nocne ¢unbTpaumm otobpaxatoTca agpeca,
COOTBETCTBYIOLLE YCIIOBUIO.

C nomoLLblo KHOMKW TsL B 3aronoBkax [laTa uameHeHus 11 CpoK AeNCTBUS Bbl MOXETE N3MEHUTb
nopsiaoK agpecos. [oBTOPHOE HaxaTue MeHsIeT HanpaB/ieHne COPTUPOBKN.

B HmxHel yacTy Tabnumubl 0TO6paxatoTcs KOMYeCTBO afpecoB U KHOMKX Nepexoaa Mexay
CTpaHuuammn Tabnunubl.

No6aBneHue agpecoB B CNNCOK

3a OfHY onepauunto Bbl MOXeTe [06aBUNTb HECKOBKO afpecoB pa3HbIX TUNOB C o6LWIMM CpOKOM
OEeNcTBus KOMMEHTapuem. Mo YMONYaHNO CPOK OEeNCTBUS He orpaHn4yeH. A,u,pec [OJIXEH 6bITb
YHUKallbHbIM B npepgenax cnmcka.

> YT06bl LO6aBUTL aapeca B CrINCOK:
1. B rnaBHOM MeHIo BbibepuTe McTOUuHMKM - CNMCKKU appecoB.
2. TllepengnTe NMo ccobinke ¢ Ha3BaHMeM Crmcka.
OTKkpoeTca cTpaHuLa <HasBaHue cnucka>.
3. HaxmuTte kHonky [lo6aBuUTb.
OTkpoeTcs okHo [lo6aBneHue agpecos.
4. Ha Bknapgkax BBeouTe agpeca, NOATBepXaas Kaxapll HaxaTnem knasuwm Enter:

- Ha Bknagke 9n. agpeca BBegnTe afpeca a1eKTPOHHO NOYTbl, Hanpumep
admin@example.com.

- Ha Bknagke [lomeHbl BBeANTE [OMEHDI, Hanpymep mail.example. com. Bbl moxeTe
NCMoJ1b30BaTb MAacky C MOACTAaHOBOYHbIMY 3HaKaMu, Harpumep * . example. com.
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- Ha Bknagke IP-appeca Beeante agpeca B dopmarte IPv4, Hanpumep 192.0.2.10.

- Ha Bknapke MopceTun BBeanTte nogcetn B dopmate CIDR, Hanpumep 198.51.100.0/24.
5. Ecnn Heo6xopnmo orpaHnynTb CPoK AeiCTBIS agpecos:

« YcTaHoBuTe piaxok OrpaHUYnTb CPOK AENCTBMUS.

- BeegunTte gaty n Bpems.
6. B none KommeHTapuii BBEOUTE KOMMEHTaPWNA.

7. HaxmuTe kHonky [lo6aBUTD.

N3meHeHue agpeca B Crmimcke

>  YT06bl N3MEHNTb agpec B CMUCKE:
1. B rnaBHOM MeHIo BbibepuTe McTouHuKM > Cnuckun agpecos.
2. [lepengmnTe No ccblfike C Ha3BaHNEM Crncka.

OTKpoeTcH cTpaHuLa <HasBaHMe cnucka>.

3. HaBepgwnTe kypcop Ha CTPOKY agpeca 1 HaXMUTE KHOMKY &
OTkpoeTcsa okHo U3aMeHeHue agpeca.

4. B none agpeca BBeOnTe HOBbLIM agpec.

5. B none KommeHTapuii BBEOUTE KOMMEHTaPWIA.

6. Haxmute kHornky ASMeHUTD.

N3meHeHne cpoka geicTBug agpecoB

Bbl MOXeTe ycTaHOBWTb AW N3MEHNTb CPOK AENCTBIS afpeCcoB, a TakXe CHATb OrpaHnyeHmne no
cpoky pencteud. [ns BbiIGpaHHbIX adpecoB NPUMeHSIoTCS obLme faTta n BpeMs OKOHYaHMs cpoka
pencteus. [laTa n BpeMs OOMKHbI 6biTb B 6yayLLEM.

Ecnn CpOoK nencrTaung afpeca yxe NCTek, nocrsie yCtaHoBKU 6yn,yu.|,e|7| 0aTbl NN CHATUS OrpaHN4YeHns
agpec CHOBa y4nTblBaeTCH B npasunax.

>  YTO6bI NIBMEHNTbL CPOK AENCTBNS afpecoB:
1. B rnaBHOM MeHIo BbibepuTe McTOUuHMKM - CNMCKKU appecoB.
2. TepeignTe NO CChifIKe C Ha3BaHEM CrCKa.
OTkpoeTca cTpaHuLa <Ha3BaHue cnucka>.
3. BbibepuTe agpeca.
4. B naHenu MHCTPYMEHTOB HaXmuTe KHornky ASMeHUTb CpOK AeCTBUS.

OTKpoeTCQ OKHO N3MeHEeHA CpOKa OencTeums Bbl6paHHbIX afpecos.
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5. Ecnun Heo6xoammo yCTaHOBUTb U M3MEHUTb AaTy OKOHYaHNS Cpoka AeCTBIS:
+ Boibepute YeTaHOBUTb CPOK AENCTBUS.
- Beegute pnaty 1 Bpewmsi.

6. Ecnn Heobxognmo CHSTb OrpaHnyeHne cpoka encTeng, Bolbepute He orpaHMunBaTh CpoK
AESUCTBMS.

7. B none KommeHTapui BBeguTe KOMMEHTapWIA.

8. Haxmute kHonky U3mMeHUTb.

YpaneHue agpecoB U3 crnucka

> YT06bI YOanuTb agpeca 13 cnncka:
1. B rnaBHOM MeHIo BbibepuTe McTOUuHMKM - CNMCKKU appecoB.
2. TllepengnTte NMo ccbinke ¢ Ha3BaHMeM Crncka.
OTkpoeTca cTpaHuLa <HasBaHMe cnuckas.
3. BbibepuTe agpeca.
4. B naHenu MHCTPYMEHTOB HaXMuTe KHOMKY YaanuThb.
OTKpoeTCa OKHO NOATBEPXOEHUS.

5. B none KommMmeHTapui BBeNTE KOMMEHTapPWIA 1 MOATBEPANTE yaaneHmne.

MpocMoTp ncTopumn oTaeNbHOro agpeca

VicTopus agpeca coaepXuT cobbiTs ero 4o6aBneHns 1 N3MeHeHs, BKlYas N3MeHeHne cpoka
LOEeNCTBUS 1 KOMMeHTapus. [ns Kaxaoro CobbIThS COXPaHATCA AaTa 1 BpeMsl, BbIMOSIHEHHOe
LeicTBNe, CBEAEHNS 06 N3MEHEHWNN, NOrnH Nonb3oBaTesNs N KoMMeHTapuii. MNocne yoaneHus agpeca
3amnncu O CBSA3aHHbIX C HUM COBbITUSIX OCTAOTCS B UICTOPUI CHCKa.

>  YT06bl NPOCMOTPETL NCTOPUIO agpeca:
1. B rnaBHOM MeHIo BbibepuTe McTouHMKM -~ CnMCKU appecos.
2. [llepengnTte No ccbinke ¢ Ha3BaHMeM Crncka.

OTkpoeTcq cTpaHila <HasBaHue cnuckas.

3. HaeguTe Kypcop Ha CTPOKy agpeca 1 HaXMUTe KHOMKY D.

OTkpoeTca okHo McTopus nsmeHeHus agpeca.
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12.4. HacTponka npasui MapLpyTn3aunim NpoBepPEHHbIX
nucem

Ecnun B Balwen opraHnsaLmy MCNosb3yoTCs HECKOMbKO MOYTOBbIX CEPBEPOB, Bbl MOXETe HaCTPOUTb
npaBuia MapLUpyT3aL NPOBEPEHHDBIX NUCeM. B 3aBUCMOCTN OT [OMEHa, yKa3aHHOro B
3NEeKTPOHHOM agpece nony4datensa nucbma, PT MultiScanner moxeT oTnpaenaTe nncbma n
yBeOoOMJIeHNS O pe3ysbTaTax NPOBEPKN Ha ONpefeneHHble NoYToBble cepBepbl. B npaBune
MapLUpyTr3aL M Bbl MOXeTe Bbl6paTb OQVH 13 cnoco60B MapLpyTudauuu: no MX-zanmncam,
nmvetowmmes B DNS ong noutoBOro gomMeHa, uim Ha ykasaHHble MoYToBble CepBepbl (COrnacHo nx
npuopuTeTy).

HacTporika npaBun mapLupyTmn3aLmm 0OCTyNHa AN UICTOYHNKOB «[ 104TOBbIN CEPBEP B pexmnme
dunbTpaunn.

MpaBuna MapLUpyTU3aLny HaCTPaNBaTCS OTAENbHO A KaXA0oro NCTOYHMKa. Bbl MoxeTe
L006aBNsATb, U3MEHSATb 1 yAansaTb NnpaBuna. [lo6aBneHHoe paHee NpaBuio Bbl MOXeTe CKONMMpPoBaThb
LS TOTFO Xe U OpYroro NCTOYHKKA.

Oo6aBneHne npaBuia MapLIpyTu3aumm

> YT06bl 006aBNTb NPABWIO MapLUPYTN3aLNN:
1. B rnaBHOM MeHIO BbibepuTe MCTOMHUKK — YnpaBneHue UCTOUHUKaAMM.
2. B naHenun c nHdopmaumen o6 NCTOYHMKe NepenguTe no ccolike MapamMeTpbl MCTOUHMKA.

3. B 6noke napameTtpos MpaBuna MappyTU3aLMn NOYTOBOro Tpadpuka HaxmmTe KHOMKY
Ao6aBuThb.

4. B none [loMeH 3N1eKTPOHHON NOYTbI NoslyyaTens BBeanTe JOMEHHYIO YacTb agpeca
3NeKTPOHHOI NOYTbI NonyYaTenei, Ang KOTopbiX HEO6XOONMO HAaCTPOUTL NPAaBUIO.

C nomoLpbio 3Be3004KM Bbl MOXETE 3adaTb Macky 4719 AOMEHHOWN YacTy agpeca nonydvaTenei
nucem, ecnm oOMeHHas YaCTb COAEPXUT NOAA0MEHbI TPETbEro YPOBHS Unn Bbille. Hanpumep,
npaBwnIo ¢ Mackon * . example.com 6yaeT NPUMEHSTLCS U AN aApPecoB C AOMEHHON YacTbio
example.com, sub_1.example.com, sub 2.example.com, n gng agpecoB C JOMEHHON
yacTblo, cofepallein nogaomMeHbl 6onee BbICOKNX YPOBHEN.

MpumeuaHwue. Ecnu pomeHHag YacTb agpeca nosnyyatenst COOTBETCTBYET HECKObKIM
npaswiamMm MapLUpyTu3aLmm, 6ygeT NCrnonb30BaHO TO NPaBuso, B KOTOPOM yKa3aH Hanbonee
TOYHbIN agpec. [Mpn 3ToM 6osliee BbICOKMNIA MPUOPUTET UMEIOT NpaBuna, B KOTOPbIX He
NCMOJb3YIOTCS MaCKW.

5. B 6noke napameTpoB Tpe6oBaHus K TLS-wmndpoBaHMIO ykaxmTe 45 BCeX MOYTOBbIX
cepBepoB B NpaBwne, Tpebyetcd nu TLS-wndpoBaHue.

6. Ecnu npwn windpoBaHnm TpebyeTcs NpoBepsTb cepTudUKaT NOYTOBOro cepBepa, YCTaHOBUTE
dnaxok MpoBepsaTb cepTudukar.
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7. Ecnun Heo6xoanmo nepeHanpaBngaTb NcbMa cornacHo MX-3anncsam, BoibepuTe crnocob
MapLwpyTtusaumm Mo MX-3anucam.

BHumaHwme! lNucbmo He 6yneT otnpasneHo, ecnm B DNS otcytcTByeT nogxoasias MX- nnn
A-3anucb gng ykasaHHOro JoOMeHa.

8. Ecnm Heobxogmmo nepeHanpaBndTb NMCbMa Ha OnpeaeseHHbIN MOYTOBbIN CepBep, BbibepuTe
cnoco6 mapwpyTtunsaunn Mo agpecamMm NOYTOBbIX CEPBEPOB 1 YKaxmMTe napameTpbl
cepsepa:

- Bnone flomeHHoe umsa unu IP-agpec BBegnte agpec 1 nopT cepaepa.

- Ecnu B Balleii opraHnsaLmm NCronb3yeTcs HeCKOMbKO MOYTOBbLIX CepBepoB, B Nose
MpuopuTeT BBEANTE YNCMO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKa3aHHbIM
appecom.

MpumeuaHue. Bol moxeTe ykazaTb uncno ot 140 65535. Yem meHbLUe yncno, Tem Bbille
npuopnTeT cepBepa. MNrcbMa 6yayT OTNPaBASITbCS Ha aKTVBHbIE CEpPBEpPbI C HANBGOMNBbLUNM
nproputeToM. ECnun ong cepBepoB ykasaH OAMHaKOBbIV NPUOPUTET, MOYTOBbIA TpaduK
GanaHcupyeTcs Mexay HAMU MOPOBHY.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wudpoBaHUs BoibepnTe pexinm 3anycka
LWNppOoBaHM Ang 3TOro cepeepa.

- Ecnun pns poctyna k cepBepy TpebyeTcs ayTeHTndMKaLNS, BKTIOYNTE NCMONb30BaHMe
ayTeHTdMKaLMM 1N B packpbiBalowemcs crvicke Tun ayTeHTudUKaumum Boibepute ee TUn.

MpumeuaHwme. [Npy aBTOMaTYecKoM Bbibope Tuna ayteHTudukaumm PT MultiScanner
BblbUypaeT Hanbonee 6e30nacHbIN TUM U3 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbsyetcs ayteHTudukaums, B nons JloruH n Maponb BBeanTe yyYeTHblE AaHHbIE
LS 0OCTyMa K cepBepy.

- Ecnwn B Balen opraHmnsaLmy MCnonib3yeTcst HECKObKO MOYTOBbIX CEPBEPOB, MO KHOMKEe
[Ao6aBuTb cepBep [o6aBbTE A9 HUX 6/10KN MapaMeTPOB 1 HACTPOWTE aHaNOrNYHbIM
o6paszom.

9. HaxmwuTe kHonky [lo6aBUTb.
10. HaxmuTe kHornky CoxpaHUTb.

MpaBuno MapLpyTn3aumnm 4o6aBneHo.

KOI'II/IpOBaHI/Ie npaBwuia MmapupytTmn3auumn

>  YTO6blI CKONMPOBaTb NPaBUIO MapLUPYTN3aLIN:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHMKM — YNpaBieHne UCTOUHUKaAMM.
2. B naHenn c nHpopmaumen 06 NCTOYHNKE HaxmunTe kHonky MapameTpbl NpoBepKM.

3. B 6noke napameTpos MpaBuna maplupyTu3auum noutoBoro Tpaduka B CTpoke npasusa,
KOTOPOE Bbl XOTUTE CKOMMPOBATb, HAaXMNTe
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5.
6.

HaxmuTe kHonky BeTaBUTb npaBusio.
OTkpoeTca okHo [lo6aBneHne npaBuna.
HaxmunTe kHonky [lo6aBUTb.

HaxmunTte kHonky CoOXpaHUTD.

MpaBuno MapLpyTU3aLmnmn CKONMmMpoBaHo.

N3ameHeHne npaBunia mappyTusaunm

>  YT06bl N3MEHNTD npasunio MapLlpyTn3aunn:

1.

2.
3.

5.
6.

B rnaBHOM mMeHI0 BbiGepuTe MICTOUHMKM — YnpaBfieHue NUCTOUYHUKaMM.
B naHenn c nHdopmaumern 06 NCTOYHIKKE HaxmunTe KHorky MapameTpbl MpoBepKM.

B 6noke napameTtpos MpaBuna MaplpyTUsauum nouToBoro Tpaduka B CTpoKe npasua,
KOTOPOE Bbl XOTUTE N3MEHUTb, HAXMUTE

OTkpoeTcs okHO U3sMeHeHune npaBuna.
VIameHunTe npasuso.
Haxmute kHonky AsMeHUTb.

HaxmunTte kHonky CoOXpaHUTb.

MpaBuno MapLwpyTU3aumnmn n3MeHeHo.

YpaneHue npaBuia MapLipyTusaumm

>  YT06bI yOanuTb NPaBuiIo MapLIpyTN3aLIN:

1.

2.
3.

4,

B rnaBHOM mMeHI0 BbiGepuTe UCTOUHMKM — YnpaBiieHUe NUCTOUYHUKaMM.
B naHenn c nHdopmaumern o6 NCTOYHKKE HaxmuTe KHorky MapameTpbl MpoBepKM.

B 6noke napameTtpos MpaBuna MaplpyTUsauum nouToBoro Tpaduka B CTpoke npasuna,
KOTOpOe Bbl XOTUTE yaanuTb, Haxmute L 1 noaTBepamnTe yoaneHue.

HaxmunTte kHornky COXpaHUTD.

Hpaano MapLwpyTndaunn yoaneHo.

12.5. OTKNIOYEHNE aBTOMAaTNYECKOW CMEHbI PEXNMOB
NpoBepKn

[ns ncTouHmnkoB ¢ Trnamm «MoyToBbIN cepBep B pexume dunbTpauun» n «Cepsep Microsoft
Exchange ¢ ycTaHOBNEHHbIM areHTOM» Mpu 601bLLOM KOMMYECTBE NOCTYMNaloWMX Ha NPOBEPKY
nucem 6NOKMPYIOLLA PEXM NPOBEPKN MOXET aBTOMATNUYECKN MEHATbCS Ha MaCCUBHBIA. OTO
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Mo3BONSieT BOBPEMS [OCTaBMATb NMCbMa agpecaTam, HO MOXET NPUBECTY K TOMY, YTO NCbMa C
yrposamu nonagyT B MHGOPMaLMOHHYIO0 CUCTEMY OpraHn3aumn. locne CHUXeHNs Harpyskiu
BO3BpaLLaeTcs 6/10KNPYIOLLIA peXIM NPoBepKI. Bbl MoxeTe OTKNOUNTb A9 Bbl6paHHbIX
NCTOYHIKOB aBTOMAaTUYECKYIO CMEHY PEXMOB NPOBePKU. VIHCTPYKLIMM HEOBXOAMMO BbINOMHATL Ha
OCHOBHOM Y3rie.

BHumaHwme! Nocne oTkMouYeHs aBTOMaTUYECKON CMEeHbl PEXUMOB MPOBEPKN /19 UICTOUYHMKA B
Cny4ae HellTaTHOro NpekpaLlleHns npoeepkn nucem B PT MultiScanner nucbma oT aTOro
NCTOYHIKKa He ByayT 4OCTaBNATbCS agpecaTam.

>  YT06bl OTKNIOUNTD aBTOMaTN4YeCKYIO CMeHY pPeXxrnMmoB NpPOoBepPKK Ond NCTOYHKMKa,

BbIMOHNTE KOMaHAy:

sudo ptmsctl system components config patch --component <Ha3BaHue ucTtoyHuka> --toml "
[statistic]
enable_downgrade = false

>  YT06bl BK/IIOUYNTD aBTOMaTN4YeCKYIO CMEeHY peXnmoB rnpoBepKn angd NCToYHuKa,

BbIMOJIHNTE KOMaHOy:

sudo ptmsctl system components config patch --component <Ha3BaHue uctoyHuka> --toml "
[statistic]
enable_downgrade = true

Pa6oTa ¢ nctouyHmnkamm 61



13. [NogknoyeHmne NCTOYHNKOB

B pasgene onucaHbl BO3MOXHOCTU nogkrtodeHns K PT MultiScanner nCTOUHNKOB 06beKTOB /14
NPOBEpPKMN.

BHumaHwme! KonnuecTtBo nogos Ha nto6om yane PT MultiScanner He gosxHo npesbiwaTh 150.
Mpwn no6asneHnn nctodHmka B PT MultiScanner Ha ocHOBHOM y311e ons ero paboTbl co34aloTCs
noBa nopa. OTcnexmnBaTh TeKyLee KOMMYecTBO CO30aHHbIX MOAOB Bbl MOXETE Ha CTpaHuLe
Cuctema — KoHdurypauumsa — Yanbl. Ecnv TpebyeTcs yBenmUnTb MakCumManbHOe KONnm4yecTBo
NoQOoB Ha y3ne, 0bpaTnTeCh B TEXHNYECKYI0 nogaepxky Positive Technologies.

MpumeuaHue. Ecnn nogknioveHne NCToYHKKa Kakoro-nmeo Tuna HeQoCTYMHO, 06paTnTech B
TexHn4yeckyto nogaepxky Positive Technologies.
B aTom pa3pene
Cnyx6a Checkme (cm. pazgen 13.1)
O6Lwag nanka (cm. pasgen 13.2)
Manka-wno3s (cm. pasgen 13.3)
S3-xpaHunuwe (cm. pasgen 13.4)
BHelwHaga cuctema kak ICAP-knneHT (cm. pasoen 13.5)
BHelwHsIsa cucTema vepes API (cm. pasgen 13.6)
«Kog 6e3onacHocTny, «KoHTUHeHT» 4.1 (cm. pazgen 13.7)
Exim 4 B pexume punotpauum (cm. pasoen 13.8)
Exim 4 B pexume 3epkannpoBaHus (cM. pasgen 13.9)
Microsoft Exchange 2010—2019 ¢ ycTaHOBNEHHbIM NOYTOBbIM areHTom (cM. pasgen 13.10)
Microsoft Exchange 2010—2019 B pexume 3epkanupoBaHug (cm. pasgen 13.11)
Postfix 3.2 B pexume dunstpauun (cm. pasgen 13.12)
Postfix 3.2 B pexume 3epkannpoBaHus (cMm. pasgen 13.13)
PT Threat Analyzer 2.10 v Bbiwe (cMm. pasgen 13.14)
RuPost 3.2, 4.1 B pexume punotpauum (cm. pasgen 13.15)
Squid 3 n Bbiwe (cm. pasgen 13.16)
UserGate NGFW 6, 7.1, 7.4 (cm. paspen 13.17)
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13.1. Cnyx6a Checkme

PT MultiScanner moxeT NpoBepsTb MNCbMa 1 BTOXEHHbIE B HUX O6BbEKTbI, OTNPaB/ieHHble
COTpYyQHMKaMN BaLlel opraHn3aLnmy Ha creunanbHblil 3NeKTPOHHbIN agpec. Pe3synbTaT npoBepku
OTnpaBngeTcs COTPYAHKKY B OTBETHOM nucbme. Cnyx6a Checkme obecneunBaeT B3auMofelncTemne
PT MultiScanner ¢ no4ToBbIM CEpBEPOM Ballel OpraHn3aLui.

BHumaHune! Ecnu B Bawwen nHbopmMaLnoHHON CUCTEME NCMONb3YETCH MEXCETEBOW SKpaH un
Lpyrrne cpefncTBa KOHTPONY ceTeBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspellalolLne nepenady Tpadpuka Yyepea noptbl TCP 143, 587 unn TCP 465, 993 (npwn
nogkntoyeHun no SSL) ot ocHoBHoro yana PT MultiScanner k noutoBoMy cepBepy Ballei
opraHumsaumm.

[ns coszpaHuns n HacTpolkn cnyx6bl Checkme Heobxoanmo:

— Ha noytoBOM CcepBepe Balleil opraHn3aLmnm co3naTb 3NEeKTPOHHbIN agpec Ans CnyxX6bl
Checkme, Hanpunmep checkme@example. com.

— B PT MultiScanner no6aButb nctouHuk ¢ Tunom Cnyx6a Checkme 1 ykazatb gns Hero
napameTpbl NOAKMOYEHNS K MOYTOBOMY CepBepy Ballell OpraHu3auunn.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT106bI JO6aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOMHUKK — YnpaBneHue UCTOUHUKaAMM.
2. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

3. B none HazBaHMe BBeOuTe Ha3BaHMe NCTOYHMKA, KOTOPOE 6yaeT yKkazaHO B CBONCTBax
MOJSyYEeHHbIX OT HEMrO O6HEKTOB.

HasBaHune LomkHO cogepxaTtb He MeHee NATY CYMBOJOB U 6blTb YHKaNbHbIM Cpeam
Ha3BaHWIN BCeX NCTOYHNKOB. HasBaHne MOXeT cogepXaTb TOIbKO CTPOYHbIE BYKBbI
naTuHckoro andaeuTa, Ldpbl, 4edurc 1 Npr 3TOM HaUYMHATLCS 1 3aKaHUYMBaTbCS TObKO
6yKBamMu.

4. B packpbiBatowemcs cnucke Tun Boibepute Cnyw6a Checkme.

5. B 6noke NapameTpbl nogknoUueHuns HactporTe napameTpbl IMAP-cepBepa ong nprvema
nncem ¢ BAOXEHNSAMI A1 MPOBEPKU:

- Bnone flomeHHoe ums unu IP-agpec IMAP-cepBepa BBeauTe agpec 1 NopT cepeepa.

- Ecnu coegnHeHmne ¢ cepBepom ycTaHaBNMBaeTCs No NpoTokony SSL, yctaHoBuTe daxok
MoakniouaTtbcs no SSL.

- B packpbiBatowemcs crivicke Tun ayteHTudpukaumm IMAP BoibepuTe TN ayTeHTUOUNKALNN
NP NOAKIIYEHNN K CEPBEPY.

MpumeyaHwue. Npn aBTOMaTUYECKOM Bbi6ope Tnna ayTeHTudukaumn PT MultiScanner
Bbl6UpaeT Hanbosiee 6e3oMnacHbI TUM U3 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.
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« B nonax JloruH n Maponb BBeanTe yyeTHblE AaHHbIe ANS MOAK/IOUYEHMS K CepBeEpY.

6. Ecnun tpebyeTcy, B 6rnoke OTNpaBnATb pe3ynbTaT NPOBEpPKU B OTBETHOM NUCbMe
BKJIIOYMTE OTMPABKY MCEM C pe3ynbTaTaMu NpoBepkn 1 HacTponTe napameTpbl SMTP-
cepBepa o149 nx OTNpaBKu:

- B none flomeHHoe ums unu IP-agpec SMTP-cepBepa BBeguTe agpec 1 NopT cepBepa.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wudpoBaHUs BoibepnTe pexnm 3anycka
wndpoBaHNg 4N 3Toro cepeepa.

« B packpbiBatoemcs cnivicke Tun ayteHTudpukauum IMAP BoibepuTe TN ayTeHTUdMKaLnn
npwv NOOKIIYEHNN K CEPBEPY.

« B nonax JloruH v naponb BBeOunTe ydyeTHble AaHHble 019 NOOKMI0UYEeHNA K CepBepy.

7. B none 3n. agpec cnyx6bl Checkme BBenuTe agpec, Ha KOTOpPbIA ByayT OTNPaBNSTb
nMCbMa C BNOXEHNIMW A9 MpoBepku, Hanpumep checkme@example. com.

8. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

13.2. O6Lwas nanka

Ecnn pnga o6meHa painnamm CoOTpyLHMKIN Ballel OpraHn3aLnmm NCrosb3yloT 06LLYI0 Marnky, ¢
nomouwpbto PT MultiScanner Bbl MOXeTe OpraHn3oBaTb NMpoBepky $aliioB B 3TOW Narnke.
MpoBepsioTcs Bce dalinbl B 06LLEl Nanke 1 BAOXEHHbIX B Hee narnkax.

[ns nocTtyna k nanke PT MultiScanner ncnonbayet npoTokosnbl SMB Bepcuin 2 n 3 (¢ nogaepxkon
DFS) unn NFS Bepcun 3.

BHumaHune! Ecnu B Bawen nHGOPMaLNOHHON CUCTEME NCMOb3YEeTCH MEXCEeTEBOW SKpaH un
Lpyrune cpefacTBa KOHTPOS CeTeBOro Tpaduka, TpebyeTcs HaCTPOUTL B HX NpaBuna,
paspellalolLne nepegady Tpaduka yepes noptol TCP 139, 445 (SMB) nnn TCP 111, 2049 (NFS) ot
ocHoBHoro y3na PT MultiScanner K yany ¢ o6Lein nankon.

[ns nogknoueHns obLuel nanky Heo6XoaNMo:
— CospgaTb nanky 1 HacTPoUTb OBLNIA OCTYMN Nosib3oBaTeNell K 3Tol narke.

— T[pepocTtaButb PT MultiScanner npaBo Ha UTeHne ¢arnoB B CO34aHHON Narnke 1 BO BCEX
BTOXEHHbIX Mankax.

— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom O6waa nanka c JOCTYynoM K narke no
npoTtokony SMB nnn NFS.
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Anroputm paboTbl ¢ o6Lwen nankon

PT MultiScanner npoBepseT 06LLyt0 NManky Ha Hanu4ne B Hell dalinoB, yLOBNETBOPSIOLLX YCOBUSM:
— HoBbin dann, KOTopbI HUKOr4a He NpoBepsIcs.

— 3apgaHne Ha npoBepky dalina 3aBepLUnIoch ¢ owmnbkon 6onee 14aca Hazag.

— 3apgaHune Ha NpoBepKy dalina 3aBepLUnioch ycrneLwHo 6onee 4 Hefenb Hasapg, 1 Xelw-cyMmma
dalina 3a 3ToO BpemMs n3MeHunach.

Ecnu dann B nanke ygoBneTBopseT XoTs 66l 04HOMY 13 ycnouia Boiwe, PT MultiScanner
OTCNEXMBaET ero B TeueHne 2 MnHyT. [10 nCTeyeHnn 3Toro BpeEMEHN:

— Ecnu c|>a|7|n 6blN1 NBMEHEH — OTCcYeT BpemMeHn Ha4ynHaeTcd 3aHOBO.
— Ecnun He 6bin nsmeHeH — co3gaeTcd 3agaHune Ha MPoBEpPKY.

MpumeuaHune. OgHoBpemeHHOo PT MultiScanner moxeT npoBepsTth He 6onee 15 dannos 13
o6LLen nanku.

[MoBTOpHas NpoBepka O6LLel Nanku BbiNOSHIAETCS Yeped 5 MUHYT Nocne 3aBepLUeHNs npenblayLei.

No6aBneHne ncTouyHnka gnsa npotokona SMB

>  YT06bl 006aBNTb NCTOYHMK C 4OCTYMNOM K nanke no npotokony SMB B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHMKM — YNpaBAeHUue UCTOUHUKaAMM.
2. HaxmuTte kHonky [lo6aBUTb UCTOUHUK.

3. B none HazBaHme BBeOunTe Ha3BaHMe NCTOYHIMKAE, KOTOPOE 6yaeT yKasaHo B CBONCTBaX
MOJSTyYEHHbIX OT HErO O6HEKTOB.

HasBaHue LomkHO cogepxaTtb He MeHee NATY CYMBOJOB 1 6blTb YHKaNbHbIM Cpeam
Ha3BaHWIN BCex NCTOYHNKOB. HasBaHne MOXeT cogepXaTb TOIbKO CTPOUHbIE BYKBbI
naTuHckoro andaeuTa, Udpsbl, 4edurc 1 Npr 3TOM HaUYNMHATLCS 1 3aKaHUYMBaTbCS TObKO
6yKBamMu.

4. B packpbiBatoemcs cnvcke Tun Boibeprte O6was nanka.

5. B nongx 6noka [lomeHHoe ums unu IP-appec y3na ¢ nankom ykaxute napameTpbl
NOAKMIOYEHNS K Y3y C O6LLeli Nankon:

Bbibepute npoTokon nogkntoyeHns SMB.
- BBegunte pomeHHoe nvs nnu IP-agpec yana.
- Ecnn ong nogknoyeHns ncnonb3lyeTcs HeCTaHAapTHbIV MOPT, yKaXuTe ero.
6. YkaxuTe napameTpbl ayTeHTudunKaLmm:
« B packpbiBatoemcs crivicke Tun ayTeHTUPUKaLMK BbiGeprTe TN ayTeHTudukaunn.

- Ecnu Bbl Bbi6panu Kerberos, B none flomeHHoe umsa unu IP-agpec KOHTponnepa AoMeHa
BBEOUTE NMS UK agpec.
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« B nonax Jlorun n Maponb BBeanTE yYeTHbIE AaHHbIE ANg9 OCTYyNa K nanke.

Ecnw Bbl BbiGpanu Tun ayteHTudumkaumm Kerberos, normH Heo6xognumo ykasbiBaTb BMeCTe C
nveHem gomeHa B dopmate <Mma gomeHa>\<JloruH>, Hanpumep yourdomain\ivanov. Ecnn
Bbl Bbibpanu NTLM, Bbl Takxke MoXeTe ykasaTb IMs LoMeHa B 3ToM popmaTe npu
HeobXooNUMOCTH.

7. B none MyTn K nankam BBeguTe nyTn K nankam 48 NpoBepkin Ha yane.
B kauecTBe pasnenntens KatanoroB NCMNOJb3ynTe KOCYIo YepTy /.
8. Ecnun TpebyeTcd ncknioumnTb N3 NpoBEepPKY BNOXEHHbIE NankKu:
« YcTaHoBuTe dpnaxok He npoBepsATb yKa3aHHbIe B/IOXKEHHbIE Nanku.
+ B none Hmxe BBEONTE NyTN K BNOXEHHbIM Nankam.

B kauecTBe pasgenntend kaTanoroB UCMONb3ynTe KOCyIo YepTy /. MNopnepxmBaTCa Macku:
example/* — ong NCKNOYeHNs BCeX BAOXEHHbIX Nanok, */example — oas NCkoYeHns
BMNOXEHHOW Nanku Bo BCeX AO6GaBNEHHbIX Narnkax.

9. Haxmute kHornky [lo6aBUTb UICTOUHMK.

No6aBneHne nctovHuka ang npotokona NFS

>  YT06bl 006aBNTb NCTOYHIMK C AOCTYNOM K narke no npotokony NFS B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBnieHne UCTOUHUKaMM.
2. HaxmuTe kHorky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeauTe Ha3BaHMe NCTOYHIKA, KOTOPOE BYOeT yKkasaHO B CBONCTBAxX
MONYYEHHbIX OT HEro O6bEKTOB.

HasBaHue 0omKHO cofepxaTb He MeHee NATY CYIMBOJOB 1 6biTb YHIKaNbHbIM Cpeau
Ha3BaHWI BCex MCTOYHMKOB. HasBaHme MoXeT coaepXaTb TONbKO CTPOUHbIE 6YKBbI
naTumHckoro andasunTa, undpbl, Aeduc n npu aToM HauHaTbCS 1 3aKaHYMBaTbCS TONbKO
6yKBamMu.

4. B packpbiBalowemcs cnvcke Tun Boibeprte O6was nanka.

5. B nonsax 6noka flomeHHoe ums unu IP-agpec y3na ¢ nankom ykaxuTte napameTpbl
NOAK/IOYEHNS K Y3y C O6Leli Nankon:

Bbi6epute npotokon noakntodeHns NFS.

- BBegute pomeHHoe nva unu IP-agpec yana.

« Ecnu png nogknioyeHns ncnonb3lyeTcsa HeCTaHO4aPTHbLIN MOPT, yKaxuTe ero.
6. B none MyTb kK nanke BBeguTe NyTb K 06LLEN nanke.
B kauecTBe pasgenntens kaTanoroB UCMOAb3yNTe KOCYIO YepTy /.

7. HaxmuTe kHoMKy [lo6aBUTb UCTOUHMK.
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13.3. Nanka-wno3

Ecnn ons o6meHa dannammn CoTpyaHNKY Ballel opraHn3aumn NCrnosb3yloT 06LLYIO Nanky, C
nomoupto PT MultiScanner Bbl MoxeTe HacTpouTb Nanky-Lwo3. [poBepsioTcd Bce dalisbl B nanke-
LLMIO3€ 1 BIOXEHHbIX B Hee narnkax. [1o pesynbtatam npoBepku dannbl M3 nanku-Lunosa
nepeHoCcdTcd B nanky ansg 6e3onacHbix GaiioB v nanky KapaHTuHa.

Ons noctyna k nankam PT MultiScanner ncnonsayet npotokonsl SMB Bepcuin 2 n 3 (C nogaepxKon
DFS) unn NFS Bepcun 3.

BHumaHune! Ecnu B Bawwen nHbopmMaLMoHHON CUCTEME NCMOb3YETCH MEXCETEBOW SKpaH un
Lpyrrne cpefacTBa KOHTPONY ceTeBoro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspellatoLune nepenady Tpaduka Yyepea noptbl TCP 139, 445 (SMB) unnn TCP 111, 2049 (NFS) ot
ocHoBHoro y3na PT MultiScanner kK y3nam, Ha KOTOPbIX pacnonoXeHbl Nanka-w3, nanka gng
6e3onacHbIx GaliyioB 1 Nanka KapaHTHa.

[ns nogknoyeHns nanku-Lwio3a HeobXxo4nmo:

— CospgaTb TPW Nankn 1 HACTPOUTb OBLLMI 4OCTYMN MOJSIb30BaTENEN K 3TVIM nankam: nanky-Lios,
nanky asis 6e3onacHbix Gaiios 1 Nanky kapaHTuHa. [Nanku MoryT pacrnonaraTbCsl Ha OQHOM W
Ha pasHbIX y3nax.

BHumaHwme! MNanku He 0omkHbI 6bITb BAOXEHbI APYr B Apyra.

— T[pepocTtaButb PT MultiScanner npaBa Ha uYTeHue, co3gaHne, N3MeHeHne 1 yganeHne ¢Gannos n
nanoK B CO30aHHbIX Markax 1 BO BCEX BMIOXEHHbIX Marnkax.

— [Ho6aeutb B PT MultiScanner nctounuk ¢ Tunom Manka-wnw3 ¢ 4OCTYNOM K nankam rno
npotokony SMB nnn NFS.

Anroputm pa6oTbl C NANKON-LLIO30M

PT MultiScanner npoBepseT nanky-LWo3 Ha Hanmyne HoBbIX GaloB, KOTOPbIE HUKOrga He
NPOBePSNINCD, a Takxe GaliioB, NP NPOBEPKe KOTOPbIX paHee Npoun3oLLia ownéka.

Ecnwn B nanke ectb Takon dann, To PT MultiScanner otcnexmnsaeT ero B TedyeHune 2 MuHyT. 1o
NCTEYEHUN 3TOrO BPEMEHM:

— Ecnn daiin 6611 n3MeHeH — OTCUET BpeMeH HaunHaeTCs 3aHOBO.
— Ecnu He 6bin n3meHeH — co3paeTcs 3agaHune Ha NpoBepKY.

MpumeuaHue. OgHoBpemeHHo PT MultiScanner moxeT npoBepsTb He 6onee 30 dannos 13
nanky-Lwno3a.

[Mocne 3aBeplueHnd 3agaHung Ha npoBepky PT MultiScanner BbinonHgeT ¢ pannom ogHo 13
OENCTBUN;

— Ecnn yrpos He o6HapyxeHo, nepeHocuT daiin B nanky s 6e3onacHbIx Gpannos.
— Ecnn dann npencraBngeT yrposy, NepeHoCcuT ero B Nanky KapaHTuHa.

— Ecnn 3agaHne 3aBeplunioch € OWNGKON, ocTaBngeT ¢alin B nanke-Luose.
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MNoBTOpHas NpoBepka nankuy-Lw3a BoinonHgeTcs Yepes 10 cekyHp, nocne 3aBepLUeHns
npeablayLen.

No6aBneHne ncTouyHnka gnsa npotokona SMB

>  YT06bl 006aBNTb NCTOYHIMK C AOCTYMNOM K narkam no npotokony SMB B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBAeHUne UCTOUHUKaAMM.
2. HaxmuTte kHonky [lo6aBUTb UCTOUHUK.

3. B none HazBaHme BBegunTe Ha3BaHMe NCTOYHIMKAE, KOTOPOE 6yaeT yKazaHO B CBONCTBaX
MOJSyYEHHbIX OT HErO O6HEKTOB.

HasBaHue LomKHO cogepxaTtb He MeHee NATY CUMBOJOB U 6blTb YHKaNbHbIM Cpeam
Ha3BaHWIN BCex NCTOYHNKOB. HasBaHne MOXeT cogepXaTb TOIbKO CTPOUHbIE BYKBbI
naTuHckoro andaeuTa, udpsbl, 4edurc 1 Npr 3TOM HaUYMHATLCS 1 3aKaHUYMBaTbCS TObKO
6yKBamMUu.

4. B packpblBatoLLemcs cnncke Tun Boi6epute Manka-wnios.

5. B 6noke napameTpos Manka-wnio3 B nonsx 6noka flomeHHoe umsa unm IP-agpec ysna ¢
nankKow yKaxmnTe napameTpbl MOAKNOYEHNS K Y31y C Nankomn-LUno30M:

Bbibepute npoTokon nogkntoyeHns SMB.
- BBegunte pomeHHoe nvs nnu IP-agpec yana.
- Ecnn ong nogknoyeHns ncnonb3yeTcs HECTaHAapPTHbIV MOPT, yKaXuTe ero.
6. YkaxuTe napameTpbl ayTeHTudunKaLmm:
« B packpbiBatoemcs crivicke Tun ayTeHTUPUKaLMK BbiGepnTe TN ayTeHTudukaunn.

- Ecnu Bbl Boi6panu Kerberos, B none flomeHHoe ums unu IP-agpec KOHTponnepa AoMeHa
BBEOUTE MG UK agpec.

« B nonax JloruH n Maponb BBeanTe y4eTHbIE AaHHbIE AN9 OCTyNa K nanke.

Ecnw Bbl BoiGpanu Tun ayteHTudumkaumm Kerberos, nornH Heo6xognumo ykasbiBaTb BMeCTe C
nveHem gomeHa B dopmate <Mma gomeHa>\<JloruH>, Hanpumep yourdomain\ivanov. Ecnn
Bbl Bbibpanu NTLM, Bbl Takxke MoXeTe ykasaTb IMS JoMeHa B 3ToM popmaTe npu
HeobXxoaNUMOCTH.

7. B none MyTn K nankam BBeguTe NyTn K Nankam ang npoBepKn Ha yane.
B kauecTBe pasgenntend kaTanoroB UCMOAb3yNTe KOCYIO YepTy /.
8. Ecnun tpebyeTcd UcknounTb N3 NPOBEPKIN BIOXEHHbIE NanKu:
 YcTaHoBuTe pnaxok He npoBepsaTb yKa3aHHbIE BAIOXKEHHbIE Manku.

« B none Hmxe BBEanTe NyTWN K BNOXEHHbIM nMankKam.
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B KauecTBe pasfnennTens KaTtanoros NCMoab3ynTe KOCyto YepTy /. [llogaepXxmnBaloTcsa MacKu:
example/* — ong NCKNOYeHNs BCEX BAOXEHHbIX Nanok, */example — onas NckoYeHns
BTOXEHHOW Nankuy BO BCeX [O6aBNEeHHbIX nankax.

9. Ecnu npn nepemelueHnn npoBepeHHoro daiina B nanky ons 6e3onacHblx ¢ainos uam nanky
KapaHTuHa K nyTn danna TpebyeTcs 0o6aBNSTb NyTb K MICXOQHOW Nanke-Lwno3y, yCTaHOBUTe
dnaxok CoxpaHaTb NyTb K Nanke-waio3y.

10. B 6noke napameTpos Manka gnsa 6e3onacHbix ¢annos B Nosisx 651oka [loMeHHoe UMs unm
IP-apgpec y3na ¢ nankom ykaxuTe napameTpbl MOAKIOUYEHNS K Y3y C nankon ons
6e30nacHbIX ¢alnos:

- Ecnn nanka pacnonoXeHa Ha TOM Xe Yy3J/ie, 4YTO 1 narnka-wo3, yCTaHOBUTE Cbﬂa)KOK Takue
)Xe napamMeTpbl, KaK 'y cepBepa nanku-wios3a.

- Ecnun nanka pacnonoxeHa Ha Apyrom yane, ykaxmTe napameTpbl NOAKTIOYEHNS K 3TOMY Y311y.
1. B none MyTb K nanke BeeguTe nyTb K Nanke Ha yane.

12. B 6noke napameTpoB Manka kapaHTHHa B nossix 6rioka [lomeHHoe ums unm IP-agpec
y3na ¢ nankow ykaxumTe napameTpbl NOAKMOYEHNS K Y3y C nankon ans ¢amnnos,
NPEeLCTaBNSIOLLNX YrPOo3Yy:

- Ecnu nanka pacnonoxeHa Ha TOM Xe y3ne, 4To 1 nanka-Lunos, yctaHosute dnaxok Takne
)Xe napaMeTpbl, KaK y cepBepa nanku-wniosa.

- Ecnn nanka pacnonoxeHa Ha gpyrom yane, ykaxmTe rnapamMmeTpbl MOOKMOYEHNS K STOMY y3ny.
13. B none MyTb K nanke BBeguTe NyTb K Nanke Ha yane.

14. HaxmuTe kHoMKy Jlo6aBUTb UCTOUHMK.

No6aBneHne nctovHuka ang npotokona NFS

> YT06bl LOGaBUTb NCTOYHIKK C 4OCTYNOM K nankam rno npotokony NFS B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHNKKM — YNpaBfieHne UCTOUHUKaMM.
2. HaxmuTte kHornky [lo6aBUTb UICTOUHMK.

3. B none HasBaHue BBeaTe Ha3BaHME NCTOYHMKA, KOTOPOe ByaeT ykasaHo B CBOMCTBaX
MOTyYEHHbIX OT HEro O6BHEKTOB.

HasBaHue LonMKHO cofepxaTb He MeHee NATY CYMBOJOB U 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCEX NCTOUYHNKOB. HazBaHme MOXeT cofepxaTb TONIbKO CTPOYHbIE GYKBbI
naTuHckoro andasuTa, undpsbl, 4edrc 1 NPU STOM HAUNMHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBamu.

4. B packpbliBatoLLemcs cnvcke Tun Bbi6epute Manka-wnios.

5. B 6noke napameTtpos Manka-wno3 B nonsgx 65oxka flomeHHoe ums unu IP-agpec y3na c
nankow yKaxuTe napameTpbl MOAKMOYEHNS K Y3y C Nankon-LUno30M:

- Boibepute npotokon nogkoyeHns NFS.
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- BBegunte pomeHHoe nvs nnn IP-agpec yana.
- Ecnun png nogknioyeHna ncnonb3yeTcsd HeCTaHAapTHbIA NOPT, yKaxunTe ero.
6. B none MyTb K nanke BeegnTe NyTb K Nanke-wnio3y Ha yane.
B kauecTBe pasnenntens katanoroB NCMNOb3YNTe KOCYIO YepTy /.

7. B 6noke napameTpos Manka ang 6e3onacHbix ¢ainoB B nongax 6510ka [lomeHHoe UMs unm
IP-agpec y2na ¢ nankom ykaxuTe napameTpbl NOAKIUYEHNS K Y3y C Nankow ans
6e3onacHbIx ¢alnnos:

- Ecnun nanka pacnonoxeHa Ha TOM Xe y37e, YTo 1 Nanka-wnio3, yctaHoBuTe drnaxok Takue
)Xe napameTpbl, KaK y cepBepa nanku-wnio3a.

- Ecnn nanka pacrnonoxeHa Ha opyrom yane, yKaxuTte napamMmeTpbl MOAKMOUYEHNS K STOMY Y3ny.
8. B none MyTb K nanke BBeguTe NyTb K Narnke Ha ysne.

9. B 6noke napameTtpos Manka kapaHTUHa B Nnonsx 6noka flomeHHoe umsa wnu IP-apgpec
y3na ¢ nankom yKkaxuTe napamMmeTpbl MOQKMNOYEHNS K Y3y C nankon gng dannos,
npencTaBnSioLLX yrposy:

- Ecnn nanka pacnonoXeHa Ha TOM Xe Y3J/ie, YTO 1 narka-wio3, yCTaHOBUTE (bﬂa)KOK Takue
)Xe napamMeTpbl, KaK 'y cepBepa nanku-waios3a.

- Ecnun nanka pacnonoxeHa Ha Apyrom yane, ykaxmTe napameTpbl MOAKTIOYEHNS K 3TOMY Y311y.
10. B none MyTb K nanke BeeguTe nyTb K Narnke Ha yane.

11. HaxmuTe kHonky [lo6aBUTb UCTOUHMK.

13.4. S3-xpaHunuuie

Ecnu pns xpaHeHus dannos, nucem n gpyrx o6bekToB B Ballell opraHnsaLumm ncnonbayercs S3-
XpaHunuwe, ¢ nomoubto PT MultiScanner Bbl MoXeTe opraHn3oBaTb NPoBepKY 06bEKTOB B TAKOM
XpaHuamLe.

BHumaHune! Ecnu npoBangep S3-xpaHunuila TapudnumpyeT Tpapuik Unv KonmyecTso 3anpocos,
npoBepka 06bekToB B PT MultiScanner moxeT npuBecT K [OMOMHNTENbHbIM pacxonam.

BHumaHwme! Ecnn B Balwen nHOOpPMaLIOHHON CUCTEME NCMOMNBb3YETCH MEXCETEBOW SKPaH Wu
Lpyrune cpefcTBa KOHTPOSIS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MpaBina,
paspeLuatoLlme nepegavy Tpaduka yepes nopt TCP 443 oT y3na NCTOYHMKA K OCHOBHOMY Y371y
PT MultiScanner.

Mopsapok nogknoyeHnsa S3-xpaHunuila 3aBucuT oT NpoBangepa. Kak npaBuno, 4ng HaCcTPOKIN
LOCTyNa K XpaHWnuLy Ha caliTe npoBaligepa BaM HEO6XOANMO:

— CospaTb 6aKeT (KaTasior BepXHEro ypoBHS) 4S5 MpoBepsieMblX 06bEKTOB 1 yKa3aTb A1 HEero
HasBaHMe 1 PernoH, ecny NpefycMoTPEHO NPoBalifepPoOM.

— Co3paTtb CepBUCHbIN akKayHT N NPefoCTaBMTb €My NPaBO Ha UTEHNe 06beKToB HakeTa.

— CospaTb 419 CEPBUCHOMO akKayHTa CTaTUYeCKIA Koy JocTyna.
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MpumeyaHwue. VIHCTpyKLMN NO HAaCTPOIKe fOCTyna K S3-XpaHUnLLYy Bbl MOXETE HalTuN Ha canTe
npoBarigepa.

[na nogknioveHns S3-xpaHunnuiia Heobxogmmo B PT MultiScanner 0o6aBuTb NCTOUYHMK C TUMOM
O6wasg nanka v NPOTOKOIOM noaksoyeHns S3.

Anroputm paboTbl ¢ S3-xpaHuUnuwem

Cpasy nocne go6asneHuns nctodHmnka PT MultiScanner npoBepsieT XxpaHunuLLe Ha Hanu4yne
O6bEKTOB, YA0BNETBOPSIOLLNX YCTOBUSIM:

— HoBblIlh 06bEKT, KOTOPbIV HAKOTAa HE MPOBEPSNCS.
— 3agaHune Ha NpoBepKy 06bekTa 3aBEPLUNIOCH C OLWNGKoN 6onee 1yaca Hasag,

— 3apaHue Ha NpoBepKy 06beKTa 3aBepLUMIOCh YCrellHo 6onee 4 Hepenb Hasag 1 Xelw-cyMma
o6bekTa 3a 9TO BpemMs N3MeHMNach.

Ecnn o6bekT B XxpaHunmLLe yooBneTBoOpsaeT XoTs 6bl ogHOMY 13 ycnosui Beiwe, PT MultiScanner
OTCNIEXVMBAET ero B TeueHne 2 MuHyT. [1o ncTeyeHnn 3Toro BpeMeEHMN:

— Ecnn o6bekT 6bi1 USMEHEH — OoTCcYeT BpeMeHn Ha4vynHaeTcd 3aHOBO.
— Ecnwn He 6bin n3mMeHeH — co3pgaeTcd 3adaHune Ha NMpPOBEpPKY.

MpumeuaHue. OgHoBpemeHHO PT MultiScanner moxeT npoBepsaTb He 6onee 15 06bEKTOB 13
XpaHunmLa.

MoBTOpHas MpoBepka XPaHUNLLLA BbINOHSETCS Yepes 5 MUHYT Nnoce 3aBepLUeHNs NpeablayLwei.

Ho6aBneHune nctouyHmnka s PT MultiScanner

> Y106bl 006aBNTb NCTOYHMK B PT MultiScanner:
1. B rnaBHom meHio BbibeprTe MCTOUHMKM —> YNnpaBneHUe NCTOYHUKaMM.
2. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeauTe Ha3BaHMe NCTOYHIKA, KOTOPOE BYOET yKasaHO B CBONCTBAxX
MONyYEHHbIX OT HEro 06bEKTOB.

HasBaHue 0omKHO coepxaTb He MeHee NATY CYMBOJOB 1 6biTb YHIKaNbHbIM CPeau
Ha3BaHWI BCexX NMCTOYHMKOB. HaszBaHme MoXeT coaepXaTb TONbKO CTPOUYHbIE 6YKBbI
naTumHckoro andasunTa, Undpbl, edpuc n npu aToOM HauHaTbCS 1 3aKaHYMBaTbCS TONbKO
6yKBamMu.

4. B packpbiBalowemcs cnvcke Tun Boibeprte O6was nanka.

5. B nonsax 6noka flomeHHoe umsa unu IP-agpec y3na ¢ nankom ykaxuTte napameTpbl
NoAKNUYeHNd K S3-XpaHnaunLy:

« BblbepuTe npoTokon noakoyeHns S3.

- BBeaouTe nomeHHoe nmg unn IP-agpec nposaiigepa XpaHunuia.
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- Ecnn gns nogknioyeHns MCrnosib3yeTcs HecTaHAapTHbBIN MOPT, yKaxuTe ero.

6. Ecnwn npu nogknoyeHnn K XpaHnamiy ncnosnbdyetca SSL, ycTaHoBuTe pnaxok
Ucnonb3oBaTtb SSL.

7. Ecnu ncnonbayetcsa SSL n Heo6xogumo npoBepsaTb NCMOMb3yeMblil cepTudumkaT, ycTaHOBUTE
dnaxok MpoBepaTb nogMHHOCTb SSL-cepTudmkara.

8. Ecnu kop pervoHa otnnyaeTcd oT us-east-1, B none PernoH eeegute kop,
npenocTaBeHHbIN MNPoBanaepPoM UM YKasaHHbI BaMu Npy co3gaHum 6akeTa (Hanpumep
ru-central-1).

9. B nongax JloruH n NMaponb BBeguTe AaHHble CTAaTUUYECKOro Kda 4oCTyna, CO34aHHOro ons
CepBUNCHOro akkayHTa.

10. B none MyTb K nanke BBeOunTe Ha3BaHWe 6akeTa L 06bekTa B bakeTe.

HasBaHue 6akeTa MOXeT cofepxaTb TONIbKO BYKBbl NaTUHCKOro andasuta, Lndpbl, TOUKY,
neduc n cMMBon nogyepknsBaHng. B kauecTse pasgennTens ons HasBaHUn 06beKTOB B 6akeTe
NCMoSb3YINTe KOCYto YepTy /.

11. HaxmuTe kHonky [lo6aBUTb UCTOUHMK.

13.5. BHewHa9 cuctema kak ICAP-knneHT

PT MultiScanner moxeT NpoBepsTb 06bEKTLI, MOCTyMatoLMe OT BHELLIHNX CMCTEM MO MPOTOKOY
ICAP. [Inga sTtoro B PT MultiScanner HacTpanBaeTcd ICAP-cepBep, a BHELLHAA cucTeMa BbICTyMNaeT B
kayecTBe |ICAP-knneHTa.

B 3aBrcumocTn oT nprnobpeteHHor Bamu nuueH3um PT MultiScanner n BbiGpaHHbIX napamMeTpoB
paboTbl ICAP-cepBepa NpoBepka MOXET BbIMOMHATLCS B 610KAPYIOLLEM PEXUME, PEXIMME OXNOAHNS
U B MACCNBHOM PEXIIME:

— B 6nokupytowem pexrme npu o6HapyxeHun yrpo3sbl ICAP-cepBep otnpasngeT B otBeTe ICAP-
KMMEHTY YBEOOM/IEHNE O HEOBXOANMOCTIM BITOKNPOBKN 06bekTa. Ecnn B TeueHne
ycTaHoBfIeHHOro Tanm-ayTa ICAP-cepBep He OTnpaBfseT OTBET, OObeKT CUMTaeTC
6€e30MacHbIM.

— B pexunme oxunpgaHus npu ob6HapyxeHun yrposbl ICAP-cepsep oTnpasnseT ICAP-knneHTy oTBeT
c kogom 204 n pobasnseT B 3aronoBok oteeTa X-Virus-ID kpaTkoe onuncaHmne o6HapyXeHHO
yrpo3bl. Ecnn B TeueHune yctaHoBneHHoro tanm-ayTa ICAP-cepBep He oTnpaBnsieT OTBET, 06beKT
cunTaeTcs 6e30MacHbIM. DTOT PEXUM MOXET NCMOMb30BaTbCH ANS MHTErpaLmy CO CTOPOHHIMN
cucTemMamu, KOTopble CaMOCTOSTENIbHO MPUHUMAIOT peLleHre 0 610KNPOBKE O6bEKTOB.

— B naccrmBHOM pexrme 06bekT cpady NponyckaeTcs B UHPOPMALMOHHYIO CUCTEMY, a He
3agepxunBaeTcs ICAP-cepBepom Ha BpeMd NPOBEPKU, KaK B ApYrnx pexunmax. PesynbtaThl
npoBepku He BT Ha paboTy ICAP-knneHTa, HO [OCTYMHbI B KAPTOYKE 3a0aHNS.

BHumaHune! Ecnu B Bawwen nHGOPMaLNOHHON CUCTEME NCMOb3YEeTCS MEXCETEBOW SKpaH uin
Lpyrne cpefcTBa KOHTPONS ceTeBoro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspeluatome nepegady Tpaduka yepes nopt TCP 1344 o1 y3na NCTOYHMKA K OCHOBHOMY Y3y
PT MultiScanner.
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[Onga nogknioyeHns BHelwHen cuctembl B PT MultiScanner Heo6xoanivo 0o6aBuTb MCTOYHNK C TUMOM
ICAP-cepBep.

Bo BHelHen cnucteme Heobxoammo HacTpouTb ICAP-knueHT ansg pa6oTel ¢ ICAP-cepBepom,
cozfaHHbIM Npw fo6aBneHnn nctodHnka B PT MultiScanner:

— Heobxoanmo ykazaTtb ccbliky ong obpaweHns K ICAP-cepsepy PT MultiScanner. Bug ccbinku
3aBUCIUT OT pexuMa NpoBepk 06bEKTOB 1 pexima paboTbl ICAP-cepBepa.

— Ecnn TpebyeTcs oTnpaendtb IP-agpec nonb3oBaTtens, ckadaBLlero daris, HyXHO HaCTPouTb
oTnpaBKy nong 3aronoeka X-Client-IP.

— Ecnn tpebyeTcd oTnpaBnaTb NMS Nonb30BaTeNs, ckadaBLuero ¢alin, Hy>XHO HaCTPOUTb OTAPaBKy
nong 3aronoska X-Client-Username.

— Ecnn ICAP-knneHT nogaepxunsaet pexunm ICAP Preview, pekomeHaoyeTcs OTKOYNTb 3TOT
peXIM.

Mpw HacTpoike ICAP-kneHTa BaM HEOBXOAMMO yKa3aTb CCbINIKY Ans obpalleHuns kK ICAP-cepeepy
PT MultiScanner. Bug ccbinikyi 3aBUCUT OT pexrMa NpoBepKn 06bekToB 1 pexnma paboTtbl ICAP-
cepsepa:

— CcbInkn ans NpoBepKy 06beKTOB B 6/IOKNPYIOLLEM PEXMME:

« REQMOD: icap://<IP-appec>:<MopT>/scanrequest?modify=y&block-
unwanted=<bnokupoBaTb NOTeHUMANbHO onacHble>&timeout=<Tanm-ayT>

+ RESPMOD: icap://<IP-appec>:<MopT>/scanresponse?modify=y&block-
unwanted=<bnokupoBaTb NOTeHUMaNbHO onacHble>&timeout=<Tanm-ayT>

MpumeuaHue. B napameTpe block-unwanted Bbl MOXeTe yKasaTb Yy, €Cni Heo6Xo4MMO
61oKMPOBaTb NOTEHUManbHO onacHble Gainbl, U N — ecnm 610KNPOoBaTb Takue dalinbl He
TpebyeTcs (Mo yMonyaHumio NoTeHUManbHo onacHble dalinbl He 6okupytoTes). B napameTpe
timeout Bbl MOXeTe ykazaTb TaliM-ayT oTBeTa ICAP-cepBepa B cekyHaax (no ymonuaHuio 30
cekyHa).

— CcblfIKn gns NpoBepKn O6BHEKTOB B PEXUME OXNAAHWS:
« REQMOD: icap://<IP-agpec>:<MopT>/scanrequest?modify=no&timeout=<Taim-ayT>

« RESPMOD: icap://<IP-appec>:<MopT>/scanresponse?modify=no&timeout=<Taim-
ayT>

— CcbIkn gns npoBepkil 06beKTOB B MAaCCUBHOM PeXUME:
+ REQMOD: icap://<IP-agpec>:<MopT>/bypass
« RESPMOD: icap://<IP-appec>:<MopT>/bypass
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Ho6aBneHune nctouHmnka B PT MultiScanner

> Y106bl 0O6aBUTb NMCTOYHMK B PT MultiScanner:

1.

2.

B rnaBHOM mMeHi0 BbiGepuTe MCTOUHMKM — YNpaBnieHue NUCTOUYHUKaMMU.
HaxmuTte kHonky [lo6aBUTb MCTOUHMUK.

B none Ha3BaHue BBeaNTE Ha3BaHMe NCTOYHIKA, KOTOpOe ByaeT yka3aHo B CBOCTBaX
MOMTyYEHHbIX OT HEro O6BEKTOB.

HasBaHue LonmKHO cofepxaTb He MeHee NATY CYMBOOB U 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCEX NCTOUYHNKOB. HazBaHme MOXeT cofepxaTb TOMIbKO CTPOYHbIE GYKBbI
naTuHckoro andasuTa, undpsbl, 4edrc 1 NPU STOM HaUNMHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBamu.

B packpbiBatowemcs crivicke Tun Boibepute ICAP-cepBep.
Ecnun Heobxoanmo, B none IP-agpeca ICAP-cepBepa BBeaVTe AOMNONHUTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH noHapo6uTcy BaM Npu HACTPONKE NCTOYHIMKA.

Ecnn Heobxooumo, n3sMeHnTe cTaHgAPTHbIN NopT nogkntoveHns k ICAP-cepepy.

BHumaHwue! YkasaHHbI NOPT HE OOMKEH NCMOMb30BaTbCy APYrMMY UCTOYHUKaAMIW 419
npoBepku, cnyxéamu nnn npunoxeHunsmmn OC.

Ecnn Heobxognmo NMprHMaTb 06BbEKTbI TOSIbKO C OnpenesieHHbIX aapecoB, BKoUYMNTe
dUNbTPaLLMIO BXOASALLMX MOJKMOYEHNI 1 ykaxmTe IP-agpeca paspeLlueHHbIX y3/10B Wn
rnogceTen.

HaxmuTe kHorky Jlo6aBUTb UCTOUHMK.

13.6. BHewHaa cucrtema yepes API

PT MultiScanner moxeT NpoBepsATb 06bEKTbI, MOCTYMaloLME OT BHELLHVX CUCTEM Yepes My6NYHbIN
API. lMpoBepka BbIMOAHIETCH B peXnme oxXungaHuns.

BHumaHwme! Ecnn B Balwen nHOOpPMaLIOHHON CUCTEME NCMONb3YETCI MEXCETEBOW SKPaH Wu
Lpyrue cpefacTBa KOHTPOSIS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBina,
paspeLuatoLlme nepegavy Tpaduka yepes nopt TCP 443 oT y3na NCTOYHMKA K OCHOBHOMY Y371y
PT MultiScanner.

MpumeuaHue. Ha pasmvep dainos, noctynatowmx Ha npoeepky B PT MultiScanner uepes
ny6nnyHbin API, ycTaHoBNeHo orpaHuyeHne B 11B. Mpn HeobxoanMOCT Bbl MOXETE NU3MEHUTb
9TOT pa3mep komaHgow sudo ptmsctl system components set -c nginx -p
max_file_size=<Pa3mep B MB>.

MopknioyeHne NCTOYHIKOB
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PT MultiScanner nogaepxusaeT ABa crnocob6a NpoBepPKN 06BHEKTOB, MOCTYMNAOLNX OT BHELLIHUX
cuctem yepes nybnuyHblin API: korga napameTpbl NPOBepkK NepefaloTcs B 3arnpoce BMecTe C
KaXablM 06 beKTOM U Koraa 06bekTbl MPOBEPSIOTCS C O6LLMMUN NapamMeTpamuy NPoBEPKN,
po6asneHHoro B PT MultiScanner nctouHuka.

[na nogknoyeHns BHELLIHE CUCTeMbl NP NpoBepKe 06bEKTOB C NepefaBaeMbIM NapamMeTpamm
HeobXoaMMo:

— B PT MultiScanner BbinycTnTb TOKEH focTyna K nyénunyHomy AP ¢ paspelleHHbIM geincTesrnem
NMpoBepka ¢ nepepaBaeMbiMy NapamMeTpaMu.

— Bo BHewHen cncteme HacTpounTb oTrnpaBky o6bekToB B PT MultiScanner yuepes ny6nunyHbiin API.
Kaxpgbin 3anpoc gonxeH cogepxaTb B 3aronoBke X-API-Key BbinyLLEHHbIN TOKEH OCTyMa.

[na nogknoyeHns BHELHEN CUCTeMbI NP NpoBepKe 06bEKTOB C NapamMeTpaMmn NCTOUYHIKA
HeobXoanMo:

— B PT MultiScanner BbinycTnTb TOKEH focTyna K nyénunyHomy AP ¢ paspeLleHHbIM geincTasrnem
NMpoBepka ¢ napamMmeTpaMu UICTOYHUKA.

— [Ho6aBuTb B PT MultiScanner nctounuk ¢ Tunom APl ¢ BbiGpaHHbIMY NapameTpamu
NpOBEpPKM.

— Bo BHelwHel cnucteme HacTpouTb OTnpaBky 06bekToB B PT MultiScanner uepes ny6anynbin API.
Kaxpgbin 3anpoc gonxeH cogepxaTb B 3aronoBke X-API-Key BbinyLLEeHHbIN TOKEH QOCTyMa.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT106bl 006aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHNKM —> YNpaBfieHne UCTOUHUKaAMM.
2. HaxmuTte kHornky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeuTe Ha3BaHNe NCTOYHMKA, KOTOPOe ByaeT ykadaHo B CBONCTBAX
MONYYEHHbIX OT HErO O6BEKTOB.

HasBaHue LonXHO cogepxaTb He MeHee NATY CYMBOMOB 1 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCeX MCTOYHNKOB. HaszBaHme MOXeT cofepXaTb TONbKO CTPOYHbIE BYKBbI
naTuHckoro andaswuTa, undpsbl, 4edrc 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBaMW.

4. B packpbiBatoLLemcs cnncke Tun Boi6epute APl ¢ BbiGpaHHbIMKM NapaMeTpamMm
npoBepKM.

5. B packpbiBatowemcs cnncke ToKeH gocTyna BbibepuTe TOKeH gocTtyna K nyéanyHomy APL.

6. Haxmute kHorky [lo6aBUTb UCTOUHMK.
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13.7. «Kon 6e3onacHocTu», « KOHTNHEHT» 4.1

Mpun NOAKNIOYEHNN NCTOYHNKA OGBbEKTbI OT MEXCETEBOrO 3KpaHa «KOHTUHEHT» OTNPaBNSIOTCS Ha
npoepky B PT MultiScanner no npotokony ICAP. B 3aBUCMOCTI OT NPUOBPETEHHON BaMU
NLLEH3 1 BbliBpaHHbIX NapameTpoB patoTel ICAP-cepeepa PT MultiScanner npoBepka MoxeT
BbIMOJIHATBCS B PEXVME OXMOAHWNS, B MACCUBHOM VNN 6/IOKMPYIOLLEM PEXMME.

BHumaHune! Ecnu B Bawwen nHbopmMaLnoHHON CUCTEME NCMONb3YETCH MEXCETEBOW SKpaH un
Lpyrrne cpefncTBa KOHTPONY ceTeBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspeLuatoLlme nepegavy Tpaduka yepes nopT TCP 1344 o1 y3na NCTOYHMKA K OCHOBHOMY Y31y
PT MultiScanner.

[Onga nogknoyeHnsa nctouHdmka Kk PT MultiScanner Heo6xoamnmo:
— [Ho6aeutb B PT MultiScanner nctounuk c Tunom ICAP-cepBep.

— Ha mexceTteBoMm akpaHe «KoHTHeHT» HacTpouTb ICAP-knneHT ong pa6oTbl ¢ ICAP-cepBepom
PT MultiScanner.

Ho6aBneHune ncrtouyHmnka B PT MultiScanner

> YT106bl 0,06aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MICTOUHUKM — YNpaBfieHue UCTOUHUKaMM.
2. HaxmuTte kHornky [lo6aBUTb MCTOUHMK.

3. B none HasBaHue BBeaTe Ha3BaHVe NCTOYHMKA, KOTOPOe ByaeT ykazaHo B CBOVICTBaX
MONyYEHHbIX OT HEro O6BHEKTOB.

HasBaHue fLomKHO cofepxaTb He MeHee NATY CYMBOJOB U 6biTb YHKaNbHbIM CPeam
Ha3BaHWIN BCEX NCTOUYHMKOB. HazBaHme MOXeT cofepxaTb TONbKO CTPOYHbIE GYKBbI
naTuHckoro andasuTa, undpsbl, 4edrc 1 NPU 3TOM HaYNHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBamu.

4. B packpbiBatoLLemcs crnivcke Tun Boi6epnte ICAP-cepBep.
5. Ecnn Heobxogumo, B none IP-agpeca ICAP-cepBepa BBeauTe OOMOSHNTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH NoHagobuTCs BaM Mpy HAaCTPOMKE NCTOYHMIKA.

6. Ecnn Heo6xoOommo, n3MeHuTe cTaHaapTHbIA NopT noakntoveHns kK ICAP-cepBepy.

BHumaHwme! YkazaHHbI NOPT HE AO/MKEH NCMOb30BaTbCA APYIMMI UCTOYHMKaMW ANS
npoBepku, cnyxéamu unu npunoxeHnammn OC.

7. Ecnun Heo6xoanmo NpuHMMaTb 06beKTbl TONbKO C ONpPefeneHHbIX afpecoB, BKTOUNTE
dunbTpaLMio BXOOALLMX NOAKOUEHNA 1 yKaxuTe IP-agpeca paspelleHHbIX Y3N0B 1in
rnogceTen.

8. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.
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HacTtpownka ncroyHuka

[Ong mexceTeBoro akpaHa «KoHTUHeHT» Heobxogumo HacTpoutb ICAP-knneHT gng pa6oTsl ¢ ICAP-
cepBepoM, Co3aaHHbIM NMpu gob6aeneHnn nctoyHmnka B PT MultiScanner. [lononHuTenbHyo
NHbOPMAaLMIO O HACTPOIKE MexXceTeBoro akpaHa «KOHTUHEHT» Bbl MOXETe Moy4YTb Ha caliTe
securitycode.net.

Mpw HacTpoiike ICAP-knneHTa BaM HEOBXOAMMO yKa3aTb CCblky A5 obpalteHuns k ICAP-cepBepy
PT MultiScanner. Bug ccbinkn 3aBucnT oT pexirma npoBepkit 06bekToB 1 pexunma paboTtbl ICAP-
cepBepa:

— Ccbinkn gng npoBepKn 06BbEKTOB B 6J'IOKVIpyPOLLl,eM pexnmve:

« REQMOD: /scanrequest?modify=y&block-unwanted=<bnokuMpoBaTb MOTEHLMANLHO
onacHole>&timeout=5

+ RESPMOD: /scanresponse?modify=y&block-unwanted=<BbnokunpoBaTb NOTeHLMANILHO
onacHbole>&timeout=5

MpumeuaHwue. B napameTpe block-unwanted Bbl MOXeTe ykasaTb Yy, €Cnin HeObXOo4MMO
6noKMpPOoBaTb NOTEHLMANBbHO onacHble daiisibl, UM N — ecnu 610KNPoBaThb Takne dalinbl He
TpebyeTcd (Mo yMonyaHumio NoTeHLansHo onacHble dainbl He 61okupytoTes). B napameTpe
timeout Bbl MOXeTe n3meHUTb TanmM-ayT oTBeTa ICAP-cepBepa B ceKkyHaax.

— Ccblnkn gng NnpoBepKn 06bEKTOB B PEXNME OXNOaHNS:
« REQMOD: /scanrequest?modify=no&timeout=>5
+  RESPMOD: /scanresponse?modify=no&timeout=5
— Ccbinkn gng NnpoBepKy 06bEKTOB B MaCCUBHOM PeXMME:
- REQMOD: /bypass
« RESPMOD: /bypass

»  Yro6bl HacTponTb ICAP-KNNeHT:

1. 3anyctute «MeHepxep KOHPUrypauumy» MexceTeBoro akpaHa «KOHTUHEHT.

2. TMopknounTtecs K LeHTpy ynpasneHus ceTbio (LLYC) noa yyeTHoW 3anncbio agMnHUCTpaTopa.
3. B neBoii yacTn okHa HaxmunTe KHonky KoHTponb poctyna.
4

B naHenn HaBurauusa soiepute MexceTteBon akpaH — Fpynnbl Web/FTP-¢unbTpoB —
ICAP-cepBepbl.

5. B naHenu nHctpymeHToB HaxmuTe kHornky ICAP-cepBep.
OTtkpoeTcs okHo ICAP-cepBep Ha Bk/laake O6wme cBefeHuUs.
6. YkaxuTe nHpopmauuio 06 ICAP-cepsepe:
- B none HasBaHue BBegunTe nponssosibHoe HasBaHue |ICAP-cepBepa.

- Bnone Appec cepBepa Beeaute agpec ICAP-cepsepa PT MultiScanner.
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« Ecnu ncnonbsyemebiil nopt otnnyaetcs ot 1344, B none MopT BBEANTE HOMEP NnopTa.
- B none Tanim-ayT onpoca ICAP-cepBepa BeeaunTte 75.

BHumaHwue! Tanm-ayT onpoca ICAP-cepBepa gomkeH 6biTb Ha 5—15 cekyHp 6oblue
3HauyeHus NnapameTpa timeout B ccbiike gng obpatlteHns K ICAP-cepeepy PT MultiScanner.

« Ecnun nonutrka 6e3onacHOCTI Balleli OpraHn3aumnmn no3BonseT NpornyckaTb HeNpoBepPeHHble
06bEKTbI, ycTaHoBUTE dpraxok MponyckaTb Npu HEAOCTYNMHOCTU cepBepa.

7. BbibepuTe Bknagky JoNONHUTENBHO.

8. YkaxuTe ccbinku ans obpatleHns k ICAP-cepsepy PT MultiScanner ons Bbi6paHHOro Bamu
pexuma NpoBepkn 06 bEKTOB:

« YcTaHoBuTe dpnaxok Pexxum mogudukaumm sanpoca v B none MyTb K cnyx6e Beeante
ccbinky anga REQMOD.

« YcTaHoBuTe dpnaxok Pexxum mogudukaumm orseta 11 B none MyTb K cnyx6e BBeanTe
ccbinky Ha ICAP-cepeep PT MultiScanner gna RESPMOD.

« YcTaHoBUTE draxxok OTnpaBnsTb UMS NoJsib3oBaTenNd 11 B nosie 3aroNoBoK BBeonTe X-
Client-Username.

- YcTaHoBuTEe dnaxok OTnpaBnaTtb IP-agpec v B none 3aronoBok Beeaute X-Client-Ip.

9. Ecnu TpebyeTcd oTNpaBnaTb Ha NPOBEPKY TONbKO ONpefeneHHble Tunbl dannos, BoibepnTte
BK1agky ®PuAbTPbI 11 MO KHOMKe © po6asbte MIME-TuUMbI dannos.

10. HaxmuTe kHonky OK.

1. B naHenu HaBurauums Boicepnte MexceTteBomn akpaH — Fpynnbl Web/FTP-¢punbTpoB —
Mpodunun Web/FTP-dunbtpauum.

12. [Jo6aBbTe npoduns ana dunbtpavun HTTP-Tpaduka:
« B naHenn nHctpymeHToB HaxmuTe kHornky Mpodpunb Web/FTP-dunbrpauun.
- B none HassaHue Beegunte HTTP.

« B packpbiBatoemcs cnivcke Cxema Boicepnte HTTP.

- B meHio kHorkn & Bbibepute ICAP-cepBepbl.
« B oTkpbIBLIEMCS OKHe BblbepnTe fob6aBneHHbIn paHee ICAP-cepsep.

- Mocne po6asneHus cepBepa B cnivcke Mpynnbl Web/FTP-¢dunbTpoB B cTonbLe fleicTBue
Bbl6epunTe pexmnm NpoBepki O6beKTOB.

« HaxxmnTte kHonky OK.

13. Jo6aBbTe npodunb ong dnnbtpaunn HTTPS-Tpaduka:
« B naHenn nHctpymeHToB HaxmuTe kHornky Mpodpunb Web/FTP-dunbrpauun.
- B none HasBaHue BBeanTe HTTPS.

« B packpbiBatowemcs cnivcke Cxema Boibeprte HTTPS.
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- B meHio kHonkn © Bbi6epuTe ICAP-cepBepbl.
« B oTKkpbIBLIEMCS OKHE BblbepunTe gobaBneHHbI paHee ICAP-cepBep.

- MNocne po6aeneHus cepeepa B crincke Mpynnbl Web/FTP-dunbTpoB B cTon6ue flencreme
BblGepUTE PEXNM MPOBEPKN O6GBEKTOB.

« HaxxmnTte kHonky OK.
14. B naHenn HaBuraums Bbi6epnte MexceTeBon aKpaH.
15. B naHenn nHCTpYMEHTOB HaXXMUTE KHOMKY YCTaHOBUTD.

ICAP-KNMEHT HAaCTPOEH.

13.8. Exim 4 B pexume punbTpauunn

Mpw noaknNoYeHn NCTOYHKIKa NUCbMa ¢ cepBepa Exim oTnpaBngioTcs Ha NpoBepKy B
PT MultiScanner, nocne yero Bo3BpallaloTcs 06paTHO O/1s fanbHelweln OCTaBKu.

BHumaHune! Ecnu B Bawwen nHGOPMaLNOHHON CUCTEME NCMOb3YEeTCS MEXCETEBOW SKpaH uin
Lpyrne cpefacTBa KOHTPONS ceTeBoro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspeLualolne nepegavy Tpaduka yepes nopT TCP 25 oT NnouTOBOro cepBepa K OCHOBHOMY Y351y
PT MultiScanner.

[ng nogkntoyeHns nctovHmka Kk PT MultiScanner Heo6xoammo:
1. Oo6asutb B PT MultiScanner nctouyHnk ¢ Tunom NMoutoBbii cepBep B peXxume ¢punbTpaumm.
2. Hactpoutb B PT MultiScanner otnpaBKy NpoBepPEHHbIX MUCEM:

«  Ecnun ncnonbsyetcda HECKONbKO NOYTOBbLIX CEPBEPOB, [06aBUTL NpaBuia MapLLpyTU3aLnm.

«  Ecnm ucnonbaylotcd HenybnmyHble NoYToBble cepBepbl 1 TpebyeTtcsa TLS-wndpoBaHme ¢
npoBepkon cepTudmkaTta, LO6aBUTb KOPHEBOW cepTudrKaT LeHTpa cepTudunkaLmm Ballen
opraHumsauunmn.

- Ecnn Ha nouyToBbIX cepBepax nogaepXnBaeTcs NpoBepKa afpecoB nosyyatenen, BKIUnNTb
TaKylo NPoBepKy A5 4O6aBNEHHOO NCTOYHMKA.

3. Ha cepepe Exim HacTpouTb mapwpyTusaumo nucem yepes PT MultiScanner.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT106bl 0,06aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YnpaBfieHne UCTOUHUKaMM.
2. HaxmuTte kHornky [lo6aBUTb MICTOUHMK.

3. B none HasBaHue BBeaVTe Ha3BaHME NCTOYHMKA, KOTOPOe ByaeT yka3aHo B CBOMCTBaX
MONYyYEHHbIX OT HEro O6BHEKTOB.
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HasBaHue oMmKHO cofepxaTb He MeHee NATY CYIMBOJOB 1 6biTb YHIKaNbHbIM CPeau
Ha3BaHWI BCeX NCTOYHMKOB. HaszBaHme MoXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTmHckoro andasunTa, undpbl, Aeduc n Npu aToM HauHaTbCS 1 3aKaHYMBaTbCS TONbKO
6yKBamMmu.

4. B packpbiBatoLemcs cnucke Tun Boibeprte MouToBbIN cepBep B peXXume ¢unbTpauuu.

5. B 6noke MapameTpbl nogkioueHUs HacTpoinTe napameTtpbl SMTP-cepBepa,
cosgaBaemoro B PT MultiScanner ona npnema nucem:

« Ecnn Heobxogumo, B none IP-appeca SMTP-cepBepa BBeauTe OOMNONHNTENbHbIE afpeca.

MpumeuaHue. B none ykasaH IP-agpec SMTP-cepBepa, co3gaBaemoro B PT MultiScanner.
OH noHapobnTcy BaM Npy HACTPONKE NCTOUHIMKA.

« Ecnn Heo6xoanmo, N3MeHnTe CTaHaapTHbLIA MOPT NOAK/IIYEHNS K CepBepy.

BHumaHwme! YkasaHHbI NOpT He JO/MKEH NCMOMb30BaThCs APYrMY UCTOYHMKAMIN 419
npoBepku, cnyxéamu unmn npunoxeHnammn OC.

- Ecnn npn nogknioyeHnn ncnonblyetcd npoTtokon SSL, yctaHoBuTe dnaxok Mogkniovatbes
no SSL.

MpumeuaHue. Npun cHaTOM dnaxke nepefaBaemMble fAaHHble 3alLndpoBbIBaOTCS NpK
nomoLum pacwmpeHnd STARTTLS. Ecnn noyToBbIN cepBep OpraHn3aunmn He nogaepXxreaeT
STARTTLS, naHHble nepepatoTcy 6€3 WindpoBaHMs.

6. Ecnun Heobxopmmo nprHMMaTh NMCbMa TOJbKO C onpeaeneHHbIX IP-agpecos:
- B 6noke napameTpoB ®dunbTpoBaTh BXoAsLWME NOAKIIOMEHUS BKtoUMTe dunbTpaunto.
- B nogBuBLIEemMcd none BBeanTe |IP-agpeca paspelleHHbIX Y3/10B Unv noaceTen.

7. BblbepunTte ons Bcex NpaBn MapLUpyT3aLmn, Kako Habop AOBEPEHHbIX CepTUPKATOB
6yOeT Mcrnonb3oBaTbCs NpY NPOBEpKe CepTUPUKaToOB CEPBEPOB A1 NMPOBEPEHHON MOYTbI:

- Ecnu Tonbko poBepeHHble cepTudumkaTthbl N3 BHYTPEeHHero xpaHunuwa PT MultiScanner, B
packpbiBaowemcs cnucke floBepeHHble cepTudukatbl TLS-wmdppoBaHus BoiGeprte
Monb3oBaTenbckue.

- Ecnn cepTndunkaTtbl N3 BHyTPEHHEro XpaHuiuLLa 1 rnobanbHble cepTudukaTbl, 4OCTYMHbIE
BHyTpu Docker-koHTenHepos PT MultiScanner, Bbi6epute Fno6anbHbie U
nonb3oBaTeNlbCKue.

8. [o6aBbTe NpaBuno MapLpyTU3aLMN NO YMONYaHWIO 1 YKaXnTe B HEM NapameTpbl cepBepa
09 OTNPaBKLN NMCEM 1 YBeOMIIEHWIA O pesybTaTax NpoBepKu:

« HaxmuTe kHonky [lo6aBUTDb.

- B 6noke napameTtpoB TpeboBaHus K TLS-wmndpoBaHUIO yKaxuTe O BCeX MOYTOBbIX
cepBepoB B Npasuse, Tpedyetcs nn TLS-wndpoBaHme.

« Ecnn npun wndposaHum TpebyeTcs NpoBepaTb cepTudukaT NoYTOBOrO cepBepa, yCTaHOBUTE
dnaxok MpoBepaTb cepTudukar.

- B none flomeHHoe umsa nnu IP-agpec Beennte agpec n nopT cepeepa.
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- Ecnu B Baleii opraHnsaumm NCronb3yeTcs HeCKOMbKO MOYTOBbLIX CepBepOoB, B Nose
MpuopuTeT BBEANTE UYNCMIO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKazaHHbIM
appecom.

MpumeuaHue. Bol moxeTe ykazaTb uncnio ot 140 65535. Yem MmeHbLUe Yncno, Tem Bbille
npuopnTeT cepBepa. MNcbMa 6yayT OTNPaBAITbCS Ha aKTBHbIE CEPBEPbI C HANGOMNBLUNM
nprvoputeToM. ECnun ong cepBepoB ykasaH OAMHaKOBbI NPUOPUTET, MOYTOBbIN Tpaduk
GanaHcupyeTcs Mexay H/MU MOPOBHY.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wudpoBaHUs BoibepnTe pexinm 3anycka
WwndpoBaHng ong aToro cepeepa.

- Ecnn pns poctyna Kk cepBepy TpebyeTcs ayTeHTUdMKaLms, BKTIOYNTE UCMOTb30BaHne
ayTeHTNPUKaLMM 1 B packpbiBatoLLemcs crincke Tun ayTeHTUdMKaumum BoiGepute ee Tun.

MpumeyaHwue. Npy aBTOMaTUYECKOM BblGope Thna ayTeHTudunkaumun PT MultiScanner
Bbl6UpaeT Hanbonee 6e30nacHbIN TUM N3 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbsyetcs ayteHTudunkaums, B nons JloruH n Maponb BBEoUTe yyYeTHbIE AaHHbIE
019 [OCTyNa K cepBepy.

« Ecnu B Bawell opraHnsaumnm NCnonb3yeTcs HECKOIbKO MOYTOBbIX CEPBEPOB, MO KHOMKe
Ao6aBuTb cepBep [06aBbTE AJ19 HNX 610K MapaMeTpPOB 1 HACTPOWTE aHaNOrYHbIM
obpasom.

« Haxmute kHonky [lo6aBUTDb.

9. Ecnn Heobxoammo rnepecobllaTb CKPbITble KON NpoBepeHHbIX NMcemM OONOJIHUTE IbHbIM
nony4yatengam:

- B 6noke napameTpos MepecbinaTb NMCbMa AONO/IHUTENIbHBIM MoJlyvYaTeNsiM BKTlOYNTe
nepechbinky NMCem.

- B nosBrBLLEMCS NONEe BBeAUTE 9N1EKTPOHHbIE afgpeca nosydyateneil.

10. HaxmuTe kHomky [lo6aBUTb UCTOUHMK.

[o6aBneHne npaBuia MapLIpyTU3aLum NPOBEPEHHbIX NNCEM B
PT MultiScanner

Ecnn Heo6xogumo 1cnonb3oBaTh Pas3nnyHble MOYTOBbIE CEPBEPHI B 3aBUCMOCTY OT OMEHa B
agpece 3/1eKTPOHHOI MoYTbl Nony4YaTens, Bbl MoxeTe HacTpouTb B PT MultiScanner npasuna
MapLIpyTU3aLN MPOoBEepPeHHbIX Nucem (cMm. pasgen 12.4).

> YT06bl 0O6aBUTb NPABUIO MapLLPYTU3aLIN:
1. B rnaBHOM MeHIo BbibepuTe MICTOUHUKM — YNpaBiieHne UCTOUHUKaAMM.
2. B naHenun c nHdopmaumen o6 NCTOYHMKe NepenguTe no ccolnike MapamMeTpbl MCTOUHMKA.

3. B 6noke napameTtpos MpaBuna MapwpyTU3aLMu NOYTOBOro Tpaduka HaxmnTe KHOMKY
Odo6aBuThb.
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4. B none [lomeH 3neKTPOHHON NOYTbI NolyyaTens BBenTe JOMEHHYIO YacTb agpeca
3NEeKTPOHHOW NOYTbI MonyYaTenel, Ans KOTopbiX HEO6XOAVMO HAaCTPOUTb NPAaBUSIO.

C nomoLubio 3Be3004KIM Bbl MOXETE 3a4aTb Macky 4719 AOMEHHOWN YacTy agpeca nonydvatenen
nmcem, ecnm OMeHHas 4YaCTb COAEPXNT NOAAOMEHbI TPETbero ypOBHS U Bbile. Hanpumep,
npaeBwnIo ¢ Mackon * . example.com 6yaeT NPUMEHSTLCS U 4N aAPEeCcOB C AOMEHHON YacTbio
example.com, sub_1.example.com, sub_2.example.com, n gnsg anpecoB C LOMEHHON
yacTblo, cogepallen NoaaomMeHbl 60/1ee BbICOKNX YPOBHEN.

MpumeuaHue. Ecnn pomeHHas YacTb agpeca nonyyvaTens COOTBETCTBYET HECKOMbKIM
npaBuiam MapLipyTusauum, 6yaeT MCnonb30BaHO TO MPaBWIIo, B KOTOPOM yKa3aH Hanbonee
TOYHbIN agpec. Mpn aToM 6onee BbICOKMA MPUOPUTET UMEIOT NpaBuna, B KOTOPbIX HE
NCMOSb3YIOTCS MacKW.

5. B 6noke napameTpoB Tpe6oBaHus K TLS-wumndppoBaHUIo ykaxmTe 0719 BCeX NOUYTOBbIX
CcepBepoOB B Npasuse, Tpedyetcs nn TLS-wundpoBaHme.

6. Ecnu npwn wndpoBaHnm TpebyeTcs NpoBepsTb cepTUdUKaT NOYTOBOro cepBepa, yCTaHoBUTE
dnaxok MpoBepsaTb cepTudpukar.

7. Ecnun Heo6xoaonmo nepeHanpaBnsaTb NcbMa cornacHo MX-3anncsam, BolbepuTe Crnocob
MapLwpyTtusaunm Mo MX-3anucam.

BHumaHwme! MNucbmo He 6yaneT oTnpaBneHo, ecnun B DNS oTcyTcTByeT noaxoasiwias MX- nnu
A-3anuncb gng yKasaHHOro goMeHa.

8. Ecnu Heo6xoanmo nepeHanpaBnsaTb NCbMa Ha ornpeaeneHHbIli MoYTOBbIV CepBep, Bbibepute
crnoco6 MmapwpyTtusaunn Mo appecam NOUTOBbIX CEPBEPOB 11 YKaxXNTe NapameTpsbl
cepgsepa:

- Bnone flomeHHoe umsa unu IP-agpec BBegnte agpec n nopT cepaepa.

- Ecnu B Balleii opraHnsaumm NCronb3yeTcs HeCKOMbKO MOYTOBbLIX CepBepOB, B Nose
MpuopuTeT BBEANTE UYNCMIO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKadaHHbIM
appecom.

MpumeuaHue. Bol moxeTe ykazaTb uncnio ot 140 65535. Yem meHbLUe Yncno, Tem Bbille
npuopnTeT cepBepa. MNrcbMa 6yayT OTNPaBAITbCS Ha aKTUBHbIE CEPBEPbI C HANGOMNBLUNM
nprvoputeToM. ECnn ong cepBepoB ykasaH OAMHaKOBbIV NPUOPUTET, MOYTOBbIA TpaduK
GanaHcupyeTcs Mexay HMU MOPOBHY.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wmndpoBaHUs BoibepuTe pexinm 3anycka
wndpoBaHng oNg aToro cepeepa.

- Ecnn pns poctyna Kk cepBepy TpebyeTcs ayTeHTUdrKaLms, BKTIOYNTE NCMOb30BaHMne
ayTeHTNPUKaLMM 1 B packpbiBatoLLemcs crincke Tun ayTeHTUMdMKaumMm BoiGepute ee Tun.

MpumeyaHwue. [Npn aBTOMaTUYECKOM BblGope Thna ayTeHTudunkaumun PT MultiScanner
BblbUpaeT Hanbonee 6e30nacHbIN TUM N3 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbsyetcs ayteHTudunkaums, B nons JloruH n Maponb BBEoUTE yYeTHbIE AaHHbIE
019 [OCTyNa K cepBepy.
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- Ecnn B Balwel opraHnsaumm Ncnonb3yeTcs HECKOMbKO MOYTOBbIX CEPBEPOB, MO KHOMKe
[o6aBuTb cepBep [06aBbTE AJ19 HNX 610K NapaMeTPOB 1 HACTPOWTE aHaNOrYHbIM
o6pasom.

9. HaxmwuTe kHorky [lo6aBUTD.
10. HaxmuTe kHonky CoXpaHUTb.

MpaBuno MmapLLpyTN3aLmn 006aBNeHo.

No6aBneHune poBepeHHbiXx cepTudukartoB B PT MultiScanner

Ecnu npn oTnpaBKe NpoBepeHHbIX MCEM Bbl MIaHNpyeTe ncnonob3osaTb TLS-windpoBaHme ¢
npoBepKol cepTudurkaTa, Npu NpoBepke cepTndrKaToB NOYTOBLIX CEPBEPOB ByAyT NCMOb30BaTbCS
cnegyolime ceptTndukaTbl:

— [Ong ny6nnyHbix SMTP-cepBepoB — cepTudumkaTbl LOBEPEHHbIX LIEHTPOB CepTndurKaLmu,
LOCTynHble BHyTpu Docker-koHTerHepoB PT MultiScanner.

— [ng Heny6nn4yHbix SMTP-cepBepoB Ballel opraHn3aum — OBepPeHHble cepTudukaTbl LEHTPOB
cepTndrKaumm Baen opraHnsaunn. KopHeBble cepTudukaTbl 3TUX LLEHTPOB HEO6XOANMO
po6asutb B PT MultiScanner.

VIHCTpyKUMn HeoBX0AMMO BbINMOMHSATL Ha OcHOBHOM y3ne PT MultiScanner. Nogaepxunsatotcs
TonNbKo cepTudurkaTbl popmata PEM.

> YT06bl n06aBNTL cepTudmkat B PT MultiScanner,

BbIMOJIHNTE KOMaHOy:

sudo ptmsctl system trusted-certs add --name <Ha3BaHue cepTudukaTa> --path <MonHbIl NyTb K
danny ceptudukaTta>

Hanpumep:

sudo ptmsctl system trusted-certs add --name example _cert --path /etc/tls/certs/rootCA.crt

>  YT06bI NPOCMOTPETbL CNNCOK fobaBneHHbix B PT MultiScanner ceptudunkaTos,

BbIMOMHNTE KOMaHAy:

sudo ptmsctl system trusted-certs list

MpumeuaHue. Bol MoxeTe npocMmoTpeTb MHPOPMaLMIO 06 OTAeNbHOM cepTudumkare,
BbIMNONHMB KOMaHay sudo ptmsctl system trusted-certs view --name <HasBaHue
cepTupunkaTa>.

> YTto6bl yoanute cepTtudumkat ns PT MultiScanner,

BbIMOJIHNTE KOMaHOy:

sudo ptmsctl system trusted-certs delete --name <Ha3BaHue cepTudpukaTa>

Hanpumep:
sudo ptmsctl system trusted-certs delete --name example_cert
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BkloueHne NpoBepKn agpecos nosyyaTtenen

Mepen oTnpaBkol NpoBepeHHbix Nncem PT MultiScanner moxeT NnpoBepsTh afpeca nony4yatenen
Ha NMPYHMaLWMX NOYTOBbIX cepBepax ¢ nomoLlbio SMTP-komaHgbl VRFY (cornacHo crneundukaumm
RFC 5321). Mo ymonuyaHuio aTa NpoBepka OTK/loYeHa, MOCKOSIbKY Ha HEKOTOPbIX MOYTOBbIX CepBepax
BbIMOJIHEHWE STOWN KOMaHbl MOXET 6bITb 3a6/10KNPOBaAHO MO COOBPaxXeHNsM 6e30rnacHoOCTI. Bel
MOXeTe BKITIOUNTb 19 UCTOYHKA MPOBEPKY afpecoB nonyyaTtenen, ecnv aAns Hero [o6asneHo XoTs
6bl OOHO MPaBUIO MapLUPYTU3aL UK yKa3aHo 6onee OfHOro NoYToBOro cepsepa. IHCTpyKumio
Heo6XxoaMMO BbINMOMHUTL Ha ocHOBHOM y3ne PT MultiScanner.

>  YTO6bl BKNIOUNTL NPOBEPKY aApeCOoB NnoslyvaTenein o NCTOUHNKA,

BbIMOIHNTE KOMaHAy.

sudo ptmsctl system components config patch --component <Ha3BaHue ucToyHuka> --toml "
[smtp_client_config.verify_recipients]

enabled = true

HacTtpounka ncrouyHuka
Ha cepBepe Exim Heobxognmo HacTpouTb MapLlpyTusaumo nucem yepes PT MultiScanner.

ViHcTpykuns paspaboTtaHa gns Exim Bepcun 4 ¢ pasgenbHbiMiy dainamm koHburypauun. Ecnn bl
ncnosbdyeTe eqnHbIi KOHGUIypauoHHbIN daiis, yKazaHHbIe B UHCTPYKLN CTPOKN HEOBXOO4MMO
po6aBnaTb B 9TOT dans. JononHnTenbHyo MHGOopMaLMio Bbl MOXETE MNOMTyYNTb Ha caliTe exim.org.

>  YT06bl HACTPOUTL MapLUpyTU3aLmo Nnucem Yyepes PT MultiScanner:
1. Cospante TpaHcnopT remote _smtp check:

« Cozpante pann 45_eximd-config remote_smtp_ check:
sudo nano etc/exim4/conf.d/transport/45_exim4-config_remote_smtp_check

- [lobaBbTe B dalin cTpoky, ykasas noptT SMTP-cepeepa PT MultiScanner:
remote_smtp_ check:
driver = smtp
port = <MopT PT MultiScanner>
delay_after_cutoff = false

« Ecnn Heobxogumo yBennunTb Tanim-ayTel SMTP-ceccun, no6asbTe B dalin B CeKLmio
remote_smtp_check cTpoku:
command_timeout = 25m
final_timeout = 30m

MpumevaHwue. Tanm-ayTol SMTP-ceccumn gomkHbl NpeBbIaTh BpemMs NPOBEPKN NCbMa B
PT MultiScanner. Ecnn B Baluel opraHnsauumy paspeLleHa oTnpaBka NMCem C BOXEHNSAMMN
60/bLLIOro pa3mepa (COTHW MerabaiT), peKoMeHOyeTCs yBennynTb Tanm-ayTbl SMTP-
ceccuu.
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« CoxpaHunTe N3MEeHEHINs 1 3aKponTe Gain.
2. HacTtpoliTe npaBuno MapLlpyTusauum noutoBoro Tpadumka Exim:

« Cozpante pann 050 _exim4-config ptms.
sudo nano /etc/exim4/conf.d/router/050_exim4-config_ptms

[o6aBbTe B dalin CTpoKY, ykasas NnopT cepBepa Exim ans npoBepeHHbIX Ncem 1 agpec
SMTP-cepsepa PT MultiScanner:
send_to_check:

driver = manualroute

condition = ${if eq {$interface_port}{<MopT Exim>}{no}{yes}}

transport = remote_smtp_check

route_list = * <IP-agpec PT MultiScanner>

address_test = false

« CoxpaHuTe N3MeHeHNs 1 3aKponTe gaiin.

BHumaHwme! MNpaBuno mapwpyTtndauum send to check gomkHO MMeTb CaMblil BbICOKAIA
nprnopwuTeT. [1na aToro B katanore /etc/exim4/conf.d/router dann 050 exims-
config scanner go/mKeH pacnonaraTbcs cpasy nocne dainna 00 _eximd-config header.

3. [o6asbTe cnuncok koHTponsa goctyna (ACL) ong nncem ot PT MultiScanner:

- CozpanTte dpann 25 eximd-config check host:

sudo nano /etc/exim4/conf.d/acl/25_exim4-config_check_host

[obaebTe B daln CTpoky, ykasas nopT Exim ons npoBepeHHbIx nncem n agpec SMTP-
cepBepa PT MultiScanner:
acl_check_host:
deny
message = Untrusted sender host
condition = ${if eq {$interface_port}{<MopT Exim>}{yes}{no}}
condition = ${if match_ip{$sender_host_address}{<IP-agpec PT MultiScanner>}{no}{yes}}
accept

« CoxpaHuTe n3MeHeHNs 1 3aKponTe dain.
4. [lo6aBbTe B KOHPUrypaumo Exim cosgaHHbI CMMCOK KOHTPOS 4OCTyna:

« Cogpante pann 02_eximd-config acl pre options:

sudo nano /etc/exim4/conf.d/main/@02_exim4d-config_acl_pre_options

[o6aBbTe B dbalin CTpoky:

acl _smtp_connect = acl_check_host

« Ecnu Bbl NNaHnpyeTe ncnosib3oBaTb NPOBEPKY afpeCcoB nosyyvaTeneil, BKUnTe OTrnpasky
NMONOXNTENbHOro OTBETa 250 Ha KOMaHAy NpoBepku agpeca, 4o6aBunB B daiinl CTPOKY:

acl_smtp_vrfy=accept

« Ecnu HeoBxoammo N3aMeHNTb MakCcuMasbHbIiA pasmep nncbma, no6aBbTe CTPOKY:
MESSAGE_SIZE_LIMIT = "<Pa3mep B MB>M"

« CoxpaHunTe n3MeHeHNs 1 3aKponTe dain.
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5. HacTtpoliTe nonyyeHne npoBepeHHor nouTbl 1 yBegomnaeHuin ot PT MultiScanner:

« OTkponTe dpann update-exim4. conf.conf:

sudo nano /etc/exim4/update-exim4.conf.conf

- [lo6aBbTe B daiin cTpoky, ykasas IP-agpec n nopt Exim ang npoBepeHHbIX n1ucem:
dc_local_interfaces='0.0.0.0 ; <IP-agpec Exim>.<MopT Exim>'

- PaspewnTte nepecobinky yBegomneHunin PT MultiScanner yepes Exim, Lo6aBuB B daiin CTpoky
c IP-agppecom SMTP-cepBepa PT MultiScanner:
dc_relay_nets='<IP-agpec PT MultiScanner>'

« CoxpaHuTe N3MeHeHNs 1 3aKpounTe dalin.

6. CreHepupyiTe KOHPUrypaUOHHbI dain Exim:

sudo update-exim4.conf

7. TlepesanycTtuTte cnyx6y Exim:

sudo service exim4 restart

MapwpyTtusauma nucem yepes PT MultiScanner HacTpoeHa.

13.9. Exim 4 B pexume 3epkanmpoBaHuns

[Mpw NogkNoYEeHN MCTOYHMKA CKPbITbIE KON MCEM C cepBepa Exim oTnpasngaoTcy Ha MpoBepky B
PT MultiScanner. lNpoBepka He BANGET Ha OCTaBKY NUCEeM MosyYaTesnsam.

BHumaHwme! Ecnn B Balwen nHOOpPMaLMIOHHON CUCTEME NCMOMNb3YETCH MEXCETEBOW SKPaH WK
Lpyrue cpefcTBa KOHTPOSIS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBina,
paspeLualoLlme nepegady Tpaduka yepesd nopt TCP 25 0T NouTOBOrO cCepBepa K OCHOBHOMY Y31y
PT MultiScanner.

[Onga nogknoyeHnsa nctouHdmka Kk PT MultiScanner Heo6xoamnmo:

— [Ho6aeutb B PT MultiScanner nctounuk ¢ Tunom MoutoBbI cepBep B peXxXume
3epKanMpoBaHus.

— Ha cepBepe Exim HacTponTb oTNpaBKy CKpbITbix konui nucem B PT MultiScanner.

— Ecnn npn obpaboTke nucem HEO6XOOMMO NCMONb30BaTb agpeca 91eKTPOHHOW NMOYTbl KOHEYHbIX
nonyyaTtenen, HaCTPoOUTb Ha cepBepe Exim 3anonHeHmne 3aronoekos nucem X-Original-Rept-To.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> Y106bl 006aBUTb MCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBiieHne UCTOUHUKaMM.
2. HaxmuTte kHornky [lo6aBUTb MCTOUHMK.

3. B none HasBaHue BBeanTe HazBaHNe NCTOUHIIKA, KOTOpoe 6yﬂ,eT YKa3aHO B CBOICTBax
HOﬂyquHHXOTHeFOO6beKTO&
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HasBaHue oMmKHO cofepxaTb He MeHee NATY CYIMBOJOB 1 6biTb YHIKaNbHbIM CPeau
Ha3BaHWI BCeX NCTOYHMKOB. HaszBaHme MoXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTmHckoro andasunTa, undpbl, Aeduc n Npu aToM HauHaTbCS 1 3aKaHYMBaTbCS TONbKO
6yKBamMmu.

4. B packpbiBatowemcs cnucke Tun Boibepurte MouToBbIN cepBep B peXume
3epKanupoBaHus.

5. Ecnn Heobxopumo, B nosne IP-agpeca SMTP-cepBepa BBefTe OMOMHNTESIbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec SMTP-cepBepa, cozpgaBaemoro B PT MultiScanner.
OH noHago6uTcs BaM Npu HACTPOWNKE NCTOYHIMKA.

6. Ecnn Heobxopnmo, namMeHunTe CTaHgapTHbIV NOPT NOAKTIOUYEHNS K CepBepY.

BHumaHwme! YkazaHHbIN NOPT HEe AOMKEH NCMONBb30BaTbCS APYIMMY UCTOYHKAMMN AN
nposepku, cnyxéamu nnn npunoxerHnamm OC.

7. Ecnn npun nogkntoyeHnn ncnonbdyetcsa npotokon SSL, yctaHoBuTe dnaxok MogkniovaTbes
no SSL.

MpumeuaHwme. MNpuy cHaTOM dnaxke NnepefaBaeMble faHHbIe 3aNGPOBLIBAOTCS MPY
nomowm pacwmpeHns STARTTLS. Ecnu nouToBbIn cepBep opraHn3aunm He nogaepXxmnsaeT
STARTTLS, naHHble nepepatoTcs 6€3 WndpoBaHus.

8. Ecnn Heobxoaumo npuHMMaTh NMCbMa TOJIbKO C onpeaeneHHbIX IP-agpecos:

B 6noke napameTpoB q,lll.ﬂprOBaTb BXoasue noaksiovYeHunsd BkiounTe d)I/U'IpraLI,I/HO.

B nosiBmBLUEMCS None BBeauTe IP-afpeca paspeLueHHbIX Y3/10B U NogceTen.

9. Ecnun Heo6xoammo, BKYNTE NCMOb30BaHNE NpU SNEKTPOHHbIX apecoB KOHEYHbIX
nony4yatenen.

10. HaxmuTe kHomky [lo6aBUTb UCTOUHMK.

HacTtpownka ncroyHuka

Ha nctoyHmnke Heo6X0AMMO HaCTPOUTb OTMPABKY CKPbITbIX KOMU NMCEeM Ha cepBep, CO34aHHbI npu
pobasneHnn nctoyHmka B PT MultiScanner.

ViHcTpykuns paspaboTtaHa gns Exim Bepcun 4 ¢ pasgenbHbiMy dainamm koHburypauun. Ecnn bl
ncnosblyeTe eanHbI KOHGUIypauNoHHbIN daiis, yKazaHHbIe B UHCTPYKLM CTPOKN HEOBXO0O4MMO
po6aBnaTb B 9TOT dans. JononHNTenbHy MHGOpMaLMo Bbl MOXETE MNOMyYnTb Ha calTe exim.org.

> YT06bl HACTPOUTbL OTNPABKY CKPbITbIX KOMMWIA MNCEM:

1. Cospante ¢pann 03 eximd-config redirect:

sudo nano /etc/exim4/conf.d/router/03_exim4-config_redirect

2. [o6aBbTe B dalin CTPOKU:
bcc:
driver = redirect
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data = bcc@multiscanner.local
unseen

3. CoxpaHuTe n3mMeHeHuns 1 3akpounTte daii.

4. Cospaiite dann 03 _eximd-config send:

sudo nano /etc/exim4/conf.d/router/03_exim4-config_send

5. [o6asbTe B dalin cTpoku, ykasas IP-agpec n nopt PT MultiScanner gns oTnpaBKky CKpbITbIX
Konui Nncem:
cmdfilter:
driver = manualroute
domains = multiscanner.local
transport = remote_smtp
route_list = "* <IP-agpec>:<Mopt>"
self = send

6. CoxpaHute n3MeHeHus 1 3akpounTe daiin.

7. TlepeszanycTtute cryx6y Exim:
sudo service exim4 restart

OTnpaBKa CKPbITbIX KOMWIA MCEM HaCTpoeHa.

13.10. Microsoft Exchange 2010—2019 ¢ ycTaHOBNEHHbIM
NOYTOBbIM areHTOM

[Mpw NOOKMOYEHN MCTOYHMKA MOYTOBbLIV areHT NepexBaTbiBaeT BCe NMUCbMa, MPOoXoagLimne yepes
cepsep Microsoft Exchange, n otnpaenseT nx Ha npoeepky B PT MultiScanner, nocne yero
BO3BpaLLaeT nx 06paTHO ANns fanbHerwen 4OCTaBKy agpecatam. B cnyyae notepn cBa3um mexay
noytoBbiM areHTom 1 PT MultiScanner nncbma gocTtaBngioTcs 6e3 npoBepku.

BHumaHwue! Ecnn B Bawwen nHGOpMaLOHHON CUCTEME NCMONb3YETCH MEXCETEBOW SKPaH Wiu
Lpyrune cpefcTBa KOHTPOS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBnna,
paspeLualoLLne nepenavy Tpaduka yepes nopt TCP 7536 oT ocHoBHoro yana PT MultiScanner k
Y31y NCTOYHNMKA.

[nga nopknioyeHnsa nctouHmka Kk PT MultiScanner Heobxoanmo:

— Ha cepsepe Microsoft Exchange ycTaHOB/Tb MOYTOBbIN areHT.

— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom Cepsep Microsoft Exchange ¢
YCTaHOBJIEHHbIM areHTOM.

B aTom pa3pene

YcTaHoBKa No4ToBOro areHTa (cm. pasgen 13.10.1)

[o6aeneHune nctounnka B PT MultiScanner (cm. pasnen 13.10.2)
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13.10.1. YcTaHOBKa NOYTOBOIroO areHTa

B cxeme obpaboTku nncem Microsoft Exchange nouToBbI areHT BCTpanBaeTcs Ha YPOBHe
TpaHCMoOpPTHOro cepauca B kayecTBe Routing Agent. icnonbays wraTHble cpefcTtea Microsoft
Exchange, Bbl MOXeTe oTcnexnBaTtbh OANHY O4epenmn U3 nicem Ha NoYTOBOM areHTe.

VIHCTpyKUMK Mo yCTaHOBKE 1 yaaneHno MOYTOBOrO areHTa HeobXxoaMmMO BbIMOSHSATL OT IMEHN
Yy4YeTHOW 3anucu, koTopas ob1agaeT npaBamMm TIOKanbHOro agMUHUCTPaTopa onepaLioHHON
cuctembl n B Microsoft Exchange BxoguT B rpynny ponen Organization Management.

[ns nonyyeHns apxmea C yCTaHOBLLMKOM MOYTOBOrO areHTa BaM HEOOXOAMO 06paTnTLCS B
TexHu4deckylo nogaepxky Positive Technologies.

AnnapaTtHble Tpeb6oBaHMs

[ng ycTaHoBKM No4TOBOrO areHTa Ha yane Microsoft Exchange nomkHbl 6biTb BbifeneHsbl
LOMOJSHNTESbHbIE annapaTHble PecypCbl CBEPX MUHNMAaSbHbIX TPE60BaHNI ONepaLiOHHOW CCTEMBbI
n Microsoft Exchange.

Tabnuua 4. JlononHuTenbHble annapaTHble TpeboBaHus K y3ny Microsoft Exchange

KomnoHeHT Tpe6oBaHue
LleHTpanbHbIn npoueccop 2,2 I'Tu, KoNnyecTBO NMOTOKOB 1
Mamatb O3Y, B 1
HDD wnnun SSD, I'b 2

MporpammHbie TpeboBaHuS

YcTaHOBKa NOYTOBOIro areHTa BO3MOXHa Ha y3rax ¢ ornepaumoHHon cnctemon Windows Server
Bepcun 2012 nnn BbiLwe.

MouToBbIN areHT NnogaepXmnBaeT paboTy co cneayowmmmn Bepcuammn Microsoft Exchange:
— Microsoft Exchange 2010 Bepcun 14;

— Microsoft Exchange 2013 Bepcun 15.0 (kpome 15.0.847.32);

— Microsoft Exchange 2016 Bepcun 15.1;

— Microsoft Exchange 2019 Bepcun 15.2.

Ha cepBepe Microsoft Exchange ponxHa 6biTb ycTaHoBneHa posib Mailbox.

YcTaHOBKa NOYTOBOro areHTa

> YT06bI YCTaHOBUTb MOYTOBbIN areHT:

1. Hayane c Microsoft Exchange cosganTe nanky ans yCTaHOBKMW NOYTOBOrO areHTa.

MopknioyeHne NCTOYHIKOB

89



MpumeyaHue. B 3701 e nanke 6yayT COXpaHSATbC daiisibl XypHanoB NOUYTOBOroO areHTa.

2. CkonupylTe apxmB C YCTaHOBLLVKOM MOYTOBOro areHTa B CoO3faHHyio Nnanky 1 pacrnakynTte
ero.

3. OtkponTe nHtepdenc komangHom ctpoku Windows oT MeHn agMuHUCTpaTopa.
4. Tlepengunte B Narnky ¢ pacnakoBaHHbIM apX1BOM.
5. 3anycTtute yCTaHOBKY MOYTOBOrO areHTa, BbIMO/HNB OQHY N3 KOMaH[;

- Ecnu ncnonbsyeTcs cTaHOapTHbIN ceTeBon HTepdernc n nopT 7536:

install.cmd

- Ecnu ong ctaHgapTHOro ceteBoro nHTepdenca HeobxoanMmo ykasaTb NopT:
install.cmd -BalancerEntryPointEndpoint "©.0.0.0:<MopT>"

- Ecnn TpebyeTcs ykazaTb ceTeBor UHTepdEc 1 NopT:
install.cmd -BalancerEntryPointEndpoint "<IP-agpec>:<MopT>"

B npouecce ycTaHoBKN 6yaeT nepesanylleHa cnyxbta MS Exchange Transport.

[MoYTOBbLIN areHT YCTaHOBJ1EH B Mariky, n3 KOTOpOIZ 6blna 3anyuleHa yCTaHOBKa.

YpaneHune noytoBOro areHTa

> UYT06bl yOannMTb MOYTOBbIN areHT:
1. OTtkpounTte nHTEpdernc komangHon ctpokn Windows oT uMeHn agMuHuCTpaTopa.
2. TllepengnTte B Nanky ¢ MNOYTOBbIM areHTOM.

3. 3al'lyCTI/ITe yaaneHne rno4YToBOoro areHTa, BbiNOJIHB KOMaHAOy:
install.cmd -Uninstall

B npouecce ypaneHus 6yneT nepesanyleHa cnyxbta MS Exchange Transport.

13.10.2. [lo6aBneHune nctouHmka B PT MultiScanner

> YT06bl 106aBNTb NCTOUYHKK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBfieHne UCTOUHUKaMM.
2. HaxmuTte kHornky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeaVTe Ha3BaHME NCTOYHMKA, KOTOPOe ByaeT ykasaHO B CBOMCTBAX
MOMTYyYEHHbIX OT HEro O6BHEKTOB.

HasBaHue LonMXHO cofepxaTb He MeHee NATY CYMBOMOB U 6biTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCEX NCTOUYHNKOB. HazBaHme MOXeT cofepXaTb TONbKO CTPOYHbIE GYKBbI
naTuHckoro andaswuTa, undpsbl, 4edrc 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TOSbKO
6yKBamMu.

[MoaknioyeHne NCTOUYHNKOB 90



4. B packpbliBatoLemcs cnvcke Tun Boi6epute CepBep Microsoft Exchange ¢
YCTaHOBJIEHHbIM areHTOM.

5. B none [lomeHHoe ums unm IP-agpec cepBepa BBeaunte agpec cepsepa Microsoft
Exchange.

6. Ecnn Heo6xoammo, N3MeHUTe CTaHOaPTHbIA MOPT NOAKIIIYEHNS K CepBepy.

7. HaxmuTe kHoMky [lo6aBUTb UCTOUHMK.

13.11. Microsoft Exchange 2010—2019 B pexume
3epKannpoBaHung

[Mpwn nogkNoYeHUN NCTOYHIIKa CKPbITble Konuy nucem ¢ cepBepa Microsoft Exchange
oTnpaensaTca Ha npoepky B PT MultiScanner. NpoBepka He BNvseT Ha 4oCTaBKy NMCeM
nonyyatensm.

BHumaHwme! Ecnn B Balwen nHOOPMaLIIOHHON CUCTEME NCMOMNb3YETCH MEXCETEBOW SKPaH Wu
Lpyrune cpefcTBa KOHTPOSIS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MpaBina,
paspeLualolme nepegady Tpaduka yepes nopt TCP 25 0T NouTOBOrO cCepBepa K OCHOBHOMY Y351y
PT MultiScanner.

[Onga nogkntoyeHnsa nctouHmka Kk PT MultiScanner Heob6xoammo:

— [o6asuTtb B PT MultiScanner nctounuk ¢ Tnom MouToBbi cepBep B peXXxume
3epKanupoBaHus.

— Ha cepBepe Microsoft Exchange HacTponTb 0TRpaBKy CKPbITbIX KOMWIA MACEM B
PT MultiScanner.

— Ecnn npn o6paboTke nncem HeO6XxoOMMO NCMNOJIb30BaTb agpeca 3NekKTPOHHOW NOYTbl KOHEYHbIX
nonyyatenein, HacTpouTb Ha cepBepe Microsoft Exchange 3anofnHeHme 3aronoBKoOB NUCEM
X-Original-Rcpt-To.

Ho6aBneHune ucrouyHnka B PT MultiScanner

> YTo6bl LO6aBUTL NCTOYHUK B PT MultiScanner:
1. B rnaBHOM MeHIO BbibepuTe MCTOUHUKK — YnpaBneHue UCTOUHUKaAMM.
2. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeuTe Ha3BaHWe NCTOYHMKA, KOTOPOe ByaeT ykazaHo B CBONCTBAX
MOMYYEHHbIX OT HEro O6BEKTOB.

HasBaHue LonXHO cogepxaTb He MeHee NATY CYMBOMOB 1 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCeX MCTOYHMKOB. HasBaHMe MOXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTuHckoro andaswuTa, undpbl, 4edUC 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TObKO
6yKBamIu.

[MoaknioyeHne NCTOUYHNKOB 1



4. B packpbiBatoLiemcs crnivicke Tun Bbi6epunte MouToBbIA cepBep B peXume
3epKanupoBaHus.

5. Ecnn Heobxogumo, B none IP-agpeca SMTP-cepBepa BBeanTe OOMNOMHNTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec SMTP-cepBepa, co3gaBaemoro B PT MultiScanner.
OH noHagobuTCcs BaM Npui HACTPOWKE NCTOYHMKA.

6. Ecnun Heobxoammo, n3aMeHnTe CTaH4apTHbIN MOPT NOAKIIIOUYEHS K CepBepY.

BHumaHwme! YkazaHHbI NOPT HE AOMKEH NCMO1b30BaThbCA APYIMMI MCTOYHMKaMW ANS
nposepku, cnyxéamu unm npunoxeHnammn OC.

7. Ecnun npun nogkntoueHnn ncnonbdyetcsa npotokon SSL, yctaHoBuTe dnaxok MNopkniovaTbes
no SSL.

MpumeuaHune. [Npn cHaTOM Ppriaxke nepefaBaemMble faHHble 3andpPOBbIBAOTCS Mpn
nomoLum pacwmpenHna STARTTLS. Ecnun noyToBbIN cepBep OpraHn3aunmn He nogaepXxreBaeT
STARTTLS, naHHble nepepatoTcs 6e3 WindpoBaHus.

8. Ecnun Heobxopmmo npuHMMaTh NMMCbMa TOMbKO C onpeaeneHHbIX IP-agpecos:
« B 6noke napameTpoB PunbTpoBaTb BXOASLME NOAKIIOUYEHUS BKTIOYNTE GUNbTPaLNIo.
- B nosiBuBLUEMCH NOone BBeanTe |IP-agpeca paspelleHHbIX Y3/10B v NoaceTen.

9. Ecnun Heobxopunmo, BKMIOYNTE NCMOb30BaHMe NpY SNEKTPOHHbBIX afpeCOB KOHEUHbIX
nony4yaTtenen.

10. HaxmuTe kHomKy Jlo6aBUTb UCTOUHMK.

HacTtpownka ncroyHuka

Ha ncTouHmnke Heo6XxoammMo HaCTPOWTb OTMPAaBKY CKPbITbIX KON NUCEeM Ha CepBep, CO30aHHbIN Nnpu
pobaBneHnn nctoyHmka B PT MultiScanner.

ViHcTpykung paspaboTtaHa gng cepeepa Microsoft Exchange sepcun 2010 n Bbiwe. VIHCTpyKLMio
Heo6X0[MMO BbIMOMHATL OT MEHU YYETHOWN 3anmncu, KOTOPO B LLEHTPE afMUHNCTPUPOBaHIS
Exchange 6bina HasHauyeHa ponb «YnpaBneHne opraHuaaunein». NMogpo6Hyo nHGopMaLmMio Bbl
MOXeTe NoyunTb Ha canTe technet.microsoft.com.

>  YT06bI HACTPOUTL OTAPAaBKY CKPbITbIX Konui nucem B PT MultiScanner:
1. 3anycTtuTe ueHTp agMnHUCTpUpPoOBaHus Exchange.
2. B rnaBHOM MeHIo Bbi6epuTe pasanen NoToK o6paboTKuM NoUThI.

OTKkpoeTcq CTpaHuLa npaBuna.

3. Haxmute F 1B packpbiBliemcs MeHio BbiGepuTe Co3aaTh HOBOE NPABUIIO.
OTKpoeTCca OKHO HOBOE NpaBUIIo.

4. B none Umsa BBeaunTe Npon3BosibHOE HadBaHWe npaBuna, Hanpumep PT MultiScanner.
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B packpebiBatowemcs cnicke MpumeHUTb 3TO NpaBuno BbiGepuTe MpUMeHUTb KO
BCEM COO6LLeHUAM.

B packpbiBatoLiemMcs cnincke BeinonHUTb cnepyowme aeucTBus Bbiceprnte OTNpaBUTb
CKpbITYl0 Konuio coobweHus (CK).

OTkpoeTcs okHO Bbi6paTb 4sieHOB.

B none po6aBuTb BBeanTe bcc@multiscanner.local.
HaxmuTte kHonky OK, 3aTem kHornky CoxpaHUTb.

B naHenn NHCTPYMEHTOB HaXMNTE COSANHUTENN OTNPaBKMU.

OTKpOGTCQ CTpaHnLa coeguHUTeNn.

Haxmute =, uTo6bl [O6aBUTL COEANHNTENL OTMPABKIL.

OTKpoeTCca MacTep HOBbI COeAUHUTEb OTMPaBKM.

HaxmuTe KHOMKyY ganee, oCTaB/B 3HAYEHNS OCTasbHbIX MapaMeTpOoB 6€3 U3MEHEHNIA.
OTkpoeTcd crnenyowmi Wwar MmacTepa.

Bbi6epuTe BapraHT MepeHanpaBnsiTb NOUTY Yepe3 NPOMEXYTOUHbIE Y3/bl.

HaxmuTe T, UTo6bl [O6aBUTL MPOMEXYTOUHbIA Y3en.
OTKpoeTCs CTpaHuLLa UI3BMEHUTb NPOMEXYTOUHbDIN y3en.

B none BeeanTe IP-agpec bcc-cepepa PT MultiScanner. Ecnun Homep TCP-nopTta ang
SMTP oTtnunyaeTcs oT cTaHgapTHOrO (25), ykaxunTe ero yepes geoeToune nocne IP-agpeca.

HaxmunTte kHornky COXpaHUTD.

[MpomexyTouHbIN y3en 6yaeT cosnaH. OTKpoeTcs creyiolnii lWwar MmacTepa.

Haxmute +, uto6bl no6aBuTL afpecHoe NPOCTPaHCTBO.

OTkpoeTcH cTpaHuLa pobaBneHne foOMeHa.

B none MNonHoe pomeHHoe ums (FQDN) Beegute multiscanner.local.
HaxmunTte kHonky CoxXpaHuTb, 3aTeM KHornKy [lanee, 3aTem kHonky MoToBo.

MHd)OpMaLI,VIFI O HOBOM coefinHnTeNne oTnpaBKu NMO4BNTCYH B Tabnrue coeguHUTENMN.

OTnpaBka CKpbITbIX KOMWIA MNCEM HaCTpOoeHa.

13.12. Postfix 3.2 B pexunme punbTpaumnm

Mpw NnogknNoYeH NCTOYHMKa NCcbMa ¢ cepBepa Postfix oTnpaenaoTcsa Ha NpoBepky B
PT MultiScanner, nocne yero Bo3BpallaloTcsd 06paTHO O/19 AanbHeleln OCTaBKu.
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BHumaHune! Ecnu B Bawen nHGOPMaLNOHHOW CUCTEME NCMOb3YEeTCH MEXCEeTEBOW SKpaH uin
Lpyrue cpefncTsa KOHTPONS CeTeBOro Tpaduka, TpebyeTcs HaCTPOUTb B HAX NpaBuna,
paspeLuaiolne nepegavy Tpaduka yepesd nopt TCP 25 0T NOUTOBOrO cepBepa K OCHOBHOMY Y351y
PT MultiScanner.

[nga nogknoyeHnsa nctodnmka Kk PT MultiScanner Heobxoanmo:
1. [Oo6aButb B PT MultiScanner nuctouHuk ¢ Tunom NMoutoBbI cepBep B peXxume ¢punbTpauum.
2. HacTtpoutb B PT MultiScanner otnpaBKy NpOBepPEHHbIX MNCEM:

«  Ecnun ncnonbsyetca HeCKonbko NOYTOBbLIX CEPBEPOB, 406aBUTb NpaBuia MapLUpyTU3aLmm.

- Ecnun ncnonbayotcs HenybnmnyHble NoYToBble cepBepbl 1 TpebyeTcs TLS-wmndpoBaHmne ¢
npoBepkon cepTudukaTta, LO6aBUTL KOPHEBOW cepTudurKaT LeHTpa cepTudukaLimi BaLlein
opraHmsaLumm.

« Ecnwn Ha nouTtoBbIX cepBepax nogoepxmnBaeTCyd NpoBepkKa agpecoB nonyaneneﬁl, BK/TIOYNTb
TaKyto NMpoBepKYy OJ14 [06aBNEHHOro NCTOUHMIKA.

3. Ha cepepe Postfix HacTponTb mapwpyTudaumo nucem yepes PT MultiScanner.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT106bl 0,06aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHNKM —> YNpaBfieHne UCTOUHUKaAMM.
2. HaxmuTte kHornky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeuTe Ha3BaHNe NCTOYHMKA, KOTOPOe ByaeT ykadaHo B CBONCTBAX
MONYYEHHbIX OT HErO O6BEKTOB.

HasBaHue LonXHO cogepxaTb He MeHee NATY CYMBOMOB 1 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCeX MCTOYHNKOB. HaszBaHme MOXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTuHckoro andaswuTa, undpsbl, 4edrc 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBaMW.

4. B packpbiBatoemcd crivicke Tun Boibepute MouToBbIN cepBep B peXxume punbTpaLuu.

5. B 6noke MapameTpbl noagKAloOMeHUa HacTpolnTe napameTpbl SMTP-cepBepa,
cosgaBaemoro B PT MultiScanner gnga npuema nucem:

- Ecnu HeoBxoammo, B none IP-agpeca SMTP-cepBepa BBeanTe 4OMNOSHATENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agppec SMTP-cepBepa, cozpgaBaemoro B PT MultiScanner.
OH noHago6unTcsa BaM Nput HACTPOWMKE NCTOYHUKA.

- Ecnn Heobxogumo, nameHuTe CTaH,D,apTHbIVI NOPT NOAK/TIOYEeHNA K cepBepy.

BHumaHwme! YkazaHHbIN NOPT He AOMKEH NCMONBb30BaTbCS APYrMMI UCTOYHIKAMMN ANS
nposepku, cnyxéamu nnn npunoxerHnamm OC.

« Ecnu npun nogknoueHnn ncnonbsyetcd npotokon SSL, yctaHoBute dpnaxok Mogkniovyarbes
no SSL.
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MpumeuaHue. Mpn cHaTOM Ppnaxke NepenaBaemMble AaHHble 3aLNPPOBbLIBAIOTCS NP
nomouu pacwmpennsd STARTTLS. Ecnn nouToBbIi cepBep opraHmnsaLmm He nogaepXmnsaeT
STARTTLS, naHHble nepepatoTcy 6€3 WndpoBaHus.

6. Ecnn Heobxoanmo npuHMMaTh NMCbMa TOMTbKO C onpeaeneHHbIX IP-agpecos:
+ B 6noke napameTpoB ®dunbTpoBaTh BXOAALWME MOAKAIOMEHUS BKOUMTE GUbTpauuio.
- B nogsumBLliemcs none BeeguTte IP-agpeca paspeLleHHbIX y3noB U nogceTen.

7. BblbepuTe ong BCex NpaBui MapLUpyTU3aunmy, Kakoil Habop [oOBEePEeHHbIX cepTndUKaToB
6yoeT MCMNOoNb30BaTbCS MPU NPoBepke cepTUdPUKaToB CEPBEPOB A9 MPOBEPEHHON NOYTbI:

« Ecnu Tonbko poBepeHHble cepTudmkaTtbl N3 BHYTpeHHero xpaHunuwa PT MultiScanner, B
packpsbiBaloLwemcs cnucke floBepeHHble cepTudukatbl TLS-wmndppoBaHus BoiGeprTe
Monb3oBaTenbckue.

« Ecnn cepTudukaThl N3 BHYTPEHHEro xpaHuauwa 1 rnobanbHble cepTudukaTbl, GOCTYMHbIE
BHYTpU Docker-koHTenHepos PT MultiScanner, Bbibepute Fno6anbHble U
nosib3oBaTesibCKue.

8. [lo6aBbTe MpaBuIo MapLIPyTH3aLIL MO YMOUYAHNIO 1 YKaXnTe B HEM NapaMeTpbl cepBepa
015 OTAPaBKY MMCEM N YBEAOMMEHWNIA O peayfibTaTaxX NPoBEePKU:

« HaxmuTe kHonky [lo6aBuUTb.

- B 6noke napameTtpos Tpe6oBaHus k TLS-wmndpoBaHuUIO yKaxTe 4519 BCEX NMOUYTOBbIX
cepBepoB B NpaBwne, Tpebyetcd nu TLS-wndpoBaHue.

« Ecnn npun windposaHum Tpebyetcsa npoBepaTb cepTudukaT NoYTOBOrO CepBepa, yCTaHOBUTE
dnaxok MpoBepsaTb cepTudukar.

- Bnone flomeHHoe umsa unu IP-agpec BBegnte agpec 1 nopT cepaepa.

- Ecnu B Baleii opraHnsaumm NCronb3yeTcs HeCKOMbKO MOYTOBbLIX CepPBEPOB, B None
MpuopuTeT BBEANTE YNCNIO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKazaHHbIM
appecom.

MpumeuaHue. Bbl MmoxeTe ykazaTb uncrnio ot 100 65535. Yem meHbLue 4icnio, TeM Bbllle
npropuTeT cepaepa. lNncbMa 6yayT OTNPaBAATbCS Ha aKTUBHbIE CepBepbl C HaNB60bLINM
nprnoputeToM. ECnu ans cepBepoB yka3aH OANHAKOBbIV MPUOPUTET, MOYTOBbIN TpaduK
GanaHcupyeTcsd Mexay HUMU MOPOBHY.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wudpoBaHUs BoibepnTe pexnm 3anycka
wndpoBaHng oNg aToro cepeepa.

- Ecnn ong poctyna Kk cepBepy TpebyeTcs ayTeHTUdMKaLMS, BKITIOYNTE NCMOb30BaHMe
ayTeHTUUKaLMN 1N B packpblBatoLlwemcs criucke Tun ayTeHTUPUKaLMMK BbibepuTe ee Tum.

MpumeyaHwue. Npn aBTOMaTUYECKOM BbiGope Thna ayTeHTudukaumn PT MultiScanner
BblbUypaeT Hanbonee 6e30nacHbIN TAM 13 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbayetcs ayteHTudunkaums, B nons JloruH n Maponb BBeoUTe yyYeTHbIE AaHHbIE
01 [OCTYNa K cepBepy.
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- Ecnn B Balwel opraHnsaumm Ncnonb3yeTcs HECKOMbKO MOYTOBbIX CEPBEPOB, MO KHOMKe
[o6aBuTb cepBep [06aBbTE AJ19 HNX 610K NapaMeTPOB 1 HACTPOWTE aHaNOrYHbIM
o6pasom.

« HaxmuTe kHonky [lo6aBUTD.

9. Ecnwn Heobxoommo repecbliaTb CKPbITble KON MNPOBePEeHHbIX NMCeM OOMNOJIHATEIbHbIM
nony4vatenam:

- B 6noke napameTpos MepecbinaTb NMCbMa AONONHUTENbHbIM MONlyYaTeNsAM BK/OUNTE
nepechbInky NMcem.

- B nosiBrBLLEMCS NOSE BBEANTE SNIEKTPOHHbIE afpeca nonyJaTenei.

10. HaxmuTe kHomky Jlo6aBUTb UCTOUHMK.

No6aBneHne npaBuia MapLpyTU3aLumM NPOBEpPEHHbIX NUCEM B
PT MultiScanner

Ecnn Heo6xooumo 1cnonb3oBaTh pPasnmnyHble MOYTOBbIE CEPBEPHI B 3aBUCMOCTY OT JOMEHa B
apgpece 31eKTPOHHOI NMoYTbl MonyyaTens, Bbl MoXeTe HacTpouTb B PT MultiScanner npasuna
MapLUpyTM3aLmy NpOBEePEHHbIX Nucem (cM. pasgen 12.4).

> UYT06bI LO6ABUTL NPABUIO MapLLPYTU3aLIAN:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBneHne UCTOUHUKaMM.
2. B naHenu c nHdopmaumeln 06 NCTOYHKKe Nepengnte no ccolnke MapamMmeTpbl KCTOUHMKA.

3. B 6noke napameTpos MpaBuna mapwpyTu3aumm NouToBoro Tpadpumka Haxmute KHOMKy
[o6aBuTb.

4. B none [lomMmeH 3neKTPOHHON NOYTbI NoslyyaTens BBenTe JOMEHHYIO YaCTb agpeca
3NEKTPOHHOW NOYTbI NonyYaTenel, Ans KOTopbIX HEO6XOAVMO HAaCTPOUTb NPAaBUSIO.

C nomoLbio 3Be3004KM Bbl MOXETE 3a4aTb Macky 4719 AOMEHHOWN YacTy agpeca nony4vatenen
nmcem, ecnm JOMeHHas 4YaCTb COAEPXNT NOAAOMEHbI TPETbEro YPOBHS U Bbile. Hanpumep,
npaeBwnIo ¢ Mackon * . example.com 6yaeT NPUMEHSTLCS U 4N aAPEeCcOB C AOMEHHOI YacTbio
example.com, sub_1.example.com, sub_2.example.com, n gnsg anpecoB C JOMEHHON
yacTblo, cogepallen NogaomMeHbl 60/1ee BbICOKNX YPOBHEN.

MpumeyaHue. Ecnn pomeHHas YacTb agpeca nonyyvaTens COOTBETCTBYET HECKOMbKIM
npaBuiam MapLipyTusauum, 6yaeT MCNonb30BaHO TO MPaBWIIo, B KOTOPOM yKa3aH Hanbonee
TOYHbIN agpec. [Mpu 3ToM 6onee BbICOKMA MPUOPUTET UMEIOT NpaBuna, B KOTOPbIX HE
NCMOSb3YIOTCS MaCKW.

5. B 6noke napameTpoB Tpe6oBaHus K TLS-wumndppoBaHUIo ykaxmTe 0519 BCeX NOUYTOBbIX
CcepBepoOB B Npasuse, Tpedyetcs nn TLS-wundpoBaHme.

6. Ecnn npwn wndpoBaHnm TpebyeTcs NpoBepsTb cepTudUKaT NOYTOBOro cepBepa, YCTaHOBUTE
dnaxok MpoBepaTb cepTudukar.
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7. Ecnun Heo6xoanmo nepeHanpaBngaTb NcbMa cornacHo MX-3anncsam, BoibepuTe crnocob
MapLwpyTtusaumm Mo MX-3anucam.

BHumaHwme! lNucbmo He 6yneT otnpasneHo, ecnm B DNS otcytcTByeT nogxoasias MX- nnn
A-3anucb gng ykasaHHOro JoOMeHa.

8. Ecnm Heobxogmmo nepeHanpaBndTb NMCbMa Ha OnpeaeseHHbIN MOYTOBbIN CepBep, BbibepuTe
cnoco6 mapwpyTtunsaunn Mo agpecamMm NOYTOBbIX CEPBEPOB 1 YKaxmMTe napameTpbl
cepsepa:

- Bnone flomeHHoe umsa unu IP-agpec BBegnte agpec 1 nopT cepaepa.

- Ecnu B Balleii opraHnsaLmm NCronb3yeTcs HeCKOMbKO MOYTOBbLIX CepBepoB, B Nose
MpuopuTeT BBEANTE YNCMO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKa3aHHbIM
appecom.

MpumeuaHue. Bol moxeTe ykazaTb uncno ot 140 65535. Yem meHbLUe yncno, Tem Bbille
npuopnTeT cepBepa. MNrcbMa 6yayT OTNPaBASITbCS Ha aKTVBHbIE CEpPBEpPbI C HANBGOMNBbLUNM
nproputeToM. ECnun ong cepBepoB ykasaH OAMHaKOBbIV NPUOPUTET, MOYTOBbIA TpaduK
GanaHcupyeTcs Mexay HAMU MOPOBHY.

- B packpbiBatowemcs cnncke Pexxum 3anycka TLS-wudpoBaHUs BoibepnTe pexinm 3anycka
LWNppOoBaHM Ang 3TOro cepeepa.

- Ecnun pns poctyna k cepBepy TpebyeTcs ayTeHTndMKaLNS, BKTIOYNTE NCMONb30BaHMe
ayTeHTdMKaLMM 1N B packpbiBalowemcs crvicke Tun ayTeHTudUKaumum Boibepute ee TUn.

MpumeuaHwme. [Npy aBTOMaTYecKoM Bbibope Tuna ayteHTudukaumm PT MultiScanner
BblbUypaeT Hanbonee 6e30nacHbIN TUM U3 NPEATOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbsyetcs ayteHTudukaums, B nons JloruH n Maponb BBeanTe yyYeTHblE AaHHbIE
0119 OCTyna K cepsepy.

- Ecnwn B Balen opraHmnsaLmy MCnonib3yeTcst HECKObKO MOYTOBbIX CEPBEPOB, MO KHOMKEe
[Ao6aBuTb cepBep [o6aBbTE A9 HUX 6/10KN MapaMeTPOB 1 HACTPOWTE aHaNOrNYHbIM
o6paszom.

9. HaxmwuTe kHonky [lo6aBUTb.
10. HaxmuTe kHornky CoxpaHUTb.

MpaBuno MapLpyTn3aumnm 4o6aBneHo.
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No6aBneHune poBepeHHbiXx cepTudukartoB B PT MultiScanner

Ecnu npn oTnpaBKe NpoBepPEeHHbIX MCEM Bbl MlaHnpyeTe ncrnonb3osaTb TLS-windpoBaHme ¢
npoBepKol cepTudurkaTa, Npu NpoBepke cepTndrKaToB NOYTOBLIX CEPBEPOB ByayT NCMOb30BaTbCS
cnegywolime ceptTndukaTbl:

— [Ong nyénnyHbix SMTP-cepBepoB — cepTudumkaTbl LOBEPEHHbIX LIEHTPOB CepTndurKaLmu,
LOCTyMnHble BHyTpu Docker-koHTerHepoB PT MultiScanner.

— [ng Heny6nn4yHbix SMTP-cepBepoB Ballel opraHn3aum — OBEpPeHHble cepTudukaTbl LEHTPOB
cepTudrKaumm Bawwen opraHmsaumnn. KopHesble cepTudrkaTbl 3TUX LEHTPOB HEO6X0QNMO
po6asutb B PT MultiScanner.

VIHCTpyKUMN HeOBX0AMMO BbINMOMHSATL Ha OcHOBHOM y3ne PT MultiScanner. Nogaepxunsatotcs
TonNbKo cepTudurkaTl popmata PEM.

> YT06bl n06aBNTL cepTudmkat B PT MultiScanner,

BbIMOJIHNTE KOMaHOy:

sudo ptmsctl system trusted-certs add --name <HasBaHue cepTudukaTa> --path <MonHbIl NyTb K
danny ceptudukaTta>

Hanpumep:

sudo ptmsctl system trusted-certs add --name example_cert --path /etc/tls/certs/rootCA.crt

>  YT06bI NPOCMOTPETbL CNNCOK fobaBneHHbix B PT MultiScanner ceptudunkaTos,

BbIMOMHNTE KOMaHAy.
sudo ptmsctl system trusted-certs list

MpumeuaHue. Bol moxeTe npocmMmoTpeTb MHPOPMaLMIO 06 OTAeNbHOM cepTudumkare,
BbIMNONHMB KOMaHay sudo ptmsctl system trusted-certs view --name <HasBaHue
cepTupunkaTa>.

> Yro6bl yoanute cepTtudukat ns PT MultiScanner,

BbIMO/HNTE KOMaHAy-:

sudo ptmsctl system trusted-certs delete --name <Ha3BaHue cepTudukaTa>

Hanpumep:
sudo ptmsctl system trusted-certs delete --name example_cert

BknloueHne NpoBepKn agpecos nosyyaTtenen

Mepepn oTnpaBkon NpoBepeHHbIx Nucem PT MultiScanner moxeT npoBep4aTb agpeca nonyyatenen
Ha NMPVHMaLWMX NOYTOBbIX cepBepax ¢ nomoLlbio SMTP-komaHabl VRFY (cornacHo crieundukaLumm
RFC 5321). Mo ymonuyaHuio aTa NpoBepka OTK/loYeHa, MOCKOIbKY Ha HEKOTOPbIX MOYTOBbIX CepBepax
BbIMOJIHEHWE STOWN KOMaHAbl MOXET 6bITb 3a6/10KNPOBaAHO MO COOBPaXeHNsM 6e30rnacHoOCTI. Bebl
MOXeTe BKJTIOUNTb /19 UCTOYHKA NPOBEPKY afpecoB nonyyatenen, ecnv aAns Hero [obasneHo XoTs
6bl OOQHO MPaBUIO MapLUPYTU3aLL UK yKa3aHo 6onee OfHOro NoYToBoro cepeepa. IHCTpyKumio
Heo6XxoanMO BbINMOMHNTbL Ha ocHoBHOM y3ne PT MultiScanner.
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> YTO6bI BK/IIOUNTL MPOBEPKY afpecoB nosnyyatenein Ans NCTOYHIKA,

BbIMOHNTE KOMaHAy:

sudo ptmsctl system components config patch --component <Ha3BaHue ucToyHuMka> --toml "
[smtp_client_config.verify recipients]

enabled = true

Hactpounka ncrouHuka

Ha cepBepe Postfix Heo6xoanmo HacTpouTb MapLupyTu3auuio nucem Yepes PT MultiScanner.

>  YT06bl HACTPOUTL MapLLPYTU3aLMo Nucem Yyepes PT MultiScanner:

1.

OTkponte dpann /etc/postfix/main.cf:
sudo nano /etc/postfix/main.cf

[o6aBbTe B dain cTpoku, ykasas IP-agpec n nopt SMTP-cepsepa PT MultiScanner:
content_filter=scan:[<IP-agpec PT MultiScanner>]:<MopT PT MultiScanner>
receive_override_options=no_address_mappings

CoxpaHuTe n3ameHeHns 1 3akponTe darisn.

OtkponTe dann /etc/postfix/master. cf:
sudo nano /etc/postfix/master.cf

[o6aBbTe B daiin cTpoku, ykasas IP-agpec n nopT cepaepa Postfix ong npoBepeHHbIX nucem
n IP-agpec SMTP-cepBepa PT MultiScanner:
scan unix - - n - 10 smtp
-0 disable_dns_lookups=yes
-0 smtp_data_done_timeout=1200
-0 disable_mime_output_conversion=yes
-0 max_use=8
<IP-agpec Postfix>:<MopT Postfix> inet n - n - 10 smtpd
-0 mynetworks=<IP-agpec PT MultiScanner>
-0 smtpd_client_restrictions=permit_mynetworks,reject
-0 smtpd_helo_restrictions=
-0 smtpd_sender_restrictions=
-0 content_filter=
-0 receive_override_options=no_unknown_recipient_checks,no_header_body_checks,no_milters

MpumeuaHue. [1ns NpoBepKmn agpecoB nosyyatenein 4omkHa 6biTb BKIIOUYEHa OTnpaBKa
MONOXUTENbHOIO OTBETA 250 Ha KOMaH4y NPOBEPKM agpeca, ong napameTpa
disable_vrfy_command gomkHO 6biTb yKa3aHO 3HaAYEeHMe no.

CoxpaHuTe nsmeHeHns 1 3akponTe daiin.

MMepesanycTtute cnyxoy cepepa Postfix:
service postfix restart

MapwpyTtusaumsa nucem yepesd PT MultiScanner HacTpoeHa.
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13.13. Postfix 3.2 B pexunme 3epkanmpoBaHung

Mpwv noakNtoYeHN NCTOYHIKA CKPbITble Konum nucem ¢ cepsepa Postfix oTnpasngioTcsa Ha
nposepky B PT MultiScanner. lMpoBepka He BANGET Ha 4OCTaBKY MMCEM MonyyaTensm.

BHumaHune! Ecnu B Bawwen nHGOPMaLNOHHON CUCTEME NCMOb3YEeTCH MEXCEeTEBOW SKpaH uin
Lpyrne cpefacTBa KOHTPONS ceTeBoro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,

paspeLuatome nepegady Tpaduka yepes nopt TCP 25 oT nouToBOro cepBepa K OCHOBHOMY Y351y
PT MultiScanner.

[Ong nogkntoyeHns nctouHmka Kk PT MultiScanner Heo6xoammo:

— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom MouToBbiA cepBep B peXXxume
3epKanupoBaHus.

— Ha cepepe Postfix HacTponTb oTnpaBKy CKpbITbix Konui nucem B PT MultiScanner.

— Ecnwn npn o6paboTke nncem Heobxoamnmo NCMob3oBaTb agpeca 3NEKTPOHHOMN MOYTbl KOHEUHbIX
nosnyvartenein, HacTpouTb Ha cepBepe Postfix 3anonHeHne 3aronoBkoB Nucem
X-Original-Rcpt-To.

Ho6aBneHue ucrouyHnka B PT MultiScanner

> YT06bl 0O6aBUTb NMCTOYHMK B PT MultiScanner:

1.

2.

B rnaBHOM MeHI0 Bbi6epuTe MCTOUHMKM — YnpaBneHue NUCTOUYHUKaMMU.
HaxmuTe kHornky Jlo6aBUTb UCTOUHMK.

B none HasBaHue BBeanTe Ha3BaHNE NCTOUYHIIKA, KOTOpoOe 6y,u.eT YKa3aHO B CBOICTBax
MOJTy4YeHHbIX OT Hero O6GBHEKTOB.

HasBaHue LonXHO cofepxaTb He MeHee NATY CYMBOMOB 1 6blTb YHKaNbHbIM CPpeam
Ha3BaHWIN BCeX UCTOYHNKOB. HasBaHme MOXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTuHckoro andaswuTa, undpsbl, 4edPrc 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBaMW.

B packpbiBatoiemcs cnncke Tun BoibepuTe MouToBbIN CepBep B peXume
3epKanupoBaHuS.

Ecnun Heobxoammo, B none IP-appeca SMTP-cepBepa BBeanTe 4ONOHUTESNbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec SMTP-cepBepa, cozgaBaemoro B PT MultiScanner.
OH NoHagobuTCs BaM Mpu HAaCTPOMKE NCTOYHMIKA.

Ecnun HeobxoanMo, N3MeHNTe CTaH,EI,apTHbIIﬁ MOPT NOAKITIOHEeHNH K CepBepy.

BHumaHwme! YkazaHHbI NOPT HE AO/MKEH NCMOb30BaTbCA APYTMMI MCTOYHVKaMW ANs
nposepku, cnyxéamu unu npunoxeHnammn OC.

Ecnun npw nogknioyeHnn ncnonssyetca npotokon SSL, yctaHoBute dnaxok Mogkniovyarbes
no SSL.
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MpumeuaHue. Mpn cHaTOM Ppnaxke NepenaBaemMble AaHHble 3aLNPPOBbLIBAIOTCS NP
nomouu pacwmpennsd STARTTLS. Ecnn nouToBbIi cepBep opraHmnsaLmm He nogaepXmnsaeT
STARTTLS, naHHble nepepatoTcy 6€3 WndpoBaHus.

8. Ecnn Heobxoanmo npuHMMaTh NMCbMa TOMbKO C onpeaeneHHbIX IP-agpecos:
+ B 6noke napameTpoB ®dunbTpoBaTh BXOAALWME MOAKAIOMEHUS BKOUMTE GUbTpauuio.
- B nogsumBLliemcs none BeeguTte IP-agpeca paspeLleHHbIX y3noB U nogceTen.

9. Ecnn Heobxopumo, BKTIOYNTE NCMOIb30BaHME NPY SNEKTPOHHbIX afpeCcoB KOHEUHbIX
nony4yaTenen.

10. HaxmuTe kHonky [lo6aBUTb MCTOUHUK.

HacTpounka ncrouHuka

Ha cepBepe Postfix Heo6xoanmo HacTpouTb OTAPaBKY CKPbITbIX KOMWI MMCEM Ha cepBep,
co3gaHHbI Npu gob6aBneHnn nctodHmka B PT MultiScanner.

>  YT06bl HACTPOUTL OTMPAaBKY CKPbITbIX KOMWIA MCEM:

1. Cospalite kapTy transport c onncaHnem TpaHcnopTa A4 OTMNPaBKN CKPbITbIX KOMWA NMcem
B PT MultiScanner:

« CospanTte dpann /etc/postfix/maps/transport.

- [lo6aBbTe B daiin CTPoKy 1 ykaxuTe B Hell IP-appec n nopt PT MultiScanner:

bcc@multiscanner.local smtp-bcc:[<IP-agpec>]:<MopT>
« CoxpaHuTe n3MeHeHns 1 3aKponTe gain.
2. [ob6aBbTe KapTy transport B kKoHPUrypaumo cepeepa:
« OTkponTe dpann /etc/postfix/main.ct.

« [lo6aBbTe B paiin CTPOKM:
always_bcc = bcc@multiscanner.local
transport_maps = hash:/etc/postfix/maps/transport

« CoxpaHuTe N3MeHeHNs 1 3aKponTe gain.

3. O6HoBUTe Paiinn COOTBETCTBUIA
sudo postmap /etc/postfix/maps/transport

4. [lo6aBbTe TpaHCNopT smtp-bcc B KOHPUrypauuo cepepa:
« OTkponTe pann /etc/postfix/master.cf.

- [lobaBbTe B dalin CTPOKY:

smtp-bcc unix - -y - - smtp
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5.

« CoxpaHunTe N3MEeHEHINs 1 3aKponTe Gain.

MMepesanycTuTe cnyx6y cepBepa Postfix:
sudo systemctl restart postfix

OTI'IpaBKa CKPbITbIX KONy nucem HaCTpOeHa.

HacTtpownka 3anonHeHus 3aronoeka X-Original-Rcpt-To

Ecnn npn o6paboTke nucem B PT MultiScanner nnaHupyeTcs MCnonb30BaTh 31EKTPOHHbIE agpeca
KOHEeYHbIX Nony4yaTenen, Ha cepBepe Postfix HEO6XOAMMO HaCTPOUTL 3aMofHEHE 3aro/I0BKOB
nucem X-Original-Rcpt-To.

> YT06bl HACTPOWUTL 3aMnofHEeHMe B NncbMax 3aronoska X-Original-Rcpt-To:

1.

2.

Coapalite kapTy detect recipients gna gobasneHus 3aronoska X-Original-Rcpt-To Bo Bce
nnucema:

« CozpanTte ¢pann /etc/postfix/maps/detect recipients.

- [lo6aBbTe B daiin CTPOKY:
/~(.+)$/ PREPEND X-Original-Rcpt-To: $1

« CoxpaHunTe n3MeHeHNs 1 3akponTe dain.
[obaBbTe kapTy detect recipients B napameTpbl 06paboTkn komaHabl RCPT TO:
« OTkponTe pann /etc/postfix/main.cf.
- [o6aBbTe B dann cTpoky ong napameTpa smtpd_recipient restrictions:
smtpd_recipient_restrictions =
check_recipient_access regexp:/etc/postfix/maps/detect_recipients
« CoxpaHute n3meHeHns 1 3akponte darin.

CoszpanTe kapTy header checks gng yoaneHns 3aronoeka X-Original-Rcpt-To 13 nucem
KOHEYHbIM NoslyyaTensim:

« CozpanTte dpann /etc/postfix/maps/header checks.

- [lo6aBbTe B daiin CTPOKY:
/~X-0Original-Rcpt-To:/ IGNORE
« CoxpaHuTe n3MeHeHNs 1 3aKponTe dain.

YkaxuTte kapTy header checks B napameTpax 06paboTKun 3aroioBKOB NCEM o9
NCMOSb3yeMbIX TPaHCMOPTOB:

« OTtkponTe pann /etc/postfix/master.cf.

« Ecnn ncnonbayetcs TpaHcnopT smtp (A9 nepecbiiki NMcemM Ha Opyrue cepsepsbl), fobaBbTe
B dalin CTPOKY ANs 3TOro TpaHcnopTa:
smtp unix - -y - - smtp
-0 smtp_header_checks=regexp:/etc/postfix/maps/header_checks
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« Ecnn ncnonbayetcs TpaHcnopT Imtp (ans nokanbHoW gocTaBku Nncem), o6asbTe B daiin
CTPOKY N5 9TOro TpaHCcnopTa:
Imtp unix - -y - - lmtp
-0 1lmtp_header_checks=regexp:/etc/postfix/maps/header_checks

« CoxpaHnTe N3MeHeHNs 1 3aKponTe dalin.

5. TMepeszanyctute cnyxoy cepBepa Postfix:
sudo systemctl restart postfix

3anonHeHue 3aronoeka X-Original-Rcpt-To HacTpoeHo.

13.14. PT Threat Analyzer 2.10 n BbiWwe

Mpwn NoaKNoYEeHNN NCTOYHIMKA Konnn 06bekToB 13 PT Threat Analyzer oTnpaBnsoTCca Ha NPOBEPKY B
PT MultiScanner uepea ny6anyHbii API.

BHumaHwme! Ecnn B Balwen nHOOPMaLMIOHHON CUCTEME NCMONb3YETCH MEXCETEBOW SKPaH Wu
Lpyrune cpefcTBa KOHTPOSIS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBina,
paspeLuaioLlne nepegavy Tpaduka yepes nopt TCP 443 oT y3na NCTOYHMKA K OCHOBHOMY Y371y
PT MultiScanner.

[Onga nogknoyeHnsa nctoyHmka B PT MultiScanner Heo6xoaumo:

— BbinycTuTb TOKEH gocTyna Kk nyéanyHomy API ¢ paspelueHHbiM gelicTeriem MpoBepka ¢
napameTpamu MCTOYHMKA.

— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom APl ¢ BbiI6paHHbIMKU NapamMeTpamu
npoBepKM.

[ns nooknioyeHns nctouHuka B PT Threat Analyzer Heo6XoaMMO HaCTPOUTb OTNPaBKY O6bekTOB B
PT MultiScanner.

Ho6aBneHune ncrtouyHmnka B PT MultiScanner

> YT106bl O6aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHMKM — YNpaBAeHUne UCTOUHUKaAMM.
2. HaxmuTte kHonky [lo6aBUTb UCTOUHUK.

3. B none HazBaHue BBeOunTe Ha3BaHMe NCTOYHMKAE, KOTOPOE 6yaeT yKazaHo B CBONCTBaxX
MOJSyYEeHHbIX OT HEMrO O6HEKTOB.

HasBaHue LomKHO cogepxaTtb He MeHee NATY CUMBOJOB U 6blTb YHKaNbHbIM Cpeam
Ha3BaHWIN BCex NCTOYHNKOB. HasBaHne MOXeT cogepXaTb TOIbKO CTPOUHbIE BYKBbI
naTuHckoro andaeuTa, Undpsbl, 4edurc 1 Npr 3TOM HaUYNMHATLCS 1 3aKaHUYMBaTbCS TObKO
6yKBamMu.

4. B packpbiBatowemcs cnucke Tun Boibepute APl ¢ BbiI6paHHbIMM napamMeTpamMm
npoBepKM.
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5. B packpbiBatouiemcs crivicke TokeH gocTyna Bbi6epuTe TOKeH OocTyna K nyénunyHomy API.

6. Haxmute kHorky [lo6aBUTb UCTOUHMK.

HacTtpownka ncrouHuka

Ha yane PT Threat Analyzer Heo6xXoaMmMo HaCTPOUTb OTNPaBKYy O6bEKTOB Ha NPOBEPKY B
PT MultiScanner yepea ny6nunyHbin API.

> YT06bl HaCTPOUTb OTMNPaBky o6bekToB B PT MultiScanner:

1. OTkpounTe KOHPUrypaunoHHbin dann threat-analyzer-installer-<Bepcuna>/
group_vars/all/configuration.yml.

2. BrnapameTpe cybsi pt sb host ykaxunTte IP-agpec (aomeHHOe nMsl) OCHOBHOrO y3na
PT MultiScanner.

3. BrnapameTpe cybsi pt sb api key ykaxuTe TokeH gocTtyna Kk ny6anyHomy API
PT MultiScanner.

4. CoxpaHuTe N3MeHeHuns 1 3akponTte dalin.

OtnpaBka o6bekToB B PT MultiScanner HacTpoeHa.

13.15. RuPost 3.2, 4.1 B pexume dunbTpauimn

Mpwn nogkNYeHNN NCTOYHIMKa NcbMa ¢ cepBepa RuPost oTnpaBngaoTcyd Ha NpoBepKy B
PT MultiScanner, nocne yero Bo3BpallaloTcsd 06paTHO And aanbHenwen 0oCcTaBKy.

BHumaHune! Ecnu B Bawwen nHGOpMaLNOHHON CUCTEME NCMOb3YEeTCH MEXCETEBOW SKpaH uin
Lpyrrne cpefacTBa KOHTPONS ceTeBoro Tpaduka, HeO6X0ANMO HAaCTPOWTb B HX NpaBuna,
paspeLualolLme nepenavy Tpaduka oT cepBepa RuPost k ocHoBHOMY y3ny PT MultiScanner Ha
MOPT, yKasaHHbIN Npw 0o6aBAeHNN NCTOYHIIKA.

[ng nogkntoyeHns nctovHmka Kk PT MultiScanner Heo6xoammo:
1. Oo6asutb B PT MultiScanner nctouyHnk ¢ Tunom NMoutoBbii cepBep B peXxume ¢punbTpauum.
2. Hactpowutb B PT MultiScanner otnpaBKy NpoOBepPEHHbIX MUCEM:

«  Ecnun ncnonbsyetcda HeCKoNbko MOYTOBbBIX CEPBEPOB, 406aBUTL NpaBuia MapLLpyTU3aLnm.

«  Ecnm ucnonbaylotcd HenybnmnmyHble NoYToBble cepBepbl 1 TpebyeTtcsa TLS-wndpoBaHme ¢
npoBepkon cepTudmkaTta, LO6aBUTb KOPHEBOW cepTudrKaT LeHTpa cepTudunkaumm Ballen
opraHmsaumm.

- Ecnn Ha nouyToBbIX CepBepax nogaepXnBaeTcs NpoBepKa afpecoB nosydatenei, BKIUNTb
TaKylo NPoBepKy A5 4O6aBNEHHOO NCTOYHMKA.

3. Ha cepBepe RuPost HacTponTb MapLpyTulauuio nucem yepes PT MultiScanner.
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B aTom pa3pene

[o6asneHune nctounHunka B PT MultiScanner (cm. pazsgen 13.15.1)

[o6aBneHune npasun MapLUpyTU3aLn NPOBEPEeHHbIX Nucem (cm. pasgen 13.15.2)
[o6aBneHune noBepeHHbIx cepTudrkaton (cMm. pasgen 13.15.3)

BknioueHne npoBepkn agpecos nonydartenein (cm. pasgen 13.15.4)

HacTpolika nctouHmka (cm. pasgen 13.15.5)

13.15.1. Jo6aBneHune nctouyHmka B PT MultiScanner

> YT06bI LO06aBUTL NCTOYHKK B PT MultiScanner:
1. B rnaBHOM MeHIO BbibepuTe MCTOMHUKK — YnpaBneHue UCTOUHUKaAMM.
2. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

3. B none HazBaHue BBeaunTe Ha3BaHMe NCTOYHMKAE, KOTOPOE ByaeT yKazaHO B CBONCTBaX
MOJSyYEeHHbIX OT HErO O6HEKTOB.

HasBaHue nomkHoO copepxaTb He MeHee NSaTV CUMBOJOB U 6bITb YHUKASIbHbIM CPean
Ha3BaHWIN BCex MCTOYHMKOB. HaszBaHme MoXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTmHckoro andasuTa, undpbl, 4edpuc n Npu 3TOM HauMHaATLCS 1 3aKaHYMBATbCS TONbKO
6yKBamu.

4. B packpbliBatoLLemcs cnncke Tun Boi6epute MouToBbIA cepBep B peXxume GpunbTpauum.

5. B 6noke MNapameTpbl nogknoueHuns Hactporte napameTpbl SMTP-cepBepa,
cosgaBaemoro B PT MultiScanner ona npnema nucem:

« Ecnn Heobxopumo, B none IP-appeca SMTP-cepBepa BBeauTe OOMNONHUTENbHbIE agpeca.

MpumeuaHwue. B none ykasaH IP-agpec SMTP-cepBepa, cozpgaBaemoro B PT MultiScanner.

OH noHago6uTcs BaM Npu HACTPONKE NCTOYHIMKA.
« Ecnun Heob6xoammo, n3ameHnTe CTaH4apTHbIN MOPT NOAKIYEHNS K CepBepy.

BHumaHwme! YkazaHHbIN NOPT He AOMKEH NCMONBb30BaTbCS APYIMMY UCTOYHKAMMN AN
nposepku, cnyxéamu nnn npunoxerHnamm OC.

6. Ecnun Heobxoammo npuHMMaTh NMCbMa TOMbKO C onpeaeneHHbIx IP-agpecos:
- B 6noke napameTpoB ®dunbTpoBaTh BXOASLWME MOAKIOMEHUS BKtOUNTe GunbTpaunto.
- B nogeuBLluemca none BBeanTe |IP-agpeca paspelleHHbIX Y310B Unv noaceTen.

7. BbibepunTe ong Bcex npaBusl MapLUpyT3aLmnm, Kakon Habop AOBEPEeHHbIX CepTudrKaToB
6yneT Mcrnonb3oBaTbCs NpY NPOBEpKe CepTUPUKaToOB CEPBEPOB AN NMPOBEPEHHON MOYTbI:

- Ecnu Tonbko poBepeHHble cepTudumkaTtbl N3 BHYTPeHHero xpaHunuwa PT MultiScanner, B
packpbiBalowemcs cnvcke floBepeHHble cepTudukatbl TLS-wmdppoBaHus BoiGeprTe
Monb3oBaTenbckue.
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« Ecnun cepTundukatbl N3 BHyTPEHHEro XpaHuamwa n rnobanbHble cepTudurkaTbl, OCTYMHbIE
BHyTpu Docker-koHTenHepoB PT MultiScanner, Bbiepute Fno6anbHble 1
nonb3oBaTeNbCcKue.

8. [o6aBbTe NpaBuio MapLIpyTH3aL MO YMOIYAHNIO 1 YKaX1Te B HEM NapamMeTpbl cepBepa
LS OTMPaBKY NCeM 1 yBeAOMIIEHWIA O pedyfibTaTax NPoBEPKU:

« HaxmuTe kHorky [lo6aBUTD.

- B 6noke napameTtpoB Tpe6oBaHusa K TLS-wumndpoBaHUIO yKkaxuTe O BCeX MOYTOBbIX
cepBepoB B Npasuse, Tpedyetcs nn TLS-wndposaHme.

« Ecnu npun windposaHn TpebyeTcs NpoBepsTb CepTndrKaT MOUYTOBOroO cepBepa, yCTaHOBUTE
dnaxok MpoBepaTb cepTudukar.

- B none flomeHHoe umsa nnu IP-agpec Beeqnte agpec 1 nopT cepeepa.

- Ecnu B Bawell opraHnsaumnmn NCnonb3yeTcs HECKOJIbKO MOYTOBbIX CEPBEPOB, B Nnose
MpuopuTeT BBEOuTE YNCO, COOTBETCTBYIOLLEE MPIOPUTETY CEepBEpPa C YKa3aHHbIM
agpecom.

MpumeuaHue. Bbl moxeTe ykazdaTb uncrio ot 140 65535, Yem meHbLue 4nicno, Tem Bbllle
npuopnTeT cepBepa. [NcbMma ByayT OTNPaBAITbCA Ha aKTNBHbIE CEPBEPBI C HANGONBLUNM
nprnoputeToM. ECnun ans cepBepoB ykasaH OANHAKOBbIV NPUOPUTET, MOYTOBbIN Tpaduk
GanaHcupyeTcsa Mexzay HAMU MOPOBHY.

« B packpbiBatoemcs criicke Pexxum sanycka TLS-wmndpoBaHUs BoiGepriTe pexnm 3anycka
WwindpoBaHNS o1 9TOro cepeepa.

- Ecnn pns poctyna k cepBepy TpebyeTcs ayTeHTUdUKaLns, BKIOYATE NCMNOMb30BaHNe
ayTeHTUdbUKaumm 1 B packpbliBatowemcs crnimcke Tun ayTeHTUduMKaumum Bbibepute ee Tun.

MpumeyaHwme. [Npn aBTOMaTyecKom Bbibope Tuna ayteHTudunkaumm PT MultiScanner
Bbl6MpaeT Hanbonee 6e30nacHbIV TUM N3 NPENOXEHHbIX MOYTOBbIM CEPBEPOM.

- Ecnu ncnonbsyetca ayteHTudukaums, B nons JloruH n Maponb BBeanTe yyeTHble faHHble
ONS 0OCTyNa K cepBepy.

- Ecnu B Balell opraHnsaumnmn NCrnonb3yeTcs HECKOIbKO MOYTOBbIX CEPBEPOB, MO KHOMKe
[Ao6aBuTb cepBep [o6aBbTE O/19 HUX 6/10KN MapaMeTpPOB 1 HAaCTPOWTE aHaNOrNYHbIM
o6pa3zom.

« HaxxmuTe kHonky lo6aBuUTb.

9. Ecnwn Heobxoammo repecoblyiaTb CKPbITble KON NPOBePEeHHbIX NMceM OONOJIHATETbHbIM
nony4vatensam:

- B 6noke napamveTpoB nep90blﬂaTb nUCbMa AOMOJIHUTEeJIbHbIM noJsiydaTensaM BK/lo4nTe
nepecbuiky Nncem.

- B nosiBrBLIEMCS NOSe BBEANTE SNEKTPOHHbIE afpeca nonyyaTenei.

10. HaxmuTe kHonky [lo6aBUTb UCTOUHMK.
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13.15.2. [lo6aBneHmne npasna MapLUpyTU3aLnmn npoBepPeHHbIX
nucem

Ecnn Heo6xoonmo 1cnonb30BaTh pPas3nnyHble MOYTOBbIE CEPBEPHI B 3aBUCMOCTY OT JOMEHa B
agpece 3/1eKTPOHHOI MoYTbl NonyYaTens, Bbl MoxeTe HacTpouTb B PT MultiScanner npaBuna
MapLIpyT3aLMn NPpoBEepPeHHbIX Nucem (cMm. pasgen 12.4).

> Y7066l LO6aBUTE NPABUIO MapLUPYTU3aLIN:
1. B rnaBHOM MeHto BbibepuTe MCTOUHUKM — YNpaBfieHne UCTOUHUKaMM.
2. B naHenu c nHdopmaumeli 06 NCTOUHKKE nepengnte no ccolnke MapamMmeTpbl MCTOUHMKA.

3. B 6noke napameTpos MpaBuna maplipyTU3aLum NouYToBOro TpaduKa HaxmmTe KHOMKy
Odo6aBuThb.

4. B none [loMeH 3N1eKTPOHHON NOYTbI NoslyyaTens BBegnTe JOMEHHYIO YacTb agpeca
3NEKTPOHHOW NOYTbI MonyYaTenel, Ans KOTopbIX HEO6XOAVMO HAaCTPOUTb NMPAaBUSIO.

C nomoLbio 3Be30,04KM Bbl MOXETe 3a4aTb Macky 4719 LOMEHHOWN YacTy agpeca nonydyaTenei
nucem, ecnm oOMeHHas YaCcTb COAEPXMNT NoAO0MEHbI TPETbErO YPOBHS UK Bbille. Hanpumep,
npaBuIo ¢ Mackon * . example. com 6yaeT NPUMEHSATLCS 1 ANS aApeCcoB C AOMEHHOI YacTbio
example.com, sub_1.example.com, sub_2.example.com, n gna agpecoB C OMEHHON
YacTblo, cofepXalLlen NnogaoMeHbl 6onee BbICOKNX YPOBHEN.

MpumeuaHue. Ecnn fomeHHas YacTb agpeca noslyvyaTenst COOTBETCTBYET HECKObKIM
npaBuIam MapLupyTusauuy, 6yaeT UCrosib30BaHO TO NPaBIo, B KOTOPOM yKkasaH Hanbonee
TOUHbIA agpec. Mpu 3ToM 6o/1ee BbICOKUI MPYOPUTET MMEIOT NpaBuia, B KOTOPbIX He
MNCronb3yTCA MacKu.

5. B 6noke napameTpos Tpe6oBaHus K TLS-wmndppoBaHMIO yKaxnTe 4519 BCEX MOUYTOBbIX
cepBepoOB B Npasuse, Tpedyetcs nn TLS-wndposaHme.

6. Ecnn npu wndpoBaHnn TpebyeTcs NpoBepsTb cepTudrKkaT NoYTOBOro CepBepa, yCTaHOBUTE
dnaxok MpoBepaTb cepTudpukar.

7. Ecnn Heobxogumo nepeHanpaenaTb NMcbMa cornacHo MX-3anucsm, Boibepute crocob
MapLwpyTtusaumm Mo MX-3anucam.

BHumaHwme! lNucbmo He 6yneT otnpaeneHo, ecnm B DNS otcytcTByeT nogxoasias MX- nnn
A-3anucb gng ykasaHHOro JOMEHa.

8. Ecnun Heo6xoammo nepeHanpaBnsTe MMCbMa Ha OnpeaeneHHbIin MoYTOBbIN cepBep, BbibepuTe
crnoco6 mapwpyTrdaunmn Mo agpecam NOYTOBbIX CEPBEPOB 1 YKaxXNTe NapameTpbl
cepBepa:

B none [lomeHHoe umsa wnu IP-apgpec BBeanTe agpec 1 nopT cepBepa.

Ecnu B Baluell opraHn3aLmn NCnosib3yeTca HECKObKO NMOYTOBbIX CEPBEPOB, B MNose
MpuopuTeT BBEANTE UIC/IO, COOTBETCTBYIOLLEE MPUOPUTETY CepBepa C yKa3aHHbIM
appecom.
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MpumeuaHwue. Bol moxeTe ykazaTb uncno ot 1 0o 65535. Yem meHbLUe yncno, Tem Bbille
npuopnTeT cepBepa. MNrcbMa 6yayT OTNPaBASATbCS Ha akTBHbIE CepBepbl C HAaNGONbLUNM
nprvoputeToM. ECnun ong cepBepoB ykasaH OAMHaKOBbIV NPUOPUTET, MOYTOBbIN Tpaduk
GanaHcupyeTcsa Mexay HAMU MOPOBHY.

« B packpbiBatoemcs cnivicke Pexxum 3anycka TLS-wmndpoBaHUs BoiGeprTe pexnm 3anycka
WndpoBaHnsa Ang 3TOro cepaepa.

- Ecnun pns poctyna k cepBepy TpebyeTcs ayTeHTndMKaLNs, BKTIOYNTE NCMONb30BaHme
ayTeHTUdbUKaLum 1 B packpbliBatoLwemcs crnimcke Tun ayTeHTUduKaumm sbiepute ee Tun.

MpumeuaHwme. [Npy aBTOMaTYecKoM Bbibope Tuna ayteHTudukaumm PT MultiScanner
Bbl6UpaeT Hanbonee 6e30MnacHbIN TUM N3 NPEaTOXEHHbIX MOYTOBbIM CEPBEPOM.

« Ecnun ncnonbsyetcs ayteHTudunkaums, B nons JloruH n Maponb BBeanTe yyeTHble AaHHbIe
0119 0OCTyna K cepsepy.

- Ecnwn B Ballen opraHnsaLmm NCnosb3yeTcst HECKObKO MOYTOBbIX CEPBEpPOB, MO KHOMKe
[Ao6aBuTb cepBep [o6aBbTE A9 HUX 6/10KN MAapaMeTPOB 1 HACTPOWTE aHaNOrNYHbIM
o6pa3zom.

9. HaxmwuTte kHonky [lo6aBUTb.
10. HaxxmunTe kHonky CoxXpaHUTb.

MpaBuno MapLpyTn3aumnm o6asneHo.

13.15.3. [lo6aBneHmne goBepeHHbIX CepTNdUKaToB

Ecnu npn oTnpaBke NpoBepeHHbIX MCeM Bbl MaHupyeTe ncrnonb3osaTb TLS-windpoBaHme ¢
npoBepKoN cepTudukaTa, Npy NpoBepke cepTndPnKaToB NOYTOBbIX CEPBEPOB 6YAYT NCMONb30BaTHCS
cnegywoLlime cepTudukaTbi:

— [ng nyénuyHeix SMTP-cepBepoB — cepTudukaTtbl OBEPEHHbIX LLEHTPOB cepTudukaumn,
OOCTyrMHble BHyTpu Docker-koHTenHepoB PT MultiScanner.

— [ng Heny6nuyHbix SMTP-cepBepoB Ballell opraHn3aunum — LOBepeHHble cepTudukaTbl LLEHTPOB
cepTudurKaLmm Bawen opraHmnsauumn. KopHesble cepTudurkaTbl 3TUX LEHTPOB HEOH6XOONUMO
po6asutb B PT MultiScanner.

VIHCTpyKUMMN HEO6XOAMMO BbINMOMHATE Ha OCcHOBHOM y3rne PT MultiScanner. MNopaepxnsatoTcs

TONbKO cepTudukaTel popmata PEM.

> Yro6bl no6aBuTh cepTudukat B PT MultiScanner,

BbIMOMHNTE KOMaHAy:

sudo ptmsctl system trusted-certs add --name <Ha3BaHue cepTudpukaTa> --path <MonHbil NyTb K
daniny ceptudukaTta>

Hanpumep:
sudo ptmsctl system trusted-certs add --name example_cert --path /etc/tls/certs/rootCA.crt
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>  YT06bI NPOCMOTPETbL CNNCOK fobaBneHHbix B PT MultiScanner ceptudunkaTos,

BbIMOHNTE KOMaHAy:
sudo ptmsctl system trusted-certs list

MpumeuaHwme. Bbl moxeTe NpocMoTpeTb NHPOpMaLo 06 OTAeNbHOM cepTudukaTe,
BbIMNOMHMB KOMaHay sudo ptmsctl system trusted-certs view --name <HasBaHue
cepTupunkaTa>.

> Yrto6bl yoanute cepTtudukat ns PT MultiScanner,

BbIMOJIHNTE KOMaHOy:
sudo ptmsctl system trusted-certs delete --name <HasBaHue cepTudukaTa>

Hanpumep:
sudo ptmsctl system trusted-certs delete --name example_cert

13.15.4. BkntoueHmne npoBepkin agpecoB noayyaTtenen

Mepepn oTnpaBkon NpoBepeHHbIX Nucem PT MultiScanner moxeT npoBepsTb agpeca nonyyarenemn
Ha NMPYHMaoLLMX NOYTOBbIX cepBepax ¢ nomoLlbio SMTP-komaHgbl VRFY (cornacHo crneundukaumm
RFC 5321). Mo ymonuyaHuio aTa NpoBepka OTK/IoYeHa, MOCKOSIbKY Ha HEKOTOPbIX MOYTOBbIX CepBepax
BbIMOJIHEHWE STOWN KOMaHbl MOXET 6bITb 3a6/10KMPOBaAHO MO COOBPaxXeHnsIM 6e30rnacHoOCTI. Bel
MOXeTe BKITIOUNTb 419 UCTOYHIKA MPOBEPKY afpecoB nonyyaTenen, ecnv aAns Hero [obasneHo XoTs
6bl OQHO MPaBIO MapLUPYTU3aLLAN NN YKa3aHo 6o1ee 0gHOro MoYTOBOro cepepa. VIHCTpykumio
Heo6X0oANMO BbIMOMNHUTbL Ha ocHOBHOM y3ne PT MultiScanner.

>  YT06bl BK/IIOUYNTD NMpoBepPKY aapecoB nonyanenelh Onga NCTOYHMKa,

BbIMOJIHNTE KOMaHOy:

sudo ptmsctl system components config patch --component <Ha3BaHue ucTtoyHuka> --toml "
[smtp_client_config.verify_recipients]

enabled = true

13.15.5. HacTpowka ncto4yHumka

Ha cepBepe RuPost Heobxonmmo HacTponTb MapLUpyTu3aumio nncem Yepead PT MultiScanner.
VHCTpyKUMio HEO6XOAMMO BbINOMHATL OT MEHW yYeTHOWN 3anncun agMuHucTpaTopa RuPost.

>  YT06bl HACTPOUTb MapLLpYTU3aLKMo Nucem Yyepes PT MultiScanner:
1. OTkpounTe Be6-nHTEpPdEnc naHenn ynpasneHns RuPost.
2. BBepguTe yyeTHble faHHbIe 1 HAXMUTE KHOMKY BOWTM.
3. B rnaBHOM MeHI0 BbibepnTe HacTponku — KoHdurypauuu.
4

Boibepute Bknagky CosgaHue KOHpUrypaumm.
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5. HaxmwuTte kHornky Bbi6paTb Wa6/oH U3 6M6NNOTEKM.

6. BblbepuTe wabnoH UHTerpaumsa RuPost ¢ cepBepom PT Sandbox 1 HaxmuTe KHOMKY
Bbi6paTb.

7. HaxmuTe kHornky Aanee.

8. B 6noke napameTpos Cepeep PT SandBox Beegute IP-agpec n nopt SMTP-cepsepa
PT MultiScanner, cosgaHHOro npu 0o6aBneHnn NCTOUYHMKA.

9. Ecnu tpebyeTcd npoBepdTh agpeca nosydatenei, B 61oke napameTtpor MapameTpbl SMTP-
komaHabl VRFY BeBeaunTe yes.

10. HaxmuTe kHorky Aanee.
1. B none HazBaHue koH$uUrypauum seefnte Ha3saHue.

12. HaxxmuTe kHornky MpuMeHUTb KOHPUrypaumio.

13.16. Squid 3 n Bbiwe

Mpw NogkNoYEeHN NCTOYHNKA 06bEeKTbI C MPOKCU-cepBepa Squid oTnpaBnsoTCS Ha NPOBEPKY B

PT MultiScanner no npotokony ICAP. B 3aBUCUMOCTI OT NPUO6PETEHHON BaM NINLLEH3NN 1
Bbl6paHHbIX NapameTpoB paboTbl ICAP-cepBepa PT MultiScanner npoBepka MOXET BbINMOMHATLCS B
pexnme OXnaaHng, B MacCBHOM U 6OKMPYIOLLEM PeXIME.

BHumaHwme! Ecnin B Balwen nHOOpPMaLMIOHHON CUCTEME NCMOMNb3YETCH MEXCETEBOW SKpaH Wu
Lpyrrne cpeacTBa KOHTPONY ceTeBoro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspeLuatoLlme nepegavy Tpaduka yepes nopt TCP 1344 o1 y3na NCTOYHMKA K OCHOBHOMY Y31y
PT MultiScanner.

[Onga nogknoyeHnsa nctouHdmka Kk PT MultiScanner Heo6xoamnmo:
— [Ho6asutb B PT MultiScanner nctounuk c Tunom ICAP-cepBep.

— Ha npokcu-cepeepe Squid HacTpouTb ICAP-knneHT ong pa6oTbl ¢ ICAP-cepBepom
PT MultiScanner.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> Y106bl 0O6aBUTb NMCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBieHne UCTOUHUKaMM.
2. HaxmuTte kHornky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeanTe HazBaHNe NCTOUHIIKA, KOTOpoe 6yﬂ,eT YKa3aHOo B CBOICTBax
MoNy4YeHHbIX OT Hero 06bEKTOB.

HasBaHue 0oMmKHO coepXxaTb He MeHee NATY CYIMBOJIOB 1 6biTb YHIKaNbHbIM CPeau
Ha3BaHWI BCexX MCTOYHINKOB. HaszBaHme MoXeT coaepXaTb TONbKO CTPOUHbIE 6YKBbI
naTumHckoro andasunTa, Undpbl, educ n npu aToM HaunHaTbCS 1 3aKaHYMBaTbCS TONbKO
6ykBamMu.
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4. B packpbiBatoLiemcs crnivicke Tun Boi6epute ICAP-cepBep.
5. Ecnn Heo6xogumo, B none IP-agpeca ICAP-cepBepa BBeauTe OOMNOSHUTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH noHago6buTCcs BaM Npui HACTPOWKE NCTOYHMKA.

6. Ecnn Heobxopunmo, nameHunTe CTaHgapTHbIN NopT nogkodeHns K ICAP-cepaepy.

BHumaHwue! YkasaHHbIN NOPT HE OOMKEH NCMOMb30BaTbCH APYrMMIY UCTOYHUKaAMIW 419
npoBepku, cnyxéamu nnn npunoxeHunsmn OC.

7. Ecnun Heo6xoanmo NpuHNUMaTb 06beKTbl TONbKO C ONPefeneHHbIX afpecoB, BKIIOUNTE
duUNbTPaLMIO BXOOALMX NOAKOYEHNA 1 yKaxuTe IP-agpeca paspelueHHbIX Y3108 1in
rnogceTen.

8. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

HacTtponka ncroyHuka

Ha yane npokcun-cepBepa Squid Heobxoammo HacTponTb ICAP-knneHT ansa pa6otsl ¢ ICAP-
cepBepoM, CO30aHHbIM Npu gob6asneHnn nctodHrka B PT MultiScanner.

BHumaHue! VIHCTpyKUNS He coaepXnT ONUCaHns HacTPOMKN ayTeHTUGMKaLM NONb3oBaTeNel.
Bonee nogpo6Hyto MHPopMaLMo O HacTpolke Squid Bbl MOXETe NoNy4YnTb Ha calnTe squid-

cache.org.

Mpw HacTpoiike ICAP-knneHTa BaM HEOBXOAMMO yKa3aTb CCblIKy Ans obpalleHns K ICAP-cepeepy
PT MultiScanner. Bug, ccbinkiy 3aBUCUT OT pexrMa NPoBEPKU O6BbEKTOB 1 pexuma paboTtbl ICAP-
cepBepa:

— Ccbinkn gns MpoBepKn 06BbEKTOB B 6n0|<v|py|ou.|,eM pexnmve:

« REQMOD: icap://<IP-agpec>:<MopT>/scanrequest?modify=y&block-
unwanted=<bnokuMpoBaTb NOTEHUMANbHO onacHble>&timeout=<Tanim-ayT>

« RESPMOD: icap://<IP-agpec>:<MopT>/scanresponse?modify=y&block-
unwanted=<bnokuMpoBaTb NOTEHUMANbHO onacHble>&timeout=<Tanim-ayT>
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MpumeuaHune. B napameTtpe block-unwanted Bbl MOXeTe yKkasaTb Yy, €Cn HEOH6XO4MMO
6noKMpPOoBaTb NOTEHLMANbHO onacHble daiisbl, UM N — ecnu 610KNPOBaThb Takune dalinbl He
TpebyeTcd (Mo yMonyaHumio NoTeHLMansHo onacHble dalnbl He 6nokupytoTes). B napameTpe
timeout Bbl MOXeTe ykazaTb TanM-ayT oTBeTa ICAP-cepBepa B cekyHaax (no ymonuyaHuo 30
cekyHa).

— Ccblnkn gns NnpoBepkiyl 06bEKTOB B PEXNME OXNOaHNS:
« REQMOD: icap://<IP-agpec>:<MopT>/scanrequest?modify=no&timeout=<Tanm-ayt>

« RESPMOD: icap://<IP-appec>:<MopT>/scanresponse?modify=no&timeout=<Tanm-
ayT>

— CcbIkn ong NpoBepKy 06bEKTOB B MACCUBHOM PeXMME:
« REQMOD: icap://<IP-agpec>:<MopT>/bypass
« RESPMOD: icap://<IP-appec>:<MopT>/bypass

> Yt06bl HacTpouTb ICAP-KNNEHT:
1. CospaliTe pesepBHyI0 KOMuo KoHUrypaunoHHoro ¢danna /etc/squid3/squid. conf.

MpumeuaHune. KoHdurypaumoHHbin dan Squid Takke MOXET pacnonaraTbcs B kaTanore /
etc/squid/squid.conf wnun /usr/local/squid/etc/squid. conf.

2. Otkponte dann /etc/squid3/squid.conf:
sudo nano /etc/squid3/squid.conf

3. [o6aBbTe B dalin CTPOKy Ans BkUYeHns moayns ICAP:
icap_enable on

4. [o6aBbTe B dpainn cTpoky ana cosgaHns ICAP-cnyx6bl Squid v ykaxuTe ans Hee CCbiIKy Ha
ICAP-cepBep PT MultiScanner:

- Ecnu ncnonbsyetcsa pexunm REQMOD:

icap_service <HasBaHue ICAP-cnyx6bl> reqmod_precache <Ccbinika Ha ICAP-cepBep ans REQMOD>

« Ecnu ncnonbayetca pexunm RESPMOD:
icap_service <Ha3BaHue ICAP-cayx6bl> respmod_precache <Ccbiika Ha ICAP-cepBep ans RESPMOD>

5. Ecnun Heobxopunmo, yKaxunTe B TOWN Xe CTPOKe AonofHUTeNbHble napameTpbl ICAP-ciyx6bl,
pasnensas ux npobenamu:

« Ecnn Heobxogumo nepecbinate HTTP-knneHTy coobLieHns, KoTopble He 6biv 06paboTaHbl
n3-3a owmnbok nnu HegoctynHocTn ICAP-cepBepa, nobaBbTe NnapameTp bypass=1.Tlo
ymMmonyaHuio Squid nepegaeTt HTTP-kNneHTy CTpaHuLy C COobLeHnemM 06 olumnoke.

« Ecnn Heobxopgumo nepeonpenennTs MakCUManbHOe YNCIO OLHOBPEMEHHbIX COeONHEHWNIN C
ICAP-cepBepoMm, 0o6aBbTe NapameTpa max-conn=<4ucsio coeanHeHunin>. o ymonyaHumio
yCTaHOBNEHO 128 coeanHeHMi.

« Ecnn Heobxogumo HacTpouTb NOBeAEHNE B Cllydae NPeBbILLEHNS MaKC/MalbHOroO Yncna
coefunHeHul, 0obaBbTe NapameTp on-overload=</[leiicTBue>. [lOCTyNHbI cneayowme
penicteus: block — otnpaButb HTTP-kNneHTy CTpaHuuy ¢ cooblueHnem o6 olwmneke; bypass
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— nrHopupoBaTtb ICAP-cnyx6y (no ymonyaHuio); wait — oxmngaTe ocBoboxaeHuns ICAP-
coefuHeHus; force — UIFTHOPUPOBATb YCTAaHOBNEHHOE MaKCMasibHOe YNCo
OHOBPEMEHHbIX COeANHEHNIA.

6. [o6asbTe B dalin CTPOKY A5 HAaCTPOWKM AocTyna Kk cosgaHHon ICAP-cnyx6e:
adaptation_access <Ha3aHue ICAP-cnyx6bl> <MapameTpbl gocTyna>

Hanpumep:
adaptation_access ptms_req allow all
adaptation_access ptms_resp allow all

7. Ecnun tpebyeTtcq oTnpaenaTe none 3aronoeka X-Client-IP ¢ IP-agpecom nonb3oBaTtens,
ckayvaBLero ¢aiin, gobaBbTe B paiifl CTPOKY:

adaptation_send client_ip on

8. Ecnun TpebyeTca oTnpaBndTb none 3aronoeka X-Client-Username ¢ nmeHem nosib3oBaTens,
ckayvaBlero ¢aiin, gobaBbTe B paiifl CTPOKU:
adaptation_send_username on
icap_client_username_header X-Client-Username

9. CoxpaHuTe N3MeHeHuns 1 3akpounTte dain.

10. MNepesanycTnTte Npokcu-cepsep Squid:
sudo service squid3 reload

MpumeuaHwue. [1ns nepesanycka Nnpokcu-cepeepa Squid Takke MOXeT UCMOob30BaTbCS
KomaHga sudo service squid reload.

ICAP-KNMEHT HaCTPOEH.

13.17. UserGate NGFW 6, 7.1, 7.4

Mpw NopKNOYEHN NCTOYHNKA O6BbEKTLI OT MexceTeBoro akpaHa UserGate oTnpaBnsoTcs Ha
npoBepky B PT MultiScanner no npotokony ICAP. B 3aBUCMOCTI OT NPUOBPETEHHON BaMU
NILLEH31 1 BblibpaHHbIX napameTpoB patoTol ICAP-cepBepa PT MultiScanner npoBepka MoxeT
BbIMONHSATLCS B PEXVME OXUAAHNS, B MaCCUBHOM U 6/IOKMPYIOLLEM PEXUME.

BHumaHune! Ecnu B Bawen nHGOPMaLNOHHON CUCTEME NCMOJb3YEeTCH MEXCEeTEBOW aKpaH uin
Lpyrune cpefcTBa KOHTPOSS CeTEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBnna,
paspeLuatoLme nepegavy Tpaduka yepes nopt TCP 1344 oT y3na NCTOYHMKA K OCHOBHOMY Y31y
PT MultiScanner.

[nga nogknoyeHnsa nctodnmka kK PT MultiScanner Heobxoanmo:
— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom ICAP-cepBep.

— Ha mexceTteBom akpaHe UserGate HacTpoutb ICAP-knneHT ong pa6otsl ¢ ICAP-cepBepoMm
PT MultiScanner.
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Ho6aBneHune nctouHmnka B PT MultiScanner

> Y106bl 0O6aBUTb NMCTOYHMK B PT MultiScanner:

1.

2.

B rnaBHOM mMeHi0 BbiGepuTe MCTOUHMKM — YNpaBnieHue NUCTOUYHUKaMMU.
HaxmuTte kHonky [lo6aBUTb MCTOUHMUK.

B none Ha3BaHue BBeaNTE Ha3BaHMe NCTOYHIKA, KOTOpOe ByaeT yka3aHo B CBOCTBaX
MOMTyYEHHbIX OT HEro O6BEKTOB.

HasBaHue LonmKHO cofepxaTb He MeHee NATY CYMBOOB U 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCEX NCTOUYHNKOB. HazBaHme MOXeT cofepxaTb TOMIbKO CTPOYHbIE GYKBbI
naTuHckoro andasuTa, undpsbl, 4edrc 1 NPU STOM HaUNMHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBamu.

B packpbiBatowemcs crivicke Tun Boibepute ICAP-cepBep.
Ecnun Heobxoanmo, B none IP-agpeca ICAP-cepBepa BBeaVTe AOMNONHUTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH NoHagobuTCs BaM Mpy HAaCTPOMKE NCTOYHMIKA.

Ecnn Heobxooumo, n3sMeHnTe cTaHgAPTHbIN NopT nogkntoveHns k ICAP-cepepy.

BHumaHwue! YkasaHHbI NOPT HE OOMKEH NCMOMb30BaTbCy APYrMMY UCTOYHUKaAMIW 419
npoBepku, cnyxéamu nnn npunoxeHunsmmn OC.

Ecnn Heobxognmo NMprHMaTb 06BbEKTbI TOSIbKO C OnpenesieHHbIX aapecoB, BKoUYMNTe
dUNbTPaLLMIO BXOASALLMX MOJKMOYEHNI 1 ykaxmTe IP-agpeca paspeLlueHHbIX y3/10B Wn
rnogceTen.

HaxmuTe kHorky Jlo6aBUTb UCTOUHMK.

Hactpounka ncrouHuka

[ns mexceTesoro akpaHa UserGate Heobxoanmo HacTpouTb ICAP-knneHT ansa pa6otsl ¢ ICAP-
cepBepoM, Co30aHHbIM Npu gob6asneHnn nctouHrka B PT MultiScanner. lononHnTensHyto
nHdopmaumio o HacTpoike UserGate Bbl MOXeTe NoNy4ynTb Ha canTe usergate.com.

Ecnu UserGate y Bac paboTaeT B Ka4yeCTBe CEeTEBOro MocTa, ANng paboTbl ICAP-knneHTa
Heo6XoAMMO CMob30BaTh pexum MmocTa Layer 3.

Mpw HacTpoiike ICAP-knneHTa BaM HEOBXOAMMO yKa3aTb CCblIKy Ans obpalleHns K ICAP-cepeepy
PT MultiScanner. Bug ccbiikui 3aBUCUT OT pexunma rnpoBepkil 06bekToB 1 pexuma paboTbl ICAP-
cepBepa:

— CcbInkn ans NpoBepkyt 06beKTOB B 6/TOKNPYIOLLEM PEXMME:

REQMOD: /scanrequest?modify=y&block-unwanted=<BEnokupoBaTb MOTEHLMANIBHO
onacHble>&timeout=5

RESPMOD: /scanresponse?modify=y&block-unwanted=<bnoknpoBaTb MOTeHUMANBHO
onacHble>&timeout=5
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MpumeuaHue. B napameTpe block-unwanted Bbl MOXeTe ykasaTb Yy, €Cni Heo6XoanMo
6noKMpPOoBaTb NOTEHLMANbHO onacHble daiisbl, UM N — ecnu 610KNPOBaThb Takune dalinbl He
TpebyeTcd (Mo ymonuaHuio NoTeHUManbHO onacHble dalinbl He 6nokupyloTes). B napameTpe
timeout Bbl MOXeTe n3meHUTb TamM-ayT oTBeTa ICAP-cepBepa B ceKyHaax.

— CcbInkn ong NpoBepKy 06bEKTOB B PEXNME OXNOAHNS:
« REQMOD: /scanrequest?modify=no&timeout=>5
+  RESPMOD: /scanresponse?modify=no&timeout=5
— Ccblnkn gng NnpoBepKy 06bEKTOB B MaCCUBHOM PeXMME:
- REQMOD: /bypass
«  RESPMOD: /bypass

> Yt06bI HacTpouTb ICAP-KNNeHT:
1. OTtkponTe 6pay3ep 1 B agpecHoin cTpoke BeeauTe IP-agpec Be6-nHtepdeinca UserGate.
OTkpoeTcs Be6-koHconb UserGate.
ABTOpPU3YNTECH NOA YYETHON 3anuncbio agMuHucTpaTopa UserGate.
B rnaBHOM MeHIo nepergmnTe no ccbinke HacTponkm.

B neBoi yacTn cTpaHuubl BoibepuTe pasnen Monntukun 6ezonacHoctn — ICAP-cepBepbl.

o c N

B naHenn MHCTPYMEHTOB HaxmMmuTe KHornky Jlo6aBuTb.

OtkpoeTcs okHo CBoucTBa ICAP-cepBepa.

6. Ha Bknagke O6wme HacTpoiTe napameTpbl:

- B none HasBaHue Beegute HasBaHne ICAP-cepBepa.

- Bnone Appec cepBepa eeegute agpec ICAP-cepeepa PT MultiScanner.

« Ecnn ncnonbdyembini nopt oTnuyaetcs ot 1344, B none MopT BBeAnTE HOMEpP NopTa.

« Ecnn Heobxoanmo N3MeHUTb MakcuMasbHbIl pa3mMep OTnpaBnsieMblx Ha NpoBepKy ¢alinos, B
none MakcuManbHbIfi pa3Mmep COO6LLEeHUS YKaxMTe 3TOT pasmep (pa3mep no yMonyaHuo
— 512 KB).

BHumaHwue! YBenuyeHne makcumanbHOro pasmepa oTnpaBnseMblX Ha NpoBepky dannos
npuBeneT K yBennyeHnto obbema ncnonbsyemoin UserGate onepaTtueHon namatn. O6bem
NCMonb3yemMol NamMsaT Bbl MOXeTe oTcnexuBaTtb Ha gawoopae NOC Ha Buoxete Mpadpuku
NPOU3BOAUTENIbHOCTM.

7. BbibepunTte Bknagky [laHHble 1 HAaCTpOWTe napameTpbl:

- B ctpoke Regmod nyTb ycTaHOBUTE dnaxok BkaloueHo, a B Nosne Huxe BBeauTe CCbIfIKy Ha
ICAP-cepBep PT MultiScanner png REQMOD.
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MpumeuaHue. Ecnuv Bbl yBENNYWIM MakCUMarbHbIA pa3Mmep OTrpaBnsgeMbiX Ha MPOBEPKY
dalnoB, HEO6XOANMO YBENMNUNTb BPEMS NpoBepku kaxaoro ¢arna B PT MultiScanner,
yKkasaHHoe B NapameTpe timeout.

+ B cTpoke Respmod nyTb ycTaHoBUTE dpnaxok BKAUEHOo, a B NoJie HKe BBEAUTE CCbINKy Ha
ICAP-cepBep PT MultiScanner gns RESPMOD.

BHumaHwue! Ecnn Bbl yBennuunnn Bpems nposepkin ¢parnos B PT MultiScanner, Heobxognmo
Takxe yBenmuntb Tanm-ayT otBeTa ICAP-cepBepa, OHO [OMKHO BbITb Ha 5 cekyH[ 6onblue
3HauyeHus NnapameTpa timeout. YBenunyeHune Tanm-ayta oreeta ICAP-cepBepa npuBeneT K
yBenmyeHuno obbema ncnonblyemon UserGate onepaTuBHON NamMmaTy.

MpumeuaHue. o ymonuaruio Tanm-ayT otBeTa ICAP-cepBepa coctaBnseT 10 cekyHa.
TekyLee 3HaueHMe TaliM-ayTa Bbl MOXeTe y3HaTb, BbINOSHMB Ha y3ne UserGate uepes
NHTEepPPEnc KOMaHOHOW CTPOKM KOMaHay proxy config -get icap_wait_timeout.
VIameHnTb TariM-ayT Bbl MOXETe KOMaHAowm proxy config -set icap_wait_timeout
<Tanm-ayT oTBeTa ICAP-cepBepa>.

« B ctpoke Mocbinatb uMs nonb3oBaTtens yctaHoBute dnaxku BknoueHo n KoguposaTtb B
baseéb4, a B none Huxe Beeante X-Authenticated-User.

- B ctpoke Mocbinatb IP-apgpec yctaHoBuTE dnaxok BkiloUEHO, a B Nosie Hxe BBeguTe X-
Client-Ip.

8. Haxmute kHonky CoxpaHUTb.
9. B neBoin yacTu cTpaHuLpl Bbibepute paznen Monutuku 6esonacHoctu — ICAP-npaBuna.
10. B maHenun nHCTpyMeHTOB HaxmuTe KHornky [lo6aBUTb.
OTtkpoeTtcy okHo CBoMcTBa npaBuna ICAP.
11. Ha Bknagke O6wme HacTpoliTe napameTpbl:
- B none HasBaHue BBeanTe Ha3BaHve npasuna.

« B cTpoke AlencTBMe no ccbinke MponycTUTb OTKPOITE packpblBaIOLLMIACS CMINCOK 1
BblibepuTe MepecnaTsb.

12. BbibepunTe Bkragky ICAP-cepBepbl.
13. HaxmuTe kHornky [lo6aBuUTb.
OTkpoeTcs okHo Bbi6op ICAP-cepBepa.
14. BbibepunTe B crnincke nob6aBneHHbin paHee ICAP-cepBep 1 HaxmuTe KHornky [lo6aBUTb.
15. HaxxmuTe KHoMKy 3aKpbiThb.

ICAP-KNMEHT HaCTpPOEH.

[MoaknioyeHne NCTOUYHNKOB 1é6



14. VIHTerpauymns ¢ BHELHMW CUCTEMaM

B pasgene onucaHbl Bo3MoxHocTn nHTerpauun PT MultiScanner ¢ BHeWHUMY cnctemamum.

B aTom pa3pene

MaxPatrol EDR 6.0 v Bbilwe (cM. pa3gen 14.1)
MaxPatrol SIEM 6.1 v Bbiwe (cm. pasnen 14.2)

PT AF 3, 4.2.1 n Bbiwe (cMm. pasgen 14.3)

PT CS 1.1 wn Bbiwe (cm. pasnen 14.4)

PT ISIM 5.2 n Bbiwe (cMm. pazgen 14.5)

PT NAD 7.1 n Bbiwe (cm. pasgen 14.6)

PT NGFW 1.8 v Bbiwe (cMm. pasgen 14.7)

PT Threat Analyzer 2.10 v Bbiwe (cm. pasgen 14.8)

14.1. MaxPatrol EDR 6.0 n Bbiwe

Mpw nHTerpaunmn NnponykTos nonb3oatesnb MaxPatrol EDR ¢ nomoulpto areHTa Ha KOHEYHOM
YCTPOMCTBE MOXET OTNpaBnaTb painbl Ha nposepky B PT MultiScanner. VIHpopmaLuug o
NpPOoBepeHHbIX dalnax 3aHOCUTCH B 6a3bl laHHbIX Ha areHTe 1 Ha cepBepe MaxPatrol EDR. MNonyunTb
3Ty MHOOPMALMIO MOXHO C nomoLlbto SQL-3anpoca.

BHumaHwme! Ecnin B Balwen nHOOpMaLIOHHON CUCTEME NCMOMNb3YETCH MEXCETEBOW SKPaH Wu
LOpyrrne cpefacTBa KOHTPONY ceTeBoro Tpaduka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspeLuatoLme nepenavy Tpaduka yepes nopt TCP 443 ot yana ¢ cepepom MaxPatrol EDR k
ocHoBHoOMmYy y3ny PT MultiScanner.

ViHTerpaums ocyuiecTBnsieTcs Yepea nybanyHbii API PT MultiScanner. [1ns nHterpauun B
MaxPatrol EDR ncnonbayetcsa mogynb «l1poBepka darinos B PT MultiScanner».

MpumeuaHwue. IHcTpykumn no HacTpolike MaxPatrol EDR nprBegeHbl B TeExHUYeCKon
OOKYMEHTauun NpodykKTa.

Ecnu Bbl HacTpamBaeTe nHTerpaumto ¢ MaxPatrol EDR Bepcun 8.0.1 1 Bbilwe 1 npu 3TOM Bbl
nnaHnpyeTe HacTpanBaTb NapamMeTpbl NpoBepkn Yepes Be6-nHTepdenc PT MultiScanner, Bam
Heobxoanmo:

— B PT MultiScanner BbinycTnTb TOKEH focTyna K nyénunyHomy AP ¢ paspelleHHbIM geincTernem
NMpoBepka ¢ napamMmeTpaMu UCTOYHUKA.

— [o6asutb B PT MultiScanner nctounduk ¢ tunom MaxPatrol EDR.

— B MaxPatrol EDR HacTpounTb Moaynb «[1poBepka dannos B PT MultiScanner» (TpebyeTcs
mogysb Bepcum 2.0.0).
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BHumaHwme! Mpu HacTpolike Moayns HeobxoOunmo ycTaHoBuTb dnaxok MaxPatrol EDR
NOoAK/MIOYEH KaK MCTOYHMK.

Ecnu Bbl HacTpamBaeTe nHTerpaumo ¢ MaxPatrol EDR Bepcun 8.0.1 1 Bbile 1 npy 3TOM NapamMeTpbl
npoBepku 6yayT NepefaBaTbCs B 3anpoce, BaM He06XoanMo:

— B PT MultiScanner BbinycTTb TOKEH gocTtyna K nyénnyHomy AP| ¢ paspelleHHbIM OelICTBNEM
MpoBepka ¢ nepegaBaeMbIiMU NapaMmeTpaMu.

— B MaxPatrol EDR HacTpounTb Moaynb «[1poBepka dannos B PT MultiScanner» (TpebyeTcs
moaysib Bepcum 2.0.0).

MpumeuaHue. [Npn HacTpomke mogyng dnaxok o nogknouveHnn MaxPatrol EDR B kauecTBe
NCTOYHMKA YCTaHaBNNBaTb HE HYXHO.

Ecnwu Bbl HacTpamBaeTe nHTerpaumio ¢ MaxPatrol EDR Bepcuin 6.0—8.0.0, Bam He06X0anMo:

— B PT MultiScanner BbinycTnTb TOKEH focTyna K nyénnyHomy AP ¢ paspelleHHbIM 4ecTBueM
MpoBepka ¢ nepegaBaeMbIMU NapaMmeTpaMu.

— B MaxPatrol EDR HacTpouTb mogynb «IlpoBepka dannos B PT MultiScanner».

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT106bl 006aBUTb NCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHNKM —> YNpaBfieHne UCTOUHUKaAMM.
2. HaxmuTte kHornky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeuTe Ha3BaHNe NCTOYHMKA, KOTOPOe ByaeT ykadaHo B CBONCTBAX
MONYYEHHbIX OT HErO O6BEKTOB.

HasBaHue LonXHO cogepxaTb He MeHee NATY CYMBOMOB 1 6blTb YHIKaNbHbIM CPeam
Ha3BaHWIN BCeX MCTOYHNKOB. HaszBaHme MOXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTuHckoro andaswuTa, undpsbl, 4edrc 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBaMW.

4. B packpbiBatowemcd crivicke Tun Boibepute MaxPatrol EDR.
5. B packpbiBatoemcs crivicke TokeH gocTyna BbibepuTe TOKeH [ocTyna Kk nyénunyHomy API.

6. Haxmute kHonky [lo6aBUTb UCTOUHUK.

14.2. MaxPatrol SIEM 6.1 n Bbiwe

Mpw nHTerpaumm PT MultiScanner dopmumpyeT coobleHns B dopmaTe syslog n oTnpasngeT ux Ha
BHeLUHWI syslog-cepBep, B kayecTBe KoToporo BoicTynaeT MaxPatrol SIEM. Hanpumep,
dbopmMupyioTCa COObLLEHNS O Hayane 1 3aBepLUeHN PpaboTbl C UICTOYHUKOM, O PErncTpaL HOBOro
06bekTa, 0 pesysbTaTax NPOBEPOK O6GBbEKTOB CPeCcTBaMU NPOBEPKM 1 O BbIHECEH BEPAVKTOB MO
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obbekTam 1 3agaHuam. MNogpobHas nHbopMauus 0 COOBLLEHNSX NpuBeaeHa B PykoBoacTee
paspaboTyrka. Ha ocHoBaHUM Nony4YyeHHbix coobLueHnin B MaxPatrol SIEM moryT perncTtpupoBaTbcs
cobbiTus VIB.

BHumaHune! Ecnu B Bawwen nHGOPMaLNOHHON CUCTEME NCMOb3YEeTCS MEXCETEBOW SKpaH uin
Lpyrne cpefacTBa KOHTPONS ceTeBOro Tpaduka, HeO6X0ANUMO HAaCTPOWTb B HX NpaBuna,
paspeLuatoLlme nepegavy Tpaduka yepes nopt UDP 514 nnn TCP 1468 oT 0CHOBHOIO y3na

PT MultiScanner k yany MaxPatrol SIEM.

[ns rnepenavn coobLeHNIA MOTyT NCMNOJIb30BaTbC4H CcriegytoLlie npoTOKObl:

— TCP— pPekKomMmeHOoyeTCd NCnoJib30BaTb, €C/1 BaXXHO CHU3NTb PUCK NMoTepun COOBLLEHNI 1
COXpPaHTb Nop4anoK nx nepegayn.

— UDP — pexkomeHpyeTcs MCnofb30BaTh, €CNN NPUOPUTETHa CKOPOCTb Nepegadn 1n 4onyctima
NnoTeps COOBLLEHNIA.

BHumaHwme! Mpun ncnonobzoBaHuy npoTtokona UDP gocTaBka COOBLLEHNI He rapaHTnpyeTcs.
Coo6LWeHns MoryT 6bITb MOTEPSHbI NpY 6OMNbLLIOM O6beMe NnepenaBaemMblxX aHHbIX, Pa3pbiBe UK
neperpysake KaHana cBs3u, a Takxke Npu HeQOCTYNHOCTM syslog-cepaepa. Kpome Toro,
COOBLLEHNS MOrYT NOCTYNNTb Ha Syslog-cepBep He B TOM Nopsiake, B KOTOPOM 6bi1n
oTtnpasneHbl. [1ng npotokona UDP He npegycMoTpeHbl MexaHn3Mbl MOATBEPXAEHNS AOCTaBKY 1
NOBTOPHOW Nepefayn NOTEPSAHHbIX faHHbIX.

[ns HacTponKkn nHTerpaumnmn Heo6Xoanmo:
— B MaxPatrol SIEM cosgaTtb 1 3anycTnTb 3agady Ha c6op cobbiTuii ¢ npodunem SyslLog.

— B PT MultiScanner HacTpouTb 0TNpaBKy COOBLLEHNI MO NPOTOKOSY syslog Ha BHeLLHMI syslog-
cepBep.

MpumeuaHue. NHcTpykumm no HacTponke MaxPatrol SIEM npuBegeHbl B TeXHUYeCKon
OOKYMEHTauuM NpoaykKTa.

Hactpounka PT MultiScanner pnga otnpaBku coobueHun syslog

>  YT06blI HACTPOUTL OTNPABKY COOBLLEHWI MO MPOTOKOSY Syslog Ha BHELLHWIA syslog-cepBep:
1. B rnaBHOom meHio BbibepuTe Cuctema — MNapameTpbl > YBegoMneHMS.

2. B 6noke napameTpos OTnpaBKa coobLeHui no npotokKony syslog BkiounTe oTnpasky
COOBLLEHNIA.

3. B nongx flomeHHoe umsa unu IP-apgpec syslog-cepBepa BeeaunTe agpec 1 NopT BHELHEro
syslog-cepsepa.

4. BbibepunTe TpaHcnopTHbI npoTokon TCP nnv UDP.
5. Ecnn TpebyeTcs, oTKAoUMTe oTnpaBky cobbiTnin ayanta PT MultiScanner.

6. Haxmute kHonky CoxpaHUTb.
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NameHeHns 6yayT NpuMeHeHbl Yepes HECKOSIbKO MUHYT.

OTnpaBka COOBLLEHNIA MO MPOTOKONY syslog Ha BHeLLHWI syslog-cepBep HacTpoeHa.

14.3. PT AF 3, 4.21 n Bbiwe

Mpw nHTerpaunn npopyktoB PT AF oTnpaBngeT n3BneyeHHble n3 Tpadurika dansibl Ha NPOBEpPKy B
PT MultiScanner 1 B cnyyae o6HapyXeHns yrpo3bl NosyyaeT pesdyibTaTbl MPOBEPKU.

BHumaHune! Ecnu B Bawwen nHGOPMaLNOHHON CUCTEME NCMOb3YETCH MEXCETEBOW SKpaH uin
Lpyrne cpefcTBa KOHTPONS ceTeBoro Tpadwuka, TpebyeTcs HaCTPOUTb B HUX NpaBuna,
paspeluatome nepegady Tpaduka yepes nopt TCP 1344 ot yana PT AF K ocHOBHOMY y3ny

PT MultiScanner.

ViHTerpaung ocywectengetcd no ICAP. [Mpu atom PT MultiScanner asngetca ICAP-cepBepowm, a
PT AF — ICAP-knneHTOM, KOTOPbIN OTAPaBASeT N3BNeYeHHble N3 Tpaduka dainsibl Ha MPOBEPKY U
nony4yaet peaynbTaThl NpoBepkn. B PT MultiScanner Takxe oTnpaBnsgeTcs 4ONONHNTENbHas
nHdopmaumsa o danax, Hanpumep NPOTOKOS, MO KOTOpOoMY nepexsaveH dain, n IP-agpeca y3nos,
MeXay KOTOPbIMU OH nepefaBancy.

MpumevaHwue. ViIHcTpykuum no HacTpoike PT AF npuBefeHbl B TEXHNYECKOW OOKYMEHTaLLUN
npoayKTa.

Ecnun Bbl HacTpanBaeTe nHTerpaumio ¢ PT AF Bepcun 4.2.1 1 Bbille, BaM HEOBXOQMMO:
— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom ICAP-cepBep.
— BPT AF po6asutb ICAP-cepBep.

— B wabnoxe nonntukn 6e3onacHocTn PT AF HacTpouTb npaswio OTnpaBnatb ¢pannbl Ha ICAP-
cepBepbl.

Ecnun Bbl HacTpanBaeTe nHTerpaumio ¢ PT AF Bepcuin 3, BaM HEOBXOOMMO:
— [o6asuTtb B PT MultiScanner nctounuk ¢ Tunom ICAP-cepBep.
— B PT AF HacTpouTb paboTy co cTopoHHUuMuN ICAP-cnyx6amn.

Mpw HacTpoiike ICAP-knneHTa BaM HEOBXOAMMO yKa3aTb CCblIKy Ans obpalleHns K ICAP-cepBepy
PT MultiScanner. Bug ccbiikui 3aBUCUT OT pexunma rnpoBepkil 06bekToB 1 pexuma paboTbl ICAP-
cepBepa:

— CcbInkn ansg NpoBepkyt 06beKTOB B 6/TOKNPYIOLLEM PEXMME:

« REQMOD: icap://<IP-agpec>:<MopT>/scanrequest?modify=y&block-
unwanted=<bnokuMpoBaTb NOTEHUMANbHO onacHble>&timeout=<Tanim-ayT>

« RESPMOD: icap://<IP-agpec>:<MopT>/scanresponse?modify=y&block-
unwanted=<bnokuMpoBaTb NOTEHUMANbHO onacHble>&timeout=<Tanim-ayT>
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MpumeuaHue. B napameTpe block-unwanted Bbl MOXeTe ykasaTb Yy, €Cni Heo6XoanMo
6noKMpPOoBaTb NOTEHLMANbHO onacHble daiisbl, UM N — ecnu 610KNPOBaThb Takune dalinbl He
TpebyeTcd (Mo ymonuaHuio NoTeHUManbHO onacHble dalinbl He 6nokupyloTes). B napameTpe
timeout Bbl MOXeTe ykazaTb TanM-ayT oTBeTa ICAP-cepBepa B cekyHaax (no ymonuyaHuo 30
CceKkyHa).

— Ccbinkn gng npoBepKn 06BbEKTOB B pexnvie OXXnagaHng:

REQMOD: icap://<IP-agpec>:<MopT>/scanrequest?modify=no&timeout=<Tanm-ayT>

RESPMOD: icap://<IP-agpec>:<MNopT>/scanresponse?modify=no&timeout=<Taim-
ayT>

— CcbInkn ans NpoBepKy 06bEKTOB B MAaCCUBHOM PeXUME:

REQMOD: icap://<IP-appec>:<MopT>/bypass
RESPMOD: icap://<IP-agpec>:<MopT>/bypass

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT06bl 0O6aBUTb NMCTOYHMK B PT MultiScanner:

1.

2.

B rnaBHOM mMeHI0 Bbi6epuTe UCTOUHMKM — YnpaBneHue NUCTOUHUKaMMU.
HaxmuTte kHonky [Jlo6aBUTb MCTOUHMUK.

B none Ha3BaHue BBeaNTE Ha3BaHMe NCTOYHIKA, KOTOpOe ByaeT ykasaHo B CBOMCTBAX
MOJTyYEHHbIX OT HEro O6BbEKTOB.

HasBaHue LonXHO cofepxaTb He MeHee NATY CYMBOMOB U 6blTb YHKaNbHbIM CPeam
Ha3BaHWIN BCeX MCTOYHMKOB. HasBaHme MOXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTuHckoro andasuTa, undpsbl, 4edrc 1 NPU STOM HaUNHATLCS N 3aKaHUYNBATLCS TOSbKO
ByKBaMu.

B packpbiBatoiemcs cnncke Tun Boi6epute ICAP-cepBep.
Ecnun Heobxoanmo, B none IP-agpeca ICAP-cepBepa BBeaVTe AOMNONHUTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH noHago6uTcs BaM Npu HacTpoike nHTerpauum B PT AF.

Ecnn Heobxognmo, N3sMeHnTe cTaHgaAPTHbIN NopT nogkntoveHns k ICAP-cepepy.

BHumaHwue! YkasaHHbIN NOPT HE OOMKEH NCMOMb30BaTbCH APYrMMIU UCTOYHUKaAMIW 419
npoBepku, ciyxéamu nnn npunoxeHunsmn OC.

Ecnn Heobxognmo MprHMaTb 06bEKTbI TOSIbKO C onpenefieHHbIX aapecoB, BKAUMTe
duNbTPaLMO BXOOALLNX NOAKOYEHNIA 1 yKaxuTe IP-agpeca paspelleHHbIX Y3108 Uan
nogceTen.

HaxmuTe kHorky [lo6aBUTb UCTOUHMK.
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14.4. PT CS 1.1 n Bbiwe

Mpwn nHTerpaunmn NpoayKToB nonb3oatesnb PT CS ¢ nOMOLbo KOHCONbHOM YyTUAnTbI ptcs-cli moxeT
OTnpaBnaTb 06pasbl KOHTENHePOB Ha NpoBepky B PT MultiScanner. IHdopmaumsa o peaynbtaTax
npoBepku coxpanHsgeTcd B PT CS.

BHumaHwue! Ecnn B Bawwen nHGOpMaLOHHON CUCTEME NCMONb3YETCH MEXCETEBOW SKPaH Wiu
Lpyrune cpefcTBa KOHTPOS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBnna,
paspeLuatolme nepegavy Tpaduka yepes nopT TCP 443 ot yana ¢ PT CS K OCHOBHOMY Y351y
PT MultiScanner.

[nga HacTpoukn nHterpaumn B PT MultiScanner Heob6xoanmo:

— BbinycTuTh TOKEH gocTyna k nyé6anyHomy API ¢ paspelueHHbiM fenicterem MpoBepka ¢
napamMmeTpamMu NCTOYHMKA.

MpumeuaHune. Co3naHHbIN TOKEH 0OCTYMNa HYXHO ncnonb3oBatb B PT CS npwu 3anycke
CKaHnpoBaHug o6pasa Ha BINO ¢ momMoLLbio YyTUANTbI KOMaHOHOW CTPOKW ptcs-cliv npu
pob6aBneHnn nctoyHuka PT CS.

— [o6asuntb B PT MultiScanner nctounuk ¢ tunom PT CS.

[ns HacTpolikn nHTerpauum B PT CS Heo6xoanmo:

— CoapaTb WabnoHbl yBegomneHni ¢ Tunom CkaHupoBaHue o6pa3sa Ha Hanuuue BMO.
— CospaTb Npaswia pearnpoBaHnga ¢ Tunom CkaHMpoBaHue o6pasa Ha Hanuuue BIMO.

MpumevaHwue. ViHcTpykuum no HacTtporke PT CS npuBegeHbl B TEXHUYECKOW LOKYMEHTaLMM
npopykTa.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> Y106bl 0O6aBUTb NMCTOYHMK B PT MultiScanner:
1. B rnaBHom meHio BbibeprTe MCTOUHMKM — YNnpaBneHue NCTOYHUKaMM.
2. HaxmuTe kHorky [lo6aBUTb UCTOUHMK.

3. B none HasBaHue BBeanTe HazBaHNEe NCTOUHIIKA, KOTOpoe 6y£l,eT YKa3aHOo B CcBOICTBax
Mony4YeHHbIX OT Hero 06BbEKTOB.

HasBaHue 0oMmKHO coepXaTb He MeHee NATY CYIMBOJIOB 1 6biTb YHUKabHbIM CPeau
Ha3BaHWI BCexX MCTOYHMKOB. HaszBaHme MoXeT coaepXaTb TONbKO CTPOUHbIE 6YKBbI
naTuHckoro andasunTa, undpbl, Aeduc n npu aToM HauHaTbCS 11 3aKaHYMBaTbCS TONbKO
6yKBamMu.

4. B packpblBatoLiemcs cnvcke Tun BoiGepuTte PT CS.

5. B packpbiBatowemcs crivicke TokeH gocTyna Bbi6epuTe CYLLECTBYIOLWMI TOKEH OOCTyMna unmn
co3panTe HOBbIN, HaxaB ccblnky Co3paaTb TOKEH gocTyna.
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MpumeuaHwme. Bbl MmoxeTe NpuBs3aTh OAVH TOKEH JOCTYMNa TOIbKO K OGHOMY NCTOYHUKY.
6. Haxmute kHorky [lo6aBUTb UCTOUHMK.

Mocne no6aBneHns NCTOYHVKa BaMm HY>XHO HaCTpOWnTb NapameTpbl MpoBepKu 06BbEKTOB,
nocTtynamowmx OT UCTOYHKMKa.

HacTtpownka ncrouHuka B PT MultiScanner

>  YTO6bl HACTPOWTbL MapamMeTpPbl MPOBEPKN O6BbEKTOB, MOCTYNaOLNX OT MCTOYHMKA:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHMKM — YNpaBfieHne UCTOUHUKaAMM.

2. B naHenun c nHdopmauven o Lo6aBneHHOM UCTOYHMKE NepengnTe no ccolike MapameTpbl
NpoBepKM.

3. B none MakcumanbHoe BpeMs OXXUAAHUS pe3ybTaToB NPOBEPKU B CUHXPOHHOM
pexume BBeanTe 1200.

4. B none MakcumarsnbHoe BpeMs BbINOJIHEHUS 3afaHUs BBeauTe 1600.
5. OtkntounTte ncnonbloBaHme TectoBbiXx YARA-npasun.
6. BbibepuTe riny6uHy pacrnakoBKW apXnBOB.

MpumeuaHume. My6rHa pacnakoBKy apxX1BOB onpefenseT MakCumManbHoe KONmM4yecTBO
BNOXEHHbIX pYr B Apyra apxnBoB, KOTopble 6yayT pacnakoBbiBaTbCS Npu nposepke. Ecnu
pacrnakoBblBaTb apXuBbl He TpebyeTcs, Bbl MOXeTe Bbi6paTb 0, Toraa apxusbl 6yayT
NpPoBepPATbCS Kak 06bluHble dalisibl. YBennyYeHne rinybuHbl pacnakoBKi apXIBOB CHIUKAET
CKOPOCTb NPOBEPKIM.

7. Ecnu apxuBbl, 419 KOTOPbIX He yaanoch nogobpatb Naposib, TpebyeTca onpenenarb Kak
noTeHuManbHoO onacHble, B 6510ke OnpeaensTb Kak NOTEeHUNasNIbHO onacHble yCTaHoBUTE
dnaxok 3awmndpoBaHHble U HEpacnaKoBaHHbIe apXUBbI.

8. Ecnun apxuBbl, BNOXEHHOCTb KOTOPbIX MPeBbiLIaeT 3HaveHre napameTtpa Fny6uHa
pacnakoBKW apXMBOB, TPeBGYeTCs ONpeaensTb Kak NOTeHLManbHO onacHble, B 6110ke
OnpepnensaTb Kak NOTEHUMUANbHO ONacHble YCTaHoBNTE ¢riaoK APXUBbI € NPEeBbILLEHHOMN
rny6MHON pacnakoBKM.

9. OTKNIOUYNTE N3BNEYEHINE CCbITIOK N3 O6BHEKTOB.
10. OTklounTe coxpaHeHne dalnnos 6e3 yrpos.

1. Haxmute CoXpaHMUTD.

14.5. PT ISIM 5.2 n Bbiwwe

Mpw nHTerpaunn nponyktos PT ISIM oTnpaBnseT n3sneyeHHble n3 ceTeBoro Tpaduka daisbl Ha
npoBepky B PT MultiScanner uepes ny6nunyHbiin API. [Npun BbISBNEHWN ONAaCHbIX WX NOTEHLMANBHO
onacHbIx 06bekToB B PT ISIM peructpunpyetcsa cobbiTne MHGOPMaLMOHHON 6e30MacHOCTU, KOTopoe
6yneT OOCTYMHO A5 aHanm3a B Lenoykax MHUMAEHTOB.
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BHumaHune! Ecnu B Bawen nHGOPMaLNOHHOW CUCTEME NCMOb3YEeTCH MEXCEeTEBOW SKpaH uin
Lpyrue cpefncTsa KOHTPONS CeTeBOro Tpaduka, TpebyeTcs HaCTPOUTb B HAX NpaBuna,
paspeLuatoLlme nepegavy Tpaduka yepes nopt TCP 443 ot yana PT ISIM k ocHoBHOMY Y35y
PT MultiScanner.

MpumevaHwue. ViHcTpykuum no HacTtpoike PT ISIM nprnBeneHbl B TEXHUYECKOW JOKYMEHTaLnn
npopykTa.

[ns HacTpolikn nHTerpauum B PT MultiScanner Heo6xogumo:

— BbinycTtuTb TOKeH gocTtyna k nyéandHomy API ¢ paspelueHHbiM gelicTeriem MpoBepka ¢
napamMmeTpamMu UCTOYHMKA.

— [Ho6asuTb B PT MultiScanner nctouxuk ¢ Tunom APl ¢ BbiGpaHHbIMY NapameTpamu
NpOBEpPKM.

[ns HacTpolikn nHTerpauunmn B PT ISIM Heo6xX0oaMo HacTpouTb OTMRPaBKy O6bekToB B
PT MultiScanner.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> YT06bI 0O06aBUTL NCTOYHKK B PT MultiScanner:
1. B rnaBHOM MeHIO BbibepuTe MCTOUHUKK — YnpaBneHue UCTOUHUKaAMM.
2. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

3. B none HazBaHue BBeaunTe Ha3BaHMe NCTOYHMKAE, KOTOPOE ByaeT yKkazaHO B CBONCTBaX
MOSyYeHHbIX OT HErO O6HEKTOB.

HasBaHue nomkHO copepxaTb He MeHee NSaTV CUMBOJIOB 1 6bITb YHUKASIbHbIM CPean
Ha3BaHWI BCeX MCTOYHMKOB. HaszBaHme MoXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTmHckoro andasuTa, undpbl, 4edpuc n Npu 3TOM HauHaATbCS 1 3aKaHYMBaTbCS TONbKO
6yKBamu.

4. B packpbiBatowemcs cnucke Tun Boibepute APl ¢ BbiI6paHHbIMU NapamMeTpamMm
npoBepKM.

5. B packpbiBatoemcs crivcke TokeH gocTyna BbibepuTe TOKeH [ocTyna K nyénunyHomy API.

6. Haxmute kHonky [lo6aBUTb UCTOUHUK.

14.6. PT NAD 7.1 n Bbiwe

Mpw nHterpaunn nponyktoB PT NAD oTnpaBnsgeT nsBneyeHHble 13 Tpadurka daiibl Ha NPOBEPKY B
PT MultiScanner 1 nosnyyaeT pesynbTaTbl NPoBepky. VIHhopmaumns 06 o6HapyXeHHbIX yrpo3ax
OTOb6paxaeTCsd B KApPTOUKax CECCUI 1 aTak, a Takxke B Tabnuuax Ceccuil n atak B CTonéLue ¢ MeTkamu
penyTauun.
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BHumaHune! Ecnu B Bawen nHGOPMaLNOHHOW CUCTEME NCMOb3YEeTCH MEXCEeTEBOW SKpaH uin
Lpyrue cpefncTsa KOHTPONS CeTeBOro Tpaduka, TpebyeTcs HaCTPOUTb B HAX NpaBuna,
paspeLuatoLlme nepegavy Tpaduka yepes nopt TCP 2344 ot yana PT NAD kK ocHOBHOMY Y31y
PT MultiScanner.

ViHTerpauns ocywectansgetcs no ICAP. NMpwu atom PT MultiScanner asngetcsa ICAP-cepsepom. B
kauecTBe ICAP-knneHTa B PT NAD ncnonbayetcsa moaynb ptdpi-worker@icap. OH oTnpaensgeT
n3BeYeHHble N3 Tpaduka dalinibl Ha NPOBEPKY 1 MosyYaeT pesyfbTaTbl NpoBepKu. B

PT MultiScanner Takxe oTnpaBnseTcsd [ononHnTenbHasa nHdopmMaums o dannax, Hanpumep
NPOTOKO/, MO KOTOPOMY nepexsBayveH dann, n IP-agpeca y3noB, Mexay KOTOPbIMIM OH NepefaBancs.

MpumeyaHwue. IHcTpykumn no HacTporike PT NAD npuBeneHbl B TEXHNYECKOW OOKYMEHTaLUNn
npopykTa.

[lns HaCTPOIKM NHTErpaLnn HeO6XoaANMO:
— B PT MultiScanner go6asutb nctouHuk ¢ Tunom PT NAD.

— B ueHTpe ynpaenernuna PT NAD B napameTtpax uHterpauumn ¢ PT MultiScanner ykasaTtb
napameTpbl co3gaHHoro ICAP-cepBepa.

Ho6aBneHune nctouyHmnka B PT MultiScanner

> Y106bl 006aBUTb NMCTOYHMK B PT MultiScanner:
1. B rnaBHOM MeHIo BbibepuTe MCTOUHUKM — YNpaBieHne UCTOUHUKaAMM.
2. HaxmuTte kHornky [lo6aBUTb MICTOUHMK.

3. B none HasBaHue BBeanTe HazBaHNEe NCTOUHIIKA, KOTOpoe 6yﬂ,eT YKa3aHOo B CBOICTBax
Mony4YeHHbIX OT Hero 06BbEKTOB.

HasBaHue 0o/XHO coiepXaTb He MeHee MAT CUMBOSOB U 6bITb YHUKabHbIM cpeam
Ha3BaHWI BCeX MCTOYHNKOB. HaszBaHme MoXeT coaepXaTb TOMbKO CTPOUHbIE 6YKBbI
naTuHckoro andasunTa, undpbl, educ n Npu aToM HaunHaTbCS 1 3aKaHYMBaTbCS TONbKO
6ykBamMu.

4. B packpblBatoLiemcs cnncke Tun Boi6epute PT NAD.
5. Ecnn Heobxogumo, B none IP-agpeca ICAP-cepBepa BBeauTe OOMOSHNTENbHbIE agpeca.

MpumeuaHue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH noHapgo6unTcsa Bam Npu HacTpoike nHterpauun B PT NAD.

6. Ecnn Heo6xogmmo, n3MeHnTe cTaHgapTHbIA NopT noakntoveHns kK ICAP-cepBepy.

BHumaHwme! YkazaHHbI NOPT HE AO/MKEH NCMOb30BaTbCA APYTMMI UCTOYHMKaMM ANS
nposepku, cnyxéamu unu npunoxeHnammn OC.

7. Ecnun Heo6xoanmo NpuHUMaTb 06beKTbl TOMbKO C ONPefeneHHbIX afpecoB, BKTIOUNTE
dunbTpaLMo BXOOALLMX NOAKOYEHNA 1 yKaxuTe IP-agpeca paspelleHHbIX Y3N0B Uin
rnogceTen.

8. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.
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14.7. PT NGFW 1.8 n Bbiwe

Mpw nHterpaunn nponyktoB PT NGFW oTtnpasnget B PT MultiScanner nssneyeHHble 13 Tpadurika
HTTP-coobeHuns n dannbl ans nposepku. B cnyyae BoigeneHns yrpossl PT NGFW 6noknpyet
COOTBETCTBYIOLLNIA TpaduK.

BHumaHwue! Ecnn B Bawwen nHGOpMaLOHHON CUCTEME NCMONb3YETCH MEXCETEBOW SKPaH Wiu
Lpyrune cpefcTBa KOHTPOS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MPaBnna,
paspeLuatoLlme nepegavy Tpaduka yepes nopt TCP 1344 o1 yana PT NGFW k ocHoBHOMY y3ny
PT MultiScanner.

ViHTerpaums ocyuwectensetcd rno npotokony ICAP. Mpn atom PT MultiScanner ssnsgetcs ICAP-
cepsepom, a PT NGFW — ICAP-knneHTOM, KOTOPbIN OTApaBNgeT n3sneveHHble n3 Tpadpuxka HTTP-
coobLeHns 1 dalinbl Ha NPOBEPKY 1 MonyYaeT pesybTaTbl MPOBEPKU.

[ns HacTpolikn nHTerpauum B PT MultiScanner Heo6xoaumo o6aBnTb MCTOYHKK ¢ Tunom ICAP-
cepsep.

MpumevaHwue. ViHcTpykuum no HacTtponke PT NGFW npuBegeHbl B TEXHMYECKOW OOKYMEHTALUN
npoaykTa.

[ns HacTpolikn nHTerpauum B PT NGFW Heobxoanmo:

— [Ho6aeutb ICAP-cepBep 1 ykasaTb B ero npodune:
« IP-apgpec ICAP-cepBepa, cozgaHHoro npuw gobasneHnn nctoyHuka B PT MultiScanner.
«  Ccblikn gns obpatueHuns K ICAP-cepsepy PT MultiScanner.

— Coszpatb npodunb ICAP n Bbi6paTb B HeM Npodusb gobasneHHoro ICAP-cepBepa.

— B npaBune 6e3onacHocTn ykasaTb co3naHHbi npodunb ICAP B kauecTBe npodung
6e3onacHocTn. Ha ICAP-cepBep 6yaeT oTNpaBnaTbcs Tpaduk, KOTOPbIA COOTBETCTBYET 3TOMY
npaswy 6€30MacHOCTH.

Bupn cebinkn gnsa o6patieHns k ICAP-cepBepy PT MultiScanner 3aBucuT oT pexnma npoBepKu
06bekToB 1 pexunma paboTtbl ICAP-cepBepa:

— CcbInkn ansg NnpoBepkyt 06beKTOB B 6/TOKNPYIOLLEM PEXMME:

« REQMOD: /scanrequest?modify=y&block-unwanted=<bnokupoBaTb MOTEHUMANLHO
onacHble>&timeout=<Tanm-ayT>

« RESPMOD: /scanresponse?modify=y&block-unwanted=<BnoknpoBaTb MOTEHLMANIBHO
onacHole>&timeout=<Tanm-ayT>
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MpumeuaHue. B napameTpe block-unwanted Bbl MOXeTe ykasaTb Yy, €Cni Heo6XoanMo
6noKMpPOBaTb NOTEHLMANbHO onacHble daiifbl, Uan n, ecnn 610KNPOBaTb Takme dalnbl He
TpebyeTcd (Mo ymonuaHuio NoTeHUManbHO onacHble dalinbl He 6nokupyloTes). B napameTpe
timeout Bbl MOXeTe ykazaTb TaniM-ayT oTBeTa ICAP-cepBepa B cekyHaax (Mo yMmoa4aHuio —
30 cekyHa).

— CcblIkn ong NpoBepKn O6BEKTOB B PEXUME OXNOAHUS:

« REQMOD: /scanrequest?modify=no&timeout=<Tanm-ayt>

« RESPMOD: /scanresponse?modify=no&timeout=<Taim-ayT>
— Ccbllkn gng NpoBepkn 06BbEKTOB B MACCUBHOM PEXUME:

- REQMOD: /bypass

- RESPMOD: /bypass

Ho6aBneHune ncrtouyHmnka B PT MultiScanner

> YT06bI L06aBUTL NCTOYHUK B PT MultiScanner:
1. B rnaBHOM mMeHIo BbibepuTe MCTOMHUKM — YnpaBneHue UCTOUHUKaMM.
2. HaxmuTte kHorky [lo6aBUTb UCTOUHMK.

3. B none HazBaHme BBeOuTe Ha3BaHMe NCTOYHMKA, KOTOPOE ByaeT yKkazaHO B CBONCTBaX
MOJSyYEeHHbIX OT HErO O6HEKTOB.

HasBaHue nomkHO copepxaTb He MeHee NSTV CUMBOJOB 1 6bITb YHUKASIbHbIM CPean
Ha3BaHWIN BCexX MCTOYHMKOB. HaszBaHMe MOXeT cofepXaTb TONbKO CTPOYHbIE 6YKBbI
naTmHckoro andasuTa, undpbl, 4edpuc n Npu 3TOM HauHaATbLCS 1 3aKaHYMBATbCS TONbKO
6yKBamu.

4. B packpbiBatoLLiemcs cnncke Tun BoiGepnte ICAP-cepBep.
5. Ecnn Heobxopumo, B nosne IP-agpeca ICAP-cepBepa BBeuTe LOMNOMHUTENbHbIE agpeca.

MpumeuaHwue. B none ykasaH IP-agpec ICAP-cepBepa, cosgaBaemoro B PT MultiScanner.
OH noHapgo6unTcs BaM Npu HacTpolike nHTerpaumn B PT NGFW.

6. Ecnn Heobxognmo, nsameHunTe cTaHgapTHbIN NopT nogkodeHns K ICAP-cepepy.

BHumaHwme! YkazaHHbIN NOPT HEe AOMKEH NCMONBb30BaTbCS APYrMMY UCTOYHKAMMN AN
nposepku, cnyxéamu nnn npunoxerHnamm OC.

7. Ecnun Heo6xoonmo NpuHMMaTb 06beKTbl TOMbKO C OMpPeaeeHHbIX aapecoB, BKITIOUNTE
dUNbTPALMIO BXOASALLMX MOOKMOYEeHNI 1 ykaxmnTe IP-agpeca paspelueHHbIX Y3708 Wn
rnoaceTe.

8. HaxmuTte kHornky [lo6aBUTb UCTOUHMK.
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14.8. PT Threat Analyzer 2.10 n Bbiwe

Mpw nHTerpaunn npopyktoB PT MultiScanner otnpaenget B PT Threat Analyzer peaynbtathbl
3afaHunii, B KOTOPbIX OGHapYXeHbl OnacHble 1 NoTeHLMansHo onacHble dalinbl. Bbl Takke MoxeTe
HaCTPOWTb OTNPaBKY HaOEHHbIX B 3TUX 3agaHunax GaiioB ¢ yrpo3amu. Ha ocHOBe Mony4YeHHbIX
pe3ynbTaToB AN Kaxgoro 3agaHnsg B PT Threat Analyzer dopmupyetcs oTaenbHbIn OTYeT.
ViHTerpaums ocyliecTnsietcs yepea nybanyHbii REST APl PT Threat Analyzer.

BHumaHune! Ecnu B Bawwen nHGOPMaLNOHHOW CUCTEME NCMOJb3YEeTCS MEXCEeTEBOW dKpaH un
Lpyrue cpefcTBa KOHTPOSS CETEBOro Tpaduka, TpebyeTcs HaCTPOUTb B HUX MpaBina,
paspeLuaioLlme nepegavy Tpaduka yepes nopt TCP 443 ot ocHoBHOro y3na PT MultiScanner «
ya3ny PT Threat Analyzer.

MpumeuaHue. VIHcTpykuum no HacTpolike PT Threat Analyzer npuBeneHbl B TEXHUYECKON
OOKYMeHTaLnn NpoayKTa.

[ns HacTpolikn nHTerpauum B PT Threat Analyzer Heo6xoaumo:
1. Cospatb yueTHyto 3anucbk ana PT MultiScanner.

2. Beinyctutb kmtoy API ¢ npuBunernamn 3arpy3ka apredakroB, Peructpauus m usmeHeHue
otyeToB, Peructpauus u usmeHeHue HabniogeHuin, MpocMmoTp 3apay oboraueHums,
Co3paHue 3apgau oborauieHms ons goctyna k REST AP

3. [o6aBuTb ak3eMnagap nctoyHmka c Tunom PT MultiScanner.
4. TlpuBsi3aTb CO30aHHBIN NCTOYHIKK K y4eTHo 3anucuy PT MultiScanner.

Onsa HacTponkun nHterpauun B PT MultiScanner Heo6xoammo HaCcTpOonTb OTMNPaBKY AaHHbIX ANs
otyeToB B PT Threat Analyzer.

HacTtpouka PT MultiScanner gng otnpaBkun gaHHbIX AN OTYETOB

> YT06bl HACTPOUTb OTAPAaBKY AaHHbIX Ans otyeToB B PT Threat Analyzer:
1. B rnaBHOM MeHIo BbibepuTe Cuctema — MapameTpbl > YBefAOM/IEHUS.

2. B 6noke napameTpoB OTnpaBka gaHHbix B PT Threat Analyzer Bkntounte oTnpaeky
LaHHbIX.

3. B none URL-agpec PT Threat Analyzer Beegunte agpec REST API PT Threat Analyzer B
dopmaTte https://<fomeHHoe umA unu IP-agpec>.

4. B none Kniou API BeeanTe oy gng goctyna k REST API PT Threat Analyzer.

5. B packpbiBatolemMcs cnncke YpoBeHb foCTyna BblibepnTe YpoBeHb 4OCTYMa Nofib3oBaTens
B PT Threat Analyzer, KoTopblin Heo6x0QVIM AN 4OCTYMNa K OTYeTy.

6. C nomoLubto nepekmodatens OTnpaBka ¢panoB HaCTPONTe OTNpPaBky daios:

« Ecnun otnpaengatb dpalinbl He TpebyeTcs, BoibepuTte He oTnpaBnaTh.
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« Ecnu TpebyeTcsa oTnpaBnsaTb TOMbKO OMacHbIe 1 NOTeHUManbHO onacHble daiisbl, Boibepute
Tonbko $alnbl ¢ yrpo3amu.

- Ecnu TpebyeTtcs Takke oTnpaBnaTb dalisibl, B KOTOPbIX COAepXaTCd 06HapyXeHHble dpaisbl ¢
yrposamu (Hanpumep, apxusbl U NCbMa), Bbibepute Painbl ¢ yrpo3amMmu U cBsi3aHHble C
HUMM Ppainbl.

7. HaxmunTe kHonky CoXpaHUTb.

OtnpaBka gaHHbIX gnsg otyeToB B PT Threat Analyzer HacTpoeHa.
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15. HacTpounka o6HoBneHnsa PT MultiScanner

O6HoBneHne PT MultiScanner Bkto4eHO MO YMOYaHMIO, HOBble BEPCUWN YCTaHaBNBAOTCS
aBTOMaTnyecku. Bbl MoXxeTe HacTpOnTb aBTOMaTNYeCKOoe OGHOBNEHME NN OTKITIOYNTL €ro, YTo6bl
3anyckaTb OBGHOBMEHME BPYUHYIO.

Hoeble Bepcuu PT MultiScanner 6biBatoT ABYX TUMOB: C HOBbIMU GYHKLISAMI U C UCNPaBAEeHUSMN.
Mpwn 06HOBNEHNN 00 Bepcun ¢ HOBbIMU dyHKUMSMY B PT MultiScanner nosBnsoTcs HoBble
BO3MOXHOCTW. OGHOBNEHMNE 40 BEPCUN C NCMNPaBNEHNSIMI NPOVCXOANT B paMKax TeKyLLen Bepcum
npenHasHayeHo ons yCTpaHeHns owmnbok. Bl MoxeTe HacTpouTb aBTOMaTU4Yeckoe 06HOBNEHE Ans
BepCuii 060UX TUMOB NIV aBTOMAaTYeCKoe O6HOBEHE TOMIbKO 419 BEPCUIA C CTMPaBAEHNSIMIA.

YnpaBngaTb 06HOBNEHNEM MOXHO Ha cTpaHuue Cuctema - O6HoBREHUs. Ha aToin cTpaHuue Bbl
MOXeTe NPOCMOTPETb TekyLuyto Bepcuto PT MultiScanner, npoBepuTb Hanmumne HOBbIX BEPCUN,
3amnyCTUTb Py4YHOE OBHOBMEHME UM NePEeNTX Ha CTPaHKLY HaCTPOWKM aBTOMAaTUYECKOro
OBHOBNEHNS CUCTEMDbI.
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< TpoeepuTtb Hanuyne o6HoBNeHW | [NpoeepeHo 14 anpens, 13:40

HDoctynHa Bepcus 5.22.0.110634

Ot 14 anpens

ByneT ycTaHoBneHa aBToMaTudyecku 16 anpensa (cpepa) B 20:33

HOocTtynHa Bepcud 5.22.0.110625

OT 14 anpens

OBHoBUTb cenvac

Tekywasa Bepcus

5.22.0.110552

@D AsTOMaTNYeCcKOe O6HOBNEHNE

MaMeHWTb

Bepcuu ¢ HOBBIMU GYHKLLMAMU
He ycTaHaBnuBaTh BEPCUK, KOTOPLIM MeHbLe 30 AHer

PacnucaHue
Cy66ota, 04:00

Bepcum ¢ ucnpasneHUaMm
He yCTaHaBNMBaTb BEPCUK, KOTOPbIM MEHbLUE 24 vacos

PacnuncaHue
BropHuk, 04:00

Cpepa, 04:00
MaTHrua, 04:00

PucyHok 9. CTpaHuua O6HoBneHUs
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B pabouein o6nacTui CTpaHuLbl PacrofoXeHbI:
— KHonka MpoBepuTb Hannume 06HOBNEHUN 419 NPOBEPKN AOCTYMHbIX A1 YCTAHOBKN BEPCUI.

— bBnok c Bepcuen, koTopas 4OCTyNHa AN yCTaHOBKW. [1pn Hannymnm HeCKoNbKMX 4OCTYMHbIX
Bepcuil Kaxaas oTobpaxaeTcs B OTAebHOM 6510Kke. B 6510ke Takxke oTo6paxaeTcs KHOMKa
O6HOBMTb celiuac 419 YCTaHOBKIW BEPCUI BPYUHYIO.

— bBnok png HacTpolikyn aBToMaTyeckoro o6HoBMNeHuns. B 61oke oTobpaxaloTcs cCblika
N3meHnTb, HaCTpoeHHbIe MapamMeTpbl OGHOBNEHUNS 1 pacncaHne aBTOMaTU4eCcKoro
OGHOBEHNS AN BEPCUIA C HOBBIMU GYHKLSIMI 1 BEPCUIA C MCMPaBRAeHNSMNA.

HacTpoiika aBToMaTU4€CKOro 06HOBNEHNS

Bbl MOXeTe HaCTpOoMTb aBTOMAaTUYECKOE O6HOBNEHNE A5 BCEX HOBbIX BEPCUIA: 1 AN BEPCUIA C
HOBbIMU GYHKLSMU, 1 019 BEPCUIA C UCTIPaBAEHNSMIA.

> YT06bI HACTPOUTL aBTOMaTNYECKOE OGHOBIEHNE:!

1. B rnaBHOM mMeHio BbibeprTe Cuctema —> O6HOBNEHMUS.

2. B 6noke napameTpoB ABTOMaTUYecKoe O6HOBNEHUEe HaxmuTe ccoblnky U3ameHunTb.
3. BknouunTe aBTOMaTN4Yeckoe o6HoBNEeHNe B 6r1oke Bepcumn ¢ HoBbIMU GYHKLUSIMMU.
4

Ecnu Bbl XOTUTE HAaCTPOUTb MUHMAbHBIA CPOK, KOTOPbIN AO/MKEH MPONTI C MOMEHTa BbIXoaa
BEPCUN C HOBbIMU PYHKLSMU:

- B 6noke Bepcum ¢ HoBbIMM GYHKLUAMU YCTaHOBUTE Ppnaxok He ycTtaHaBnmBaTbh Bepcum,
KOTOPbIM MeHbLUe <KOJIMYEeCTBO> AHEN.

+ YKaxuTe KOMMYecTBO AHEN, MO NCTEUYEHNI KOTOPOrO HYXXHO YCTaHOBUTb OBHOBMEHME.
5. Ecnu Bbl XOTNTE HAaCTPOWTL pacnuncaHne 06HOBNEHUS A1 BEPCUI C HOBbIMY bYHKLUSMUA:
- B 6noke Bepcumn ¢ HOBbIMU GYHKLMSAMMU HaxXmunTe KHorky [lo6aBUTb.
« BoibepuTe oeHb Hefenn 1 ykaxmTe BpeMsl, B KOTOpble 6yayT yCTaHaBNMBaTbCS OGHOBNEHNS.

6. Ecnu Bbl XOTUTE HACTPOUTb MUHVIMANbHbI CPOK, KOTOPbIA LOSIKEH MPONTN C MOMEHTa BbiXoAa
HOBOWI BEPCIUM C NCMPaBAeHNSIMUA

- B 6noke Bepcum ¢ ucnpaBnieHUIMU yCTaHOBNTE dpnaxok He yctaHaBnmBaTb Bepcum,
KOTOPbIM MEHbLUE <KOJIMYEeCTBO> YacoB.

+ YKaxuTe KOMMYeCTBO YacoB, MO NCTeYEHNI KOTOPOro HYXXHO YCTaHOBUTb OBHOBNEHME.,
7. Ecnu Bbl XO0TUTE HacTpPOUTb pacnmncaHmne o6HOBNEHNS NS BEPCUIA C NCNPaBNeHNSIMU:
- B 6noke Bepcuu ¢ ucnpaBfieHUIMU HaxmnTe KHorky [lo6aBUTb.
 BbibepuTe oeHb Hefenu n ykaxmTe BPeMs, B KOTOpble ByayT yCTaHaBNMBaTbCS OBGHOBNEHVIS.

8. HaxmuTte kHornky CoxpaHUTb.
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HacTpoiika aBToMaTn4eckoro 06HOBNEHUS TONbKO AJ1 BEpCUn ¢
ncnpasneHUusIMmn

Bbl MOXeTe HaCcTPOoUTb aBTOMAaTUYECKOE OBHOBMIEHNE TOMBbKO A8 BEPCUIA C UCMPaBAeHNSIMN,
OTK/IOUYMB aBTOMAaTNYECKOE OGHOBEHMNE AN BEPCUIA C HOBbIMU GYHKLSIMUA.

>  YTO6bl HACTPOWTbL @aBTOMAaTNYECKOE OBHOBMEHME TONMbKO A9 BEPCUIA C NCNPaBNEeHNSIMU:
1. B rnaBHoM MeHI0 BbiGepute Cuctema - O6HOBNEHUS.
2. HaxwmwuTe ccbinky U3MmeHUTb B 6510ke ABTOMaTUHECKoe O6HOBNEHUe.
3. BblkntounTe aBTOMaTUYEeCKOe O6HOBMEHME B 6510ke Bepcumn ¢ HOBbIMU PYHKLUSAMMN.
4

Ecnn Bbl XoTUTE HaCTpOUuTb MUHMasbHbINA CPOK, KOTOprI?I OOJKEeH I'IpOIhTVI C MOMeHTa BbIXOaa
HoBOW BepCun C ncripaBneHnamumn:

- B 6noke Bepcum ¢ ucnpaBnieHUIMU yCTaHOBNTe dpnaxok He yctaHaBnMBaTb Bepcum,
KOTOPbIM MEHblLUe <KOJINYEeCTBO> YaCoOB.

« YKaxuTe KOMMYeCcTBO YacoB, Mo NCTeYEHNI KOTOPOro HYXXHO YCTaHOBUTb OBHOBNEHME.
5. Ecnu Bbl XOTUTE HACTPOUTb pacnucaHne O6HOBNEHNS AN BEPCUIA C MCNPaBNEHNSMUN:
- B 6noke Bepcuu ¢ ucnpaBfiieHUIMU HaxmnTe KHorky [lo6aBUTb.
 BbibepuTe oeHb Heflenu 1 ykaxmTe BpeMsl, B KOTOpble ByayT yCTaHaBNMBaTbCS O6GHOBNEHVS.

6. Haxmute kHornky CoxpaHUTb.

OTKkniouYeHne aBTOMaTNYEeCKOro o6HOBNEHNS

>  YT106bl OTKIIOUNTb aBTOMaTNYECKOE OOHOBEHME:
1. B rnaBHOM MeHIo BbibepuTe Cuctema > O6GHOBNEHMUS.

2. B 6noke napameTpoB ABTOMaTU4YecKoe O6HOBMEHUE BbiK/loUnTe O6HOBNEHME.

3anyck o6HOBNEHNS BPYUHYIO

> YT06bl 3aMyCTUTb OBHOBMEHNE BPYYHYIO:
1. B rnaBHOM MeHIo BbibeprTe Cuctema > O6HOBNEHMUS.
2. HaxmuTte kHorky NMpoBepuUTb HanuuMe o6HOBNEHUMN.
3. B onoBeLueHnn o HOBOW BeEpCUMN Haxmmnte kHorky O6HOBUTb ceryac.

Bo Bpems o6HoBneHus Bce dyHkumm PT MultiScanner 6yayT nocTynHbl. [1o0 okoHYaH 06HOBNEHS
B MeHI0 MHbOpMaLMM O NpoayKTe oTo6pasnTcs yBefoMIeHne 06 ycnewHoM O6HOBNEHNN.
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16. NpocmoTp koHdUrypauum PT MultiScanner

Ha cTpaHuuax pasnena Cuctema — KoHpurypaums Bbl MOXeTe NoSy4nTb obLLee npencTaBeHne
0 HacTpoeHHom koHdburypauum PT MultiScanner: 06 yanax, BxogdLiumx B KoHburypauumo, nx IP-
agpecax 1 pofsx, O pa3BepHyTbIX Ha y31ax KOMMOHEHTax 1 nogax. Bl Takke MmoxeTe oueHnTb
pPaboTOCNOCOBHOCTb KOHPUIYpaLMK, yBUOETb, Kakne U3 y3noB, KOMMNOHEHTOB N MOQOB He
paboTaloT Ny paboTaloT YaCTUYHO, U MPVHATD PELLUEHUNS MO YYULLEHNIO X paboTOCNOCOBHOCTH.

MpumeuaHue. B PT MultiScanner ncnonbsyetcd MUKpocepBrcHas apxmTekTypa u
KOHTeNHepuaaLns NpunoXeHnin Ha ocHoBe TexHonorui containerd n Kubernetes (K8s). [ing
npocmoTpa Docker-koHTenHepoB 1 Docker-o6pa3oB Bbl MOXETe UCMOMb30BaTb YTUMNTbI Crict! u
ctr. YTunutbl goctynHbl Ha yanax PT MultiScanner.

B BepxHel yacTu Kaxaonm CTpaHuLbl yKa3aHbl:
— CraTyc 0TKa3oyCcToNYMBOro Knactepa (0TobpaxaeTcs, eCcny Takol KnacTep HaCTPOEH).

— BupTyanbHbili IP-agpec 0TkasoycTomumnBOro knactepa (oTobpaxaeTcs, ecnv Takol Knactep
HaCTPOEH).

Copepxumoe paboyein 061acTi 3aBUCUT OT BbIGPaHHOI CTPaHULbI.

CtpaHuua «KoMNoHeHTbI»

[na npocmoTpe nHbopmauum o komnoHeHTax PT MultiScanner npegHasHaueHa CTpaHuLa
Cucrema - Konourypaumsa > KoMnoHeHTbI.

OTKa30yCTONYMBLIA KNacTep Anpec Knactepa

HactpoeH 10.120.10.120

HassaHve Tun i Ysen i MpocTpaHcTBO MMeH i Paborarowymx nogos Craryc
vmagent Cnyx6a MOHWTOpUHra  ptms-astra-all-ga4 monitoring 0Owus1
prometheus-adapter Cnyx6a MoHuTOpWHra  ptms-astra-all-qa4 monitoring 1Mus12

telemetry Cnyx6a UHTerpaLmm ptms-astra-all-qa4 ptms 2
ptioc Cpe[cTBo NPOBEPKK ptms-astra-node3-q... ptms 2
ptcategorizer Cpe[fiCTBO NPOBEPKH ptms-astra-node3-q... ptms 2 PaGoTaeT
cluster-babysitter Cnyxba oBHoBneHus  ptms-astra-all-qa4 ptms 1
av-nano CpefcTBo NPoBepKU ptms-astra-node3-g... ptms 4
mc-licensing Cnyxba ptms-astra-node3-g... ptmc 1 PaboTaeT
kube-state-metrics Cnyxba MoHUTOpKMHra  ptms-astra-all-qa4 monitoring 1 PaBotaer
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B pabouein o6nacTu CTpaHuLbl pacrofioxeHa Tabnuua ¢ nHpopmaLmelin 0 KOMMOHEHTax

PT MultiScanner. o kHonke B 3aronoBke Nto60ro ctonéua TabnuLbl Bbl MOXETe OTCOPTMPOBaTb
KOMMOHEHTbI MO 3HaYeHUsSIM B 3TOM CToN6Le. Haxunmas Ha 3arofioBok CTon6La, Bbl MOXeTe
OTONILTPOBaTL COAEPXKMMOE TabNMLpbl MO 3HaUYEHNSIM B cTonbue. [ng Kaxgoro KOMMOHEHTa B
TabnuLe ykasaHsbl:

— HasBaHue.
— TWn — Ha3HaYeHne KOMMOHEHTa.
— Y3en — HasBaHWe y3na, Ha KOTOPOM Pa3BepPHYT KOMMOHEHT.
— MpocTpaHCcTBO UMEH:
- ptms — PT MultiScanner.
+ ptmec —PT MC.
« monitoring — nogcuctema MmoHuTopuHra paéotbl PT MultiScanner.

— Pa6oTalowmx nogoB — KONMYeCTBO paboTaloLLX NOAoB 1 obLiee KOMYecTBO NoAoB,
NCronb3yeMbIX KOMMOHEHTOM.

— CraTyc — oauH 13 cTaTycoB noaa: Pa6oraeT, Pa6oTaeT yacTuuHo uin He pa6oTtaer.

CrtpaHuua «Y3nbi»

[na npocmoTpa nHpopmaumm o Bxogdmx B KoHourypauwo PT MultiScanner yanax n ponsx atux
y3M0B NpegHa3HayeHa cTpaHula Cuctema —> Kondurypauus — Yanbl.

OTKa30yCTOWYMELINA KNacTep Appec knacTtepa

HactpoeHn 10.120.10.120

ptms-astra-node3
scan-core | backend | persistent-data | control-plane

IP-appec un o3y ocC containerd Kubernetes Mokl

10120.4143 6 apep 15,62TB Astra Linux 1.6.20 v1.26.4 30
ptms-astra-node2
scan-core backend | persistent-data | control-plane

IP-appec un o3y ocC containerd Kubernetes Mokl

10.120.4.142 6 apep 15,62Tb Astra Linux 1.6.20 v1.26.4 22
ptms-astra-node4
scan-core | backend | persistent-data | control-plane

IP-agpec un o3y ocC containerd Kubernetes Moapl

10.120.4.149 16 spep 26,47TB Astra Linux 1.6.20 v1.26.4 47

PucyHok 11. CtpaHuua Y3nbli
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B pabouein o6nacTui CTpaHuLbl PacrnofioXeHbl NaHenn ¢ nHpopmaumel o6 yanax, BXoagwmnx B
KoHdurypaumo PT MultiScanner. [1ng kaxporo yana ykasaHbi:

—  Vimg Hogpel Kubernetes n nvs yana (ecnv oHO oTANYaeTCs OT UMEHW Hofbl).
— Ponwn ysna. MoryT 6bITb HaCTPOEHbI CreayioLLne posn:

- backend — cepsep npunoxeHwnin. Ha Takom cepBepe MOryT 6biTb YCTaHOBMEHbI: BCTPOEHHbINA
PT MC, cnyx6a o6HoBneHun, cnyxéa nyénmyHoro APl n gpyrme KOMMoHeHTbl
PT MultiScanner.

- control-plane — ocHoBHOI UNKN pe3epBHbIA y3en ¢ ynpasnsioLlein Hogon Kubernetes.
- persistent-data — xpaHnnuwe dainos.
« scan-core — gapo npoeepku PT MultiScanner.

— IP-appec — IP-agpec yana.

— UM — konunyecTBO 9aep LEeHTpanbHOro npoLeccopa.

— O3Y — o6bem namgTu.

— OC — Bepcud onepaunoHHON CUCTEMBI.

— containerd — Bepcuga cpenpl containerd.

— Kubernetes — Bepcuga Kubernetes.

— oAbl — KONMYECTBO NOAOB, Pa3BEPHYTLIX Ha y3rie.

— Cratyc yana: Pa6oTtaeT, EcTb owum6bku 11 HegocTtyneH.

CrtpaHunua «llopbi»

[na npocmoTpa nHpopmauumm o nogax Kubernetes npegHasHaveHa cTpaHuua Cucrtema —
KoHdurypauus — Mogbi.
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OTKa30yCTOMYMBbLIA KIacTep Appec knactepa

Hactpoen 10.120.10.120
Wms nopa i KomnoHeHT Iy Y3en i Mepesanyckos It Bpems pabotel T PaboTaloLux KOHTerH... 1T Cratyc 1T
os-installer-xffsn os-installer ptms-astra-node3 2 2p4M 0 '
prometheus-adapt... prometheus-adapter ptms-astra-node3 2 3HeasSa 1
trace2ml-6746f74c...  trace2ml ptms-astra-node4 o] 341 MUH 1
trace2ml-6746f74c...  trace2ml ptms-astra-node3 0 341 MUH 1
ptioc-7cc7bbésbe-...  ptioc ptms-astra-node3 0 3422 MUH 1
ptioc-7cc7bb44be-...  ptioc ptms-astra-node3 0 3421 MUH 1
ptcategorizer-céd4...  ptcategorizer ptms-astra-node4 0 34 24 MuH 1
ptcategorizer-cédé4...  ptcategorizer ptms-astra-node3 0 3423 MUH 1
cluster-babysitter-...  cluster-babysitter ptms-astra-node4 0 3426 MUH 2 PaGoTaer

PucyHok 12. CtpaHuua Mogabl

B pa6ouein o6nacTu CTpaHuLbl pacnofioxeHa Tabnuua ¢ nHdopmauumen o nogax Kubernetes. Mo

KHomMKe <! B 3arofioBke No60ro ctonbLa TabnuLpbl Bbl MOXETE OTCOPTMPOBAaTh MNOAbI MO 3HAUEHNSM B
3ToM cTonbue. Haxumas Ha 3aronoBok cTonéLa, Bbl MOXeTe OTdUIbTPOBaTb COAePXMOe TabnuLbl
No 3HayeHUaM B cTon6ue. [ng Kaxaoro noga B TabnuLe ykasaHbi:

— WUma.

— KOoMnoHeHT — Ha3BaH1e KOMMOHEHTa, NCMNO/b3YoLLEero nog,

— Y3en — HasBaHue y3na, Ha KOTOPOM Pa3BepHYT Mop.

— Tepe3anyckoB — KONMYEeCTBO NepesarnyckoB noga.

— Bpemsa pa6oTtbl — o6Liee BpeMs paboTbl noaa.

— Pa6oTaloumx KOHTEHEPOB — KO/IMYECTBO KOHTEHEPOB, paboTaloWwmx BHYTPY noaa.

— CraTyc — oauH 13 cTatycos nopaa: PaéoraeT, He pa6oTaer.
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17. MoHnTOPUHI cuctemHbiX pecypcoB B Grafana

[ns B13yanusaumm gaHHbIX 06 NCMonb30BaHMM CUCTEMHbIX pecypcoB Ha yanax PT MultiScanner
MNCMob3yeTCs CPeacTBO BU3yanmsaLmnm 1 MOHUTOPUHra faHHbix Grafana ¢ Habopom CTaHOapTHbIX
paw6opno.. [ng pabotsl ¢ Grafana B rnaBHOM MeHI0O BaM HEO6XOAMMO BblibpaTh pasnen Cuctema
- KoHdurypauusa -~ MoHutopuHr. CtpaHuua Grafana oTkpbiBaeTcs B OTAEbHOW BKNaaKe
6paysepa. Ha cTpaHuLe oTobpaxaeTcs fAawbéopm, BbiGpaHHbI OCHOBHbIM. Pa6oTa Grafana
OOHOBPEMEHHO Ha HECKOJbKIX BK1agKax He NoanepXBaeTCs.

MpumeuaHue. o ymonuaHuio ycTaHoBNeHa TeMHas Tema opopmeHns nHtepdeinca. Bol
MOXEeTe CMEeHUTb TeMy opopMEHNS Ha CBETNYIO B MapameTpax Npodung noab3oBaTens.

Mpwn paboTe ¢ Grafana Bbl MoXxeTe:

— [pocmaTpuBaTb MHGOPMALMIO HAa OCHOBHOM Aaluéopae.

— BrbibupaTtb ong npocmoTpa gpyrue cTangapTHble gawbéopabl.

— KonupoeaTb cTaHpapTHbIE faw6opabl U NpY HEOBXOANMOCTY N3MEHSTH UX.
— Co3spgaBaTb 1 UMMNOPTUPOBAaTL HOBblE AaL6opabl.

— HacTtpanBaTtb No4YTOBbIE YBEOOMIEHNS MO COOGLITUSM A5 Nto60oro gawsopaa.

BHumaHwme! [1ng nonydeHns ysegomneHuii ot Grafana no anekTpoHHO NoyTe BaM HEOOXOAMMO
Ha ocHoBHOM y3ne PT MultiScanner HacTpounTb nogkntoyeHne kK SMTP-cepBepy.

ViHcTpykuun no paboTte ¢ Grafana Bbl MOXeTe HallT! B TeXHYecKon gokymMmeHTauun Grafana.

" Q searc

& ctrl+k ® » .
= Home @ Last1hour v @ O 30s v A
datasource  victoriametrics ~ cluster | None v resolution = 30s v job  kubernetes-pods v
v Overview
Global CPU Usage Global RAM Usage Nodes Kubernetes Resource Count
Real Real 180 Name Min Max
== Running Containers 157 159
‘ 9.63% “ CRQQ 80— — )
R % i 20.00 Running Pods ne ne
== Services 58 58
140
Requests Requests = Endpoints 58 58
" 1 21 0 '| ' P Namespa: 120 == Configmaps 51 51
23 O ‘ A1 BF
e o = Persistent Volume Claims 23 24
100
P P = Nodes 2 2
Limits Limits 1 0
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1] I o7 IIRREEENIN 48s.50+
.
CPU Usage RAM Usage Running F

40

Real Requests Limits Total ——

Real Requests

. 20
26.4Gi8  19.4GiB nggGiB :g.s Gig
1.34 475 276 14 .
13:30 14:00
> Resources (8 panels)

> Kubernetes (4 panels)

> Network (6 panels)

PncyHok 13. MoHuTOpuHr cucTemHbix pecypcoB B Grafana

MoHWTOPVHI cucTeMHbix pecypcoB B Grafana 138



B BepxHell YacTy CTpaHULbl pacrnosioXeHa naHes b UHCTPYMEHTOB C KHOMKaMU:

= — [ONs OTKPbITNS GOKOBOI MaHeNN C rnaBHbIM MeHio. Icnonb3ys pasaenbl F1aBHOro MeHio, Bbl
MOXeTe NnepexoanTb Ha cTpaHuubl Grafana:

+  Home — ong npocmoTpa foMalLHen CTpaHunLbl C OCHOBHbIM A4all60pa0M.
- Starred — ons Boi6opa 1M36paHHbIX 4a6opaoB.

- Dashboards — ong pa6oTbl ¢ paw6opgamu.

+ Explore — ong cosgaHuns 3anpocoB K MCTOYHUKaM AaHHbIX.

« Alerting — 119 paboTbl C yBEAOMIEHUSMU.
O - 019 Bblbopa nepriofa BpeMeHu, 3a KOTOPbI 0OTo6paxatoTcs faHHble Ha BUaXeTax.
~
xs — 719 OBHOBMEHNS OaHHbIX Ha BUOXEeTax.

v —nang HaCTpOV’IKM aBTOMAaTNYECKOro 06HOBMNEHNS faHHbIX Ha BUOXETax.

B pa6oueli 06nacTu CTpaHULbl 0TO6paxatoTCs BUOXETbl BbibpaHHOMro Bamu falléopaa. BupxeTbl
CrpynnupoBaHbl B packpbliBaloLLmnecsa 610KN.

Ha3HaueHue CTaHOapPTHbIX naLu60pnos
[na MmoHnTOpUHra o6paboTkn o6bekToB B PT MultiScanner npegHa3HaueHbl gaéopabl:

— Product / Rabbitmq / Queues — npegocTtaBngeT oetann3npoBaHHbIe faHHble 06 ouepensx
Ccoob6LLeHNI KoMnoHeHTa RabbitMQ, Bkitouas obLiee KonMyecTBO ovepenen, ANHaMmnKy
N3MEHEHNS KONMYeCcTBa COOBLLEHIIN B OYepeasx, a Takke CKOPOCTb MOCTYMNIEHNS, [OCTaBKM 1
NoOTBEPXOSHNS COOBLLEHWIA.

— Product / Gateway / BCC — npeanHasHaueH O/19 MOHUTOPWHIa 06paboTKu Ncem oT
NCTOYHKKOB TNa «[MOYTOBLIN cepBep B pexrme bunbTpaunm» 1 «[oyToBbI CEpBEP B pexnme
3epKanmpoBaHNS».

B 6noke Current rates oto6paxaeTcs rpadpuik NU3MeHEeHNs PeXMOB PaboTbl MICTOUYHNKOB BO
BpemMeHu. [1ns KaXaoro NCTOYHMKa GUKCMPYIOTCS nepexoabl Mexay 6710KMPYIOWAM 11 TAaCCUBHbIM
pexnmamu, YTo No3BONSIET OTCNEeANTb CTabUSIbHOCTb NX PabOoThbI.

B 6noke Incoming Emails Stats oto6paxaeTcs ctatuctuka npuema nucem. MNpeacrtaeneH
rpaduk No BpemMeHu, oTpaxatoLnin GUHaAMIKY N3MEHEHNS KoNM4yecTBa NMCeM, NoslydeHHbIX OT
KaXmoro NCTOYHMKa. Takxke npeacTaBneHbl gnarpamMmbl, NokasbiBaloLme pacnpeneneHmne
06LLEero KomyecTsa NCemM No UCTOYHKAM N X TUMaM.

B 6noke Processed Emails Stats oTo6paxaeTca ctaTuctiika 06paboTku Micem.

MpencTaBneHa rmctTorpaMma, NokasblBaloLas pacnpeneneHne Konmyectsa nucem no BpeMeHu
X 06paboTKK, YTO MO3BONSFET OLLEHNTb O6LLYIO HAarpy3Kky 1 TUMAYHYIO MPOAOMKATENIbHOCTD
06paboTKn NCbMa.
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Takxe npencTaBneHbl rpaduky, oTpaxalowme ANHaMUKY U3MEHEHNS BO BPEMEHN CleayoLLInX
rokasaTenei: KonmyecTBa nncem, A5 KOTOPbIX BbINOMHEHO onpefeneHHoe AelicTBre
(mponyLueHo, 3a610KMPOBaHO), 1 KONMYecTBa Nucem, 06paboTaHHbIX 6€3 TaknxX OeNCTBUN;
KoMM4YecTBa NCEM C OnpeaeneHHbIMN CTaTyCoOM, BEPANKTOM 1 MPUYNHON BEpAnKTa (OTAENbHbIe
rpadukn ons NPOMyLLEeHHbIX 1 3a610KNPOBaHHbIX MCEeM 1 A1 NceM, 06paboTaHHbIX 6e3 Takmx
LEeNCTBUIA); KONnYecTBa 06paboTaHHbIX MMCEM OT KaXAoro NCTOYHMKA.

MpumeyaHwme. NrcbMmo cunTaeTcsd 3a6OKNPOBaHHbBIM, ECI OHO 3ab10KMPOBaHO XOTH 6bl ANs
opHoro nonyyatensd. Ha rpadukax n gnarpammax gig nucem, o6paboTaHHbIX 6€3 BbIMONHEH S
KaKnX-nm6o OenCTBUI, YyY4NTbIBAOTCS NMCbMa TONTbKO OT UCTOYHUKOB TUNa «[1oYTOBbLIV cepBep B
pexmnmMe 3epkannpoBaHnsy.

Kpome Toro, npencraBneHbl grarpaMmebl, MoKasblBaloLe pacrnpeneneHmne obLero yicna
06paboTaHHbIX MUCEM: MO NMEHaM NCTOYHNKOB (OTAEMbHbIE anarpamMmbl 49 NPOMNYLLEHHbIX 1
3a610KNPOBaHHbIX MCEM 1 AN NceM, 06paboTaHHbIX 6€3 Taknx 4eNCTBIN); MO AeCTBUSM
(nponyLueHo, 3a610KNMpPoBaHO UM 06paboTaHo 6e3 Takux AeNCTBUiA); No cTaTycam 06paboTki
(ycnewHo nnu ¢ owmneKom); OTAeNbHO Ang nucem 6e3 3aaHns Ha NPoBEpPKY — Mo AeCTBUSM
(MponyLieHo nnn 3abnoKMpPoBaHo).

B 6noke Errors Stats oTo6paxaeTcs cTaTucTika owmnb6oK Npu 06paboTke nmcem.

MpencTaBneHbl rpadrki, oTpaxatoLie ouHaMnky N3MeHeHs BO BpeMeH KONmM4YecTBa oLmn6oK
C onpepfeneHHbIMY TUnammn 1 kogamu. Takxe npuseneHbl AnarpaMmbl, NoKasbliBaloLLe
pacnpefneneHmne obLLero KoanyecTsa owmn6okK no Tunam 1 kogam. [aHbl oTaenbHble rpaduki
AanarpamMmbl 419 oWn60oK, BOSHVIKLLX MPW MOMbITKE OTAPaBUTb NMUCbMO Ha BHELLHWIA MOYTOBbINA
cepBep, 1 OLWNGOK, BO3BPALLEHHbIX YAANEHHbIM CEPBEPOM B OTBET Ha OTMPaBKy.

[ng dunbTpaumm gaHHbIX B NaHen MHCTPYMEHTOB Aawéopna MOXHO Bbli6paTb TUM 1 Ha3BaHme
NCTOYHMKA.

[na moHnTopuHra yanos PT MultiScanner npegHasHauyeH gawbéopa:

— Node Exporter Full — npenoctaBnseT getanmsnpoBaHHbIe faHHble O COCTOSAHMN Y3N0B
PT MultiScanner, Bkntoyas 3arpy3ky LLEeHTpasbHOro npoLeccopa, ncnosfib3oBaHve namat O3Y,
COCTOSIHMNE PalNoBbIX CUCTEM 11 CETEBON TPadUK.

[na moHnTOopUHra komrnoHeHTtoB PT MultiScanner npegHasHauyeHbl gawwéopab:

— RabbitMQ-Overview — gaw6opa npegocTaBnsgeT CBOAHYIO MHbOpMaLMIo 0 paboTe
KommnoHeHTa RabbitMQ, Bkniouas KonnmyecTso odepenen, Coo6LLEeHNIA, COEANHEHNI, KaHaNOoB 1
Y3/10B, @ TaKXe CKOPOCTb MOCTYMNAEHUNS, AOCTaBKM, MOATBEPXOEHNS I MOBTOPHOW OTNPaBKM
coobLeHuii. Kpome Toro, gawéopn npenocTaBnsgeT faHHble 06 NCNob30BaH KOMIOHEHTOM
CUCTEMHbIX PeCypCcoB, Bk/Todas namsats O3Y, AnckoBoe NpocTpaHCTBO, paliioBble 4eCKpUnTopbI
N COKeTbI.

— VictoriaMetrics — cluster — npegoctaBngeT nHpopmaumio o 3arpyske LeHTpanbHOro
npoueccopa, ncnonb3oaHuy namat O3Y 1 AMCKOBOro NPOCTPaHCTBa B KlacTepe CUCTEMbI
VictoriaMetrics.

— VictoriaMetrics — vmagent — oto6paxaeT nHbopmaLmio o paboTe areHTa c6opa faHHbIX
vmagent cuctemsl VictoriaMetrics, Bktouas o6bem nepegaBaemMblxX AaHHbIX 1 3a0€PXKN NX
06paboTKM.
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B PT MultiScanner ncnonb3yetcs MUKpPOCEPBMCHAs apXUTEKTypa 1 KOHTENHepu3aLu s NpunoxeHnn
Ha ocHoBe TexHonorui containerd n Kubernetes. [1ns moHnTOpuHra paboTbl knacTepa Kubernetes
npepHasHayeHbl fawbopabl:

— kube-state-metrics-v2 — oTo6paxaeT cocTosiHne o6bekToB Kubernetes, Bkntoyas y3nbl, nogpl,
pas3BepTbiBaHNs (Deployments), Habopbl NofoB ¢ cocTogHnem (Statefuleset), koHTelHepsbl,
aBTOCKelnepsbl, 3a4aHNs N MOCTOSAHHbIE XPaHWNLLA.

— Kubernetes / System [/ API Server — npegHasHaueH o159 MOHUTOPWHIa NPOVN3BOANTENbHOCTM
API-cepBepa Kubernetes, Bkitouas Harpysky Ha 06pab0oTKy 3anpOCOB 1 3a4epPXXK onepaLi.

— Kubernetes / Views [ Global — npepocTtaBnsget cBogHy0 MHbOPMaLMO O 3arpyske pecypCcoB 1
COCTOSIHUNN BCEX KOMMOHEHTOB knactepa Kubernetes (ocHoBHOM gallbopg, no yMonyaHuio).

— Kubernetes [/ Views / Namespaces — nokasbiBaeT NCMoib30BaHe PeCypCOoB 1 KONYECTBO
aKTUBHbIX MOQOB B pa3pese NpOoCTPaHCTB MIMEH.

— Kubernetes [/ Views [/ Nodes — oTo6paxaeT faHHble 0 MPON3BOANTENBHOCTN 1 3arpysKe y3/oB
Kubernetes, Bkntoyas LeHTpanbHbii npoueccop, namate O3Y 1 ceTeBble pecypchl.

— Kubernetes / Views [ Pods — npepgocTtaBnseT nHdopmMaLmio o cTaTyce NogoB, UCMNoSIb30BaHNM
UMW PECYPCOB 11 BO3MOXHbIX MPUYNHAX NnepesanyCckoB.

— Kubernetes Cluster Monitoring — oTo6paxaeT faHHble 0 cocTosHUN knacTepa Kubernetes,
BKJIlOYas paboTy CEPBUCOB 1 NCMOb30BaHNE BbIYMCNTENbHbBIX PECYPCOB.

— Kubernetes Metrics — Deployments vs StatefulSets vs DaemonSets — npegHasHaueH gns
npocmoTpa NHbopmMaL M 06 NCNob30BaHNY PECYPCOB Pa3NYHbIX TUMOB pasBepTbiBaHN B
Kubernetes, Bkntouas 3arpysky LIeHTpanbHOro npoteccopa, nucnonbzosaHune namat O3V,
L/CKOBOro NPOCTPaHCTBa, CETEBOro BBOAA-BbIBOAA W KONMYECTBO HEQOCTYMHbIX PEnnK.

HaCTpOVIKa MOYTOBbIX yBeﬂ,OMﬂeHVIﬁ

B Grafana npegycmoTpeHa oTnpaBka yBeAOMIEHNA MO 3NEKTPOHHOW NoyTe Ans cnenyowmx
CTaHOapTHbIX COBbITNIA:

— sb_component_offline — komnoneHT PT MultiScanner He pa6oTaerT.

— sb_component_patially_unavailable — komnoHeHT PT MultiScanner pa6oTtaeT yacTu4Ho.
— system_update_finished — 3aBepLueHo o6HoBneHne komnoHeHToB PT MultiScanner.

[lns HacTpoliK OTNPaBKK NOYTOBbLIX YBegoMaeHun ot Grafana Bam He06X0AMMO:

— Ha ctpaHuue Alerting - Contact points fo6aBuTb anekTpoHHbIE agpeca nony4vaTenen
yBEOOMIEHNIA.

— Ha ocHoBHOM y3ne PT MultiScanner HacTpouTb nogkntoyeHne kK SMTP-cepsepy.

YBegomneHus 6yayT oTApaBnaTbCs 4519 BCeX CObbITUIA Ha BCe aobaBneHHble agpeca. [pn
HeOo6X0oANMOCTH Bbl MOXETe OTKIIOUNTbL OTNPaBKY YBEAOMSIEHI ANs CO6bITUA Ha cTpaHuue Alerting
- Silences.
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> YT06bI HaCTpPOUTb NogksoyeHne kK SMTP-cepBepy Ha ocHoBHOM yane PT MultiScanner,

BbIMOHNTE KOMaHAy:

sudo ptmsctl system components set -c grafana -p grf-smtp-host=<[lomeHHoe uma unu IP-appec
SMTP-cepBepa>:<MopT> -p grf-smtp-user=<JlornH> -p grf-smtp-pass=<Maponb> -p grf-smtp-from-
address=<[lo4TOBLIi agpec oTnpaBuTena>

Hanpumep:

sudo ptmsctl system components set -c grafana -p grf-smtp-host=hostname:587 -p grf-smtp-
user=multiscanner -p grf-smtp-pass=P@sswOrd -p grf-smtp-from-
addressmultiscanner@hostname.ru

Tabnuua 5. MapameTpbl nogknoveHns K SMTP-cepsepy

MapameTp Tun pax- OnucaHue
HbIX
grf-smtp-from- String OnNeKTPOHHbIN agpec, KOTopbI byaeT ykasaH B yBe-
address OOMJIEHNN B Ka4YeCTBe OTMNpaBnTens
grf-smtp-host String IP-appec nnn gpomenHoe umg SMTP-cepBepa B dop-
MaTe <Appec> :<[lopT>
grf-smtp-pass String Maponb gng ayteHTudumkaumm Ha SMTP-cepsepe
grf-smtp-skip-tls Boolean TpebyeTca nn npoeepaTb SSL/TLS-ceptudrkat
SMTP-cepBepa (no ymonuaHumio — false)
grf-smtp-user String INoruH onga ayteHTudunkaumm Ha SMTP-cepaepe
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18. CmeHna IP-agpeca y3na PT MultiScanner

CwmeHa |IP-apgpecoB y3n10B He nogaepxneaetcs B KoHpurypauun PT MultiScanner ¢
OTKa30yCTOMYMBbIM KTaCTEPOM.

[ns cmeHbl IP-agpeca ocHoOBHOro yana B 6asoBoii koHdurypaumn PT MultiScanner Bam
HeobXxoanMO:

1. WN3meHnTb IP-agpec B OC Ha OCHOBHOM y3ne.

BHumaHue! Cpasy nocne cmenbl IP-agpeca B OC Heo6X0aMMO Ha OCHOBHOM y3fe n3MeHuTb IP-
agpec B napameTpax PT MultiScanner.

2. Ha ocHoBHOM y3ne nameHunTb IP-agpec B napameTpax PT MultiScanner.

N3meHeHune IP-agpeca yana B OC

> YT06bl N3MeHUTb IP-agpec yana B OC:
1. OtkpounTte dann /etc/hosts.
2. YkaxuTe B daline HoBbIl IP-agpec n coxpaHute nameHeHus.
3. Ortkponte ¢pann /etc/network/interfaces.
4. YkaxwnTe B dainie HOBbIN IP-agpec 1 coxpaHnTe nameHeHs.
5

MepeszanycTtute cnyxoéy networking:
sudo systemctl restart networking

MpumeuaHwue. Nocne nepesanycka cnyx6bl SSH-coeanHeHne ¢ y3nom 6yaeT pasopBaHo.
[na npogomkeHns HaCTPOMKIN NOAKOYNTECH K Y311y, MCNonb3ys HOBbIN IP-agpec.

N3meHeHune IP-agpeca oCHOBHOro y3na B napameTpax
PT MultiScanner

VIHCTpyKuMto HeO6X0o[MMO BbIMOMHATL Ha OCHOBHOM y3ne PT MultiScanner. MNepepn cmeHon IP-
agpeca OCHOBHOro y3na B napameTpax PT MultiScanner Heo6xognumo nameHnTb IP-agpec yana B
OC.

>  YT06bI N3MEHUTb IP-agpec ocHOBHOroO y3na B napameTtpax PT MultiScanner:
1. Tepengunte B KaTanor co ckpuntamu yctaHoBwumka PT MultiScanner:

- Ecnu npun yctaHoBke ncnonssosancg ISO-dainn:
cd /home/administrator/installer
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« Ecnn ncnonbaosancs yctaHOBLMK (Mpumep):
cd /home/user/ptsb-installer

2. 3anycTtute ckpunT change-master-node-ip. sh:

sudo ./change-master-node-ip.sh
3. o 3aBepLueHnn paboTbl CKpUNTa HaxmmTe knasuwy Enter.

Y3en 6yneT nepesarpyxeH.

UcknioueHne aononHNTENbHOro y3na u3 KoHpurypauum
PT MultiScanner

VIHCTpyKLUMto HEOBXOQMMO BbIMOJSHSATL HA OCHOBHOM y3ne PT MultiScanner.

>  YT06bI NCKTIOUYNTL OOMOMHUTENBHBIN y3en 13 KoHburypauum PT MultiScanner:

1. TonyunTte cnucok yanos PT MultiScanner:
sudo kubectl --kubeconfig /etc/kubernetes/admin.conf get node

2. Ecnwn pononHuTenbHbIn y3en yKa3aH B Crncke, NCK4YnTe ero n3 KOHCI)I/IpraLI,I/IVIZ

sudo kubectl --kubeconfig /etc/kubernetes/admin.conf delete node <WUma pgononHuTenbHOro
y3na>

MosiBNTCA COOBLLEHNEe 06 yaaneHny 4ONOHNTENbHOro yana.

CwmeHa IP-agpeca y3na PT MultiScanner 144



19. CmeHa DNS-cepBepa

B cnyyae nameHeHuns agpeca DNS-cepBepa, Hanpumep nNpu CMeHe noaceTy, BaM HEO6XOANMO:
— Ha Bcex yanax PT MultiScanner namenuntb agpec DNS-cepsepa cpeacteamu OC.
— Ha ocHoBHOM y3ne PT MultiScanner nepezanyctutb cnyx6y CoreDNS.

B 3aBCUMOCTI OT UCNONb3YEMbIX Ha Y37e CryX6 ynpaBneHus ceTeBbiMy napamMmeTpamMmin ois CMeHb!
agpeca DNS-cepBepa B OC MoryT ncnonb3oBaTbCs pas3nnyHble dalinbl, Hanpumep gannel /etc/
network/interfaces (napameTtp dns-nameservers)un /etc/resolv.conf. [ns HacTponkn
agpeca DNS-cepsepa B OC cnepyiiTe 4OKYMEHTaLNN NCTONb3YEeMbIX CIyXO.

BHumaHwue! Ecnn ¢panin /etc/resolv. conf ncnonbayetcsa cnyxb6amun OC, cogepxumoe danna
OGHOBNSETCS aBTOMaTUYeck. B aTom cnyyae Bce N3MeHeHUsl, BHECEHHble BaMu B 3TOT dalin
BPYUYHYI0, 6yOyT NOTEPSHbI, UTO MOXET NpUBeCTU K HepaboTocrnocobHocT PT MultiScanner.

>  YT06bl Nepesanyctntb cryx6y CoreDNS,

BbIMOJIHNTE KOMaHAOy:

sudo kubectl --kubeconfig /etc/kubernetes/admin.conf -n kube-system rollout restart
deploy/coredns

MNogaBunTCcH coobLueHune:

deployment.apps/coredns restarted

Cnyx6a CoreDNS nepesanyLieHa.
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20. PesepBHOe KONMpoBaHme n BOCCTaHOBEHME
napameTpoB PT MultiScanner

PesepBHag konng napameTpoB PT MultiScanner cozgaeTtca aBToMaTn4eCki Mpm Kaxaom 3anycke
ckpunta install. sh, annbl pe3epBHON KONUN COXPaHAOTCA B kaTanore /opt/ptms/var/
configuration-backups. JononHNTENBHO Bbl MOXETE BPYYHYIO 3aMyCTUTb CO3AaHNe Pe3epBHON
KoM napameTpoB. PekoMmeHayeTcs co3gaBaTb pe3epBHYIO KOMMIO MapaMeTpoB NMocie Kaxaoro
o6HoBneHns Bepcumn PT MultiScanner.

Mpw cozpaHnn pe3epBHON Konun napameTpoB PT MultiScanner coxpaHsioTcs:
— OcHoBHble NapameTpbl.

— [lapameTpbl, 3afaHHbIE C NOMOLLbIO KOMaHAbl ptmsctl.

— [lapameTpbl aHTUBMPYCOB 1 CpencTB npoBepkn Positive Technologies.

— [lapameTpbl ICTOYHMKOB 11 MapaMeTpbl MPOBEPKMN NCTOYHNKOB, KPOME NCTOYHNKOB C TUMOM «AP|
C BbI6paHHbIMY MapamMeTpamm NpoOBEPKI».

Mpw co3paHn pe3epBHON KoMK He coxpaHsaeTcs nuueHsnsa. Ecnu PT MultiScanner yctaHoBneH B
BUPTYasbHOW cpefe, He COXPaHSAoTCS NapamMeTpbl BUPTYaribHOW MaLlnHbI.

Co3spaHune pesepBHou konuu napameTtpoB PT MultiScanner

Ecnu Bbl nnaHmpyeTe pasBopaunBatb PT MultiScanner Ha HOBOM y3ne nnm yaansaTb AaHHble C
XECTKOro Ancka, Kpome Co3naHng pe3epBHON KONUM napameTpoB BaM HEO6XOANMO:

— Yepes Beb-nHTEpdeiic coxpaHuTb Nosb3oBaTenbckne YARA-npaBuna (B cnydae yoaneHus
katanora /opt/ptms/var/minio).

— CoxpaHuTb gaHHble 3 katanora /opt/ptms/var/stolon/postgres. B Hem cogepxaTcs,
Hanpumep, faHHble YepPHOro 1 6en0ro CNNCKoB, MHPOPMaLINS O CO3AaHHbIX TOKEHaxX 4OCTyNa,
napamMeTpbl UCTOYHNKOB C TUMOM «API ¢ BbiBpaHHbIMI NapamMmeTpamMim NPoBEPKIA».

MpumeuaHwue. MNpun 3anycke ckpunToB ong yaaneHus PT MultiScanner paHHbie n3 aTux
KaTasioroB He yoansioTcs.

Mocne o6HoBneHuns Bepcun PT MultiScanner pekomeHayeTcs MCNosib30BaTb CKPUMT A5 CO3aaHns
pe3epBHON KONuy napameTpoB HOBOW Bepcun. [1ng nonyvyeHns akTyanbHOro CKpunTa Bbl MOXeTe
06paTuTbCH B TEXHUYeCKyto nogaepxky Positive Technologies. IHCTpyKkumio Heobxoonmo
BbIMOJSIHNTb Ha OCHOBHOM y3ne PT MultiScanner.

> YT06bI CO3aaTb pe3epBHyto konuo napameTpoB PT MultiScanner:
1. Tepengnte B KaTanor co ckpuntamu yctaHoBwumka PT MultiScanner:

- Ecnu npun yctaHoBke ncnonossosancs ISO-dainn:

cd /home/administrator/installer
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« Ecnn ncnonbaosancs yctaHOBLMK (Mpumep):
cd /home/user/ptsb-installer

2. 3anyctuTte ckpunt backup-config.sh, ykazaB NonHbIi NyTb K aiiny Ansg coxpaHeHns
pe3epBHOI KONy NapamMeTPOB:

sudo ./backup-config.sh --backup-file <MyTb k daiilny pesepBHOW KonNuUu>

Hanpumep:
sudo ./backup-config.sh --backup-file /opt/ptms/configuration/backup_11-12-2025.yaml

BocctaHoBneHne napameTtpoB PT MultiScanner ns pesepsHoun konuu

Pes3epBHyt0 KoNuio NnapamMmeTpoB MOXHO NCMOIb30BaTh NPW NepeyCcTaHOBKE NV pa3BepTbiBaHUN
PT MultiScanner Ha HOBOM yane.

BHumaHwme! [1ng BoCcCTaHOBNEHNS NapaMeTPOB 113 pe3epBHO KON MMeHa y3/10B, BEPCUS
koHdurypaums PT MultiScanner gomkHbl coBnagaTb C TEMI, 4719 KOTOPbIX 6blla co3naHa
pesepBHas Konums.

NHCcTpyKumio HeO06X0QMMO BbINMOSHUTL HA OCHOBHOM Y3/1€ Moc/e 3aBepLUeHNs pa3BepTbIBaHNS
PT MultiScanner. [1ns KoHGUrypauum ¢ 0TKa3oyCTONUYNBbIM K1aCTepPOM OOMKHbI 6biTb PasBepHYTbI
BCe TpW y3na knacTepa.

> YT06bI BOCCTAaHOBUTL NapameTpbl PT MultiScanner 13 pesepsHoii konuu:
1. [lepenguTe B KaTanor co ckpuntamum yctaHoslumka PT MultiScanner:

« Ecnu npun yctaHoBke ncnonssosancy ISO-dann:
cd /home/administrator/installer

- Ecnn ncnonbaosancs yctaHOBLMK (Mpumep):
cd /home/user/ptsb-installer

2. 3anyctute ckpunT install. sh, ykazaB NonHbIN NyTb K palisly pe3epBHOM KON NapaMeTpoB
1 cepuinHbin Homep nuueHsun PT MultiScanner:

sudo ./install.sh --serial-number '<CepwuiiHbiii HOMep nuueH3un>' --backup-file <MNyTb Kk danny
pesepBHOI konuu>

Hanpumep:
sudo ./install.sh --serial-number "XXXXXX-XXXXXX=XXXXXX=XXXXXX=XXXXXX=XXXXXX=XXXXXX -
XXXXXX - XXXXXX-XXXXXX"' --backup-file /opt/ptms/var/configuration-backups/

backup_11-12-2025.yaml
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21. YpaneHne PT MultiScanner

Bbl moxeTe YOannTb NpPOoayKT NOMHOCTbIO CO BCEX Y3J10B KflacTepa Ui Ha onpefeneHHoM yasne.
YpaneHune npon3BognTCH C MOMOLLBIO CKPUMTOB, KOTOPbIE BXOAAT B KOMIMIEKT NMOCTaBK CNCTEMbI.

> Yrto6bl yoanutb PT MultiScanner:
1. Tlepengnte B KaTanor ¢ yCTaHOBLLNKOM:

Hanpumep:
cd /home/user/ptsb-installer

2. BbinonHute nooxog4dLlyo KomMmaHay:

Ecnn TpebyeTcs yoannTb NPOAYKT BMECTe C y3/1aMu KilacTepa, BbIMOMHNTE Ha KaxaoMm y3ne
KOMaHAay:
sudo ./purge-all.sh

MpumeuaHue. [Npu BbINOAHEH KOMaHObl sudo . /purge-all.sh He yoangaioTcs gaHHble 13
BO. [lna yoaneHuns ganHHbix 13 B[] obpaTuTech B TeXHNYECKYo noaaepxky Positive
Technologies.

Ecnn TpebyeTcs yoannTb TONbKO NpoaykT 6e3 yaaneHns yanos, nepengnte Ha noboi
OCHOBHOW y3€e/ 1 BbINOSIHUTE KOMaHAY:
sudo ./purge-product.sh

Ecnu TpebyeTcs yoanutb NpoayKT Ha OnpeaenieHHoM y3ne kfiactepa, nepeinanTe Ha aToT
y3€en 1 BbINOMHNTE KOMaHAy:

sudo ./purge-kubernetes.sh

BHumaHwue! Nocne BbiNoNHeHns KomaHabl sudo . /purge-kubernetes.shB
opHocepBepHO KOHUrypaLmn NoTpebyeTcs NnepeycTaHoBKa NPoayKTa, Tak Kak oH
nepecTaHeT paboTaTb.

3. lNopTBepouTe yoaneHue.

PT MultiScanner yganeH.
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22. [lnarHocTunka n ycTpaHeHne HencrnpaBHOCTEN

B aTom pasnene onucbiBaloTCs BO3MOXHbIE Npotnembl B paboTe PT MultiScanner n BapnaHTbl nx
peLleHus.

NMpo6nembl ¢ gencTByIOWEN NNLEH3NEN

Ha cTpaHuue JinueH3ua otobpaxaeTcs CoobLLeHne o npobnemax ¢ nuueHsnen. O6bekThbl
NMPOBEPSIOTCSH, HO 6a3bl CPEACTB NPOBEPKN HE OBHOBMAIOTCS.

BHumaHue! Bam HyXHO pelumnTb Npobnemy B TeYeHne AByX Hefeslb C MOMEeHTa ee nosieneHuns. B
NPOTUBHOM CllyYae NpoBepKa O6beKTOB MPeKpPaTUTCS.

I'Ipo6nema MOXEeT BO3HVKaTb B CriefyloLnX cinyydasax:

— C ocHoBHoro ya3na PT MultiScanner HeT gocTtyna no HTTPS k cepBepam o6cnyxunBaHus Positive
Technologies.

— Cnyx6a nuueHsnpoBaHna PT MultiScanner pa6oTaeT HEKOPPEKTHO 1 6blla OCTaHOBNEHa
(Hanpumep, KTO-TO BRYYHYIO NPUHYANTENBHO 3aBepLU ee npoLecc Yyeped KoHconb OC).

— bbin yonaneH unun nospexapeH dann ¢ nHdopmaumen o MMLeH3nm.

— VsmeHunacb koHdurypaums yana cepsepa PT MultiScanner (Hanpumep, 3MeHUINCb
KOMMeKTytoLme cepaepa).

[ns pelueHns npobnembi:
— [poeepbTe pocTyn K cepBepam obcnyxumaHug Positive Technologies.
— O6HoBUTe NHbOPMAaLMIO O NapamMeTpax MMLEH3NN Ha cTpaHuLe JIuueH3us.

Ecnn Bam He yganochb pelwnTb npobnemy, ckadante daiinbl xypHanos PT MultiScanner n otnpasbTe
X B TEXHM4Yeckyto nogaepxky Positive Technologies.

He yoaeTcd 3aMeHUTb INLeH3Uo
Mocne 3ameHbl NnLeH3nn, nHGopMaLms O Hell He oTobpaxaeTcs Ha cTpaHuLe JiuueHsuns.
MNpobnema MOXeT BO3HMKaTb B CNEAYIOLMNX ClyYasx:

— C ocHoBHoro y3na PT MultiScanner HeT poctyna no HTTPS k cepBepam o6¢cnyxmBaHus Positive
Technologies.

— HeBepHo ckoHbUrypupoBaHa NnLeH3ns.

[ns peweHns npobnemsi:

— [poBepbTe pocTyn K cepBepam ob6cnyxumnsaHuns Positive Technologies.
— [loBTOpUTE 3aMeEHY NNLEH3NN.

Ecnn Bam He yganoch pelwntb npobnemy, ckadanTte daiinbl xypHanoB PT MultiScanner n otnpasbTe
1X B TEXHNYECKYIO nogaepxky Positive Technologies.
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[lomeH He 3aperncTtpupoBaH

Mpw nonbiTke Bxoda no IP-agpecy nHtepderic PT MultiScanner HegocTyneH, oTo6paxaeTcs
coobuieHne «[JoMeH He 3aperucTprnpoBaH».

Mpo6nema MOXeT BO3HIKaTb B CNEAYIOLNX ClyYasX:

— bBbino nogknoyYeHo LOMEHHOE MS.

— bBbina HacTpoeHa TpaHcnsuns ceteBbix agpecos (NAT).
[nga pelweHns npo6nemsi:

— npOCMOTpI/ITe noakno4vyeHHoe JoOMeHHOe MY N MOBTOpPUTE MNMOonbITKY BXOAa, HO yXe He Mo IP-
agpecy, a no AOMEeHHOMY MEHN.

—  OTKNtoYNTE QOMEHHOE NMS U MOBTOPUTE NOMbITKY BXOAa Nno IP—a,u,pecy.

Ecnun Bam He yganocb pelwmntb Nnpobnemy, o6paTnTeCh B TEXHNYECKYIO Noaaepxky Positive
Technologies.

CkaumBaHue daunnos xypHanos PT MultiScanner

CkayvaTb dalinibl XypHanoB MoXxHO yeped nHtepdenc PT MultiScanner. INpu ckaunBaHnm paisbl
XypHanoB gob6aBnsoTca B ZIP-apxuB ¢ HazBaHnemMm ptms-logs-</[laTa u BpeMa CKa4duBaHUSA> -
<Mepwnop>.zip.

> YT06bI cCKauaTb dalinbl XypHanos Yepes nHTepoelic,

B rTaBHOM MeHIO BbiGepunTe 0 - CkauvaTb ¢ainbl XxypHanoB — <lMepuog>.
dannbl XypHanoB cobpaHbl, [o6aBNeHbl B apXyB 1 CkavaHbl Ha Ball KOMMbIOTEP.
C nomolLLbio ckprnTa 13 KOMMIEKTa MOCTaBKM Bbl MOXeETe cobpaTb aiisibl XXYPHanoB 1 COXPaHUTb X
nokanbHO. VIHCTpYKLIMIO HEOBXOAMMO BbINOSTHATL HA OCHOBHOM Y351e.
> YT06bI CO6paThb dalinbl XypHaNoB C MOMOLLbIO CKpUMTa:
1. Tepengunte B KaTanor co ckpuntamu yctaHoBwumka PT MultiScanner:

« Ecnu npun yctaHoBke ncnonssosancd ISO-dainn:

cd /home/administrator/installer

« Ecnn ncnonbaosarncs yctaHOBLMK (Mpumep):
cd /home/user/ptsb-installer

2. 3anyctute ckpunt collect-logs.sh:
sudo ./collect-logs.sh

dannbl XypHanoB cobpaHbl, fobaBneHbl B ZIP-apxmB 1 ckavaHbl Ha Ball KOMMbOTEP.
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CkaunBaHue ¢alinoB XypHanoB UCTOYHUKA

Bbl MoxeTe ckayaTb daiifibl XypHanoB OTAENbHOro NCTOYHKKa Yepes3 uHTepderc PT MultiScanner.
Mpw ckauvmBaHuK dalinbl XypHanoB ob6aBngdoTcs B ZIP-apxuB ¢ HasBaHueM ptms-logs-</[ata u
BpemMA cKayuBaHua>-<Mepuog>.zip.

> YTo6bl ckavaTb dalinbl XypHanoB NCTOYHMKA:
1. B rnaBHom meHio BbibeprTe UCTOUHMKM — YNnpaBneHUe NCTOYHUKaMM.
2. Haxmute Ha naHenb NCTOYHNKA.
3. HaxmunTte kHonky CkauvaTb ¢annbl XxypHanoB — <lMepuop>.

dannbl XypHanoB NCTOYHNKa CO6paHbI, no6aBrieHbl B ZlP-apXI/IB N CKa4daHbl Ha Ball KOMMbOTEP.
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23. O TexHn4Yeckon nogaepxke

MapaHTUNHag nogaepxka OOCTyMNHa 19 BCex BnagesbLeB AeCTBYOLWNX TNLLEH3NA Ha
PT MultiScanner B TeueHue Nepuoga NpegoCcTaBneHNs O6HOBNEHWI 1 BKIlOYaeT B ceb9 creayoLmin
Habop ycnyr.

MpepocTaBneHne pocTyna K 06HOBNEHHbIM BEpCUaM NPoAyKTa

O6HOoBNEeHNs NpoayKTa BbiMyCckaloTCs B Mopsake 1 B cpoku, onpegensemslie Positive Technologies.
Positive Technologies noctaBnsieT 06HOBMIEHHbIE BEPCUN NMPOAYKTa B TEYEHMNE OMfTayeHHOro
nepuopa nonyyeHns o6HOBNEHNI, yKa3aHHOro B 6naHKe NMLeH3nn NprnobpeTeHHOoro npoaykTa
Positive Technologies.

Positive Technologies He Npon3BoANT yCTaHOBKY OGHOBMIEHWI NPOQYKTa B paMKkax rapaHTUAHON
NoaaepXKn N He HeceT OTBETCTBEHHOCTU 3a UHLMAEHTbI, BOSHUKLLNE B CBA3U C HEKOPPEKTHOW 1NN
HeCBOEBPEMEHHOI YCTaHOBKOW OGHOBEHNIA MPOaYKTa.

BoccTaHoBneHne paboTocnoco6HOCTN NPOAYKTa

Cneuwnannct Positive Technologies npoBoguT ouarHoCcTuky 3asiBleHHOro cbos n NpefocTaBngeT
pekomMeHZaumnmn ons BOCCTaHOBNEHNS paboTOCNOCO6HOCT NpoaykTa. BocctaHoBneHme
pPaboTOCNOCOBHOCTIN MOXET 3aK/ioyaTbCs B Bbiaye pekoMeHaaLUmnin no yCTaHoBKe NpoaykTa 3aHOBO
C NOTEHLaNbHOM NoTepeil HaKOMEHHbIX faHHbIX 60 B BOCCTAHOBNEHY BEPCU NPOoJyKTa 13
LOOCTYMHOI pe3epBHOIN KoMK (pe3epBHOE KOMMPOBaHE A0/XKHO 6biTb HACTPOEHO
3abnaroBpemeHHo). Positive Technologies He HeceT OTBETCTBEHHOCTI 3a NOTEPIO OaHHbIX B Clly4Yae
HEeBEPHO HAaCTPOEHHOrO PEe3ePBHOMO KOMMPOBAHIIS.

MpumeuaHwme. [oMoLLb OKa3biBAeTCS NP YCNOBWY, YTO KOHEYHbIM MoMb30oBaTeeM NpoayKTa
cobntofeHbl BCce annapaTHble, MporpaMMHble 1 MHble TPeB6oBaHNS 1 OrpaHnYeHusl, OncaHHble B
OOKYMEHTAaLNN K MPOAYKTY.

YcTpaHeHue owmnbok n gedpeKToB B paboTe NnpoaykTa B paMKax
BbiNyCKa O6HOB/IEHHbIX Bepcum

Ecnu B pesynbTaTe AnarHOCTUKM OB6HapYXeH gedekT unm owmnbka B paboTte npoaykTa, Positive
Technologies 0693yeTcs BKIOUNTL UCNpaBieHne B 65mxaline BO3MOXHbIE O6HOBNEHNS MPOAYKTa
(c yueToM pennsHoro umkia NpoaykTa, npuoputeTa gedekta nim owmnbKn, CNOXHOCTN TPpebyeMblxX
N3MeEHEHINIA, a TakKXe 3KOHOMUNYECKON LenecoobpasHoCcTu ncrnpasnerHns). Cpokun Beinycka
OBHOBMEHNI MPOAYKTa OcTalTCcs Ha ycMoTpeHme Positive Technologies.

PaccmoTpeHne npeanoXxeHuin no gopaboTke NpoayKTa

Mpw obpalleHnn c NpeanoXxeHnem no gopaboTke NpoaykTa He06XoaAMMO NOAPOBHO onucaTb Lenb
Takow JopaboTKn. Bbl MoXeTe nogennTbCcs pekoMeH4aunsgMmM rno yayyLleHnio NpoaykTa
onTuMmnsaumn ero dyHKUMoHanbHocT. Positive Technologies 0653yeTcs paccMOTpeTb Bce
npenoXeHns, 0gHaKo He NPUHUMaEeT Ha cebs 0693aTeNbCTB MO peann3aunmn Kaknx-nméo
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popa6oTok. Ecnu Positive Technologies npuHnMaeT pelleHne o gopaboTke NpoaykTa, TO Clocobbl 1
CPOKW ee peannsaunm ocTaloTcd Ha yecmoTpeHume Positive Technologies. 3asBkuy NpuH1MaloTCs Ha
nopTane TEXHNYECKOW NOAAEPXKKN.

MopTan TexHnYeckon NoaaePIKKM

Ha noptane TexHnyeckon NnogaepXki Bbl MOXeTe KpyrnocyTto4yHo co3fgaBaTtb U OB6HOBNATb 3as1BKI U
4YnTaTb HOBOCTW MPOAOYKTOB.

[na nonyyeHns gocTyna K nopTany TEXHNYeCKOol NoAaePXKM HY>XHO CO3AaTb YYETHYIO 3amnnch,
NCrnonb3ys agpec 3NeKTPOHHOWM NoYTbl B 0duLmanbHOM OMEHe Ballel opraHusaunn. Bel moxeTte
yKasaTb Apyrve agpeca anekTPOHHON NMoYThl B KaYecTBe AoMNoHNTENbHbIX. [lo6aBbTe B Npoduib
Ha3BaHVe BaLlell OpraHn3aunm 1 KOHTakTHbIN TefiedoH — Tak Ham 6yAeT NpoLLe C BaMU CBS3aTbCS.

Moppepxka Ha nopTasne NPefoCTaBNSeTCS Ha PYCCKOM U aHMINACKOM 93blKax.

YcnoBus npeaocTaBneHNs rapaHTUAHOWN NOoAAe PXKU

[ng nonyyeHns rapaHTUnHON NOAAEPXKN HEO6XOANMMO OCTaBUTb 3asiBKY Ha NopTasie TEXHNYECKON
NoOfepXKY 1 NMPEeaoCTaBUTb CleayloLmne AaHHbIe:

— HOMep NNLUeH3nn Ha NCnoJib3oBaHme NpoaykTa;
— Cl)al‘/lﬂbl XypHanoB n Ha60pr OnarHoCTn4yeCKnx gaHHbIX, KOTOpble Tpe6y|OTC9| 014 aHannaa,;
— CHUMKW 2KpaHa.

Positive Technologies He 6epeT Ha cebs 0693aTeNbCTB MO OKa3aHMIo YCyr rapaHTUIHON NOAAEPXKIA
B C/lyyae Ballero oTkasa NnpefocTaBuTb 3anpaluviBaeMyo MHPOpMaLMio U oTkasa oT BHeQpEeHNs
NpPefoCcTaB/IEHHbIX PEKOMEHOaLMIA.

Ecnu 3aka3unk He NpefocTaBnseT HeobXxoanmyio nHbopmaumio no npoecTsun 20 KaneHaapHbIX
AHel C MOMeHTa ee 3anpoca, CrneunanmncT TeXHNYECKON NoaaepXK MeeT NpaBo 3aKPbiTb 3asBKY.
Oka3zaHuie ycnyr MoXeT 6biTb BO306HOBIEHO MO Ballel HLMAaTUBeE Npu YCNOoBIN NpeaocTaBneHns
3aMnpOoLLUEHHO paHee NHpopMaLni.

Ycnyrn no rapaHTUIAHON NopaepXke NpoayKTa He BKIIYaloT B cebs yCyrii Mo nepeycTaHoBKe
npoayKTa, pelleHne Npobiem ¢ onepaunoHHON CUCTEMON, MHOPACTPYKTYPO 3aKkasunka unm
CTOPOHHNM NPOrpamMMHbIM 06ecneYeHnem.

3agBKIN MOryT HanpaBnsaTb YNOHOMOYEHHbIE COTPYAHUKI 3aKa34ynka, Blageiowero NpoaykKToM Ha
3aKOHHOM OCHOBaHWK (BK/TlOYas Hanuyme aenctayowein niuueH3nn). CneumanncTbl 3aKka3ymka
LOMMKHbI UMETb [OCTAaTOYHO 3HAHWIA 11 HAaBbIKOB A9 cbopa 1 NpefocTaBNeHNs ONarHOCTUYEeCKON
NHbOpPMaLK, HEOBXOANUMON AN PeLLEeHNS 3asBNEHHON NPOGAeMbI.

Ycnyru no rapaHTUiHOM NoAnepXXKe OKa3blBAOTCS B OTHOLLEHUN NOAAePXBaeMbIX BEPCUIA
npopykTa. ViHpopmaLums o nogaepXmBaeMbix BEPCUAX COQEPXUTCS B «[1o1nTIIKE NOAAEPXKKNA BEpCUin
nporpamMmmMHOro o6ecnedyeHns» 1 (1nn) NHbIX NHPOPMaLMOHHBIX MaTepuanax, pasmMeLLeHHbIX Ha
oduumnanbHom Be6-caliTe Positive Technologies.
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Bpems peakuun n npuoputusaumns sasBok

Mpw NonyyYeHnn 3asBkI el NpUCBanNBaeTCs PErncTPaLiOHHbIA HOMep, CReLnanncT CnyXo6bl
TEXHNYECKOI NoaAepXKn KnaccupuumpyeT ee (MpuceBanBaeT TUM N YPOBEHb 3HAYNUMOCTI) 1
BbIMOSIHSET fanbHelwre waru no ee o6paboTke.

Bpewms peakuum paccumntbiBaeTCs C MOMEHTa MoJly4YeHsl 3asiBKI O MepPBNYHOro oTBeTa
crneumnanncTa TEXHNYECKON NOAOEPXKKIN C yBEAOMIIEHNEM O B3ATUM 3asBKI B paboTy. Bpems peakuun
3aBUNCUT OT YPOBHS 3HAYMMOCTH 3aaBkin. CreumanncT cnyX6bl TEXHNYECKOI NoaaepXK ocTaBnseT
3a cob0li NpaBo NepeonpenennTb YpoBEHb 3HAYMMOCTI B COOTBETCTBIN C MPUBEAEHHBIMI HXE
KpuTepusmu. YkasaHHble CPOKI SBASIOTCS LieNeBbIMM, HO BO3MOXHbI OTKJIOHEHIS! OT HIX MO
06BbEKTUBHBIM MPUYMHAM.

Tabnuua 6. Bpems peakuum Ha 3asBKy

YpoBeHb 3Haun- | Kputepumn sHauMMocCTu 3asiBKN Bpems peakuuu
MOCTH 3asiBKM Ha 3asBKy
Kputunueckuni ABapuiiHble c6ou, NprBoasLLE K HEBO3MOXHOCTI WwTaT- | [o 4 yacoB

HOW paboTbl NpoaykTa (MCKUaga nepBoHadanbHyo yCTa-
HOBKY) N60 OKasblBaloLLE KPUTNYECK 3HaUMOe BNS-
HIVe Ha 613HecC 3aKasuylka

Bbicokuin C6ow, nposBnsaoLmecs B NobbIX YCIOBUAX 9KCMyaTa- [o 8 yacos
LMK NPOAyKTa 1 OKasblBaloLMe 3HaUNTebHOE BINSHNE
Ha BU3HecC 3akasyuka

CpepnHuin C6ou, npogBngoLmecs B crieldunyeckmx ycnosmsax akc- | o 8 yacos
nayatauumm NpogykTa NMbo He okasblBaloLLe 3HaYMTeNb-
HOro BAVSIHNS Ha BU3HEC 3aKa3unka

Huskuni Bonpocbl nHpopmaLmoHHOro xapaktepa 6o céou, He [o 8 yacos
BAVSIOLLME Ha 9KCMlyaTaumio npoaykTa

YKkazaHHble Yacbl OTHOCATCS K paboyemy BpemeHun (padoune gHu ¢ 2:00 go 18:00 UTC+3)
crneumnanncToB TeXHNYeckon nogaepxku. Mog pa6oynm gHem noHnmaeTcs Nto6ol AeHb 3a
NcKIloYeHnem cy660Tbl, BOCKPECEHbS 1 AHEN, ABNSIOLLXCS OPULManbHbIMN HepabounMmn GHSIMN B
Poccuinckon ®enepauuu.

O6paboTka 1 3aKpbiTUe 3a9BOK

Mo Mepe pacCMOTPEHIS 3aIBKI 11 BbINOSIHEHNS HEO6XOAMMbIX AENCTBUI CNeunanncT Cnyxe6bl
nooaepXkn coobLLaeT Bam:

— 0 XOfe OAMarHOoCTVKI Mo 3asiBfIeHHON r|p06ne|v|e N ee pesynbTaTax;

— nNnaHax Bbirnycka 06HOBMNEHHOI Bepcun NpoaykTa (ecnm TpebyeTcs a9 yCTpaHeHns npo6aembl).
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Ecnn no ntoram o6paboTkiy 3asBKN HEOBXOAVMO BHECTU N3MEHEHNS B MpoaykT, Positive
Technologies BkntoyaeT paboTbl MO UCNpPaBAEHIO B 6/1alillee BO3MOXHOE N1aHOBOe O6HOBEHNE
npoaykTa (C y4eToM pennsHoro Uukia npoaykTa, nproputeta gedekTta uim owmnbKr, COXHOCTN
TpebyeMbIX N3MEHEHUIA, a TakKe SKOHOMINYECKON LienecoobpasHocT ncnpaeneHuns). Cpokun
BblMyCcka OGHOBMIEHUI NMPOoAyKTa OCTaloTCcs Ha ycMoTpeHmne Positive Technologies.

Cneunanuct 3aKpblBaeT 3a4BKYy, eCln:

— npepocTaBfieHbl pPeLleHne U BO3MOXHOCTb O60ONTIN Mpobaemy, He BAUSIOLLNE Ha KPUTNYECKN
BaXHYIO GYHKLMOHaNbHOCTb NpoayKTa (no ycmoTpeHuto Positive Technologies);

— [AmarHocTnpoBaH fedekT npoaykTa, cobpaHa TexHnyeckas nHpopmauus o nedekte 1 yCnoBmusx
ero BOCMnpoun3BeneHuns, ncnpaeneHne gedekra 3aniaHNPOBaHO K BbIXOAY B paMkax Ny1aHOBOro
O6GHOBNEHNS NPOAYKTA;

— 3asgBfeHHad npobnema Bbl3BaHa NMporpamMmmMHbIM obecrnedyeHnem nm o60pyaoBaHNEM CTOPOHHNX
NpPon3BOANTENEN, Ha KOTOPbIE HE PacnpPOCTpaHaoTCs obs3aTenbcTBa Positive Technologies;

— 3asgBfeHHad npobnema knaccuounumnpoBaHa creumanuctamu Positive Technologies kak
HernoaaepXneaemasl.

MpumeuaHue. Ecnu npoaykT npuobpeTtancg BMecTe ¢ annapaTHON nnatpopmon B Buae
nporpamMmmMHo-annapaTtHoro komnnekca ([MAK), pelueHne 3asBok, CBI3aHHbIX C OrpaHnYeHneM
N OTCYTCTBUEM PaboTOCMOCOBHOCTI anmnapaTHbIX KOMMOHEHTOB, MPOUCXOANT COrfacHO
YCNOBUSIM 1 CPOKaM, YKa3aHHbIM B FrapaHTUIHbIX 0693aTenbCTBax (rapaHTUiHbIX TafloHax) Ha
Takue anmnapaTHble KOMMOHEHTHI.

O TexHn4yeckon nopaepxke 155



[Mpunoxenne. CueHapum oTKka3os

Ecnun passepHyTa koHurypauma PT MultiScanner ¢ 0Tka3oycTonumBbIM Ki1aCTepoM, Mpu BbIXo4e 13
CTpod Nto6oro annapaTHOro KOMMOHeEHTa (Hanpumep, XeCcTkoro gucka unm mogyns O3Y),
dun3nYeckoro cepeepa U Npu noTepe ceTeBoro 4ocTyna Kk ogHomy 13 yanos PT MultiScanner
NPOAYKT NPOAOIXNT o6pabaTbiBaTb 3afaHNs Ha NpoBepky GalnoB B WUTaTHOM pexume. OgHako npu
BO3HUKHOBEHM HEMOafokK MOXET 6bITb MOTEPSIHA YaCTb AaHHbIX, Ha KOPOTKOE BPEMS HEKOTOPbIE
KOMMOHEHTbI MOTYT CTaTb HEAOCTYMHbIMY U MOXET YXYALINTBCS X MPOU3BOANTENBHOCTb.

KomnoHeHT

Ta6nuua 7. CueHapumn oTka3oB komrnoHeHToB PT MultiScanner

CnepncTtBue oTKasa

MoTepsiHHbIe faHHble

HepocTynHoCTb KOMMOHEHTOB U GYHKLUMA

Cnyx6a BbICOKO
LOCTYMHOCTW

PesynbTaTthl npoBepKun
dainnoB, KOTopble NMpo-
BEPSNNCE HA MOMEHT
oTKasa

ICAP-cepBep, MOUTOBbLIV CEPBEP B PEXIMME
3epKannpoBaHNs, MOYTOBbLIN CEPBEP B PeXMMe
dunbtpauumn —40 cekyHf,

Be6-unHTepodelic

Be6-uHTepdeiic — 4o 5 MuHyT

Basa paHHbIX

3aBepLUeHHble 3a0aHus

3anunco B 6a3y aaHHbIX — 20 cekyH[,

API| 6a3bl gaHHbIX

TekyLine 3apaHng B
Be6-mHTEpPdElice

3anuncb B 6a3y gaHHbIXx — 90 cekyHa

Snpo npoBepkm

YacTb dannoBy TpeTtu
TeKyLLX 3afaHN

XpaHunnuiie dannoB

dannbl

MpunoxeHune. CueHapnn 0TKa30B
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[‘noccapun

Checkme

Cnyx6a 0N NpoBepKn 06beKTOB MO 3/1EKTPOHHON noyTe. lNonb3oBaTeNlb MOXET OTNPaBNTb O6bEKT
1Ny nepecnatb NMCbMO Ha CneunanbHbl 3NEeKTPOHHbIN agpec 1 Noy4YnTb pe3ybTaT NPOBEPKN B
OTBETHOM MCbME.

Keepalived

Cnyx6a, KoTopas obecrneymBaeT 4OCTYN K NPOAYKTY No ogHoMmy |IP-agpecy, He3aBMCKMO OT TOro,
KaKoW 13 y3/10B OTKA30yCTOMYMBOro KacTepa akTUBEH.

6110KUPYIOLLUIA PEXUM

Pexum npoBepku, Npu KOTOPOM MOCTYMMBLUME Ha NPOBEPKY 06beKTbl GAIOKMPYIOTCS MPOAYKTOM A0
OKOHYaHWS NpoBepKU. B 3aBUCMOCTI OT BbIHECEHHOMO BEpAMKTa O6bEKT NPOoMnycKaeTcs B
NHPOPMAaLMOHHYIO CUCTEMY UK yaanseTcs (M NnoMeLLaeTcs B KapaHTH).

NCTOYHUK ANA NPOBEepPKU

NHTepdeiic B nHGOpMaLMOHHON CUCTeME OpraHn3aumm, C KOTOPOro B MPOAyKT NMOCTyMnaloT 06beKTbl
Ha MpPOBepKY.

KapaHTUH

VisonupoBaHHas YyacTb XpaHunuwa ¢annos, NO3BONSIOLLAS COXPaHATb 3a6N0KMPOBaHHble dalisbl C
yrpo3amu s NocneayoLero aHannsa.

NaCCUBHbIN PEXUM

Pexum npoBepku, Npu KOTOPOM NOCTYMNMBLUME Ha NMPOBEPKY 06beKTbl Cpasdy MPOoMnyCcKaloTcs
NPOAYKTOM B MHPOPMALIMOHHYIO CUCTEMY.

PeXum 3epKaanpoBaHnA

Pexum paboTbl MOYTOBOrO cepBepa, NP KOTOPOM NPOAYKT HE BNSET Ha MNOYTOBbIA Tpaduk
cepBepa. Ha npoBepky B NPoayKT OTAPaBASOTCS KON MNCEM.

PeXum oXxngaHusa

Pexum npoBepku, Npu KOTOPOM Ha MPOBEPKY OT NCTOUYHVKOB B MPOAYKT MOCTYNatoT KON O6beKTOoB,
a NX pacnpoCcTpaHeHe KOHTPONMPYET NOMb30BaTE b U CTOPOHHSS CUCTeMA.

pexum ¢punbTpaumnm

Pexum paboTbl MOYTOBOrO CepBepa, Npr KOTOPOM MPOLAYKT MOXET GunbTpoBaTh MOYTOBLIN TpaduK
cepBepa. B 3aBMCMOCTN OT BbIGPaHHOro pexriMa NpoBepKn NPoayKT NM6o cpaly Bo3BpallaeT
MOYTOBOMY CepBepy OTMNPaBeHHOEe Ha MPOBEPKY MNCbMO (MaCcCUBHbBIN PEXUM), TG0 6IOKMPYEeT ero
[0 OKOHYaHWS NPoBepKN (6IOKNPYIOLLIAT PEXNM).
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positive
technologies

Positive Technologies — oguH 13 nuaepoB B 06/1acTh pesynbTaTUBHON
knbepbesonacHocTN. KomnaHus sSBnseTcs BeayLwm pa3paboTunkom
NPOAYKTOB, PELLEHWNIA N CEPBUCOB, MO3BOSAIOLLMX BbISBNATb

1 NpefnoTBpaLLaTh KnéepaTtakiy O TOro, Kak OHN MPUYMHSAT HenprememMbli
yep6 6usHecy 1 LenbiM oTpacnam akoHomuky. Positive Technologies —
nepBas N eAUHCTBEHHAas KOMMaHus 13 cdepbl Knbepbe3onacHOCTH

Ha MockoBckoi 6upxe (MOEX: POSI). KonnuecTBo akLMoHepoB NpeBbillaeT
220 TbICAY.
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