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PykosoacTteo no akcnayataumm CG-ACS-MFLite controlgate.ru

1. O6bwee onMcaHue ycTpomcTea

1.1. Ha3HayeHue

CuunTbiBaTenb KapT ControlGate CG-ACS-MFLite (ganee cunTbiBaTeNb) - aAPECHbIN,
6ECKOHTAKTHbIN CYMTbIBaTENb, NpPeAHa3HayeH Ana paboTbl B CMCTEMAX KOHTPOAA M
ynpasneHus goctynom. Moakntouvaetca yepes nHtepdeinc RS485, ncnonbayeT NPoOTOKON
OSDP Bepcun 2.2 n noaaeprkusaet WUdPpoBaHME AAHHLIX C MOMOLLbIO aAropUTMa
AES128.

CuuTbiBaTeNb NoAaAep’kuBaeT uaeHTUdUKaTopbl cTaHgapTta HF (13,56 Mlu) wm
cnocobeH cynTbiBaTb YHMKanbHble Homepa UID KapT ctaHgapTa ISO 14443-A, a TaKkxke
6eCKOHTaKTHble BaHKOBCKME KapTbl B pexume amynaumm kapt Mifare. B gononHeHune K
3TOMy, YCTPOMCTBO npegnaraeT BO3MOMKHOCTb pPaboTbl B 3aWMWEHHOM pPEXUME,
obecneunBas BbICOKMM ypoBeHb 6e30MaCHOCTU C WCNOJIb30OBAaHMEM aBTOpPM3aLMKU NO
kntouyy CRYPTO1 gna kapt MIFARE® Classic u MIFARE® Plus (pexxum SL1), yto rapaHTupyeT
3aLWMTY OT KOMMPOBAHMA KapT.

PaboTtaet co cmaptdoHamm nog ynpasneHuem iOS, Android 6e3 HeobxogmmocTu
pa3baoKNpoBKM Mo TexHonormm BLE. ToyHo onpeaenser ynaneHHOCTb METKUM U
npeaoTBpalLaeT JIOXKHble cpabaTbiBaHMA. BcTpoeHHbI TouchSensor nossonset
OTKpbIBaTb ABepu no meTke BLE nocne KacaHuA Kopnyca cumTbiBaTensa Ansa
noaTBepKAEHMA HAMepeHMA NPoxoaa.

1.2 OcHOBHble TEXHUYECKMNE XapaKTepUCTUKHU
OCHOBHble TexHUYeckmne XapPaKTeEPUCTUKHN yCTpOﬁCTBa npueeneHbl B TaGJ'IVILI,e HUn>xe:

Moaenb CG-ACS-MFLite

dopmart uteHus KapT Mifare 13,56 Mr',

Classic, Plus, Ultralight

MoaaeprkKa 3alULLEHHOrO pexknuma Kapt Mifare

CRYPTO-1

PacctoaHue cunTbiBaHMA KapT

o 50 mm

NaeHTudmkatopsl 2,4 My,

MobunbHble meTkM BLE (iOS, Android)

JanbHOCTb YTeHNEe MOBUIBHON METKM

HacTtpausaetca (0,5-10 m)

NHTepdeic cBasn ¢ KoHTponnepom CKY/

1 wt RS-485 c npotokonom OSDP, 1 wT
nHtepdeinc Wiegand
24/26/34/36/4/42/48/56/58/64/66 but

KoHurypmposaHue cumtbiBaTens

Mo npotokony OSDP

Noapeprkka OSDP wudppoBaHma

AES128

MakcumanbHasa gnnMHa nnHum RS-485

He 6onee 1200 m

[AnanasoH HanpAXKeHU NUTaHUS

9..278B

FabaputHble pasmepsbl (LLUXBXxI)

86x39x15 mm

MaKcumanbHbIN NoTpebasemblii TOK

50 mA

[dnanasoH pabouunx TemnepaTyp

-40 ... +60 °C

1. Obulee onncaHue ycTpomncTaa
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OTHOCKTENIbHAA BIAXKHOCTb He 6onee 95%
Macca ycTpouncTtsa He 6onee 100 rp
Matepunan Kopnyca MnacTuk

1.3 Ycnosua akcnayataumm

CynTbiBaTENlb pPaCcCYMTaH Ha KPYrNOCYTOYHbIN 6HecnpepbiBHbIM pexum paboTbl npwu
TemnepaTtype oKpyawuwero so3ayxa ot -40°C go +60°C n OTHOCMTENIbHOW BNAXKHOCTU
BO3ayxa A0 95% (6e3 koHaeHcaTa) npu TemnepaType +25°C. He gonyckaeTtca ycTaHOBKaA
M 3KCNyaTauma cumTbiBaTeNA 6e3 3alnTbl B YCNOBUAX BO3AENCTBMA arpecCUMBHbIX Cpea,
NPOM3BOACTBEHHOM MNblNM, @ TAKXKe BO B3PbIBOOMACHbIX NOMELLEHUAX.

lMpednpuamue-uzzomogumerns He eapaHmupyem pabomocnocobHocme uzodenus npu
HecobadeHUU npasusa MOHMAXA U 3KCAyamauuu, OfuUCAHHbIX 8 OGHHOM
OoKymeHme.

1.4 KomnaeKkT nocTtaBku

CuuntbiBatenb CG-ACS-MFLite 1 wr.
MacnopT ycTponcTea 1 wr.
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2. MoOHTaXX cuuTbiBaTena

2.1 UHCTpYKLMA No TeXHUKe 6e30nacHOCTU
I'Io»(anyﬁCTa, nepea Ha4yaiom pa6OTbI CO CYUTbIBaTeNnem BHUMATE/IbHO O3HAaKOMbTECH C
HU>xXenepevyncneHHbiMmm TeEXHUKamMm 6e3o0nacHoOCTH.

dneKkTpobe3onacHOCTb:
- Bceraa oOTKAWO4alTe MWUTAHUE CUYMTbIBATeNs nepes  ero  YCTaHOBKOW,
06CNyKMBAHMEM NN PEMOHTOM.
- Ucnonb3yinTe NCTOYHUKN MUTAHUA C PEKOMEHA0BaHHbIM HanpaAXeHUeM NUTaHUA.
- CuuTbiBaTeNb YyCTaHaBAMBaTb B MeCTe, He MNOABEPKEHHOM BO34ENCTBUIO
3NEeKTPOMArHUTHOrO U3/Tly4eHUA.

dusunueckan 6esonacHoOCTb:
- YcTaHaB/AMBaWTe CUYMTbIBATE/lb B XOPOLIO BEHTUIMPYEMOM MeCTe, YTOoObI
npeaoTBPaTUTb NEpPerpes.
- Wsberaiite yaapos, MageHUM WUAN APYTUX MEXaHUYECKMX BO3AEUCTBUIA Ha
YCTPOMCTBO, YTOObI M36€eXKaTb NOBPEXKAEHUN.
- He pa3bupaite ycTpoiicTBo 6€3 HEOHXOAMMOCTHU, TaK KaKk 3TO MOKET NPUBECTU K
noTepe rapaHTUM 1 NOBPEXKAEHUIO YCTPOMUCTBA.

3awmTa OT CTaTUYECKOro 3/1eKTPUYecTBa:
- MpumeHsaNTe aHTUCTAaTUYECKME Mepbl Npu paboTte C YCTPOMCTBOM, 4TOObI
nsbexkaTb  MOBPEXAEHUA  KOMMOHEHTOB  M3-3a  pa3pAgoB  CTaTUYECKOro
3NEeKTpUYecTBa.

O6cnyXuBaHMe U PeMOHT:
- loboe obcnyKMBaHME UM PEMOHT CHUTLIBATENSA AOKHO BbINONHATLCA TONBKO
KBaMMOUUMPOBAHHLIMW  CMeuManmucTamm B  COOTBETCTBUM C  MHCTPYKUMAMMU
npoussoauTens.
- He nblTaliTeCb CaMOCTOATENbHO BbIMOJIHATL PEMOHT WAU  MoAUPUKaALUK
yCTpOMCTBa.

MNoxapobe3onacHoCTb:
- He ucnonb3yiiTte cuntbiBaTelb BONM3M NETKOBOCNIAMEHAOLMNXCA MaTepManos
WA BO B3PbIBOOMNACHbIX 0bacTax.

HecobntodeHue Hacmoawux UHCMPYKYUL MoXcem npueecmu K cepbE3HbIM mpasmam
unu nospexcoeHuro ycmpoticmea.

2. MoHTaX cunTbiBaTENA 5
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2.2 dneMeHTbl YCTPOMUCTBA U UX GYHKLUN

CuutbiBaTenb CG-ACS-MFLite BbINnONHEH B NAACcTMKOBOM Kopnyce, npegHa3Ha4YeHHOM
ANA YCTAHOBKM Ha HAPY)KHbIX U BHYTPEHHWX CTEHAxX 34aHWMK, B NMPOXOAHbIX 30HAX, Y
BXOAHbIX [ABepen, Ha KOHTPO/IbHO-MPOMYCKHbIX MYHKTax, a TaKXe B MecTax ¢
OrpaHMYEHHbIM AOCTYNOM, TaKMUX KaK CKAadbl UK OXpaHAemble Tepputopun. Cxema
PacrnosoXeHns U HazHauYeHne aNeMeHToB M3obpakeHa Ha PucyHke 1.

(—— \
O

@ ControlGate

[lepembl4ka copoca

Aumerra BLE

KIEMMHAS KO/00Ka

[lepembiska 120 Om

BULZER

PucyHok 1. OSDP cuutbisatenb CG-ACS-MFLite

dnemeHT (pasbem) HasHaueHue
+ MuT. 1 Bxoa nutaHmnA + 9 ... +27 BONIbT NOCTOAHHOIO TOKa
- MNu. 2 Bxoz nuTaHuAa obwmii
485A 3 JInHum A n B untepdelica RS-485 ana nogxrntodeHms
485B 4 CUYMTbIBATENA K KOHTpONepy
o6uw, 5 O6wmin Bxoga noagkntoveHmsa Wiegand nHtepodeitca
W1 6 NuTepdeiic Wiegand 1
WO 7 NHTepdelic Wiegand 0
2.3 MoHTax

Mpu BblbOpe mMecTa YCTAaHOBKM CcuMTbiBaTENEN cneayeT cobaogaTb caepyouwme
pPeKOMeHAauMK:

2. MOHTaX cumTbiBaTENA 6
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a) onTMManbHaA BbICOTA ANA YCTAHOBKWM cuyMTbiBaTens coctasnaset ot 1.2 go 1.5
MeTpPOB OT YPOBHA NON3;

6) cuuTbiBaTENM HeobxoAMMO pas3mellaTb BAAAM OT CUJbHbIX MCTOYHWKOB
3NEeKTPOMArHUTHOrO U3Iy4EHUA TaKUX KaK 3/1eKTPOreHepaTopbl, 31eKTpoaBuraTenu,
NUCTOYHUKN BecnepeboMHOro nNUTaHMA, pene MNepemMeHHOro TOKa, peryaaTopbl
OCBELLEHUNA U T.4.;

B) NpW YCTaHOBKe c/ieyeT y4yecTb B3aMMHble HAaBOAKM cunTbiBaTenen. PacctoaHune
MEXAY CYUTbIBATENAMMU [OMKHO ObiTb He meHee 30 cm (3aBUCUT OT AaNbHOCTU
CYMTbIBAHMUA KapT);

) NPM MOHTaXKe Ha META/I/IMYECKYID MOBEPXHOCTb HEOOXOAMMO MCMNONb30BaTb
NPOCTaBKY B BUAE rMbKon ¢peppuTOBOMN NNACTUHDI.

Cxema MOHTaxa n3obparkeHa Ha PucyHke 2.

PucyHok 2. Cxema moHTaxKa OSDP cuutbiBatena CG-ACS-MFLite

2.4 MNoaKknto4yeHUe K UCTOYHUKY NUTAHUA

MpyY NPUHATUKN peLleHns O BblIbope MOLLHOCTM UCTOUYHMKA NUTAHUA, BAaXKHO YUYUTbIBATb
MaKCMMasbHbI MoTpebnsemblt TOK obopyaoBaHMAa C 3anacom He MeHee 15%.

2. MoHTaX cunTbiBaTENA 7



PykosoacTteo no akcnayataumm CG-ACS-MFLite controlgate.ru

CuntbiBaTEIb NUTAETCA OT UCTOYHMKA NOCTOAHHOIO HANPAXEHUA B AManasoHe ot 9 go 27
BO/MbT, U ero notpebnaemoit TOK He npesbiwaeT 100 mA. Ha PucyHke 3 nsobparkeHa
CXema NoAKNYEHUA NUTAHUA HANPAMYIO OT KOHTpOAAepa.

@ Conl oo
4 Koxmposanen [A’Hﬂ\
4858 4858 7
4854 4854 y
e pewn NG
o L I oy
sl EEEE 9 )

(O DCHDD)

120 Om

PucyHoK 3. MogKntoueHne NUTaHUA OT KOHTPOoANepa

TakKe 3aMOK MOKeT ObITb 3anNMUTaH OT BHELWHEro UCTOYHMKA NMUTAaHWUA, B TAKOM C/y4ae
obwuit nposos nuTaHua oT Bl pgonkeH O6bITb NoaKAOYEeH K obOWemy NUTaHWUIO
KoHTponnepa (GND). Cxema nNoOAKNAOYEHMA MUTAHUA OT BHELWHEro WCTOYHMKA
n3obparkeHa Ha PucyHke 4.

/@ Coantinol Gt
é Kormponnep (K S’Z]\
4858
5}
4854 y
i
oo
<12V
ELfl :
BHewrud UCmowHUK
DDOOIDD AUMaHus
oMo
oMd
; 12V
t 12V
- /

PucyHoK 4. lNMogKkntoyeHmne NMTaHuA OT BHELLIHEro MCTOYHMKA

2. MoHTaX cuntbiBaTeNa 8
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2.5 NopKknoueHune RS-485

NInHna ceasu RS485 npeactasnseTr coboir NPOMbIWNEHHYHO CeTb C TOMOAOrMen Tvna
«WWHA», T.e. COeAMHEHME BCeX YCTPOMUCTB, 0b6beaMHAEMbIX [OaHHOW JNIMHUEN,
NpouM3BOAMUTCA NocnenoBaTesibHO, O4HO 3a apyrym. [lposoga «A» U «B» [ONXKHbI
NOAKNOYATbCA OAHOM BUTOM napon. He pgonyckaetca wmx MNOAKNOYEHWE WCMONb3YA
npoBoAa U3 pa3sHbix Nap Kabens. NMpn moHTaxe HeobxoaMMO coeanHATbL MeXxay coboi
OAHOMMEHHbIE NpoBOAA WU Knemmbl. Cxema noakntouyeHua no uHTepodeiricy RS-485
n3obpaxeHa Ha PucyHke 5.

".a( ol el

CG-ACS-MFLite v.1.0)|

(@ ConliolEale

CG-ACS-MFLite v.1.0|

4 Kormponnen (K. E/ﬁ’\
485-8 485-8 485-8 E
4854 4854 4854 y
G T
B 1 + 72 V
{1
20N 0% \_ .

PucyHokK 5. lMogKntoyeHne cumtbiBaTeNA B LUNHE

@ Llna unmepgelica RS-485 Heobxodumo ucrnonv3zosams Kabeab muna "sumas napa"
ceyeHuem AWG24.

Mposoda «A» u «B» 0onxHbl nodKnauamescsa o0Holi sumol napoli. He donyckaemcs
UX MOOKst0YeHUe UCnob3ys Nposooda U3 pasHeix nap Kabens

2. MoHTaX cuntbiBaTeNa 9
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3. HactpoiiKka cuntbiBaTens

3.1 NMoakntoyeHmne K CYUnTbiBaTeNIO

@ Mo ymon4yaHuto Adpec cvumeisamena: 126 Ckopocme: 19200

[ns nepBMYHOM HAaCTPOMKM HEOBXOAMMO NOAKAOUNTLCA K CHUTLIBATENIO:

a) c nomouwbto Kabena USB-RS485 noaKNOUNTb CHUTLIBATENb K KOMMNbIOTEPY.
6) 3anyctuTtb nporpammy ControlGate OSDP KoHdurypatop.

B) YKa3aTb MHTepdeiic, agpec U NOpPT yCTPOMCTBA.

r) HaXKaTb KHOMKY «[MoAKNIOUYMTLY. YcnelwHoe nogkntoyeHne n3obpakeHo Ha

PUcyHKe 6.
@ ControlGate — X
NOOKNHYEH 0SDP kondmryparop
Mofens ycTpoHcTBa: CunTEIBaTEN: CEepUiiHEN HOMED: 2951977329
Bepowa ycTpoiicTea: 2 BepcWA NPoWMBKH: 1.2.82
Moaknoyenne
WHTepdeic: [COM4 Appec: | 126 CropocTe: | 15200 AES V| CRC

OTKAD4MTE
Kniou wmposanna; |303132333435363738393a3b3c3d3e3f

NpownsKa
Daitn npowmskK (QOSDP): Ofizop OBHOBHTE
0%
Hacrtpoiika ycrpolcrBa
Agpec: 1 < | CropocTe: 9600 bl YCTaHoBUTE
Kntou wwdposara: YCTaHOBMTL KNtoY
MNoaTArvEatoWMi pesucTop: | OTKMIOYEH * YCTaHoBUTE

Hacrpm'ixa CYNTBIBATENRA

LLmdposaHme: CTaHaapT -

-

Cexktop: |1 Koy Ar | 303132333435 Knioyw B | 303132333435 Pexoam: | A E

Mpunoserue Desfire (AID): 010203 | Knou wngposadna: | 303132333435363738393a3b3c3d3e3f

YCTaHoENTE

PUCYHOK 6. YcnewHoe nogKkntoyeHme K CHUTbIBATeNto

Mpw ycnewHom nogKkntodeHnn otobpasntca MHGopmaLma o Mogenn, CEpunHOM Homepe,
BEPCUM YCTPOMCTBA M BEPCUM NPOrpaMmMHoOro obecneyeHuns yctporctea. CTaTyc B IeBOM
BepxHeM yray nameHutca Ha — «MNOAKJTHOYEH».

3.2 O6HOBNEHME NporpamMmmHOro obecneueHus ncnoabsya OSDP
KoHduryparop.

ana obHoBNEHUA nporpammHoOro obecneyeHuns HeO6XOAMMO BbIMOJ/IHUTb:

3. Hactpolika cumTbiBaTENA 10
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@ ControlGate

a) NOAKNYNTLCA K CYMTbIBATENHO (MYHKT 3.1).

6) c nomoulbto KHonku "O630p" BbIOpPaTb dalin ¢ NnporpammHbIM obecneyeHnem.
B) Ha*KaTb KHOMKY "O6HOBUTL". CTaTyc B BepxHem yray «[NOAKIHOYEH» namenutca
Ha «3ATPY34YUK». [porpamma O6yaer nokasbiBaTb nporpecc 0OO6HOBAEHUA
nporpammHoro obecneveHus. Npouecc obHoBNEHMA N30b6parkeH Ha PucyHke 7.

r) npu ycnewHom OOHOBNEHMW CUUTbiBaTENA OTOOpasuTca coobuweHne ¢
noareepxkaeHnem, cratyc B BepxHem yray «3ATPY3HYUK» u3meHUTCA Ha
«MOOKMHOYEH». 3amoK nepenaéT wWTaTHbIM pexum paboTbl. YcnewHoe
obHoBNeHMe n306paxKeHo Ha PucyHke 8.

= X

@ ControlGate —
3ATPY34NK OSDP kondurypatop NOAKMIOHEH ‘OSDP kondmrypatop

Magens ycrpoiicsa: Cepwiinsiit Horep: Mogens ycrpoficTsa: CunmeisaTens CepuliHeii Homep: 2951977329

BepcuR yeTpoiicTsa: BEPCA NMPOWHERA: Bepars ycTpoiicTsa: 2 Bepars npouss: 1.2.102

Nopkmouekne Nonkmouetme
Vhmepoeiic: |COM4 Anpec: |1 Cropocts: | 19200 Aes [Vl cre Virepdeic: | COM4 Anpec: CropocTs: | 15200 aEs [V ere
OTRADUUTE OTKAKKUMTE
Knios widgposars: | 30313 cad3e3f Kriou wiposarns: | 3031323
Npoumeka
@aiin npowneri (OSDP): C:/FW_Update_CG_MFCReader.enc Ofizap OBHOBHTE aiin npoumeiky (OSDP): C:/FW_Updz| (8 Brimatne X 0fisop OfHoBMTE
Hacrpoiixa ycr poiicrea —
oK |
Anpec: |1 | Cropocrs: 9600~ YeranosnTs oo v YcTanomnTe
Ko wichposarma: YCTaHOBHTS K04 Kiiou wwdposars: YCTaHOBHTE Ko
MoATArMBaI0ULAN pesucTop: | OTKNIoWeH = Yeranoamts MoaTsrvBaow pesucTop: | OTKIIoNEH VeTanoBuTe
HacTpoiika cuutbisaTens Hacrpoiika cumTeisaTens
Lindposare: Cranaapt - LLcbposaHme: Cranmapt =

Cexrop: | 1

= | Kmou A: |303132333435 Kmow B: |303132333435 Pesiun: |A < Cextop: | 1 < KmouA: 303132333435 Kniou B: 303132333435 Pewm: A~

Mpynoxerye Desfire (AID): (010203 | Knioy 30313 b3c3d3e3f Mpunoserie Desfire (AID): (010203 | Koy wmdpposaris: |303132333435363738393a303c3d3e3f
PucyHok 7. Npouecc obHoBNeHUA PucyHok 8. YcnewHoe obHoBeHNE
Mpn  ycnewHom  OOHOBAEHMM  cyuTbIBaTeNA  oTobpasuTca  coobuieHue ¢

noatsepxkaeHnem. Mpu pabote B pexume wudposaHua (AES) obHoBneHue
NnporpaMmHoro obecrneyeHma NPOMU3BECTU HEb3A.

©

Mpu ucnons3osaHuu KoHmMposnepa ControlGate o06HosneHUe NPO2PAMMHO20
obecrneyeHuUA cHUMbIBAMESS MOXCHO 8bIM0/IHUMb 8 8eb-uHmepgelice.

3.3 O6HOoBANEHME NporpaMmmHOro obecneyeHus us nHtepdeica
KoHTponnepa CKY[ ControlGate

a) noaKNUnUTLCA K KoHTpoanepy CKY/, K KOTOpoMy NOAK/OUYEH CYUMTbIBATE b
6) BBECTM JIOTMH U NAPOb;

B) 3ailTW BO BKIaAKy «lapameTpbl yCTPONCTB»
r) BbI6paTb HAaCTPaMBAEMbIN CUUTBLIBATENb U HAXKaTb NMUKTOrpammy «LLiectepéHka»
A1) BbIbpaTb dpaiin NpowmnBKKM ycTpoicTBa popmaTta *.enc, HaXKaB Ha NUKTOrpammy

«Manka» —

€) HaXkaTb KHONKY « OBHOBUTbL»

3. Hactpolika cumTbiBaTENA 11
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3.4 YcTaHOBKaA agpeca U CKopoctu obmeHa gaHHbIMUK, O6HOBNEHUE
K/oYa WwudpoBaHUA UCNONb3YA

Appec n ckopocTb 0bmeHa AaHHbIMMU:
a) NOAKNIYUTLCA K cuMTbIBaTENtO ¢ nomolpbto ControlGate OSDP KoHdurypaTop.
6) yKa3aTb HeE0H6Xx0AMMbIN aZpec U BbIbpaTb CKOPOCTb 06MeHa AaHHbIMK U3
BbINaAatoLLEro CNMCKa.
B) Ha*KaTb KHOMKY "YcTaHoBUTL agpec".

O6HoBneHMe Kntoua WwudpoBaHUA:
a) NOAKNOUYUTLCA K cuMTbIBaTENO ¢ nomolpbto ControlGate OSDP KoHdurypaTop.
6) BKAIOUNTD peXmMm WNdPOBaAHUA AaHHbIX HAXKaB Ha KHONKY AES - ycTaHOBUTCA
bNaXKoK.
B) Ha*KaTb KHOMKY "YCcTaHOBMTb KAtou". [0 yMONYaHUIO CUMTbIBATENb YKe umeeT
KNtoY WndpoBaHmMA. [JaHHaa BO3MOMXKHOCTb HYXHa TO/IbKO ANA ero 06HoBNEHMA.

Mpu ucnone3zosaHuu KoHmposnepa ControlGate 8 8eb-uHmepghelice MOMICHO
8bIMOAHUMbL asmomamu4eckulli MOUCK U HAcmpoliky cyumoeleamensa C MOMOWbIO
GyHKUUU «PacwiupeHHblIl nouck».

3.5 BK/IlOYeHM e 3aLMULLEHHOTO peXXuma paboTbl C KapTamu

CuuTbiBaTENIb NOAAEPKMBAET PAOOTY B 3aLUMULLEHHOM PEXUME, UCNONb3YA CeayoLmne
TEXHOJIOTMM ayTEHTUPUKALMM 1 3aWMTbI AAHHbIX OT KONMPOBaHMUA:

- aBTOopu3auma no kaovy CRYPTO1 ana MIFARE® ID, Classic, Plus (pesxxum SL1)
MpW HAaCTPOMKM 3aLMLLEHHOIO peXKMma paboTbl HEOBXOAMMO BKAOUUTL WKdpPOBaHME
Bbli6paB M3 Bbinagatowero cnucka tun «CraHaapT». Tun wudposBaHua ControlGate
MCMONb3yeTcA NPU NOAKAUYEHUU cuMTbiBaTeNs K KoHTponnepy ControlGate u B atom
C/ly4ae HaCTPOWMKa NPOU3BOANTCA B KIMEHTCKOM npunoxxeHnn ControlGate.

Ona BknoueHua astopumsauum no knody CRYPTO1 ¢ nomowbto ControlGate OSDP
KoHdurypartopa:
a) NOAKNYUTBLCA K cYMTbIBATENO ¢ nomoubio ControlGate OSDP KoHdwurypatop.
6) ykasaTtb ka4 A (6 6aiT) 1 Katod b (6 6anT)
B) BbIOpaTb ceKTop aBTopm3aumnm ot 1 —15
r) BbIOPATb PEXMM KaKMM NOPALKOM KAOYEN NPOU3BOANTbL aBTOPMU3ALLUIO
A) HaXaTb KHOMKyY "YcTaHOoBUTL"

3. HacTpolika cumTbiBaTenA 12
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Mpu ucnons3osaHuu koHMponnepa ControlGate u 10 ControlGate daHHbIe HaOcCMpoUKu
MOMCHO Npou38ecmu 8 KAUEHMCKOM MPUIOXEeHUU.

CunTbiBaTENIb NOAAEPKMBAET PAbOTY B 3aLLMLLEHHOM PEeXUME CPa3y C HECKONbKUMU
BMAaMW aBTOPU3ALUN.

3.6 C6poc A0 3aBOACKUX HAaCTPOEK
[Ona cbpoca HacTpoeK He0HX0AMMO YCTAaHOBUTb NEPEMbIYKY Ha 3 CEKYHAbI, CYUTbIBATEND
n34acT 3BYKOBOM CBETOBOM CUTHAA M Nepes3arpy3unTcs.

3. Hactpolika cumTbiBaTENA 13
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4. YcTaHOBKA U 06HOB/NIEHME 3K3emnaApa NPOrpaMmmHoOro

obecneuyeHun

MporpammHoe obecneyeHue, npegHa3HayeHHOe ANA COBMecTHoM pabotbl ¢ OSDP
CYUUTbIBATENEM CG-ACS-MFLite, ABnaeTca HEeoOTbeEMNEMbBIM 3/IeMEHTOM
GYHKLUMOHUPOBAHUA BbllEyKa3aHHOIo YCTPOMCTBA.

Mpouecc OBHOBMEHUs MPOrPaMMHOro obecrneyeHWs OonucaH B MyHKTe 3 AaHHOro
PyKoBOACTBA.

MepBaa ycTaHOBKA W nocnegyowme ob6HOBAEHMA NporpamMmmHoro obecnevyeHua B
CYMTbIBaTENb MNPOM3BOAUTCA C WUCNoONb3oBaHMem nporpammbl ControlGate OSDP
KoHdurypatop v NpoOLMBOK - PACNONOMNKEHHbIX Ha OPULMANBHOM CalTe KOMMNAHUKU B
pasgene «Mpowmnsku yctporcte» (https://controlgate.ru/proshivki/).

YcTaHoBKa M paboTa Ha CTOPOHHUX YCTPOMCTBAX He NpeaycMmoTpeHa. Ha pucyHke 9
n3obparkeH nHTepodeiic nporpammbl ControlGate OSDP KoHdurypaTtop.

(¢ ControlGate = x
NoOOKMHYEH 0SDP kondmryparop
Mopens yoTpoicTEa: CunTeiEaTEns CEpUiHBI HOMED: 2951977329
Bepona yCTpoitcTES: 2 Bepcua NpownBKH: 1.2.82
Mogrnroyenne
WHTepdeirc: [COM4 Appec: | 126 CropocTe: | 15200 AES v | CRC

OTKA4YTE
Kniod umdposarma: |303132333435363738393a3b3c3d3e3f

Npowmexa
dain npownskk (QSDF): Ofzop ObHoBMTE

0%

HacTpoiika ycTpolcTBa

Anpec: 1 < | Cropocts: 9600 v YcTaHoBUTE
Knioy wwdposaHis: ¥CTAHOBWTE KoY
MoaTArvsatowmi pesucTop: | OTkMoYeH  * YcTaHoBUTE

Hacr poiika cunTpiBaTens

LWnposaHie: CraHoapT -
CexTop: |1 T | Kmou A: |303132333435 Ko Br |303132333435 Pexum: | A -

Mpunokerue Desfire (AID): 010203 | Knoy wkdposaiua: |303132333435363738393a3b3c3d3e3f

Y¥CTaHoBUTb

PucyHok 9. NHTepdeiic nporpammel ControlGate OSDP KoHdurypaTop

4. YcTaHOBKa 1 06HOBAEHWE 3K3eMMNIsipa NPOorpaMmMHOro obecneyeHums 14
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5. Hactpoitka cuntbiBatensa B nHtepdence KoHtpoanepa CKy/[
ConrtolGate

Hactpolika agpecos, napameTpoB 1 GYHKLMIA NOAKAOYAEMbIX CHUTbIBATENEN MOXKHO
BbINO/IHUTL TaKKe B MHTepdence KoHTpoanepa CKY/[ ControlGate.
[na sToro Tpebyetcs:

a) NoAKNYNTLCA K KoHTpoanepy CKY/, K KOTOPOMY NOAKNOYEH CYMTbIBATENb;
6) BBECTM NIOTMH M NAPOb;

B) 3alTW BO BKIaAKy «llapameTpbl yCTPONCTB»

r) BbI6paTb HaCTPanMBaeMbI CYMTbIBATE/Ib U HAXKATb MUKTOrpaMmmy O
Mocne BbINONHEHUA 3TUX AENCTBUIA, B BED MHTepdelice KOHTPOANEPa OTKPOETCA OKHO
06LWMX HAacTpoeK, M30bpaxkeHHoe Ha pucyHKe 10 M HaXKaB Ha yKa3aTe b BKAA4KK
«PaclwmpeHHble» MOXHO NEPENTU K pacLUMPEHHbIM HAacTponKkam (PucyHok 11).

CyunTbiBaTENb

OCHOBHBIE PACLUMPEHHLIE
Tun ycTpoiicTea : . CyuTblBaTEND \_’:'
Homep nHTepdeiica ( . 2

CkopocTk uHTepdreiica

Anpec ( 1 \:/ZI
LndposaHne (AES128)

KoHTponksHaa cymma (CRC16) o
BknioyeHne ono3HaBaTenbHOro CBETOBOMO CUrHana

Anpec | 1 \:/jn CropocTs | 115200 \:rjl YCTAHOBUTD

= BuiBpath dhain nporpamMmmHoro obecne4eHus .enc OBEHOBUTb

PucyHok 10. OKHO OCHOBHbIX HACTPOEK cuMTbiBaTeNs B Beb nHTepdelice KoHTponnepa
ControlGate.

5. HacTpoWka cumTbiBaTena B nHTepdeice KoHTponnepa CKY/ ConrtolGate 15
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CyuTteiBaTENDb

OCHOBHEIE PACLUMPEHHBIE

3BYKOBOI curHan

PaszBepHyTb KapTy

Bxkniounts RFID

Pexum Wiegand S 34 \f:'

MoaTeepxaeHWe KacaHuem

Pexum BLE (Bluetooth Low Energy) (: OObI4HbI ‘E\'

NanbHocTk oBHapyxeHus, % '( 80 :\'

NanbHOCTL OTKpLITUS, % '( 40 :\'
f’ 3 h

Bpems NoBTOpHOM aBTOpH3aLMK, CeK \ ),

Bknio4nte Mesh o

= Buibpartb daiin nporpammHoro obecre4eHus .enc OBHOBWTb

PucyHoK 11. OKHO pacLluMpeHHbIX HaCTPOEeK cuMTbiBaTeNs B Beb nHTepdeice
KoHTponnepa ControlGate. MFLite

CuuntbiBaTtenb CG-ACS- MFLite umeet Wiegand Bbixoa, 1 ero napameTpbl
KOHUIypupytoTca Bo BKNaake «PacwmpeHHble» (PucyHok 12)

5. HacTpoWka cumTbiBaTena B nHTepdeice KoHTponnepa CKY/ ConrtolGate 16
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CyuteiBaTenb

OCHOBHBIE PACLWWPEHHBIE

3BYKOBOW CUrHan

PasBepHyTk KapTy

Bkniowute RFID

Pexum Wiegand L 34 v)
OTKMO4YEeHO

MoaTeepaoeHve KacaHuem 24
- - ( 0 26

Pexwum BLE (Bluetooth Low Energy) ﬂ
NanbHocTb o6HapyxeHus, % 36
40
NanbHocTb OTKpLITUA, % 49
§ 48

Bpems NOBTOpHOW aBTOpU3aLUK, Cek

56
Bkntounts Mesh 58
64
OBHapyeHWe NpPUCYTCTBUA B 30HE 66

PucyHok 12. Hactpoika napameTpoB Wiegand Bbixoga cynTbiBaTeNA.

6. UHdbopmauuma, Heobxogumasn AnAa saKcnayaTauum
3K3emnaApa nporpammHoro obecneyeHums

MporpammHoe obecneyeHue, nNpegHasHayeHHOe ANA CoBMecTHoM pabotbl ¢ OSDP
CYUTbIBATENEM CG-ACS-MFLite, ABNAETCA HEeOTbEM/IEMbIM 3N1eMEHTOM
bYHKUMOHNPOBAHMA BblEeyKa3aHHOro ycTponcTea. JaHHOe nporpamMmmHoe obecnevyeHue
pa3paboTaHO cneunanbHO ANA B3aMMOLEMCTBMA C YKa3aHHbIM CYMUTbIBATENIEM U He
npeaHa3Ha4YeHo AN UCNONb30BAHUA C APYTMMU YCTPOMCTBAMM.

[na ynpaBneHns nporpammHbiMm obecneyeHMem  UCNoO/b3yeTca MNpPorpammHoe
obecneyeHnune ControlGate OSDP KoHdurypaTop, a TakkKe peanm3oBaHO B3auMoAeNCTBME

6. UHPopmauun, Heobxoguman A5 SKCNyaTaLMM 3K3eMNasapa NPorpammMmHoro obecneyeHuns 17
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no npotokony OSDP Bepcun 2.2, a ANAa MHOUKAUMKU COCTOAHMA M NPOLLECCOB
npeaycMoOTPeH CBETOBOM AMOA 1 3BYKOBOM M3BELLATENb.

7. FTabapuTtHblie pa3mepbl

&6
&6

5]

— P

8. YcnoBuaA xpaHeHUA U TPAHCNOPTUPOBKMU

XpaHeHne U TPAHCMOPTUPOBKA CUYUTbIBATENA NPOMU3BOAUTCA B YNAKOBKe MNpeanpuAaTUA
M3roTOBUTENA NpU  TemnepaType OKpyKawuwero Bo3gyxa oT -40 po +85°C wu
OTHOCUTENbHOW BNAXKHOCTM Bo3ayxa 90 % npu temnepatype 25°C.

9. NapaHTMA usrotosutTena

KomnaHua W3rotoBuUTeNb rapaHTUpPyeT COOTBETCTBME cuMTbiBaTena TpeboBaHUAM
6esonacHocTM npu cobaogeHnn [okynatenem MpPaBUA  XPaHEHMA, MOHTaXKa W
3KCNyaTaLmmn, U3N0XKEHHbIX B PyKOBOACTBE MO 3KCMyaTauuu.

FapaHTUIHbIN CPOK 3KCNyaTauum usgenus coctasnset 1 (oauH) rog ¢ AaTbl Npogaxku. B
CNly4ae OTCYTCTBMA AaTbl NPOAAMKM B NACNopTe Ha M3genne CPOoK rapaHTUKM ucumncaaeTca
OT AaTbl BbiMyCKa cunTbiBaTeNsi, 0603HaUYeHHOW B nacnopTe.

7. FabapuTHble pasmepbl 18
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Bce npeTteH3MM MO KoO/AMYECTBY, KOMMNNEKTHOCTM M aedeKTam BHellHero BuAaa
NOCTaB/IEHHOro ToBapa NPUHUMAIOTCS U3rOTOBUTENIEM B MUCbMEHHOM GOpMe B CPOK He
nosgHee 5 (natn) pabounx aHer ¢ MOMeHTa nosyyeHus ToBapa MNokynatenem. B cnyyae
Hecobato4eHNA BblWEYKA3aHHOTO CPOKA MPEeTeH3UMM K NOCTaBAEHHOMY TOBapy Mo
NnepeyYnciieHHbIM OCHOBAHMAM He NPUHUMAIOTCS.
lapaHTMA He PacnNpPOCTPaAHAETCA Ha CYMTbIBATENN:
- UMeloLMe MexaHUYecKmne NoBpeXAeHUsA Kopnyca, npMeeaLline K BbIXoay M3 CTPos
CYMTbIBATENS;
- MMelolme cnegbl NOCTOPOHHEro BMeLWaTenbCTBA WAM PEMOHTA NULAMMU, He
YNO/HOMOY€EHHbIMW U3TOTOBUTENIEM;
- UMeloLLLNEe HECAHKLMOHMPOBAHHbIE U3rOTOBUTENIEM U3MEHEHWUA KOHCTPYKLUUM UK
KOMMJIEKTYIOLWMX U3LEeNUN;
- UMeloLWMe NOBPEKAEHUA, BbI3BaHHbIE 06CTOATENBCTBAMM HENPEOA0ANMOMN CUbI
(cTuxuiiHble 6eacTBMA, BAH4ANN3M, U T.M.) UK, €CIN HEUCNPABHOCTU MPOU3OLLIN
BCNeacTBME  OENCTBMA  CTOPOHHUX  OBCTOATENbCTB  (CKAYKOB — HanpaXeHus
3NEKTPONUTAHUA, INEKTPUYECKUX Pa3Paa0B U T.4.);

B MakcumanbHOM cTeneHwn, AONYyCTUMOW AENCTBYHOLWMM 3aKoHogaTenbcteBom PO,
N3roToBUTE/Ib HE HECET OTBETCTBEHHOCTU HU 33 KaKMe NPAMbIE UIN KOCBEHHbIE YObITKM
MoKynaTtena, BKAOYAsA yObITKM OT noTepu Npubbian, ynyweHHyto Bbiroay, YObITKM OT
notepn uHdopmaumm, yobITKM OT NPOCTOA WU T.M., CBA3AHHbIE C UCNO/Ib30OBAHUEM WU
HEBO3MOXHOCTbIO MCMNOJIb30BAHUA CYMUTbIBATENS.

9. NapaHTMA n3rotoBuTeNA 19
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