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BBepeHue

Kaspersky SD-WAN — peLueHne ans noCTPOEHNs OTKa30yCTOMUMBLIX pacrpeaeneHHbIX GunnanbHbix CeTen,
KOTOpOe 0becneymBaeT LEHTPaNN30BaHHOE YNpPaBieHNE BCEN CETHIO, UHTENNEKTYyanbHYO MapLUpy TU3aLMio
TpaduKa 1 onepaTrBHYIO MHTErpaLmio CPEeACTB 3aLlUnThI.

[Mouemy BbiOupatoT Kaspersky SD-WAN

MNpu paspaboTke NPOOYKTOB U peLleHnin «JlabopaTopus Kacnepckoro» pykoBOACTBYETCS MOTPEBHOCTAMM
KJINEHTOB U MHOFOIETHNM OfMbITOM.

@
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CoOoTBeTCTBME NPOrpaMme NMMOPTO3aMeELLEHNS
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[MBKasa apxMTeKTypa, KOTopas NpenocTasnseT

LUMPOKUNIA CNEKTP BO3MOXHOCTEN

>

dokyc Ha NOTPEBHOCTSX KNMEHTOB 1 1X 3anpocax
MO3BONSET PACKPbITb BECb MOTEHLMAaN peLLeHns

HapexxHbln 6peHa n gokasaHHas 9pPEeKTUBHOCTD

peLueHnmn

«JlabopaTopusi Kacnepckoro» — MexayHapoaHas KOMMnaHus, NpoayKTbl KOTOPOW COOTBETCTBYIOT MUPOBbLIM
CTaH4apTaM 1 YCreLHO KOHKYPUPYIOT HE TOSbKO Ha POCCUINCKOM, HO 1 Ha 3apy6EXHbIX PbIHKaX.
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net «JlabopaTtopus Kacnepckoro»
OEMOHCTPVPYET BbICOKWiA yPOBEHb
CBOWIX TEXHOMOM NI 3aLLNTI
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nepBbiXx MecT B 827 TecTax

400:-

MWNMOHOB NoSb30BaTenel 1 bonee
200 TbICSY KOPNOPATUBHBIX KNIMEHTOB
Mo BCEMY MUPY HaxOASATCH MOA HaLlel
3amTon
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odnCoB Mo BCEMY MUPY

4 500

BbICOKOKBaIMPULIMPOBAHHbIX
crneumanncToB paboTaeT
B «JlabopaTtopum Kacnepckoro»

COTPYAHUKOB 9BNSOTCS
R&D-akcneptamu



[MOKas apxNTEeKTYypa U LWNPOKNIA CNEKTP BO3MOXXHOCTEMN

KomaHga «J1abopaTtopum Kacnepckoro» MMeeT 60/1bLLON OMbIT B 06/1aCTW KN6EPHE30MNacHOCTN U CETEBbLIX
TEXHONOT I, KOTOPbIN MO3BONFET CO34aBaTb MPOAYKTbl, OTBEYAIOLLIME BbICOKVM 3arMpocaM KNEHTOB.
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Ilerkas v bbICTpas MHTErpaums CPeACTB 3alLnThl 6arogaps
BUPTYan3aLmm ceTeBbiX QyHKLNA BBIFOAHO OTIMYaET
Kaspersky SD-WAN kak OT pOCCUNCKIX MPOV3BOANTENEN

PELLEeHW 3TOro Knacca, Tak 1 OT MMAEPOB MUPOBOIO PhiHKa
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PelleHvie obecrneurBaeT MpPOCTOE MaclUTabrpOBaHNE, YTO
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Bblcokuin YPOBEHb aBTOMaT3aLnn BCEro XM3HeHHOr o umkna
CeTn No3BONdeT COKPaTUTb KOJINYECTBO NT-mHUMOeHTOB
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BO3MOXHOCTb MCMOMb30BaTh MIoBble KaHasbl CBA3U

1 X KOMBUHALIMV MO3BONSET CYLLIECTBEHHO COKPaTUTb
pacxofpl Ha MOCTPOEHWE 1 OBCY>XKMBaHNE CETU,

T.e. NepeHanpaBuTb PECYPChI Ha LieneBble 3aaaqv KoMnaHum
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MpocToe NoaKIUeHE TENEKOMMYHUKALMIOHHOTO
obopynoBaHus (CPE) 1 eanHbI BE6-MHTEPdENC
NMO3BONSIOT ONTUMN3NPOBATH LIEHHBIE PECYPCHI
T- n b-cneunanncTtos

Ddunnani

KaHanbl cBg3u

Cso6opa Belbopa kaHanos
CBS3M 1 X KOMBMHALWIA
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3BalUVILLEHHBIA OCTYM K:
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Lon
Oducam
ABTOMaTU3aLMA opraHusaunn

[OCTYNak pecypcam KoMnaHmn

PasBepTbiBaHIE NPOrPaMMHbIX
cpen (PaaS)
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Llenbil psn UHTENNEKTYanbHbIX MEXaHN3MOB ObecrneyrBaeT
CTabuNbHYO PaboTy CEeTU N MPUNOXEHU

PelleHve Nno3BoNsSET MOCTPOUTb SKOCUCTEMY CETEBOW He30oMnacHOCTW, peann3oBas noaxon SASE*

*Secure Access Service Edge — norparuyHbiii cepeurc 6e3onacHoro goctyna. CeTeBas MoOeNb, KOTopas O6bEANHAET CPEACTBA
3allMThl U CETEBBIE TEXHONOrMW. Mogenb Npu3BaHa ob6ecneynTb HaOEXHOCTb U TMBKOCTb CeTH, a Tak>Ke 3alLUMUTUTb KOPNOopaTVIBHbIE

ceTeBble PECYpCbl.



CooTBeTCcTBIME TPEOOBAHNSAM 3aKOHOAATENBCTBA

Kaspersky SD-WAN — poccuiickoe peLueHne MMPOBOro YPOBHY, KOTOPOE COOTBETCTBYET KOHLEMLN
MMMNOPTO3aMELLEHNS 1 MPY STOM CNOCOBHO 3aMEHUTb MPOAYKTHI YLLUEALINX C POCCUIACKOrO pbiHKa

3apy6exXHbIX NPON3BOANTENEIN.

PeweHve Kaspersky SD-WAN BxoguT B peecTp B pamkax peLlueHns ncnonb3yoTCa OTeYeCTBEHHbIE
POCCUIACKOro NporpaMmMHOro obecneyeHns annapaTHble NaTPOPMbl, KOTOPbLIE BXOASAT
(peecTpoBas 3anmcb N218549 o1 09.08.2023) B peecTp TOPIT MuHnpomTopra Poccumn
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PelueHne noooep>xmBaeT NHTErpaumo Kaspersky SD-WAN nopaepxunsaet FOCT-
C CepTUDULINPOBaHHBIMY CPeACTBaMUN 3aLLNTLI wnodposaHue (MonyyeHa ceptTudurkaums
«JlabopaTopum Kacnepckoro» n BeHAOPOB- ®CbB o cooTBeTCTBUM TpeboBaHMaIM K CK3I
napTHepPOB knacca KC2) n cueHapum B3anMoLencTans

C cepTUPULIMPOBaAHHBIMIM PELLEHNIMMN
6onblMHCTBa BeHAopoB CK3M

PeweHmne c dokycom Ha bBusHece

Kaspersky SD-WAN ynpoLuaeT npoLuecc udpoBoi TpaHCcHOopMaLmM KOMMaHNA, MO3BONSS
afjanTupoBaTbCH K COBPEMEHHBIM peanusm. PasHoobpasne BapmaHTOB BHEAPEHWS 1 MakCMasibHas
rMBKOCTb apXUTEKTYPbI MO3BONSIOT BbibpaTh Hanbonee adpdeKTUBHDIN, BbIrOLHbIN 1 YAOBHbI MOAXO0L,

ONS KaXX A0 KOHKPETHOW KOMMaHNI.

C peweHmnem Kaspersky SD-WAN komnaHusg nony4aeT Lenbin pag

npenvyLecTB:
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HapexHyto 1 nerko BecnepeboliHyto paboTy
MacLITabrpyemyto CETEBYIO NPUNOXEHWIA, OBOSIbHbIX
NHDPACTPYKTYPY K/MEHTOB 1 NapTHEepoB
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OnTUMM3aLMIO PacxoooB B0O3MOXXHOCTb NOCTPOUTH

Ha NoOCTpoOeHne eOVHYIO CUCTEMY CETEBOW

1 o6CnyXXuBaHne cetun 6e30MnacHOCTW A5 BCen
KOMMaHun
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MNpPOCTYIO HTErPaLMIO HOBbIX
CETEBbIX CEPBUNCOB 1 YCTPOWCTB
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CepTudnumpoBaHHble
annapaTHble nnaTPopMbl
N YBEPEHHOCTb

B paboTOCMNOCOBHOCTU
peLleHns


https://reestr.digital.gov.ru/reestr/1684064/

BesonacHag pa3paboTka — OCHOBa peLueHns
Kaspersky SD-WAN

PewweHne SD-WAN, kak n gpyrve peLieHms
«JlabopaTopuin Kacnepckoroy, pa3paboTaHo

B COOTBETCTBUW ¢ MeTogonornenn SSDLC (Secure
Software Development Lifecycle). Th reat

Research

Kaspersky Threat Research (LleHTp nccnenoBaHus yrpos)
— OOVIH V3 NSTY LLEHTPOB 3KCMepTuM3bl «JTabopaTopum

Kacnepckoro», cneumanmcTbl KOTOPOro 3aHNMaloTCS o
CHUXXEHMEM PUCKOB, CBA3AHHbBIX C YS3BUMOCTSIMU
B peLueHunsx «JlabopaTopum Kacnepckoros.
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https://www.kaspersky.ru/blog/kaspersky-expertise-centers/38006/
https://www.kaspersky.ru/enterprise-security/sd-wan

