positive
technologies

PT Knockin

~Anockin.ptsecurity.com

MpoBepuTb NOYTY

OHNnanH-cepBUC NpPoOBEPKM
3alNLEHHOCTU NOYThHI

TecTnpoBaHmne 6e3onacHocTn
ANEeKTPOHHOWN NOYThI

PT Knockin nossonsieT npoBeputb

N ONTMMUN3NPOBaTb YPOBEHb 3aLLNLLEHHOCTI
Bawen noyTbl. CepBUC CUMYyNNpYeT aTaku

Ha NOYTOBbI CepBep, NPOBEPAS HACTPOWKN
$unbTpaunn, n naeT metognyeckmne
pekoMeHAauumn no NoBbiWEeHNo 6€30MacHOCT.

Bce HaunHaeTcd ¢ NouTbl

OnekTpOoHHasg NoyTa — CaMblll NOMYMSAPHbINA
CNoco6 [OCTaBKM BPEAOHOCHbIX MPOrpamMmm
AN KOMNPOMEeTaLMmn KOpropaTBHON cpeapl.

ViccnepnoBaHng nokasbiBaloT, UTo 6onee 57%
KnbepaTtak B Poccuin HauyHalTCS C BPEAOHOCHbIX
nnucem, N Nx YNCno NpoaoxaeT pacTu. Yalle
BCEro NHCTPYMEHTOM /15 IPOHUKHOBEHNS
CTaHoBSTCA (aliyioBble BNOXEHNS, B KOTOPbIX
MOryT coepXaTbCs LWNGPOBanbLLKA, 3arpy3UnKi,
MaliHepbl, BpeOoHOCHbIe NporpaMmmbl s
yOaNeHHOro yrpaBneHns 1 opyrue Mansapu.

Haun6onee nonynspHbie y 3/10yMbILIEHHNKOB
TUNbl OoTApaBnsieMbiX ¢ainoB

ApxunBbl
(zip, .rar, .72)

TeKcToBble AOKYMEHTbI
(.doc, .odt, .one)

CraTtunyeckme
Be6-CTpaHULbl
(html, .chm, .htm)

OneKTpOoHHble TabnunLbl
(xls, .xlIsx)

WcnonHsiembie dainnbl
(.bat, .exe, .msi)

PDF-dainnbi

O6pasbl AaHHbIX
(.iso, .vhd, .vhdx)

®daiinbl npeseHTaumin
(-ppt. .pptx)

MoueMy nouToBble cpepcTBa 3aLUThbI
He Bcerpa cnpasnsioTcs

Jlo6oe nameHeHmne nnn obHoBneHne IT-cnctem
(HanpuMmep, NOYTOBOrO CepBepa) MOXET NPUBECTN
K N3MEHEHMIO MapamMeTpOoB NMOYTOBbIX CPEACTB
3aWwmTbl 1 Npasun dunstTpauun. Het rapanTun,

YTO MOCNe 3TOro B 060POHE BaLLEe MoYTbI

He NoSIBATCS YS3BUMOCTI, KOTOPbIE A0SITOe BPeMs
MOryT OCTaBaTbCs He3aMeUEeHHbIMU.

Kpome TOro, 3n0oymMbILLAEHHUKIN MOCTOSAHHO
MoguodunumpytoT BpegoHocHoe MO n npungymbiBatoT
HOBbIE TaKTUKW 1 TEXHUKIN 19 06Xxo[a TPaanLNOHHbIX
cpencTB 3awuTbl. C pa3BuUTMEM NCKYCCTBEHHOMO
WNHTEeNneKTa cTanu NosgBNgTbCS BPEOOHOCHbIE
nporpamMmbl, CNOCO6HbIE CAMOCTOATENbHO
N3MEHSATb CBOWN NCXOAHbIN KOA, YTO6bl CKPbIBaTLCS
OT CTaTN4YECKNX MHCTPYMEHTOB aHannaa,
OCHoOBaHHbIX Ha YARA-npaBunax. ICKyCCTBEHHbIN
WNHTENNEeKT TakXe NCronb3lyeTcs ang reHepaunn
OULLIVHIOBBIX MMCEM 1 NPOBEQEHNS pa3BenKi
noTeHuManbHbIX Lenen.

MpeBeHTUBHad NnpoBepka 6e3onacHoOCTU

YTO6bI 6bITb YBEPEHHbLIM, YTO NMOYTOBbIE CPEeACTBa
3alnTbl paboTaloT KOPPEKTHO, peKoOMeHayeTCs
PEerynspHoO TECTUPOBATb SNTEKTPOHHYIO MOYTY

Ha NPOHWKHOBEHME. [1ng 3TOro NoAoNaeT cepBuC,
NMUTUPYoLWMIA gocTaBky 3noepenos. PT Knockin
TeCTUpPYeT CPefcTBa KOHTPONS 6€e30MacHOCTHN
NoYTbl, OTNPABNAS NMCbMa C 3KCMIoNTamMu,
3aMacCKMPOBaHHbIMU MO YacTO UCMONb3yemMble
BnoxeHud. CepBrnc MogennpyeT pearsbHble aTaku
Ha FLMKN COTPYOHNKOB KOMMAaHWIK 1 MOKa3biBaeT,
MOFYT NN BPEAOHOCHbIE MCbMa 060ATU NePBYIO
NNHWIO 3aLLNTHI.



Kak pa6oTaeT PT Knockin

CepBuc gocTyneH oHNarH — g ctapta paboTl
HY>KHO BBECTW agpec NoYTbl C KOPMOPaTUBHbIM
OOMEHOM 1 NPONTK ayTeHTudmkauuio. lNMocne
perncTpaunn Bbl MOXeTe BblbpaTb TUMbl aTak,
Ha KOTOpble XOTUTE NPOTECTNPOBAaTb BaLl SLLNK,
N BOCMO/b30BaTbCs BCEMU [OCTYMHbIMIA
BapuaHTamMun NPOBEPKM.

[Mocne cTapTa CUMynSLAN Ha NOYTY HaYHYT
NPUXoaunTb TECTOBbIE MCbMa C MMUTaLeNn
BPEeOOHOCHbIX BNOXeHW. Ecnn cpepcTtBa 3alumThl
NPOMNYCTAT NCbMa C TaKOW Harpy3kon — 3HaUuT,

B cucTeme punsTpaunm ecTb yS3BUMOCTU, KOTOpble
HY>XHO MCMNpPaBUTb.

Mocne Toro Kkak Bbl OTMETUTE B IMYHOM KabunHeTe,
Kakume aTakum okadanunchk ycnewHbimu, PT Knockin
chopMUpPYET OTYET O COCTOSIHNM 3ALLUNLLEHHOCTI
noutbl. CepBuC BbIgBNSFET Npobembl B paboTe
MOYTOBOIO U038, MECOYHMLLbI, MEXCETEBOIO
9KpaHa ypOBHS BE6-NMPUIOXEHNI N APYrX
CPEACTB 3alnTbl 1 MpefocTaBngeT pekoMmeHgaumnm
ANS X NpaBUbHON HacTpolku. MoBTOpHOE
TeCTUPOBaHMNe NOKaxeT, kak cpaboTanu
yNyJlleHuns, a peryngdpHas nposepka no3sonmT
nogaepXuBaTh MOCTOSAHHYIO 3aLUNLLEHHOCTb
3NEKTPOHHOWN MOYThI.

TecToBble NCbMa
C Bpe4OHOCHbIM

m Knockin

KnioueBble oco6eHHocTn PT Knockin

® [lpoBepsgeT 3aWMLEHHOCTb NOYTbl OT CaMoOro
NonNynsIPHOro y 3/10yMbILLIEHHUKOB
BpepoHocHoro NMO. B apceHane cepsuca
6onee 100 ceMnnoB C BPEeAOHOCHOI NOME3HON
Harpys3kou, 3aMacKnpoBaHHbIX Nog ¢pansbl
pa3HbIx GopmaToB.

® [locTyneH oHnanH. [1ng npoBepku He TpebyeTcs
CKauMBaHWIN N YCTaHOBOK — AOCTATOYHO MepenTin
B BE6-KOHCO/b Ha CTpaHuLe
knockin.ptsecurity.com, BBecTn agpec
KOPMOpaTUBHOIO LKA U HaYaTb NPOBEPKY.

® be3onaceH ans kopnopaTuBHOWN CETU.
Bce BpenoHOCHbIE NpOorpamMmbl, KOTOpble
ncnonbayet PT Knockin, Tonbko cumynupytot
aTaku 1 He MOryT HaHeCTW peanbHOro Bpega

I/IHCI)paCprKType.

® 3awuiueH oT nonagaHus B cnaM-auncTbl.
V|Cﬂ0ﬂb3yeT 0J19 OTNpaBKN NPOBEPOYHbIX NMncem
PPa3Hble agpeca, KoOTopble NOCTOAHHO N3MEHSAIOTCY,
YTO NO3BONYET OOCTOBEPHO NPOBEpPnNTb
3alnLLEeHHOCTb KoprnopaTBHOIo cepBepa.

® dopmupyeT NoAapo6HbIN OTHET
C pEKOMeHpaLMSIMM MO YCTPaHEHNIO HEAOCTaTKOB
MOYTOBOW 3aLUMTbI, YTO MO3BONSET NMPUHATH
onepaTuBHbIE Mepbl AN ycuneHns 6apbepa.
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MpoBepuTb NouTy

O Positive Technologies

Positive Technologies — nugep pbiHka pe3ynbTaTUBHOM KM6ep6e30nacHOCTI, BeayLLNiA paspaboTyiik
NPOAYKTOB, PELLUEHNIA N CePBICOB, MO3BONSIOLLMNX BbISBIATb 1 NpeaoTBpaLlaTh Knéepataku 4o TOro, Kak OHN
NPVYNHST HeNpreMnemMbli yLlep6 6U3HeCY 1 LenbiM OTpacisM 3KOHOMUKIW. Haly TeXHONOrny NCronbayioT

okono 4000 opraHnsauumin o BCemMmy MUpy.

@ positive technologies



